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1. Introduction

[I-D.1li-spring-tunnel-segment] introduces a new type of segment,
Tunnel Segment, for the segment routing. Tunnel segment can be used
to reduce SID stack depth of SR path, span the non-SR domain or
provide differentiated services. The tunnel segment can be allocated
for MPLS RSVP-TE tunnel, SR-TE tunnel or IP tunnel. IP tunnel is
also useful in SD-WAN scenario.

[I-D.1i-spring-tunnel-segment] introduces two ways to set up the
tunnel which is used as tunnel segment: one is to configure tunnel
on the device, the other is PCE-initiated tunnel.

[REC8231], [RFC8281] and [RFC8664] has defined how to set up the PCE
initiated RSVP-TE LSP and SR-TE LSP. This document specifies a set
of extensions to PCEP to support PCE-initiated IP Tunnel. The
extensions include the setup, maintenance and teardown of PCE-
initiated IP Tunnels, without the need for local configuration on
the PCC.

2. Terminology
*SR: Segment Routing
*SR-TE: Segment Routing Traffic Engineering

This document uses the terms defined in [RFC5440]: PCC, PCE, PCEP
Peer.

The following terms are defined in [RFC8281]:

*PCE-initiated LSP: LSP that is instantiated as a result of a
request from the PCE.

The following terms are defined in this document:
*IP Tunnel: Tunnel that uses IP encapsulation.

*PCE-initiated IP Tunnel: IP Tunnel that is instantiated as a
result of a request from the PCE.

The message formats in this document are specified using Routing
Backus-Naur Format (RBNF) encoding as specified in [REC5511].

2.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY'", and
"OPTIONAL" in this document are to be interpreted as described in



BCP14 [RFC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

3. Procedures for PCE-initiated IP Tunnel
3.1. Overview of Procedures

A PCC or PCE indicates its ability to support PCE Initiated dynamic
tunnel during the PCEP Initialization Phase via "PCE Initiated
Tunnel Capability" TLV (see details in Section 5.1).

In this document, the procedure is only about PCE Initiated dynamic
IP Tunnel. The decision of when to instantiate or delete a PCE-
initiated IP Tunnel is out of the scope of this document.

This section introduces the procedure to support PCE provisioned IP
Tunnel as follows:

Firstly both the PCC and the PCE negotiate the PCE Initiated Tunnel
Capability for tunnel types during the PCE session initiation phase.
On the PCEP session with PCE Initiated Tunnel Capability PCE
communicates with PCC to set up, maintain and tear down PCE-
initiated IP Tunnels.

The procedure about tunnel state synchronization, PCC local policy
and timeout process, the session failure process, etc. will be
specified in the future version.

3.2. Capability Advertisement

During PCEP session establishment, both the PCC and the PCE must
announce their support of PCEP extensions defined in this document.
A PCEP Speaker (PCE or PCC) includes the "PCE Initiated Tunnel
Capability" TLV, described in Section 5.1, in the OPEN Object to
advertise its support for PCEP extensions for PCE Initiated IP
Tunnel Capability.

The PCE Initiated Tunnel Capability TLV includes the tunnel types
that are supported by PCEP Speaker. Each tunnel type is indicated by
one bit.

The presence of the PCE Initiated Tunnel Capability TLV in PCE's
OPEN message indicates that the PCE can support the instantiation of
PCE- initiated Tunnels and the types of the tunnels which PCE can
initiate.

The presence of such Capability TLV in PCC's OPEN Object indicates
that the PCC can support to instantiate the tunnel according to the
PCE's indication and the types of the tunnels which PCC can setup
automatically according to the PCE's request.



If PCE has such capability TLV and PCC has no such capability TLV
PCE MUST NOT send the PCE messages for procedure of PCE initiated IP
Tunnel. And if PCC receives such messages it should send PCErr
message to PCE.

If both PCE and PCC have such capability TLV they only negotiate the
types of the tunnels both PCE and PCC can support. PCE MUST only
initiate the specific tunnel which both PCE and PCC can support.
Otherwise PCC MUST send the PCErr message.

3.3. Tunnel Operations
3.3.1. PCE IP Tunnel Instantiation

To instantiate a tunnel, the PCE sends a Path Computation Tunnel
Initiate (PCTunnelInitiate) message to the PCC. The PCTunnelInitiate
message MUST include the SRP object (see details in Section 5.2) and
TUNNEL object (see details in Section 5.3) . The TUNNEL object MUST
have a PTUNNEL-ID of @ and MUST include the Tunnel Identifier TLV
with the TUNNEL-ID 0 and the Tunnel Name TLV. The TUNNEL object MAY
have the Tunnel Parameter TLV.

The PCC creates the different type of tunnel using the end point
address carried in Tunnel Identifier TLV and sends the Path
Computation Tunnel State Report (PCTunneRpt) message to PCE. The
PCTunneRpt message MUST include the SRP object and TUNNEL object.
PCC assigns a unique PTUNNEL-ID carried via TUNNEL object and a
unique TUNNEL-ID carried via Tunnel Identifier TLV(see details in
Section 5.3) in TUNNEL object for the tunnel. PCC indicates the
operational state in the TUNNEL object.

The PCTunneRpt message MUST include the SRP object, with the SRP-ID-
NUMBER used in the SRP object of the PCTunnellInitiate message.

+-+-+ +-+-+
| PCE| |PCC|
+-+-+ +-+-+

-- PCTunnelInitiate -->
PTUNNEL-ID=0,
TUNNEL-ID=0
R=0

1) add new tunnel

<---- PCTunneRpt ------ | 2) Tunnel Status Report s
PTUNNEL-ID=1,
TUNNEL-ID=1

I
I
I
I
I
I
I
I
I
I Up
I



3.3.2. PCE IP Tunnel Update

To update the parameters used to create a tunnel, the PCE sends a
Path Computation Tunnel Update (PCTunnelUpd) message to the PCC. The
PCTunnelUpd message MUST include the SRP object and TUNNEL object.
The TUNNEL object MUST have specific PTUNNEL-ID and MUST have
specific Tunnel Identifier TLV. The TUNNEL object MUST carry any of
the Tunnel Parameter TLV and Tunnel Attribute TLV.

The PCC updates the encapsulation parameters and/or attributes of
the tunnel and PCC sends the PCTunneRpt message to PCE to report
updated state.

The PCTunneRpt message MUST include the SRP object, with the SRP-ID-
NUMBER used in the SRP object of the PCTunnelUpd message.

+-4-+ +-+-+
| PCE| |PCC|
+-+-+ +-+-+
I I
---- PCTunnelupd ---->
PTUNNEL-ID=1,

1) update tunnel
I
TUNNEL-ID=1 [
I
I

parameter

<---- PCTunneRpt ------ | 2) Tunnel Status Report s
PTUNNEL-ID=1,
TUNNEL-ID=1

I
|
|
|
I
|
|
|
I Up
I

3.3.3. PCE IP Tunnel Deletion

To delete a tunnel, the PCE sends a Path Computation Tunnel Initiate
(PCTunnelInitiate) message to the PCC. The PCTunnelInitiate message
MUST include the SRP object and TUNNEL object and the 'R' flag in
SRP object SHOULD be set. The TUNNEL object MUST have specific
PTUNNEL- ID and MUST have specific Tunnel Identifier TLV.

The PCC delete the tunnel specified by PTUNNEL-ID and PCC sends the
PCTunneRpt message to PCE to report updated state.

The PCTunneRpt message MUST include the SRP object, with the SRP-ID-
NUMBER used in the SRP object of the PCTunnelInitiate message.



+-+-+ +-+-+
| PCE | |PCC|
+-+-+ +-+-+
I I
-- PCTunnelInitiate -->
PTUNNEL-ID=1,
TUNNEL-ID=1
R=1

1) delete tunnel

I
I
I
I
I
I
|<---- PCTunneRpt =------ | 2) Tunnel Status Report s
| PTUNNEL-ID=1,
| TUNNEL-ID=1

| DOWN

I

4. PCEP Messages

To initiate a tunnel, a PCE sends a PCTunnelInitiate message to a
PCC.

To report the state of a tunnel, a PCC sends a PCTunnelRpt message
to a PCE.

To modify the parameters of a tunnel, a PCE sends a PCTunnelUpd
message to a PCC.

The message format, objects and TLVs are discussed separately below
for the creation and the deletion cases.

4.1. PCTunnelInitiate Message

A Path Computation Tunnel Initiate message which is also referred to
as PCTunnellInitiate message is a PCEP message sent by a PCE to a PCC
to trigger tunnel instantiation or deletion.

The Message-Type field of the PCEP common header for the
PCTunnelInitiate message is to be assigned by IANA. The
PCTunnelInitiate message MUST include the SRP and the TUNNEL
objects. If the SRP object is missing, the PCC MUST send a PCErr
with error- type 6 (Mandatory Object missing) and error-value=10
(SRP Object missing) (per [REC8231]). If the TUNNEL object is
missing, the PCC MUST send a PCErr with error-type 6 (Mandatory
Object missing) and error-value which means TUNNEL Object missing.

Tunnel instantiation is done by sending an Tunnel Initiate Message
with an TUNNEL object with the reserved PTUNNEL-ID ©. Tunnel
deletion is done by sending an Tunnel Initiate Message with an
TUNNEL object carrying the PTUNNEL-ID of the tunnel to be removed
and an SRP object with the R flag set.



The format of a PCTunnelInitiate message for tunnel instantiation is
as follows:

<PCTunnelInitiate Message> ::= <Common Header>
<PCE-initiated-tunnel-list>
Where:
<PCE-initiated-tunnel-list> ::= <PCE-initiated-tunnel-request>
[<PCE-initiated-tunnel-request>]

<PCE-initiated-tunnel-request> ::= (<PCE-initiated-tunnel-instantiati

|<PCE-initiated-tunnel-deletion>)
<PCE-initiated-tunnel-instantiation> ::= <SRP>

<TUNNEL>

<PCE-initiated-tunnel-deletion> ::= <SRP>

<TUNNEL>

The SRP object defined in [RFC8231] can be used in this document to
correlate tunnel initiate requests and update requests sent by the
PCE with the error reports and tunnel state reports sent by the PCC.
Every request from the PCE sends a new SRP- ID-NUMBER. This number
is unique per PCEP session and is incremented each time an operation
(initiation, update, etc) is requested from the PCE. The value of
the SRP-ID-NUMBER MUST be echoed back by the PCC in PCErr and
PCTunnelRpt messages to allow for correlation between requests made
by the PCE and errors or state reports generated by the PCC.
Procedure of PCE-initiated IP Tunnel share the same number space of
the SRP-ID-NUMBER with procedure of stateful PCE.

The <TUNNEL> object is an new object introduced in this document.
<TUNNEL> object in PCTunnelInitiate message MUST include Tunnel
Identifier TLV and Tunnel Name TLV. Tunnel Parameter TLV is
optionally included.

The Tunnel Initiate message for tunnel instantiation has the TUNNEL
object with the TUNNEL-ID in Tunnel Identifier TLV 0. The Tunnel
Initiate message for tunnel deletion has the TUNNEL object carrying
the TUNNEL-ID of the TUNNEL to be removed.

4.2. PCTunnelUpd Message

A Path Computation Tunnel Update Request message (also referred to
as PCTunnelUpd message) is a PCEP message sent by a PCE to a PCC to
update the encapsulation parameters and/or attributes of a tunnel. A
PCTunnelUpd message can carry more than one Tunnel Update Request.

The Message-Type field of the PCEP common header for the PCUpd
message is to be assigned by IANA.

The PCTunnelUpd message MUST include the SRP and the TUNNEL objects.
If the SRP object is missing, the PCC MUST send a PCErr with error-
type 6 (Mandatory Object missing) and error-value=10 (SRP Object



missing) (per [RFC8231]). If the TUNNEL object is missing, the PCC
MUST send a PCErr with error-type 6 (Mandatory Object missing) and
error-value which means TUNNEL Object missing.

The format of a PCTunnelUpd message for tunnel parameter update is
as follows:

<PCETunnelUpd Message> ::= <Common Header>
<tunnel-update-request-list>
Where:
<tunnel-update-request-list> ::= <tunnel-update-request>
[<tunnel-update-request-list>]
<tunnel-update-request> ::= <SRP>
<TUNNEL>

<TUNNEL> object in PCTunnelUpd message MUST include Tunnel
Identifier TLV and any of Tunnel Parameter TLV and Tunnel Attribute
TLV. Tunnel Name TLV is not included.

4.3. PCTunnelRpt Message

A Path Computation Tunnel State Report message which is also
referred to as PCTunnelRpt message is a PCEP message sent by a PCC
to a PCE to report the current state of a tunnel. A PCTunnelRpt
message can carry more than one Tunnel State Reports. A PCC sends an
Tunnel State Report in response to a Tunnel Initiate Request for
creation or a Tunnel Update Request from a PCE.

The Message-Type field of the PCEP common header for the PCTunnelRpt
message is to be assigned by IANA. The PCTunnelRpt message MUST
include the SRP and the TUNNEL objects. If the SRP object is
missing, the PCE MUST send a PCErr with error-type 6 (Mandatory
Object missing) and error-value=10 (SRP Object missing) (per
[REC8231]). If the TUNNEL object is missing, the PCE MUST send a
PCErr with error-type 6 (Mandatory Object missing) and error-value
which means TUNNEL Object missing.

The format of a PCTunnelRpt message for tunnel instantiation is as

follows:
<PCTunnelRpt Message> ::= <Common Header>
<tunnel-state-report-list>
Where:
<tunnel-state-report-1list> ::= <tunnel-state-report>
[<tunnel-state-report-list>]
<tunnel-state-report> ::= <SRP>
<TUNNEL>

<TUNNEL> object in PCTunnelRpt message MUST include Tunnel
Identifier TLV.



5.

5.

5.

Tunnel Parameter TLV and Tunnel Attribute TLV is optionally included
in PCTunnelRpt message. In the first PCTunnelRpt message in response
to the PCTunnelInitiate message Tunnel Name TLV MUST be included.
And in the subsequent PCTunnelRpt message Tunnel Name TLV is
optionally included.

PCEP Objects
1. OPEN Object
1.1. PCE Initiated Tunnel Capability TLV

The PCE-INITIATE-TUNNEL-CAPABILITY TLV is an optional TLV associated
with the OPEN Object [RFC5440] to exchange PCE-initiated tunnel
capability of PCEP speakers.

Its format is shown in the following figure:

0] 1 2 3
012345678901 234567890123456789601
totototototototototototototototototot ottt ototototot-t-F-F-+-+
| Type=[TBD] | Length=4 |
B b bk e e e S e I S S e e h s =
| Tunnel Types |
tototototototototototototototototototototototototototot-tot-t-+-+

The type of the TLV is to be assigned by IANA and it has a fixed
length of 4 octets.

The value comprises a single field - Tunnel Types (32 bits):

Each bit indicates one kind of tunnel. Each bit from right to left
successively represents the value of tunnel type which is 0 to 31.
The value of tunnel types refer to the registry for "BGP Tunnel
Encapsulation Attribute Tunnel Types" [RFC9012] assigned by IANA.
This document only use the IP tunnel type.

The assignments used by this document are as follows:

Tunnel Type Value
Reserved 0

GRE 2
VXLAN 8
NVGRE 9

MPLS in GRE 11
MPLS in UDP 13
Table 1: Tunnel Type



Unassigned bits are considered reserved. They MUST be set to 0 on
transmission and MUST be ignored on receipt.

5.2. SRP Object

<SRP> object is defined in [RFC8231]. In this document <SRP> is used
to correlate PCTunnelInitiate and PCTunnelRpt or PCErr message.

'R'" Flag in <SRP> object is defined in [RFC8281]. When PCE requests
PCC to create the IP tunnel 'R' Flag in <SRP> is set to 0. When PCE
requests PCC to delete the IP tunnel 'R' Flag in <SRP> is set to 1.

Other flags must be set to ©® and if PCC receive the PCTunnellInitiate
message with other reserved flags in <SRP> set to 1 PCC will send
the PCErr message.

In procedure of PCE-initiated IP tunnel <SRP> object carries no
optional TLVs.

5.3. TUNNEL Object

The TUNNEL object MUST be present within PCTunnellInitiate,
PCTunnelRpt and PCTunnelUpd messages. The TUNNEL object contains a
set of fields used to specify the target tunnel, the flags to
indicate the state of the tunnel or operation to be performed on the
tunnel and TLVs.

TUNNEL Object-Class is to be assigned by IANA.

TUNNEL Object-Type is 1.

The format of the TUNNEL object body is shown in following Figure:
(0] 1 2 3

012345678901 23456789012345678901
e P e ST s ST S e T sh TS S S

| PTUNNEL-ID | Flag | 0|
dod ottt b b b b b b b b b b b b -+
// TLVs //

s ST S S s T s S Sy S S e

PTUNNEL-ID (24 bits): A PCEP-specific identifier for the tunnel. A
PCC creates a unique PTUNNEL-ID for each tunnel that is constant for
the lifetime of a PCEP session. The PCC will advertise the same
PTUNNEL-ID on all PCEP sessions. The mapping of the Tunnel Name to
PTUNNEL-ID is communicated to the PCE by sending a PCTunnelRpt
message containing the TUNNEL-NAME TLV. All subsequent PCEP messages
then address the tunnel by the PTUNNEL-ID. The values of 0 and
OXFFFFFF are reserved.



Flags (8 bits):

O(Operational - 3 bits): On PCTunnelRpt messages, the 0 Field
represents the operational status of the tunnel.

The following values are defined:

O - DOWN: The tunnel can't carry the traffic.

1 - UP: The tunnel can carry the traffic.

2-7 - Reserved: these values are reserved for future use.

Unassigned bits are considered reserved. They MUST be set to 0 on
transmission and MUST be ignored on receipt.

TLVs that may be included in the TUNNEL Object are described in the
following sections.

.3.1. Tunnel Identifier TLV

The Tunnel Identifier TLV MUST be included in the TUNNEL object in
PCTunnelInitiate, PCTunnelRpt and PCTunnelUpd messages for PCE-
initiated IP Tunnels. If the TLV is missing, the PCE will generate
an error with error-type 6 (mandatory object missing) and error-
value which means Tunnel Identifier TLV missing and close the
session. There are two Tunnel Identifier TLVs, one for IPv4 and one
for IPv6.

The format of the IPV4-TUNNEL-Identifier TLV is shown in the
following figure:

0 1 2 3
012345678901 23456789012345678901
tototot-t-tototototototototototototototototototototot-t-t-F-F-+-+
| Type=[TBD] | Length=12 |
e e e e S S b b s T SR SR Sy S S S SR S S S
| IPv4 Tunnel Source Address |
totototototototototototototototototot ottt ototototot-t-F-F-+-+
| IPv4 Tunnel Destination Address |
B b bk e e S S e S S S e R h e 2
| Tunnel Type | Tunnel ID |
tototototototototototototototototototototototototototot-tot-t-+-+

The type of the TLV is to be assigned by IANA and it has a fixed
length of 12 octets. The value contains the following fields:

IPv4 Tunnel Source Address: contains the source IPv4 address of the
ingress node of the tunnel.



IPv4 Tunnel Destination Address: contains the destination IPv4
address of the egress node of the tunnel.

Tunnel Type: contains the type of tunnel (see Table 1).

Tunnel ID: Tunnel ID remains constant over the life time of a
tunnel. A PCC creates a unique Tunnel ID for each tunnel. Each
tunnel type has individual identifier space. The Tunnel ID is
allocated on id space of the tunnel type and is unique in the same
id space.

The PCC will advertise the same Tunnel ID on all PCEP sessions. The
mapping of the Tunnel Name to Tunnel ID is communicated to the PCE
by sending a PCTunnelRpt message containing the TUNNEL-NAME TLV. The
values of 0 and OxXFFFF are reserved.

The format of the IPV6-TUNNEL-Identifier TLV is shown in following
figure:

(0] 1 2 3
012345678901234567890123456789601
+-+-F-F-F-+-F-F-F-F-F-F-+-F-F-F-F-F-F-F-F+-F-F-F-+-F-F-F-+-F-+-+-+
| Type=[TBD] | Length=36 |
+-t-F-F-t-F-F-t-F-F-F-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+

IPv6 tunnel source address
(16 octets)

R b e e e e e

IPv6 tunnel destination address
(16 octets)

— + — + — + — + — + — 4+ — + —

B T n b e e e e o ot P S S Sy Sy S >
Tunnel Type Tunnel ID |

|
+
|
+
|
+
|
+ -
|
+
|
+
|
+
|
+ -
|
e LT T T S S S e

The type of the TLV is to be assigned by IANA and it has a fixed
length of 36 octets. The value contains the following fields:

IPv6 Tunnel Source Address: contains the source IPv6 address of the
ingress node of the tunnel.



IPv6 Tunnel Destination Address: contains the destination IPv6
address of the egress node of the tunnel.

Tunnel Type: contains the type of tunnel (see Table 1).

Tunnel ID: Tunnel ID remains constant over the life time of a
tunnel. A PCC creates a unique Tunnel ID for each TUNNEL. Each
tunnel type has individual identifier space. The tunnel ID is
allocated on id space of the tunnel type and is unique in the same
id space.

The PCC will advertise the same Tunnel ID on all PCEP sessions. The
mapping of the Tunnel Name to Tunnel ID is communicated to the PCE
by sending a PCTunnelRpt message containing the TUNNEL-NAME TLV. The
values of 0 and OxXFFFF are reserved.

.3.2. Tunnel Name TLV

The Tunnel Name TLV MUST be included in the TUNNEL object in
PCTunnellInitiate messages for PCE-initiated IP Tunnels. If the TLV
is missing, the PCE will generate an error with error-type 6
(mandatory object missing) and error-value which means Tunnel Name
TLV missing and close the session.

Each tunnel MUST have a tunnel name that is unique in the PCC. This
tunnel name MUST remain constant throughout a tunnel's lifetime.

The TUNNEL-NAME TLV MUST be included in the PCTunnelRpt message when
a tunnel is first reported to a PCE in response to the
PCTunnelInitiate message to create the tunnel. The tunnel name MAY
be included in subsequent PCTunnelRpt messages for the tunnel.

The format of the TUNNEL-NAME TLV is shown in the following figure:

0 1 2 3
012345678901234567890123456789601
Rk o T R e R R Rl i e S e e T R S e R et bt (T L S P e
| Type=[TBD] | Length (variable) |
+ot-F-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
I I
// Tunnel Name //
I I

e LT T T S S S e

The type of the TLV is to be assigned by IANA and it has a variable
length, which MUST be greater than 0.
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.3.

3. Tunnel Parameter TLV

The Tunnel Parameter TLV and/or Tunnel Attribute TLV(see details in
following section) MUST be included in the TUNNEL object in
PCTunnelUpd messages for PCE-initiated IP Tunnels. If both of the
TLVs are missing, the PCE will generate an error with error-type 6
(mandatory object missing) and error-value which means Tunnel
Parameter TLV and Tunnel Attribute TLV missing and close the
session.

The Tunnel Parameter TLV MAY be included in the TUNNEL object in
PCTunnelInitiate and PCTunnelRpt messages for PCE-initiated IP
Tunnels.

Tunnel Parameter TLV specifies information needed to construct the
encapsulation header when sending packets through that tunnel.

The tunnel with different type has different encapsulation mode and
each tunnel with same type MAY has different encapsulation
parameters. When PCE initiate setup of the tunnel PCE can specify
the encapsulation parameter of the tunnel and PCC will setup the
tunnel and encapsulate the packet according to the parameters.

After the tunnel has been triggered to instantiate PCE can send
PCTunnelUpd message to modify the encapsulation parameter.

The format of the TUNNEL-PARAMETER TLV is shown in following figure:

(0] 1 2 3
012345678901234567890123456789601
+-t-F-F-F-F-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Type=[TBD] | Length=variable |
tot-t-t-tototot-tot-t-t-t-totoFoFoFototot-t-t-t-F-F-F-F-F-F-+-+-+
| Tunnel Type | Reserved |
+ot-F-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

+ +
// Tunnel Encapsulation Parameter //
+ (variable) +

T b n s st A s sk oh T IR e S
The type of the TLV is to be assigned by IANA and it has a variable
length, which MUST be greater than 0. The minimum value of length is

4 without any parameter. The value contains the following fields:

Tunnel Type: contains the type of tunnel (see Table 1).



5.3.3.1. GRE

When the tunnel type of the TLV is GRE, the following is the
structure of the value field of Tunnel Encapsulation Parameter:

0 1 2 3
012345678901 23456789012345678901
+-t-F-F-F-t-F-t-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
| GRE Key (4 octets) |
+-+-F-F-F-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-F-F-+-F-F-F-+-F-+-+-+

*GRE Key: 4-octet field [RFC2890]. The actual method by which the
key is obtained by PCE is beyond the scope of this document. The
key is inserted into the GRE encapsulation header of the payload
packets sent by ingress router to the egress router. It is
intended to be used for identifying extra context information
about the received payload.

Note that the key is optional. Unless a key value is being used, the
GRE encapsulation MUST NOT be present. If GRE tunnel didn't use the
GRE key the PCTunnelInitiate message needn't carry the TUNNEL-
PARAMETER TLV. If GRE tunnel firstly use the GRE key the
PCTunnelInitiate message need carry the TUNNEL-PARAMETER TLV. Then
if the GRE tunnel quit using the GRE key the PCTunnelUpd message can
carry the TUNNEL-PARAMETER TLV without GRE key to delete the
parameter previously set.

MPLS in GRE has the same encapsulation with GRE.
5.3.3.2. VXLAN

When the tunnel type of the TLV is VXLAN, the following is the
structure of the value field of Tunnel Encapsulation Parameter:

0 1 2 3

©1234567890123456789012345678901
b o T R e e e R ek (O R L S P S e e R e kil ST T S S
[VIM|R|R|R|R|R|R]| VN-ID (3 Octets) |
+ot-t-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| MAC Address (4 Octets) |
+-t-t-d-t-F-t-t-dt-t-F-t-t-F -t -F-t-F -t -F-t -ttt -ttt -F-+-+
| MAC Address (2 Octets) | Reserved |
+ot-t-t-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F+-+-+-+

The definition of the fields refer to [RFC9012].
5.3.3.3. NVGRE

When the tunnel type of the TLV is NVGRE, the following is the
structure of the value field of Tunnel Encapsulation Parameter:



0 1 2 3

0123456789061 234567890612345678901
tot-t-t-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F+-+-+-+
[VIM|R|R|R|R|RI|R] VN-ID (3 Octets) |
B e T e e s T S e e S S e
| MAC Address (4 Octets) |
+ot-t-F-t-t-t-t-t-t-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F+-+-+-+
| MAC Address (2 Octets) | Reserved |
+ot-F-F-F-t-t-t-t-t -ttt -ttt -ttt -+ -+ -+-+

The definition of the fields refer to [RFC9012].
5.3.3.4. MPLS-in-UDP

When the tunnel type of the TLV is MPLS-in-UDP, the following is the
structure of the value field of Tunnel Encapsulation Parameter:

0 1 2 3

©12345678901234567890123456789601
+ot-t-F-F-t-t-t-t-t-F-t-F-F-F-F-F-F-F-t-t-F-F-F-F-F-F-F-F+-+-+-+
| Source Port (2 Octets) | Destination Port (2 Octets) |
+ot-F-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Source Port: UDP source port.
Destination Port: UDP destination port.
5.3.4. Tunnel Attribute TLV

The Tunnel Attribute TLV MAY be included in the TUNNEL object in
PCTunnelInitiate, PCTunnelUpd, PCTunnelRpt messages for PCE-
initiated IP Tunnels.

Tunnel Attribute TLV specifies some of the information of the tunnel
such as metric or TE metric which are carried in sub-TLVs.

The format of the TUNNEL-ATTRIBUTE TLV is shown in following figure:

(0] 1 2 3
01234567890123456789012345678901
+-+-+-F-F-+-F-F-F-+-F-F-+-F-F-F-+-F-F-F-F+-F-F-F-+-F-F-F-+-F-+-+-+
| Type=[TBD] | Length |
+-F-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+
// sub-TLVs //
I I

s ST S S s e T S ey S S N a o S

The type of the TLV is to be assigned by IANA and it has a variable
length. The minimum value of length is 0 without any parameter. The
value contains the following fields:



sub-TLVs: Each sub-TLV has the Type (two octets), Length (two
octets), Value. The length is the length of the value of the sub-
TLV. Unknown sub-TLVs are to be ignored and skipped upon receipt.

This document defines the following sub-TLVs.
5.3.4.1. Metric Sub-TLV
The following is the structure of the sub-TLV of metric:

(0] 1 2 3
012345678901 23456789012345678901
+-t-F-F-t-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+
| Type=[TBD] | Length |
Dk o T R e R it ek e AT T S S P R e e S P R R e e kst IR P e
| Metric Value |
+ot-t-F-F-t-t-t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

The type of the sub-TLV is to be assigned by IANA and it has a fixed
length of 4 octets.

The value comprises a single field - Metric Value (32 bits): value
of metric.

5.3.4.2. TE Metric Sub-TLV

The following is the structure of the sub-TLV of traffic engineering
metric:

(0] 1 2 3
0123456789061234567890612345678901
tot-t-dt-t-t-t-t-F-t-F-t-t-F-t-t-F-t-F-t-t-F-t-F-Ft-F-F-t-F-Ft-+-+-+
| Type=[TBD] | Length |
S st st e R S S R S R e E e Er

| TE Metric Value
tot-t-t-t-t-t-t-F-t-F-t-t-F-t-t-F-t-F-t-t-F-t-F-t-F-F-t-F-F-+-+-+

The type of the sub-TLV is to be assigned by IANA and it has a fixed
length of 4 octets.

The value comprises a single field - TE Metric Value (32 bits):
value of traffic engineering metric.

6. Security Considerations
TBD.
7. IANA Considerations

TBD.
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