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Abstract

This document defines two methods for securing objects (often
referred to as stanzas) for the Extensible Messaging and Presence
Protocol (XMPP), which allows for efficient asynchronous
communication between two entities, each with might have multiple
devices operating simultaneously. One is a method to encrypt stanzas
to provide confidentiality protection; another is a method to sign
stanzas to provide authentication and integrity protection. This
document also defines a related protocol for entities to request the
ephemeral session keys in use.
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publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.
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Introduction

End-to-end protection and authentication of traffic sent over the
Extensible Messaging and Presence Protocol [REC6120] is a desirable
goal. Requirements and a threat analysis for XMPP encryption are
provided in [E2E-REQ]. Many possible approaches to meet those (or
similar) requirements have been proposed over the years, including
methods based on PGP, S/MIME, SIGMA, and TLS.

Most proposals have not been able to support multiple end-points for
a given recipient. As more devices support XMPP, it becomes more
desirable to allow an entity to communicate with another in a more
secure manner, regardless of the number of agents the entity is
employing. This document specifies an approach for encrypting and
signing communications between two entities which each might have
multiple end-points.

A primary challenge with supporting multiple end-points is key
distribution. This is complicated by the fact that some end points
for a given recipient may share keys, some may use different keys,
some may have no keys and some may not support encryption or
signature verification at all. To address these differences, this
specification defines a symmetric key table that is managed via three
mechanisms that enable a key to be pushed to an end point, to be
pulled from an originator or negotiated. The key table contains
named master keys along with meta data describing usage of the key.
Encrypted XMPP messages use a named master key to encrypt a content
encryption key. Prior to decrypting a message, recipients of an
encrypted message will either find the named key present in their key
table (as the result of an earlier operation) or obtain the key from
the sender.


https://datatracker.ietf.org/doc/html/rfc6120

Miller & Wallace Expires January 5, 2015 [Page 3]



Internet-Draft XMPP E2E July 2014

Comments are solicited and should be addressed to XMPP mailing list.
Information about the XMPP mailing list can be found here:
https://www.ietf.org/mailman/listinfo/xmpp.

N

Terminology

This document inherits XMPP-related terminology from [RFC6120], JSON
wWeb Algorithms (JWA)-related terminology from [JOSE-JWA], JSON Web
Encryption (JWE)-related terminology from [JOSE-JWE], and JSON Web
Key (JWK)-related terminology from [JOSE-JWK]. Security-related
terms are to be understood in the sense defined in [RFC4949].
The capitalized key words "MUST", "MUST NOT", "REQUIRED", "SHALL",
"SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[REC2119].

3. Changes to existing clients

3.1. End-point procedures
Existing XMPP clients will need to implement some new procedures in
order to support end-to-end encryption and authentication. Changes
for sending clients include:
0 Generating session master keys (SMKs)

o Storing SMKs for use during active sessions

0o Storing SMKs to provide to peers and to support reading of saved
messages (may require use of storage key)

0 Accepting requests for SMKs

0 Releasing SMKs to authorized requestors (where requests may be
received from multiple different resources associated with a
single peer with each resource using a different means to
authenticate)

0 Generating content encryption keys (CEK)

o Using SMK and CEK values to encrypt XMPP stanzas

0 Generating a signing key (optional)

0o Using a signing key to sign XMPP stanzas

0 Generating and using a long term storage key (optional)


https://www.ietf.org/mailman/listinfo/xmpp
https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc4949
https://datatracker.ietf.org/doc/html/rfc2119
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Changes for receiving clients include:
o Sending requests for SMKs to peers
0 Accepting public key to use when encrypting an SMK from peers

o0 Storing SMKs for use when decrypting XMPP stanzas during active
session

0 Using an SMK to decrypt a CEK used to decrypt XMPP stanzas

o Storing SMKs retrieved from peers to support reading of saved
messages (may require use of storage key)

0 Providing indication to users when encryption is in use

0 Retrieving keys required to verify signatures on signed XMPP
stanzas

o Verifying signatures and displaying indication of success/failure
to user

o Storing keys required to verify signature to support reading of
saved messages (may require use of storage key)

0o Generating and using a long term storage key (optional)
End-point state

End points utilizing end-to-end encryption and signatures are

required to maintain some new state information, and may find some

additional information helpful to maintain. New state information

includes:

0 Session master key table (required)

o

Public/private key store (required)

o Trust anchor store (optional)

o Intermediate certification authority (CA) store (optional)

o Long-term storage key (optional)

Session master keys (SMKs) are used to encrypt XMPP stanzas. An end-
point may have many active SMKs at any given point in time, but only

one SMK active per bare JID (TODO: or should this be per full JID?).
Each SMK has a name generated by the entity who generated the key.
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The name MUST be unique from the generator's perspective (i.e., full
JID + SMK name MUST uniquely identify a specific SMK). When a new
SMK is received, any previous SMK stored for the full JID of the
entity providing the SMK may be destroyed. Alternatively, previous
SMKs may be preserved to support future decryption of stored
messages. This specification places no requirements on handling of
stored messages. Clients may re-encrypt messages under a long-term
storage key, store messages as-is encrypted using an SMK or store
plaintext messages.

Each end-point must have at least one public/private key pair used
for SMK distribution.

A trust anchor store or intermediate CA store may be useful to
support automated release of encrypted SMKs or to verify signed XMPP
stanzas.
A long-term storage key may be used to either encrypt data stored in
the key table or to re-encrypt encrypted messages prior to storing
the message for future review.

Key distribution
Several different types of keys are used to support end-to-end
encryption and signatures. These keys may be distinct from any keys
used to authenticate to XMPP servers and include the following:
0 Session master key (SMK)
o Content encryption keys (CEKs) for XMPP stanzas
0 Public/private key pair for SMK distribution
o Content encryption keys for SMK distribution

0 Public/private key pair for signature generation

o Trust anchor and intermediate certification authority (CA) public
keys

o Long-term storage key

SMKs are symmetric keys generated by an end-point prior to utilizing
end-to-end encryption (see Section 6.2.1). SMKs are used to encrypt
the CEK used to encrypt an XMPP stanza. SMKs are stored in the SMK
table and may be distributed using one of the following mechanisms:
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0 Manually pre-placed at some point prior to using end-to-end
encryption

0 Released to an end-point upon request after receiving an encrypted
XMPP stanza

o Provided to an end-point using an IQ stanza sent prior to sending
encrypted XMPP stanzas

CEKs for XMPP stanzas are symmetric keys generated by an end-point to
encrypt an XMPP stanza (see item 5 in Section 6.2.2). CEKs are
encrypted using the SMK and included with encrypted XMPP data.

Public/private key pairs for SMK distribution are asymmetric keys
that may be generated by an end point, imported into an end point or
used via a hardware cryptographic module. The public key is
distributed to XMPP peers for use when distributing SMKs (see step 1
in Section 8.1). The public key is formatted as a JWK, which may
include an X.509 certificate. An end-point MUST establish trust in a
public key prior to releasing an SMK value. Trust establishment
mechanisms include checking a key thumbprint provided via a trusted
channel or by validating an X.509 certificate to a trust anchor. The
public keys may be distributed using one of the following mechanisms:

0o Manually pre-placed prior to using for SMK release (details for
manual pre-placement are not defined by this specification)

0 Presented when requesting an SMK from a peer after receiving an
encrypted XMPP stanza from the peer (the peer may store the public
key for use in providing future encrypted SMK values prior to
using the SMK to encrypt XMPP stanzas see Section 8.1)

0 Provided upon request in response to an IQ get request in
preparation for receiving encrypted XMPP stanzas (TODO: define IQ
for pushing SMK)

CEKs for SMK distribution are symmetric keys generated by an end-
point to encrypt an SMK (see item 3 in Section 8.2). CEKs are
encrypted using the public key used for SMK distribution and included
with encrypted SMK data.

Public/private key pairs for SMK distribution are asymmetric keys
that may be generated by an end point, imported into an end point or
used via a hardware cryptographic module (see bullet 4 of section 5.1
in [JOSE-JWE]). The public key is distributed to XMPP peers for use
when verifying signatures. Trust establishment may be performed by
checking a key thumbprint provided via a trusted channel or by
validating an X.509 certificate to a trust anchor.
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o

Trust anchor and intermediate CA public keys may be used to validate
X.509 certificates in support of SMK release or verification of
signatures on signed XMPP stanzas.

A long-term storage key may be used to encrypt information stored in
the key table or to re-encrypt encrypted messages prior to storing
the message for future review. The long-term storage key may be a
public/private key pair or a symmetric key.

Key table

The conceptual database for long-lived cryptographic keys described
in [Key-Table] may be suitable for use in storing the SMKs described
above for use in supporting end-to-end XMPP encryption. The columns
that the table consists of are listed as follows:

TODO: figure out whether to read time values from JwKs. If so,
augment section 8.2.

AdminKeyName: The AdminKeyName field contains a human-readable
string meant to identify the key for the user. Implementations
can use this field to uniquely identify rows in the key table.
The same string can be used on the local system and peer
systems, but this is not required.

LocalKeyName: The LocalKeyName field contains a string identifying
the key. It can be used to retrieve the key in the local
database when received in a message. For SMKs, this is the
value of the 'id' attribute value of the <e2e/> element (see
Section 6.3).

PeerKeyName: PeerKeyName is not used as the name is the same at each
end point.

Peers: This field lists the full JID of each peer systems that has
this key in their database. The peer name is read from the
'from' attribute of the wrapping stanza (see Section 6.3).

Interfaces: This field is not used and must be set to "all".

Protocol: The Protocol field identifies XMPP the protocol where this
key may be used to provide cryptographic protection. (TODO:
registry entry for the protocol?)

ProtocolSpecificInfo: This field is not used and must be be empty.

KDF: The KDF field is not used and must be set to "none". (TODO:
define a use for this field?)



Miller & Wallace Expires January 5, 2015 [Page 8]



Internet-

AlgID:

Key':

Draft XMPP E2E July 2014

The AlgID field indicates which cryptographic algorithm to be
used with the security protocol for the specified peer or
peers. Such an algorithm can be an encryption algorithm and
mode (e.g., AES-128-CBC), an authentication algorithm (e.g.,
HMAC-SHA1-96 or AES-128-CMAC), or any other symmetric
cryptographic algorithm needed by a security protocol. (TODO:
identify source for algorithm strings)

The Key field contains a long-lived symmetric cryptographic key
in the format of a lower-case hexadecimal string. The size of
the Key depends on the KDF and the AlgID. For instance, a
KDF=none and AlgID=AES128 requires a 128-bit key, which is
represented by 32 hexadecimal digits.

Direction: The Direction field indicates whether this key may be

used for inbound traffic, outbound traffic, both, or whether
the key has been disabled and may not currently be used at all.
The supported values are "in", "out", "both", and "disabled",
respectively.

SendLifetimeStart: The SendLifetimeStart field specifies the

earliest date and time in Coordinated Universal Time (UTC) at
which this key should be considered for use when sending
traffic. The format is YYYYMMDDHHSSZ, where four digits
specify the year, two digits specify the month, two digits
specify the day, two digits specify the hour, two digits
specify the minute, and two digits specify the second. The "Z"
is included as a clear indication that the time is in UTC.

SendLifeTimeEnd: The SendLifeTimeEnd field specifies the latest date

and time at which this key should be considered for use when
sending traffic. The format is the same as the
SendLifetimeStart field.

AcceptLifeTimeStart: The AcceptLifeTimeStart field specifies the

earliest date and time in Coordinated Universal Time (UTC) at
which this key should be considered for use when processing
received traffic. The format is YYYYMMDDHHSSZ, where four
digits specify the year, two digits specify the month, two
digits specify the day, two digits specify the hour, two digits
specify the minute, and two digits specify the second. The "Z"
is included as a clear indication that the time is in UTC.

AcceptLifeTimeEnd: The AcceptLifeTimeEnd field specifies the latest

date and time at which this key should be considered for use
when processing the received traffic. The format of this field
is identical to the format of AcceptLifeTimeStart.
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6. Encryption
6.1. Determining Support

If an agent supports receiving end-to-end object encryption, it MUST
advertise that fact in its responses to [XEP-0030] information
("disco#info") requests by returning a feature of
"urn:ietf:params:xml:ns:xmpp-e2e:6:encryption".

<iq xmlns='jabber:client'
id='disco1'
to='romeo@montegue.lit/garden’
type='result'>
<query xmlns='http://jabber.org/protocol/disco#info'>

<feature xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6:encryption'/>
</query>
</ig>

To facilitate discovery, an agent SHOULD also include [XEP-0115]
information in any directed or broadcast presence updates.

6.2. Encrypting XMPP Stanzas
The process that a sending agent follows for securing stanzas is the
same regardless of the form of stanza (i.e., <iqg/>, <message/>, or
<presence/>).

6.2.1. Prerequisites
First, the sending agent prepares and retains the following:

o The JID of the sender (i.e. its own JID). This SHOULD be the bare
JID (localpart@domainpart).

o0 The JID of the recipient. This SHOULD be the bare JID
(localpart@domainpart).

0 A Session Master Key (SMK). The SMK MUST have a length at least
equal to that required by the key wrapping algorithm in use and
MUST be generated randomly. See [RFC4086] for considerations on
generating random values.


https://datatracker.ietf.org/doc/html/rfc4086
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0 A SMK identifier (SID). The SID MUST be unique for a given
(sender, recipient, SMK) tuple, and MUST NOT be derived from SMK
itself.

6.2.2. Process

For a given plaintext stanza (S), the sending agent performs the
following:

1. Ensures the plaintext stanza is fully qualified, including the
proper namespace declarations (e.g., contains the attribute
'xmlns' set to the value "jabber:client" for 'jabber:client'
stanzas defined in [RFC6120]).

2. Notes the current UTC date and time (N) when this stanza is
constructed, formatted as described under Section 10.

3. Constructs a forwarding envelope (M) using a <forwarded/> element
qualified by the "urn:xmpp:forward:0" namespace (as defined in
[XEP-0297]) as follows:

* The child element <delay/> qualified by the "urn:xmpp:delay"
namespace (as defined in [XEP-0203]) with the attribute
'stamp' set to the UTC date and time value N

* The plaintext stanza S

4, Converts the forwarding envelope (M) to a UTF-8 encoded string
(M"), optionally removing line breaks and other insignificant
whitespace between elements and attributes, i.e. M' =
UTF8-encode(M). We call M' a "stanza-string" because for
purposes of encryption and decryption it is treated not as XML
but as an opaque string (this avoids the need for complex
canonicalization of the XML input).

5. Generates a Content Master Key (CMK). The CMK MUST have a length
at least equal to that required by the content encryption
algorithm in use and MUST be generated randomly. See [RFC4086]
for considerations on generating random values.


https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc4086
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6. Generates any additional unprotected block cipher factors (IV);
e.g., initialization vector/nonce. A sending agent MUST ensure
that no two sets of factors are used with the same CMK, and
SHOULD NOT reuse such factors for other stanzas.

7. Performs the message encryption steps from [JOSE-JWE] to generate
the JWE Header (H), JWE Encrypted Key (E), JWE Ciphertext (C),
and JWE Integrity Value (I); using the following inputs:

* The 'alg' property is set to an appropriate key wrapping
algorithm (e.g., "A256KW" or "A128KW"); recipients use the key
request process in Section 8 to obtain the SMK.

* The 'enc' property is set to the intended content encryption
algorithm.

* SMK as the key for CMK Encryption.

* CMK as the JWE Content Master Key.

* IV as the JWE Initialization Vector.

* M' as the plaintext content to encrypt.

8. Constructs an <e2e/> element qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace as follows:

* The attribute 'type' set to the value "enc".

* The attribute 'id' set to the identifier value SID.

* The child element <encheader/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as H, encoded base64url as per [RFEC4648].


https://datatracker.ietf.org/doc/html/rfc4648
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6.3.1. Protocol Not Understood

6

3

.3.

6.3.

* The child element <cmk/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character as E, encoded base64url as per [RFC4648].

* The child element <iv/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character as IV, encoded base64url as per [RFC4648].

*  The child element <data/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as C, encoded base64url as per [REC4648].

* The child element <mac/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as I, encoded base64url as per [REC4648].

9. Sends the <e2e/> element as the payload of a stanza that SHOULD
match the stanza from step 1 in kind (e.g., <message/>), type
(e.g., "chat"), and addressing (e.g., to="romeo@montague.net"
from="juliet@capulet.net/balcony"). If the original stanza (S)
has a value for the 'id' attribute, this stanza MUST NOT use the
same value for its 'id' attribute.

Decrypting XMPP Stanzas

If the receiving agent does not understand the protocol, it MUST do

one and only one of the following: (1) ignore the <e2e/> extension,

(2) ignore the entire stanza, or (3) return a <service-unavailable/>
error to the sender, as described in [RFC6120].

NOTE: If the inbound stanza is an <iq/>, the receiving agent MUST
return an error to the sending agent, to comply with the exchanging
of IQ stanzas in [REC6121].

2. Process

Upon receipt of an encrypted stanza, the receiving agent performs the
following:

1. Determines if a valid SMK is available, associated with the SID
specified by the 'id' attribute value of the <e2e/> element and


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc6121
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the sending agent JID specified by the 'from' attribute of the
wrapping stanza. If the receiving agent does not already have
the SMK, it requests it according to Section 8.

2. Performs the message decryption steps from [JOSE-JWE] to generate
the plaintext forwarding envelope string M', using the following
inputs:

*  The JWE Header (H) from the <encheader/> element's character
data content.

* The JWE Encrypted Key (E) from the <cmk/> element's character
data content.

* The JWE Initialization Vector/Nonce (I) from the <iv/>
element's character data content.

* The JWE Ciphertext (C) from the <data/> element's character
data content.

* The JWE Integrity Value (I) from the <mac/> element's
character data content.

3. Converts the forwarding envelope UTF-8 encoded string M' into XML
element (M).

4. Obtains the UTC date and time (N) from the <delay/> child
element, and verifies it is within the accepted range, as
specified in Section 10.

5. Obtains the plaintext stanza (S), which is a child element node
of M; the stanza MUST be fully qualified with proper namespace
declarations for XMPP stanzas, to help distinguish it from other
content within M.
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6.3.3. Insufficient Information

At step 1, if the receiving agent is unable to obtain the CMK, or the
receiving agent could not otherwise determine the additional
information, it MAY return a <bad-request/> error to the sending
agent (as described in [RFC6120]), optionally supplemented by an

application-specific error condition element of <insufficient-
information/>:

<message xmlns='jabber:client'
from='juliet@capulet.lit/balcony'
id="fJIZdOWFIIwWNjFctT'
to='romeo@montegue.lit/garden’
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
1d='835c92a8-94cd-4e96-b3f3-b2e75a438f92"'>
<encheader>[XML character data]</encheader>
<cmk>[XML character data]</cmk>
<iv>[XML character data]</iv>
<data>[XML character data]</data>
<mac>[XML character data]</mac>
</e2e>
<error type='modify'>
<bad-request
xmlns='urn:ietf:params:xml:ns:xmpp-stanzas'/>
<insufficient-information
xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'/>
</error>
</message>

In addition to returning an error, the receiving agent SHOULD NOT
present the stanza to the intended recipient (human or application)
and SHOULD provide some explicit alternate processing of the stanza
(which MAY be to display a message informing the recipient that it
has received a stanza that cannot be decrypted).

6.3.4. Failed Decryption

At step 2, if the receiving agent is unable to successfully decrypt
the stanza, the receiving agent SHOULD return a <bad-request/> error
to the sending agent (as described in [RFC6120]), optionally
supplemented by an application-specific error condition element of
<decryption-failed/> (previously defined in [RFC3923]):


https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc3923
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
id="fJZdOWFIIwWNjFctT'
to='romeo@montegue.lit/garden’
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
1d='835c92a8-94cd-4e96-b3f3-bh2e75a438f92"'>
<encheader>[XML character data]</encheader>
<cmk>[XML character data]</cmk>
<iv>[XML character data]</iv>
<data>[XML character data]</data>
<mac>[XML character data]</mac>
</e2e>
<error type='modify'>
<bad-request xmlns='urn:ietf:params:xml:ns:xmpp-stanzas'/>

<decryption-failed xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'/>
</error>

</message>

In addition to returning an error, the receiving agent SHOULD NOT
present the stanza to the intended recipient (human or application)
and SHOULD provide some explicit alternate processing of the stanza
(which MAY be to display a message informing the recipient that it
has received a stanza that cannot be decrypted).

6.3.5. Timestamp Not Acceptable

At step 4, if the stanza is successfully decrypted but the timestamp
fails the checks outlined in Section 10, the receiving agent MAY
return a <not-acceptable/> error to the sender (as described in
[REC6120]), optionally supplemented by an application-specific error
condition element of <bad-timestamp/> (previously defined in
[RFC3923]):


https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc3923
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
id="fJZdOWFIIwWNjFctT'
to='romeo@montegue.lit/garden’
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
1d='835c92a8-94cd-4e96-b3f3-bh2e75a438f92"'>
<encheader>[XML character data]</encheader>
<cmk>[XML character data]</cmk>
<iv>[XML character data]</iv>
<data>[XML character data]</data>
<mac>[XML character data]</mac>
</e2e>
<error type='modify'>
<bad-request xmlns='urn:ietf:params:xml:ns:xmpp-stanzas'/>
<bad-timestamp xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'/>
</error>
</message>

6.3.6. Successful Decryption

If the receiving agent successfully decrypted the payload, it MUST
NOT return a stanza error.

If the payload is an <iq/> of type '"get" or "set", and the response
to this <iq/> is of type "error", the receiving agent MUST send the
encrypted response wrapped in an <iq/> of type "result", to prevent
exposing information about the payload.

6.4. Example - Securing a Message

NOTE: unless otherwise indicated, all line breaks are included for
readability.

The sending agent begins with the plaintext version of the <message/>
stanza 'S':
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
to='romeo@montegue.lit'
type='chat'>
<thread>35740be5-b5a4-4c4e-962a-a03b14ed92f4</thread>
<body>
But to be frank, and give it thee again.
And yet I wish but for the thing I have.
My bounty is as boundless as the sea,
My love as deep; the more I give to thee,
The more I have, for both are infinite.
</body>
</message>

and the following prerequisites:

o Sender JID as "juliet@capulet.lit/balcony"

0 Recipient JID as "romeo@montegue.lit"

0 Session Master Key (SMK) as (base64 encoded)
"xwWtdjhYsH4Vva_9SfYSefsJfZud@3m5RrbXo_UavxxeU8"

0o SMK identifier (SID) as "835c92a8-94cd-4e96-b3f3-b2e75a438f92"

The sending agent performs steps 1, 2, and 3 from Section 6.2.2 to
generate the envelope:
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<forwarded xmlns='urn:xmpp:forward:0'>
<delay xmlns='urn:xmpp:delay'
stamp='1492-05-12T20:07:37.012Z2'/>
<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
to='romeo@montegue.lit'
type='chat'>
<thread>35740be5-b5a4-4c4e-962a-a03b14ed92f4</thread>
<body>
But to be frank, and give it thee again.
And yet I wish but for the thing I have.
My bounty is as boundless as the sea,
My love as deep; the more I give to thee,
The more I have, for both are infinite.
</body>
</message>
</forwarded>

Then the sending agent performs steps 4 through 7 (with Content
Master Key as "LViSXX0Jx-I3v1zY1l-KcGeivmwKuqOQE_71ywQGU60h1IM2NoQol1zHi
77z131eIUh7Wb1S3kXmNily@_FZoIG7A", base64url encoded) to generate the
[JOSE-JWE] outputs:

JWE Header

{
"alg":"A256KW",

"enc":"A256CBC+HS512",
"kid":"835c92a8-94cd-4e96-b3f3-b2e75a438f92"
}

JWE Encrypted Key

2tsmGH-WQdBxxJEs3d6LB2ovK6el_9C1ogizJ9c60vLmC6IeilHZ2Mimq2AElgI
plozOVQV5LOHI9STI3WVVhVZMHSFXOCwW10

JWE Initialization Vector

NCOH4MsSHTOH1JIXxnirx4qwg
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JWE Ciphertext

FkFCc4xGTVkjn70jtSOSUY8IWFfqsQKEIAlvLaBKieqVX1PAlqlZjPp4TZC2I2eh7
01Lef3iRuNzZd1lnlgP2aREyHYCpE3FAelUoVG90B1FrIJMnDUKAka7eb6GImamwPf
9onV-m5-GcUpejo09filoPi-rwHzp475UPdAeKq524zds8yXhQP-XyJbCPTtM-UQC
2-_(g-3EKBHC4jM3qwDxVJ0OJIbIif3fCVRowzJIh4A0B84YrfvkgUjMItqQPg2H6QB
NqGUspLI6341IM8R-mhGciDzZX2Jh_nKoXLAf5GCnvLOP1I70dFqocPBIIPpjNrgX
_ZAPFjeq7ILx98GhVkryLYU9HVOFPCYci-1F9nfwlgelilfkoj5QZyi4J2S0tYa
0_zPmQvCXaUREgPf5UDAlgvc50a4ByYnNbkWSbhzZ57388s8ELzPSE9XypdgP-1c
SyRke7V8iGe4eHNsmO1TgWILYOFKAMYAM520TitIxmQtmRp6izY5ZFdHIf_WdoB
1RXmGEZydvL-estcjx5ghsv3gktedI10OHA4R_M_N5TFIwv7hiisyRLi2aQtyFbE
7pZ60z-cYsLc4qFfXbb13U9a2-Byul8hm_E2b3m4GMhmsCiROm-uht9Ek4h9BIX
FhDKPr-ht0Xc93-uQNZ1AQTfkITAK1JIfQ

JWE Integrity Value
Aj81KdAPMDE4U82UAhDJBaRr13USmuzS2hfFOe_OBEvV8

Then the sending agent performs steps 8 and 9, and sends the
following:
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
id="fJZdOWFIIwWNjFctT'
to='romeo@montegue.lit'
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
type='enc'
1d='835c92a8-94cd-4e96-b3f3-b2e75a438f92"'>
<encheader>
eyJhbGci0iJBMjuU2S1cilCJ1bmMi0iJIBMjU2Q0IDKOhTNTEYIiwia2l1kI
j0i0DM1YzkyYTgtOTRjZCOOZTk2LWIZZjMtYjI1INZVhNDM4ZjkyIno
</encheader>
<cmk>
2tsmGH-WQdBxxJEs3d6LB20ovK6el 9C10gizJ9c60vLmC6IeilHZ2Mimq
2AE1gIplozOVQv5LOH9STI3WVVhVZMHSTXOCwW10
</cmk>
<iv>
NCcOH4MsHTOH1JIXxnirx4qwg
</iv>
<data>
FKFc4xGTVkjn70jtSOSUYSIWFqsQKEIAlvLaBKieqVX1PAlqlZjPp4TZC
2I2eh701Lef3iRuNzZdlinlgP2aREyHYCpE3FAelUoVG90B1FrJIMnDUKAka
7eb6GImamwWPf9onV-m5-GecUpej09floPi-rwHzp475UPdAeKq5Z24zds8y
XhQP-XyJbCPTtM-UQC2-_q-3EKBHC4jM3qwDxVJ0JIbIif3fCVRowzJIh4A
0B84YrfvkgUjMItqQPg2H6QBNqGUSpLI6341M8R-mhGciDZX2Jh_nKoXL
Af5GCNVL9P1I70dFqocPBIIPpjNrgX_Z4PFjeq7ILx98GhVkryLYU9HVO
FPCYci-1F9nfwlgelilLfkoj5QZyi4J2S0tYa0_zPmQvCXaUREqPTf5UDAL
gvc50a4ByYnNbkWSbhz57388s8ELzPSE9XypdgP-1cSyRke7V81iGe4eHN
SMO1ITgWILYOFK4AmMYAM520TitJIJXmQtmRp6izY5ZFdHOf_WdoB1RXmGEZyd
vL-estcjx5ghsv3gktedI1OHA4R_M_N5TFIwv7hiisyRLi2aQtyFbE7pZ
60z-cYsLc4qFfXbb13U9a2-Byul8hm_E2b3m4GMhmsCiROm-uht9Ek4h9
BIXFhDKPr-ht0Xc93-uQNZ1AQfkITAK1JIfQ
</data>
<mac>
Aj81KdPMDE4U82UAhDJBaRr13USmuzS2hfFOe_OBEV8
</mac>
</e2e>
</message>

7. Signatures

7.1. Determining Support
If an agent supports receiving end-to-end object signatures, it MUST
advertise that fact in its responses to [XEP-0030] information

("disco#info") requests by returning a feature of
"urn:ietf:params:xml:ns:xmpp-e2e:6:signatures".
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<ig xmlns='jabber:client'
id='disco1'
to='romeo@montegue.lit/garden’
type='result'>
<query xmlns='http://jabber.org/protocol/disco#info'>

<feature xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6:signatures'/>
</query>
</ig>

To facilitate discovery, an agent SHOULD also include [XEP-0115]
information in any directed or broadcast presence updates.

7.2. Signing XMPP Stanzas

The basic process that a sending agent follows for authenticating
stanzas is the same regardless of the kind of stanza (i.e., <iq/>,
<message/>, or <presence/>).

7.2.1. Process

For a given plaintext stanza (S), the sending agent performs the
following:

1. Ensures the plaintext stanza is fully qualified, including the
proper namespace declarations (e.g., contains the attribute
'xmlns' set to the value "jabber:client" for 'jabber:client'
stanzas defined in [RFC6120]).

2. Notes the current UTC date and time (N) when this stanza is
constructed, formatted as described under Section 10.

3. Constructs a forwarding envelope (M) using a <forwarded/> element
qualified by the "urn:xmpp:forward:0" namespace (as defined in
[XEP-0297]) as follows:

* The child element <delay/> qualified by the "urn:xmpp:delay"
namespace (as defined in [XEP-0203]) with the attribute
'stamp' set to the UTC date and time value N

* The plaintext stanza S


https://datatracker.ietf.org/doc/html/rfc6120
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4, Converts the forwarding envelope (M) to a UTF-8 encoded string
(M"), optionallly removing line breaks and other insignificant
whitespace between elements and attributes, i.e. M' =
UTF8-encode(M). We call M' a "stanza-string" because for
purposes of encryption and decryption it is treated not as XML
but as an opaque string (this avoids the need for complex
canonicalization of the XML input).

5. Chooses a private asymmetric key (PK) for which the sending agent
has published the corresponding public key to the intended
recipients.

6. Performs the message signatures steps from [JOSE-JWS] to generate
the JWS Header (H) and JWS Signature (I); using the following
inputs:

* The 'alg' property is set to an appropriate signature
algorithm for PK (e.g., "R256").

* M' as the JWS Payload.

7. Constructs an <e2e/> element qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace as follows:

* The attribute 'type' set to the value "sig"

* The child element <sigheader/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as H, encoded base64url as per [RFC4648].

* The child element <data/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as M', encoded base64url as per [RFC4648].

* The child element <sig/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as I, encoded base64url as per [REC4648].


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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8. Sends the <e2e/> element as the payload of a stanza that SHOULD
match the stanza from step 1 in kind (e.g., <message/>), type
(e.g., "chat"), and addressing (e.g., to="romeo@montegue.lit"
from="juliet@capulet.lit/balcony"). If the original stanza (S)
has a value for the 'id' attribute, this stanza SHOULD NOT use
the same value for its "id" attribute.

7.3. Verifying Signed XMPP Stanzas
7.3.1. Protocol Not Understood

If the receiving agent does not understand the protocol, it MUST do

one and only one of the following: (1) ignore the <e2e/> extension,

(2) ignore the entire stanza, or (3) return a <service-unavailable/>
error to the sender, as described in [REC6120].

NOTE: If the inbound stanza is an <iq/>, the receiving agent MUST
return an error to the sending agent, to comply with the exchanging
of IQ stanzas in [REC6121].

7.3.2. Process

Upon receipt of a signed stanza, the receiving agent performs the
following:

1. Ensures it has appropriate materials to verify the signature,
which generally means ensuring that it possesses one or more
public keys for the sending agent (if one is not provided as part
of the JWS Header).

2. Performs the message validation steps from [JOSE-JWS], with the
following inputs:

* The JWS Header H from the <sigheader/> element's character
data content.

* The JWS payload M' from the <data/> element's character data
content.

* The JWS Signature from the <sig/> element's character data
content.


https://datatracker.ietf.org/doc/html/rfc6120
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3. Converts the forwarding envelope UTF-encoded string M' into XML
element M.

4. Obtains the UTC date and time N from the <delay/> child element,
and verifies it is within the accepted range, as specified in
Section 10.

5. Obtains the plaintext stanza S, which is a child element node of
M; the stanza MUST be fully qualified with the proper namespace
declrations from XMPP stanzas, to help distinguish it from other
content within M.

7.3.3. Insufficient Information

At step 1, if the receiving agent does not have the key used to sign
the stanza, or the receiving agent could not otherwise determine it,
it MAY return a <bad-request/> error to the sending agent (as
described in [RFC6120]), optionally supplemented by an application-
specific error condition element of <insufficient-information/>:

<message xmlns='jabber:client'
from='juliet@capulet.lit/balcony'
id="fJZdOWFIIwWNjFctT'
to='romeo@montegue.lit/garden’
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
type='sig'>
<sigheader>[XML character data]</sigheader>
<data>[XML character data]</data>
<sig>[XML character data]</sig>
</e2e>
<error type='modify'>
<bad-request
xmlns="urn:ietf:params:xml:ns:xmpp-stanzas'/>
<insufficient-information
xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'/>
</error>
</message>

In addition to returning an error, the receiving agent SHOULD NOT
present the stanza to the intended recipient (human or application)
and SHOULD provide some explicit alternate processing of the stanza
(which MAY be to display a message informing the recipient that it
has received a stanza that cannot be verified).


https://datatracker.ietf.org/doc/html/rfc6120
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7.3.4. Failed Verification

At step 2, if the receiving agent is unable to successfully verify
the stanza, the receiving agent SHOULD return a <bad-request/> error
to the sending agent (as described in [RFC6120]), optionally

supplemented by an application-specific error condition element of
<verification-failed/>:

<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
id="fJZdOWFIIwWNjFctT'
to='romeo@montegue.lit/garden’
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
type='sig'>
<sigheader>[XML character data]</sigheader>
<data>[XML character data]</data>
<sig>[XML character data]</sig>
</e2e>
<error type='modify'>
<bad-request
xmlns='urn:ietf:params:xml:ns:xmpp-stanzas'/>
<verification-failed
xmlns="urn:ietf:params:xml:ns:xmpp-e2e:6'/>
</error>
</message>

In addition to returning an error, the receiving agent SHOULD NOT
present the stanza to the intended recipient (human or application)
and SHOULD provide some explicit alternate processing of the stanza
(which MAY be to display a message informing the recipient that it
has received a stanza that cannot be verified).

7.3.5. Timestamp Not Acceptable

At step 4, if the stanza is successfully verified but the timestamp
fails the checks outlined in Section 10, the receiving agent MAY
return a <not-acceptable/> error to the sender (as described in
[REC6120]), optionally supplemented by an application-specific error
condition element of <bad-timestamp/> (previously defined in
[RFC3923]):


https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc6120
https://datatracker.ietf.org/doc/html/rfc3923
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
id="fJZdOWFIIwWNjFctT'
to='romeo@montegue.lit/garden’
type='chat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
type='sig'>
<sigheader>[XML character data]</sigheader>
<data>[XML character data]</data>
<sig>[XML character data]</sig>
</e2e>
<error type='modify'>
<not-acceptable
xmlns='urn:ietf:params:xml:ns:xmpp-stanzas'/>
<bad-timestamp
xmlns="urn:ietf:params:xml:ns:xmpp-e2e:6'/>
</error>
</message>

7.3.6. Successful Verification

If the receiving agent successfully verified the payload, it SHOULD
NOT return a stanza error. However, if the signed stanza is an <iq/>
of type "get" or "set", the response MAY be sent unsigned if the
receiving agent does not have an appropriate public-private key-pair.

Otherwise, the receiving agent SHOULD send the <iq/> response signed
as per Section 7.2.1, with the 'type' attribute set to the value
"result", even if the response to the signed <iq/> stanza is of type
"error". The error applies to the signed stanza, not the wrapping
stanza.

7.4. Example - Signing a Message

NOTE: unless otherwise indicated, all line breaks are included for
readability.

The sending agent beings with the plaintext version of <message/>
stanza 'S':
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
to='romeo@montegue.lit'
type='chat'>
<thread>35740be5-b5a4-4c4e-962a-a03b14ed92f4</thread>
<body>
But to be frank, and give it thee again.
And yet I wish but for the thing I have.
My bounty is as boundless as the sea,
My love as deep; the more I give to thee,
The more I have, for both are infinite.
</body>
</message>

Then the sending agent performs steps 1, 2, and 3 from Section 7.2.1
generate the envelope M:

<forwarded xmlns='urn:xmpp:forward:0'>
<delay xmlns='urn:xmpp:delay'
stamp='1492-05-12T20:07:37.012Z2"'/>
<message xmlns='jabber:client'
from='juliet@capulet.lit/balcony'
to='romeo@montegue.lit'
type='chat'>
<thread>35740be5-b5a4-4c4e-962a-a03b14ed92f4</thread>
<body>
But to be frank, and give it thee again.
And yet I wish but for the thing I have.
My bounty is as boundless as the sea,
My love as deep; the more I give to thee,
The more I have, for both are infinite.
</body>
</message>
</forwarded>

Then the sending agent performs steps 4, 5, and 6 to generate the
[JOSE-JWS] outputs:

JWS Header (before base64url encoding)

{
Ilalgll : IIR8512lI ,

"kid":"juliet@capulet.lit"
}
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JWS Payload

PGZvcndhcmR1ZCB4bwWxucz0idXJuOnhtcHA6Zm9yd2FyZDowIj48ZGVsYXkgeGl
sbnM9InVybjp4bXBwOMR1bGF5IiBzdGFtcDOiMTQ5MiOWNSOXM1QyMDowNzozNy
4wMTJaIi8-PG11c3Nhz2UgeGlsbnM9ImphYmJlcjpjbGllbnQiIGZyb209Implb
G1l1dEBjYXB1bGVOLmMXpdC9iYWxjb255I1BObz0icm9tZWIAbWOUAGYNdWUUbG10O
IiBO0eXB1PSJjaGFOIj48dGhyZWFKPjMINZQWYMULLWI1YTQtNGMOZSO5N]IJhLWE
WM2IXNGVKOTJImNDwvdGhyZWFKPjxib2R5PkJ1dCBObyBiZSBmcmFuaywgYW5kIG
dpdmUgaXQgdGh1zsBhzZ2Fpbi4gQW5kIH11dCBJIHdpc2ggYnVOIGZvciBOaGugd
GhpbmcgSSBoYXZ1LiBNeSBib3VudHkgaXMgYXMgYm91bmRsZXNzIGFzIHR0ZSBz
ZWESIE15IGXxvdmUgYXMgZGV1lcDsgdGhlIG1lvemUgSSBnaXZ1IHRVIHROZWUSIFR
0ZSBtb3J1IEkgaGF2ZSwgZm9yIGJIvdGggYXJ1IGluZmluaXR1LjwvYm9keT48L2
11c3NhZ2U-PC9mb3J3YXJIkZWQ-

JWS Signature

YPfGouD50j0C_C-RneawGOjxXWDXgBKN3FJz6eaBFIPCh3hopiwtwKir7Yamvgt
OrghXx2pcu-70caGiémKKLWvpdwdJ3nEnhdjP0Od3CmLdaK_PBAMtIt8d3155hdl
gNXSMsIN7PXxmNLNwJIhbksAsI-2TcCQsuxdIPXh6hcqBm44BpVio6A0RPqQWFO6XZ
MMBMOMNEFCcV6Ht 20wCK1BEGgOmMN3KYPbwKeTctG8HKPAh25_K66aEXT661I19uW
j1fGFJI79QQHUhc5y9pSKmpK7HKr uPMRY rvpzBSfUhch62nLXhM-LzY5taaDECzi
fCi-IxySBtJJtPCqYAYW_IbrRFg

Then the sending agent performs steps 7 and 8 and sends the
following:
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<message xmlns='jabber:client'
from="'juliet@capulet.lit/balcony'
id="'6aAwWpciGVv98qaegk"’
to='romeo@montegue.lit'
type='cat'>
<e2e xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
type='sig'>
<sigheader>
eyJhbGci0iJSUzUXMiIsImtpZCI6ImplbGl1dEB]jYXB1bGVOLMXpdCJI9
</sigheader>
<data>
PGZvcndhcmR1ZCB4bwWxucz0®idXJuOnhtcHA6ZmOyd2FyZDowI j48ZGVsY
XkgeG1sbnM9InVybjp4bXBwOmMR1bGF5I1BzdGFtcDOiMTQ5MiOWNSOXML
QyMDowNzozNy4wMTJaIi8-PG11lc3NhZz2UgeGlsbnM9ImphYmJlcjpjbGl
1bnQiIGZyb209Imp1bGl1dEBjYXB1bGVOLMXpdC9iYWXxjb255I1BObz0O1
cm9tZWIAbWOUdGVNdWUubG1OIiBOeXB1PSJjaGFOIj48dGhyZWFkPjMIN
zQwYMULLWI1YTQtNGMOZSO5Nj IhLWEWM2IXNGVKOTIMNDwvdGhyZWFKP j
x1b2R5PkJ1dCBObyBizZSBmcmFuaywgYW5kIGdpdmUgaXQgdGhlzSBhZ2F
pbi4gQW5kIH11dCBJIHdpc2ggYnVOIGZvciBOaGUgdGhpbmcgSSBoYXZ1
LiBNeSBib3VudHkgaXMgYXMgYm91bmRsZXNzIGFzIHR0ZSBzZWESIE15I
GxvdmUgYXMgZGV1lcbsgdGhlIGlvemUugSSBnaXZ1IHRVIHRoZWUSIFROZS
Btb3J1IEkgaGF2ZSwgZm9yIGJvdGggYXJ1lIGluZmluaXR1LjwvYm9OkeT4
8L211c3NhZ2U-PCO9mb3J3YXJIKZWQ -
</data>
<sig>
YPfGouD50j0C_C-RneawG0OjxXWDXgBkN3FJz6eaBFIPCh3hopiwtwKir?7
YamvgtOrghXx2pcu-70caGibmKKLWvpdwdJI3nEnhdjP0Od3CmLdaK_PBAM
tIt8d3155hd1gNxSMsIN7PXxmNLNwIhbksAsI-2TcCQsuxdIPXh6hcqBm4
4BpVi06A0RPQWFO6XZMMBMOMNEFCV6Ht20WCK1BEGgOMN3KYPbwKeTctG
8HKPAh25_K66aEXT661I19uWj1fGFJ79QQHUhCc5y9pSKmpK7HKruPMRyr
vpzBSfUhcb62nLXhM-LzY5taaDECzifCi-IxySBtJJtPCqYAYW_IbrRFg
</sig>
</e2e>
</message>

<]

Requesting Session Keys

Because of the dynamic nature of XMPP stanza routing, the protocol
does not exchange session keys as part of the encrypted stanza.
Instead, a separate protocol is used by receiving agents to request a
particular session key from the sending agent.

8.1. Request Process

Before a SMK can be requested, the receiving agent MUST have at least
one public key for which it also has the private key. The public
key(s) are provided to the sending agent as part of this process.
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To request a SMK, the receiving agent performs the following:

1. Constructs a [JOSE-JWK] JWK Set (KS), containing information
about each public key the requesting agent wishes to use. Each
key SHOULD include a value for the property 'kid' which uniquely
identifies it within the context of all provided keys. Each key
MUST include a value for the property 'kid' if any two keys use
the same algorithm.

2. Constructs a <keyreq/> element qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace as follows:

* The attribute 'id' set to the SMK identifier value SID.

* The child element <pkey/> qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace and with XML
character data as KS, encoded base64url as per [RFC4648].

3. Sends the <keyreq/> element as the payload of an <iq/> stanza
with the attribute 'type' set to "get", the attribute 'to' set to
the full JID of the original encrypted stanza's sender, and the
attribute 'id' set to an opaque string value the receiving agent
uses to track the <iq/> response.

8.2. Accept Process
If the sending agent approves the request, it performs the following

steps:

1. Generate a JSON Web Key (JWK) representing the symmetric SMK
(according to [JOSE-JWK]):

* The "kty" parameter MUST be "oct".

* The "kid" parameter MUST be the SID.


https://datatracker.ietf.org/doc/html/rfc4648
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* The "k" parameter MUST be the SMK, encoded as base64url.

* The "alg" parameter, if present, MUST be set to the algorithm
in use for encrypting messages from Section 6.2.

*  The "use" parameter, if present, MUST be set to "enc".

2. Chooses a key (PK) from the keys provided via KS, and notes its
identifier value 'kid'.

3. Protects the SMK using the process outlined in [JOSE-KEYPROTECT]
to generate the JWE Header (H), JWE Encrypted Key (E), JWE
Initialization Vector (IV), JWE Ciphertext (C), and JWE Integrity
Value (I); using the following inputs:

* The 'alg' property is set to an algorithm appropriate for the
chosen PK (e.g., "RSA-OAEP" for a "RSA" key).

* The 'enc' property is set to the intended content encryption
algorithm.

* A randomly generated CMK. See [RFC4086] for considerations on
generating random values.

* A randomly generated initialization vector. See [RFC4086] for
considerations on generating random values.

* SMK, formatted as a JWK as above.

4. Constructs a <keyreq/> element qualified by the
"urn:ietf:params:xml:ns:xmpp-e2e:6" namespace as follows:

* The attribute 'id' set to the SMK Identifier (SID).


https://datatracker.ietf.org/doc/html/rfc4086
https://datatracker.ietf.org/doc/html/rfc4086
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element <encheader/> qualified by the
params:xml:ns:xmpp-e2e:6" namespace and with XML
data as H, encoded base64url as per [RFC4648].
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params:xml:ns:xmpp-e2e:6" namespace and with XML
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data as IV, encoded base64url as per [RFC4648].
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data as C, encoded base64url as per [RFC4648].

element <mac/> qualified by the
params:xml:ns:xmpp-e2e:6" namespace and with XML
data as I, encoded base64url as per [RFEC4648].

July 2014

5. Sends the <keyreq/> element as the payload of an <iq/> stanza
with the attribute 'type' set to "result", the attribute 'to' set
to the full JID from the request <iq/>'s 'from' attribute, and
the attribute 'id' set to the value of the request <iq/>'s 'id'
attribute.

[}

.3. Error Conditions

If the sending agent does not approve the request, it sends an <iq/>
stanza of type "error" and containing the reason for denying the
request:

o <forbidden/>: the key request is made by an entity that is not
authorized to decrypt stanzas from the sending agent and/or for
the indicated SID.

0 <item-not-found/>: the requested SID is no longer valid.


https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
https://datatracker.ietf.org/doc/html/rfc4648
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0 <not-acceptable/>: the key request did not contain any keys the
sending agent understands.

8.4. Example of Successful Key Request

NOTE: unless otherwise indicated, all line breaks are included for
readability.

To begin a key request, the receiving agent performs step 1 from
Section 8.1 to generate the [JOSE-JWK]:

{
"keys": [{
"kty":"RSA",
"kid":"romeo@montegue.lit/garden",
"n":"vtqejkMFO1h8oKEaHfHEY0OC2jM7eISbbSVNSOSNItYWO6GhjpJf
N41ldXw2vpVRdysnwU3zk602_SDOYCH1WgeuIOQK1knMTDANSXx52e1c4BTw
h1A8iHuutTWmpBgesnl1GNZmgB3jYsJOkVBYwWCJItkBOAPaBvkOit1lRtizjCf
1HHNau7nGStyshgu8-srxi_d8rC5TTLSB_zT1i6fP8fwDloemX0tCOUG5by
5P-1ZHxaf_bD8fpjps6gwSgdkZKMIAIObOWZWuUMpp2ntqa®wLB7Ndxb2Ijr
e0g_s5ssA0SiXDVdoswSbp36ZP-11nCk2j-vZ4qbhaFg5bZztgt-gwQ",
"e":"AQAB"
1]
}

Then the receiving agent performs step 2 to generate the <keyreq/>:

<keyreq xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
id='835c92a8-94cd-4e96-b3f3-b2e75a438f92"'>
<pkey>
eyJdrzx1zIjpbeyJrdHkiOiJSUGEiLCIrawQiOiJyb211b0Btb250ZWd1ZS5
saXQvZ2FyZGVuIiwibiI6InZOcWVqa®1GMDFOOGILRWFIZKhFWU8wQzJgTT
d1SVNiYIN2TnMwUO5JIdF1XTZZHYmpwSMZONGxkWHcydnBWUmMR5c253VTN6Ga
zZvM19TRDBZQOgxV2d1ldUkwUUsxa25NVERKTINYeDUyZTFjNEJUd2hsQThp
SHV1dFRXbXBCcWVzbjFHT1ptcUIzallzSk9rVkJZdONKdGtCOUFQYUJ2azB
pdGxSdGl6akNmMUhIbmF1IN25HU3R5¢c2hndTgtc3J4aV9kOHIDNVRUTFNCX3
pUMWk2Z1A4ZndEbGO1bVhPAEMWVTY1YNnk1UCOXWKkh4YWZTYkQ4ZnBgcHM2Z
3dTZ2RrWktNSkFJIMGJIPV1pXdUlwcDJudHFhMHAMQ]jdOZHhiMk1lgcmVvvz19z
NXNzQW9TaVhEVMRvc3dTYNAzZN1pQLTFsbkNrMmotdlo@cwWJoYUZnNwJladGd
OLWd3USIsImUi0iJBUUFCIN1dfQ
</pkey>
</keyreq>

Then the receiving agent performs step 3 and sends the following:
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<ig xmlns='jabber:client'

from='romeo@montegue.lit/garden’

id="xdJbwWMA+'

to='juliet@capulet.lit/balcony'

type='get'>

<keyreq xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
1d='835c92a8-94cd-4e96-b3f3-bh2e75a438f92"'>

<pkey>
eyJrzx1zIjpbeyJdrdHkiOiJSUGEiLCJIrawQi0iJyb211b0Btb250ZWd1Z
S5s5aXQvZ2FyZGVuIiwibiI6InZOcWVga01lGMDFOOGILRWFIZKkhFWU8wQz
JgTTd1SVNiYIN2TnMwUO5JdF1XTZZHYmpwSMZONGXxkWHcydnBWUmMR5¢c25
3VTN6azZvM19TRDBZQOgxV2d1ldUkwUUsxa25NVERKTINYeDUyZTFjNEJU
d2hsQThpSHV1dFRXbXBCcWVzbjFHT1ptcUIzallzSk9rVkJIZdONKAGtCO
UFQYUJ2azBpdGxSdGl6akNmMUhIbmFIN25HU3R5¢c2hndTgtc3J4aVOk0oH
JDNVRUTFNCX3pUMWk2Z1A4ZndEbG91bVhPAEMWVTY1Ynk1UCOXWKkh4YWZ
fYkQ4ZnBqcHM2Z3dTZ2RrWktNSKkFIMGJIPV1pXdUlwcDJudHFhMHAMQjdO
ZHhiMk1lgcmVvZ19zNXNzQW9TaVhEVmMRvc3dTYNAzN1pQLTFsbkNrMmotd
1lo0cWJoYUZNNWJadGdOLWd3USIsImUi0iJBUUFCIN1dfQ

</pkey>

</keyreq>
</iqgq>

If the sending agent accepts this key request, it performs step 1
from Section 8.2 to generate JWK representation of the SMK:

{
"kty":"oct",
"kid":"835c92a8-94cd-4e96-b3f3-b2e75a438f92",
"k'":"xWtdjhYsH4Va_9SfYSefsJfZu@3m5RrbXo_Uavxxeug8"
}

Then the sending agent performs steps 2 and 3 to generate the
protected SMK:

JWE Header (before base64url encoding)

{
"alg":"RSA-OAEP",

"kid":"romeo@montegue.lit/garden",
"enc":"A256CBC+HS512",
"cty":"application/jwk+json"
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JWE Encrypted Key

hKUOpAif76c-hmRWEphVBOwXjloLpwu75x98MSWyCBtfUugmopk93ttUXoZ4AAIK
rzJotrPuqPzZwYHjay3ggfgjVv1ljJ_KGhgqI5cScIzaAQsOPxep6FnrsnUrw@9Sjv
2VRX0ay4guMQnbQo0ibpifBxeulL9MJ_vdeb_BdSE8YZ4iTfMb7GT35gZCONgweX
3fiTE02LjY8hEV3DHUA5LINZZYpOKLMAUZNIWGU7LtYYI4F7NNnOVOOLX1HtMFE3
_SkkYtQoKMvMewLkI088h325qCpWFdrLwPp63betCmewDJPaBdrp9irLchkXVo-
d2ueKkb59TxWjMx7esBdaxCAcDQ

JWE Initialization Vector

Ggiego8UiSsj7GgY94q0Ong

JWE Ciphertext

4vIGDz9HM6X41S09J0A6ZzSOKitzt LGAIMUS3RTViF009choPhxJN10j8KX8QIL
u4zZ-ytCnG-yzNx5SST8KEQJIhIf6_9yWplxpX173k6ZJIV-sXGd4MjOu7NOIgWQL
K5DMytv7XopsZsROQFCDNGew

JWE Integrity Value

3GuaasWVOXGTBbRtNP60Q14_cHL-ZJClnaDtUGEIecw

Then the sending agent performs step 4 to generate the <keyreq/>
response:
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<keyreq xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
id='835c92a8-94cd-4e96-b3f3-b2e75a438f92"'>

<encheader>
eyJhbGci0iJSUGELTOFFUCISIMtpZCI6INIVvbWVVQG1vbnR1Z3V1LmxpdC9
NYXJkZW4iLCJ1bmMi0iJBMjU2QOJIDKOhTNTEYIiwiY3R5IjoiYXBwhG1ljYX
Rpb24vandrK2pzb24ifQ

</encheader>

<cmk>
hKUOpA1f76c-hmRWEphVBOWXj1loLpwu75x98MSWyCBt fUgmopk93ttUXoz4
AATIkrzJOtrPUgPZwYHjay3ggfgjV1ljJ_KGhgqI5cScIzaAQsOPxep6Fnrsn
Urw@9Sjv2VRX0ay4guMQnbQo0ibpifBxeulL9MJ_vdeb_BdSE8YZ4iTfMb7G
T359ZCONgweX3fiTE02LjY8hEV3DHUA5LINZZYpOkLMAUZNIWGU7LtYYI4F
7NnOv9oLx1HtmfE3_skkYtQoKMvMewLkI088h325qCpWFdrLwPp63betCme
wDJPaBdrp91rLchkXVo-d2ueKkb59TxWjMx7esBdaxCAcDQ

</cmk>

<iv>
Ggiego8UiSsj7GgY94q0ng

</iv>

<data>
4vIGDz9HM6X41S09J0A6ZzSOKitztLGAIMUS3RTViF009choPhxJIN10j8KX
8QILuU4zZ-ytCnG-yzNx5SST8KEQJIhIf6_9yWplxpX173k6ZJIV-sXGd4Mjou
7NOIqWQLK5DMytv7XopsZsRIQFCDNGew

</data>

<mac>
3GuaasWVOXGTBbRtNP60Q14_cHL-ZJC1lnaDtUBEIecw

</mac>

</keyreq>

Then the sending agent performs step 5 and sends the following:
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[©

<ig xmlns='jabber:client'

from="'juliet@capulet.lit/balcony'

id="xdJbwWMA+'

to='romeo@montegue.lit/garden’

type='result'>

<keyreq xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
1d='835c92a8-94cd-4e96-b3f3-bh2e75a438f92"'>

<encheader>
eyJhbGci0iJSUGEtTOFFUCISImtpZCI6INnJvbWVvQGlvbnR1Z3V1LmxpdC9
NYXJkZW4iLCJ1bmMi0iJBMjU2QOJIDKOhTNTEYIiwiY3R5Ij0oiYXBwbG1ljYX
Rpb24vandrkK2pzb24ifQ

</encheader>

<cmk>
hKUOpAif76c-hmRWEphVBOwXjloLpwu75x98MSWyCBtfUgmopk93ttUXoz4
AATIkrzJOotrPUgPZwYHjay3ggfgjV1ljJ_KGhgqI5cScIzaAQsOPxep6Fnrsn
Urw@9Sjv2VRX0ay4guMQnbQo0ibpifBxeulL9MJ_vdeb_BdSE8YZ4iTfMb7G
T359ZCONgweX3fiTE02LjY8hEV3DHUA5LINZZzYpOkLMAUZNIWGU7LtYYI4F
7NNOV9oLX1HEtMFE3_skkYtQoKMvMewLkI088h325qCpWFdrLwPp63betCme
wDJPaBdrp91rLchkXVo-d2ueKkb59TxWjMx7esBdaxCAcDQ

</cmk>

<iv>
Ggiego8UiSsj7GgY94q0ng

</iv>

<data>
4vIGDz9HM6X41S09J0A6Z2zSOKitzt LGALIMUS3RTViFO009choPhxJN10j8KX
8QILu4zZ-ytCnG-yzNXx5SST8KEQJhIT6_9yWplxpX173k6ZJV-sXGd4Mjou
7NOIgWQLK5DMytv7XopsSZsROQFCDNGew

</data>

<mac>
3GuaasWVOXGTBbRtNP60Q14_cHL-ZJCinaDtUGEIecw

</mac>

</keyreq>
</iqgq>

Mulitple Operations

The individual processes for encrypting and signing can be nested;
the output of each process a complete stanza that could then be
performed with the other. An implementation MUST be able to process
one level of nesting (e.g., an encrypted stanza nested within a
signed stanza), and SHOULD handle multiple levels within reasonable
limits for the receiving agent.

Inclusion and Checking of Timestamps
Timestamps are included to help prevent replay attacks. All

timestamps MUST conform to [XEP-0082] and be presented as UTC with no
offset, and SHOULD include the seconds and fractions of a second to
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three digits. Absent a local adjustment to the sending agent's
perceived time or the underlying clock time, the sending agent MUST
ensure that the timestamps it sends to the receiver increase
monotonically (if necessary by incrementing the seconds fraction in
the timestamp if the clock returns the same time for multiple
requests). The following rules apply to the receiving agent:

o It MUST verify that the timestamp received is within an acceptable
range of the current time. It is RECOMMENDED that implementations
use an acceptable range of five minutes, although implementations
MAY use a smaller acceptable range.

o It SHOULD verify that the timestamp received is greater than any
timestamp received in the last 10 minutes which passed the
previous check.

o If any of the foregoing checks fails, the timestamp SHOULD be
presented to the receiving entity (human or application) marked as
"old timestamp", "future timestamp", or "decreasing timestamp",
and the receiving entity MAY return a stanza error to the sender.

Note the foregoing assumes the stanza is received while the receiving
agent is online; see Section 12 for offline storage considerations.

Interaction with Stanza Semantics
The following limitations and caveats apply:

0 Undirected <presence/> stanzas SHOULD NOT be encrypted. Such
stanzas are delivered to anyone the sender has authorized, and can
generate a large volume of key requests.

0 Undirected <presence/> stanzas MAY be signed. However, note that
signatures significantly increase the size of a stanza kind that
is often multiplexed across to many XMPP entities; this could have
large impacts on bandwidth and latency.

0 Stanzas directed to multiplexing services (e.g., multi-user chat)
SHOULD NOT be encrypted, unless the sender has established an
acceptable trust relationship with the multiplexing service.
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12.

14.

Interaction with O0ffline Storage

The server makes its best effort to deliver stanzas. When the
receiving agent is offline at the time of delivery, the server might
store the message until the recipient is next online (offline storage
does not apply to <iq/> or <presence/> stanzas, only <message/>
stanzas). The following need to be considered:

o

If the sending agent is not also online when the message is
delivered to the receiving agent from offline storage, then the
decryption process fails for insufficient information as described
in Section 6.3.3.

When performing the timestamp checks in Section 10, if the server
includes delayed delivery data as specified in [XEP-0203] for when
the server received the message, then the receiving agent SHOULD
use the delayed delivery timestmap rather than the current time.

Mandatory-to-Implement Cryptographic Algorithms

All algorithms that MUST be implemented for [JOSE-JWE] and [JOSE-JWS]
also MUST be implemented for this specification. However, this
specification further mandates the use of the following:

o

o

14.1.

MUST implement the "RSA1_5" JWE algorithm.

MUST implement the "RS256" JWS algorithm.

Security Considerations

Storage of Encrypted Stanzas

The recipient's server might store any <message/> stanzas received
until the recipient is next available; this duration could be
anywhere from a few minutes to several months.

A

14.2.

Re-use of Session Master Keys

sender SHOULD NOT use the same SMK for stanzas intended for

different recipients, as determined by the localpart and domainpart
of the recipient's JID.

A

sender MAY re-use a SMK for several stanzas to the same recipient.

In this case, the SID remains the same, but the sending agent MUST
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15.

15.

generate a new CMK and IV for each encrypted stanza. The sender
SHOULD periodically generate a new SMK (and its associated SID);
however, this specification does not mandate any specific algorithms
or processes.

In the case of <message/> stanzas, a sending agent might generate a
new SMK each time it generates a new ThreadID, as outlined in
[XEP-0201].

IANA Considerations
1. XML Namespaces Name for e2e Data in XMPP
A number of URN sub-namespaces of encrypted and/or signed content for
the Extensible Messaging and Presence Protocol (XMPP) is defined as
follows.
URI: wurn:ietf:params:xml:ns:xmpp-e2e:6

Specification: RFC XXXX

Description: This is an XML namespace name of encrypted and/or
signed content for the Extensible Messaging and Presence Protocol
as defined [[ this document ]].

Registrant Contact: IESG, <iesg@ietf.org>

URI: wurn:ietf:params:xml:ns:xmpp-e2e:6:encryption

Specification: RFC XXXX

Description: This is an XML namespace name signalling support for
encrypted content for the Extensible Messaging and Presence
Protocol as defined [[ this document ]].

Registrant Contact: IESG, <iesg@ietf.org>

URI: urn:ietf:params:xml:ns:xmpp-e2e:6:signatures

Specification: RFC XXXX

Description: This is an XML namespace name signalling support for
signed content for the Extensible Messaging and Presence Protocol

as defined [[ this document ]].

Registrant Contact: IESG, <iesg@ietf.org>
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Schema for urn:ietf:params:xml:ns:xmpp-e2e:6

The following XML schema is descriptive, not normative.

<?xml version='1.0' encoding='UTF-8'?>

<Xs:schema

xmlns:

xs='http://www.w3.0rg/2001/XMLSchema’

targetNamespace='urn:ietf:params:xml:ns:xmpp-e2e:6'
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xmlns='urn:ietf:params:xml:ns:xmpp-e2e:6'
elementFormDefault="qualified'>

<xs:element name='e2e'>
<xs:complexType>

<xs:attribute name='id' type='xs:string' use='optional'/>

<xs:attribute name='type'use='required'>
<xs:simpleType>

<xs:restriction base='xs:NMTOKEN'>
<xs:enumeration value='enc'/>
<xs:enumeration value='sig'/>
</xs:restriction>

</xs:simpleType>

</xs:attribute>

<Xs:sequence>
<xs:element ref='header' minOccurs='1"' maxOccurs='1"'/>
<xs:element ref='cmk' minOccurs='1' maxOccurs='1"'/>
<xs:element ref='iv' minOccurs=1' maxOccurs='1"'/>
<xs:element ref='data' minOccurs='1' maxOccurs='1'/>
<xs:element ref='mac' minOccurs='1' maxOccurs='1"'/>

</Xs:sequence>

</xs:complexType>
</xs:element>

<xs:element name='keyreq'>
<xs:complexType>
<xs:attribute name='id' type='xs:string' use='required'/>
<Xxs:sequence>
<xs:element ref='pkey' minOccurs='0' maxOccurs='1'/>
<xs:element ref='header' minOccurs='0'"' maxOccurs='1"'/>
<xs:element ref='cmk' minOccurs='1' maxOccurs='1"'/>
<xs:element ref='iv' minOccurs=1' maxOccurs='1"'/>
<xs:element ref='data' minOccurs='1' maxOccurs='1'/>
<xs:element ref='mac' minOccurs='1' maxOccurs='1"'/>
</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name='cmk'>
<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
</Xs:extension>
</xs:simpleType>
</xs:complexType>
</xs:element>

<xs:element name='iv'>
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<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
</xs:extension>
</xs:simpleType>
</Xxs:complexType>
</xs:element>

<xs:element name='data'>
<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
</xs:extension>
</xs:simpleType>
</xs:complexType>
</xs:element>

<xs:element name='encheader'>
<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
</xs:extension>
</Xs:simpleType>
</xs:complexType>
</xs:element>

<xs:element name='mac'>
<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
</Xxs:extension>
</xs:simpleType>
</xs:complexType>
</xs:element>

<xs:element name='pkey'>
<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
</Xxs:extension>
</Xs:simpleType>
</xs:complexType>
</xs:element>

<xs:element name='sigheader'>
<xs:complexType>
<xs:simpleType>
<xs:extension base='xs:string'>
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</xs:extension>
</xs:simpleType>
</xs:complexType>
</xs:element>

<xs:element name='bad-timestamp' type='empty'/>
<xs:element name='decryption-failed' type='empty'/>
<xs:element name='insufficient-information' type='empty'/>
<xs:element name='verification-failed' type='empty'/>

<Xs:simpleType name='empty'>
<xs:restriction base='xs:string'>
<xs:enumeration value=''/>
</Xs:restriction>
</Xs:simpleType>

</xs:schema>
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