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Abstract

   An IPv6 Router Advertisements flooding attack can cause a node to
   consume all CPU resources available making the system unusable and
   unresponsive. This document recommends some configurable variables as
   a mitigation against an IPv6 Router Advertisements flooding attack.
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   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document. Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document. Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   The Neighbor Discovery protocol [RFC4861] describes the operation of
   IPv6 Router Advertisements (RAs) that are used to determine node
   configuration information during the IPv6 autoconfiguration process.
   A Router Advertisements flooding attack [RAFLOOD] can cause a node to
   consume all CPU resources available or cause kernel memory exhaustion
   making the system unusable and unresponsive.  The problem with rogue
   IPv6 Router Advertisement is documented in RFC 6104 [RFC6104].

   This document recommends some configurable variables as a mitigation
   against a Router Advertisements flooding attack.

2.  Router Advertisement Configuration Variables

   A host will silently discard a Router Advertisement once the
   configurable limit is reached.  Default values are specified to make
   it unnecessary to configure any of these variables.

2.1 MaxInterfacePrefixes

   This variable is the maximum number of prefixes created per interface
   by Router Advertisements.

   Default: 16

2.2. MaxInterfaceRouters

   This variable is the maximum number of default routers created per
   interface by Route Advertisements.

   Default: 16

2.3. MaxRedirect

   This variable is the maximum number of dynamic routes created via
   ICMPv6 Redirect messages.

   Default: 4096

3.  Security Considerations

   The Router Advertisements flooding attack can cause a denial-of-
   service.  The configuration variables described in this document can
   be used to limit the scope of the attack.  There is a high
   probability that valid Router Advertisement information may be lost
   even with the mitigation described in this document.  It is

https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc6104
https://datatracker.ietf.org/doc/html/rfc6104
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   recommended to log a system alert about the configurable limit
   reached.

4.  IANA Considerations

   [RFC Editor: please remove this section]
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Appendix A

   The default values mentioned in Section 2 have been implemented in
   FreeBSD, NetBSD and OpenBSD.
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