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Abstract

   In centralized IEEE 802.11 Wireless Local Area Network (WLAN)
   architecture, the Access Controller (AC) isn't intelligent enough
   actually to aggregate all the wireless frames, even the bandwidth
   requirement in the access point is increasing.  Thus it is a general
   case in the existing operator's network that WTPs forward the
   wireless frames directly to Access Router (AR) to avoid overload on
   the AC.  In this scenario, CAPWAP Control Channel and CAPWAP Data
   Channel are separated from each other.  This document extends CAPWAP
   for applicability of CAPWAP Control and Data Channel separation.

Requirements Language

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at http://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."
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   This Internet-Draft will expire on April 24, 2014.

Copyright Notice

   Copyright (c) 2013 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust's Legal
   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document.  Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   In centralized IEEE 802.11 Wireless Local Area Network (WLAN)
   architecture, Control and Provisioning of Wireless Access Points
   (CAPWAP) protocol is defined to enable Access Controller (AC) to
   manage a collection of Wireless Termination Points (WTPs), specified
   in [RFC5415] and [RFC5416].  In the existing specifications, CAPWAP
   Control Channel and Data Channel are setup and managed as a converged
   procedure between a WTP and AC.  CAPWAP Control messages are
   exchanged for management between a WTP and AC; meanwhile, CAPWAP data
   messages encapsulate forwarded wireless frames from/to WTP.

   Actually, it is a general case in the existing operator's network
   that WTPs forward the wireless frames directly to Access Router (AR)
   to avoid overload on the AC.  AC isn't intelligent enough to
   aggregate all the wireless frames, even the bandwidth requirement in
   the access point is increasing continually.  In this scenario, CAPWAP
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   Control Channel and CAPWAP Data Channel should be separated from each
   other, shown in the following figure.

            CAPWAP-CTL +--------+
             ++========+   AC   |
            //         +--------+
           //
   +-----+//   CAPWAP-DATA           +--------------+
   | WTP |===========================| Access Router|
   +-----+                           +--------------+

          Figure 1: Split CAPWAP Control and CAPWAP DATA Channel

   However, up to now, there is only one entire procedure for both
   CAPWAP Control Channel and CAPWAP Data Channel setup [RFC5415]
   between a WTP and AC.  It is not suitable if CAPWAP Control Channel
   and CAPWAP Data Channel split.  This document extends CAPWAP for
   applicability of CAPWAP Control Channel and CAPWAP Data Channel
   seperation.

2.  Split CAPWAP-CTL and CAPWAP-DATA Establishment

   This section describes the session establishment process for CAPWAP
   Control Channel and CAPWAP Data Channel seperation, named as CAPWAP
   Split Mode.  In this architecture, the CAPWAP protocol should concern
   with not only interface between the WTP and the AC, but also the
   interface between the WTP and the AR.

   On the bases of the existing CAPWAP procedure [RFC5415], additional
   phases should be considered, specified in following sub sections.

2.1.  AR Discovery

   In CAPWAP Split Mode, AR discovery should be the Preliminary phase
   for CAPWAP Data Channel.  The WTPs MUST obtain the AR information,
   such as IP address which to establish the CAPWAP Data Channel.  The
   AR information may be configured manually on the WTPs.

   However, it is difficult to operate when there are large numbers of
   WTPs in the network.  Auto-configuration method is required to enable
   AR discovery.  Several dynamic methods such as DHCP or DNS could be
   useful, but this document does not discuss these methods in detail.
   Actually, AR Discovery can be completed in the process of CAPWAP
   Control Channel procedure defined in [RFC5415].

   It's known that AC and AR are deployed centralized in operators'
   network.  Always, AC can acquire AR information in the network via
   manual configuration.  After the Discovery Response messages
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   received[RFC5415], a WTP can select an AC with which to establish a
   secure DTLS session for CAPWAP Control Channel.  Then AC configures
   the WTP with AR address appropriately via Configuration Status
   Response.  When a WTP receives the Configuration Status Response
   message carrying AR address, it checks and restores the AR address
   for CAPWAP Data Channel.

   In order to support AR discovery on a WTP, a new CAPWAP message
   element, the AR Information Element is defined in section 3.

   Additionally, the AR discovery process may also support load-sharing
   and recovery from a single AR point of failure.

2.2.  Split Mode Capability Announcement

   In order to support CAPWAP Split Mode, the split mode capability MUST
   be announced with agreement between a WTP and AC.  Otherwise, the
   CAPWAP Data messages will be sent to AC instead of AR, which violates
   the split mode .

   The CAPWAP Split Capability announcement can be achieved during Join
   Operations [RFC5415]between a WTP and AC.  A new CAPWAP message
   element, the CAPWAP Mode Element is included in the Join Request
   message and Join Response message between WTP and AC in order to
   negotiate about the CAPWAP Mode.  The element format is defined in

Section 3.

   Besides, the decision about the CAPWAP mode between a WTP and AC can
   be made based on operator's requirements.  For example, if the CAPWAP
   Mode Element included in either Join Request message or Join Response
   message, or both is set as Split Mode value, the CAPWAP will work in
   Split mode.  Or, the agreement is consistent the value of CAPWAP Mode
   element carried in Join Request messages send by WTP.  In this
   document, the methods to arrive decision agreement about the CAPWAP
   mode between a WTP and AC are not mandatory.

3.  CAPWAP Message Elements for Split Mode

   As aforementioned, two new CAPWAP message elements are defined in
   this section for CAPWAP Split Mode.

   The AR Information Element is used by the AC to configure the AR
   information to WTP.  The format is shown as follows.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |          Type                 |          Length               |
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   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-------------------------------+
   .                     AR Information                            .
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          AR Information Element

   Type: TBD

   Length: >=8

   AR Information: The IP address of AR served for WTP in the network.
   In order to support load-sharing and recovery from a single AR point
   of failure.  The AR information can be formatted via TLV for sub-
   elements, the sub-element format is:

     0                   1                   2                   3
     0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
    |          Type                 |          Length               |
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-------------------------------+
    | Prefer|              AR Address                               |
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
    |       .
    +-+-+-+-+

                  Load-sharing AR Information sub-element

   Type: 1

   Length; >= 9

   AR Address: the IP address of AR served for WTP in the network.

   The CAPWAP Mode element is used for the split mode capability which
   MUST be announced with agreement between a WTP and AC.  The format is
   shown as follows.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |          Type                 |          Length               |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-------------------------------+
   |         CAPWAP Mode           |          Reserved             |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            CAPWAP Mode Element
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   Type: TBD

   Length: 8

   CAPWAP Mode: If the value is 0, the CAPWAP mode is converged defined
   in [RFC5415].  If the value is 1, the CAPWAP mode is split mode,
   defined in this document.

   Reserved: It can be used by operators to define the rule for making
   CAPWAP mode decision.

4.  IANA Considerations

   This document defines two CAPWAP elements used in CAPWAP Split Mode.
   IANA is requested to allocate the following type.

   o  The type for AR Information Element

   o  The type for CAPWAP Mode Element

5.  Security Considerations

   This document does not constrain the use of encryption mechanisms to
   protect the data channel.  If there is security requirement for
   CAPWAP Data Channel, Datagram Transport Layer Security (DTLS)
   [RFC4347] and the IPSec mechanism [RFC2401] can be used to guarantee
   the security of the CAPWAP Data Channel.

   If DTLS is used for CAPWAP Data Channel in CAPWAP Split Mode, the
   DTLS procedure is required between a WTP and AR.
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