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Two kinds of quantum networks

Unentangled Networks Entangled Networks
Good only for qguantum key Good for many purposes:

distribution (QKD), which aids < crypto functions including QKD

longevity of secrecy of * high-precision sensor networks
encrypted information on e connecting qguantum computers
classical networks. into a Quantum Internet.

Very limited distance (but Unlimited distance using quantum
satellite possible!). repeaters.

Weak in multi-hop settings, Strong in networked settings.
better for point-to-point. Hard to build.

Easier (still not easy) to build.
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Tasks of a Quantum Repeater

1. To make basic entanglement over a distance
(e.q., over fiber or free space)

2. To manage errors
« Loss of photons
- (Gate (logical operation) inaccuracies
- Memory decay
3. To extend entanglement across multiple hops
4. To be part of a network:
» Route through a network
« Manage resources (time, memory, photons, ...)
* To be secure; etc.



Quantum startups

More than 50 start.ups Mang (1999 ~ )

now, many created in the
last year: some hardware, ~
some software, some id” Quantique (2001 ~)

networking (primarily
(2008 ~)

guantum key dlstnbutlon
SEQURENET) (2009 ~)
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Delft experiment: 2 nodes
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Hensen et al., Nature, 29 Oct. 2015




QKD & entanglement distribution
via satellite

Quantum leaps
China’s Micius satellite, launched in August 2016, has now validated across a record 1200 kilometers the
“spooky action” that Albert Einstein abhorred (1). The team is planning other quantum tricks (2-4)

Space Optical Communications Research
Advanced Technology Satellite (SOCRATES)

Mass:50 kg, Size:50 cm cube x

1. Spooky action
Entangled photons w
oht-alterine crystal .
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4 Global network 2. Quantum key distribution

Future satellites Micius will send string

ground stations coul Pod pholons bothe ://www.nict.go.jp/en/press/2017/07/11-1.html
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Small Optical TrAnsponder (SOTA)
Mass:6 kg

enable a quantum
internet proof communics
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15 will send

phot(x) to Earth while ke Iing its

mate on board. When a third .
e (Canada, Singapore and
o entangled with the one on Earth, )
. and their states jointly mea-

éd, the properties of the last elsewhere

vhoto are instantly teleported




Furopean Quantum Internet
effort

lopscience Journals *  Books Publishing Support  Login »
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The European quantum technologies flagship programme
Mau F Rioded!, Daniele Binosi<, Rob Thew? and Tommaso Calarco?

Putished 23 June 2017 « © 2017 0P Pubistung Lid
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The long-term ambition of the European Quantum Internet Allianee is to build a Quantum Internet that enables *+ Article information

QUANTUM INTERNET !

»
quantum communication applications berweer%ny two pomrion Earth Abstract
\‘ u

. .
" . Quantum technologies, such as quantum communication, computation, simulation as well as sensors

LEARN MORE CONTACT

and metrology, address and manipulate individual quantum states and make use of superposition and

® entanglement. Both companies and governments have realised the high disruptive potential of this
. e '

!(\hfh’v]n-g\ Consequently, the European Commission has announced an ambitious ﬂkghhw[‘
programme to start in 2018, Here, we sum up the history leading to the quantum technologies
flagship programme and outline its envisioned goals and structure. We also give an overview of the
strategic research agenda for quantum communication, which the flagship will pursue during its 10

year runtime

The European quantum
technologies flagship
programme
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Repeater protocol stack requires

networking expertise

Application

Purification Control (PC)

} End-to-End

Entang. Swapping Ctl (ESC)

Repeated at
} Different

Purification Control (PC)

Distances

Physical Entanglement (PE)

Entanglement Control (EC) } Distance=1
nly quantum!

Van Meter et al., IEEE/ACM Trans. on Networking,

Jun. 2009, quant-ph:0705.4128
13
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QIRG

e Classical protocols & architecture for:

routing |

Qirg -~ Quantum Internet (propesed) RG

About Qleg Eaglish (USA)
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« app APls (what's a quantum socket?)
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Some QKD-oriented
standard|zat|on efforts

_ IEEE STANDARDS ASSOCIATION Contact  FAQs
ETSIFL

W &

Find Standards Develop Standards Get Involved News & Events About Us

Membership

Standard Technologies & Clusters News & Events
JTechnologies & Clusters  Techoologies  Quantum Key Distribution

1EEE PROJECT
N . . 1913 - Software-Defined Quantum Communication
— - Quantum Key Distribution

Introducton Specifications
Technologies
Based on the outcome of the
EC FP6-project SECOQC
5G (Secure Communication based The purpose of the Software Defined Quantum Communication (SDQC)
e on Quantum Cryptography), standard is to define a classical interface to guantum communication STATUS:
an Industry Specification cevices that permits these devices to be reconfigured to implement a v t o
Augmented Reakty Group (ISG) of the European variety of protocols and measurements.
Automotive Inteligent Transport Telecommunications
) Standards Institute (ETSI) Working Group: QuantumComm - Software-Defined Quantum Communication
dband Cable A shall bring together the
Broadband Wircless Access important Euroccan actors Sponsor: COM/NetSoft-SC - Virtualized and Software Defined Networks, and Services
e from scien industry, and | Standarcs Committee
commenc t addre: .
Clowd computing standardisatio Society:

ETSI effort on quantum

key distribution (QKD) [EEE P1913, Software-

Also, of course, methods for out-  D€finéd Qluan.tum
of-band key management for Communication
IPsec!
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Join usl!

e Suggest a prettier name?
e Discuss charter
e Jentative plan is to meet 3x/year:

« 1@IETF

1 @guantum conference
(QCrypt or WQRN, most likely)

e 1 virtual
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W innsbruck Studies Research Connect  About i . OQ
2nd Workshop for Quantum Repeaters and¢ Qg )\\

2"% Workshop for Quantum Repeaters and Networks  Homadl @@ %‘\OC)

We are pleased to invite you to the Second Workshop for Quantum Repeaters and Networks, to be held in Seefeld, Austria, Sept.
25-26, 2017
The first workshop, held in 2015 in Pacific Grove, California, brought together a diverse international group of researchers{
fruitful weekend of talks and discussions. At this second workshop, we look forward to continuing these discussions, x

focus on recent progress, challenges and new possible directions emerging in our community. We invite researchs

key enabling technologies and system integration, protocols for connecting repeaters across network links wit*

architectures for large-scale networks, and applications of distributed quantum entanglement,

We've arranged the technical sessions around four themes, with the goals of quantum networks, fig:

technologies, and paths to scalability; please see the Speakers & Program page for details. Thers

We encourage you to apply and hope to see you in Seefeld in September. Q

DUKE UNIVERSITY | PRATTY
T

FOR
QUANTUM REPEATERS

AND NETWORKS

Program Travel Info Apply

Important Dates

Application Deadline:
Extended until February 13, 2015

Welcome

The organizing committee is pleased to invite you to the first Workshop for Quantum Repeaters and

Networks, to be held at the historic Asilomar Conference Grounds in beautiful Pacific Grove, CA, May Notification to Attend:
1517 20156 February 20, 2015



References: Recent Bell
Inequality Violation Experiments

® Three major research groups announced important results in testing Bell’s
theorem in 2015.

e Pop science reports:

« Delft group: http://phys.org/news/2015-08-loopholes-entanglement-bell-
iInequality.htm|

* Vienna group: http://phys.org/news/2015-11-big-quantum.html

e Singapore group: http://www.eurekalert.org/pub_releases/2015-11/cfqt-
ere110915.php

o UNSW group: http://www.gizmag.com/advance-programmable-silicon-
guantum-computers/40420/

 The Wikipedia article is a reasonable list of Bell inequality violations going back
three decades:
hitps://en.wikipedia.org/wiki/Bell_test_gxperiments



http://phys.org/news/2015-08-loopholes-entanglement-bell-inequality.html
http://phys.org/news/2015-11-big-quantum.html
http://www.eurekalert.org/pub_releases/2015-11/cfqt-ere110915.php
http://www.gizmag.com/advance-programmable-silicon-quantum-computers/40420/
https://en.wikipedia.org/wiki/Bell_test_experiments

References: Quantum
repeaters

® Briegel, Dur, Cirac & Zoller, Phys. Rev. Letters 81,
5932, 1998

https://arxiv.org/pdf/quant-ph/9803056

e 2. 177 things that reference the above

e \/an Meter, Quantum Networking, Wiley-ISTE, 2014
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IPsec with QKD: Quantum-protected
campus-to-campus connection

IPsec ' ﬂ

Gateway =T

Dark
v

\ !xc!ange

- .,

\&’ Psec

[Psec Tunnelssaa | Gateway

|
e

dofttn@gayama-ipsecme-ike-with-gkd-01.txt,




IPsec with QKD —
n.b.: QKD
requires an
authenticated
(but not secret)

classical

Secure, LocaE
Connectiori;

:Secure, Local
:Connection

Device

Aqua . Advancirlg Quantum Architecture@



D-H: Diffie-Hellman key exchange

QKD: Quantum Key Distribution testing a” keys
AES: Advanced Encryption Standard ecomes
OTP: One Time Pad actoring AES Eossible
becomes proken
Data possible
|
encrypted! |

today !
D-H + % ~ 1bitysec
AES : I

Feasible
today for

KD + | ! L

SES : * ~ 1bit/isec 1etro nets

QKD + i |

super-AES |

QKD + : : :

i >
s this gap ~ 10”Dbit /sec
interesting?See WeakDH.org! "

(Am interested in your opinion
of this!)


http://WeakDH.org

~ 10° bits/sec ~ 10° bits/sec
Many connections One connection

. . . { = QKD
Higher-bantwidth — E Device
QKD Device

Jf\‘:‘;., % eb client computers

- QKD
@ - Device
(J  HTTPLS E

Server
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) Web client computers
1




Four-Hop Protocol Interactions

App

PC




