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Two	  kinds	  of	  quantum	  networks

Unentangled	  Networks	  
Good	  only	  for	  quantum	  key	  
distribution	  (QKD),	  which	  aids	  
longevity	  of	  secrecy	  of	  
encrypted	  information	  on	  
classical	  networks.	  
Very	  limited	  distance	  (but	  
satellite	  possible!).	  
Weak	  in	  multi-‐hop	  settings,	  
better	  for	  point-‐to-‐point.	  
Easier	  (still	  not	  easy)	  to	  build.

Entangled	  Networks	  
Good	  for	  many	  purposes:	  
• crypto	  functions	  including	  QKD	  
• high-‐precision	  sensor	  networks	  
• connecting	  quantum	  computers 
into	  a	  Quantum	  Internet.	  

Unlimited	  distance	  using	  quantum	  
repeaters.	  
Strong	  in	  networked	  settings.	  
Hard	  to	  build.
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Tasks of a Quantum Repeater

1. To make basic entanglement over a distance 
(e.g., over fiber or free space)


2. To manage errors

•  Loss of photons

•  Gate (logical operation) inaccuracies

•  Memory decay


3. To extend entanglement across multiple hops

4. To be part of a network: 
•  Route through a network

•  Manage resources (time, memory, photons, …)

•  To be secure; etc.
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Quantum	  startups

(1999	  ~	  )

(2001	  ~	  )

(2008	  ~	  )

(2009	  ~	  )

More than 50 startups 
now, many created in the 
last year: some hardware, 

some software, some 
networking (primarily 

quantum key distribution, 
QKD).
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Delft experiment: 2 nodes

Hensen et al., Nature, 29 Oct. 2015
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QKD	  &	  entanglement	  distribution	  
via	  satellite
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http://www.sciencemag.org/news/2017/06/china-‐s-‐
quantum-‐satellite-‐achieves-‐spooky-‐action-‐record-‐
distance

https://www.nict.go.jp/en/press/2017/07/11-‐1.html

Also experiments from 
Canada, Singapore and 

elsewhere



European Quantum Internet 
effort

http://quantum-internet.team/ The European quantum 
technologies flagship 

programme 
http://iopscience.iop.org/article/10.1088/2058-9565/aa6aca/meta8

http://iopscience.iop.org/article/10.1088/2058-9565/aa6aca/meta


Repeater protocol stack requires 
networking expertise
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Van Meter et al., IEEE/ACM Trans. on Networking, 
Jun. 2009, quant-ph:0705.4128 
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Only quantum!



QIRG
• Classical protocols & architecture for: 

• routing 

• connection setup 

• resource management 

• inter-network interoperability 

• security 

• guaranteeing robustness & 
consistency 

• app APIs (what’s a quantum socket?) 

• https://www.irtf.org/mailman/listinfo/qirg
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Some QKD-oriented 
standardization efforts

IEEE P1913, Software-
Defined Quantum 
Communication

ETSI effort on quantum 
key distribution (QKD)

Also, of course, methods for out-
of-band key management for 

IPsec! 11



Join us!
• Suggest a prettier name? 

• Discuss charter 

• Tentative plan is to meet 3x/year: 

• 1 @IETF 

• 1 @quantum conference  
(QCrypt or WQRN, most likely) 

• 1 virtual
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 meet

ing 2019 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References: Recent Bell 
Inequality Violation Experiments
• Three major research groups announced important results in testing Bell’s 

theorem in 2015. 

• Pop science reports: 

• Delft group: http://phys.org/news/2015-08-loopholes-entanglement-bell-
inequality.html 

• Vienna group: http://phys.org/news/2015-11-big-quantum.html 

• Singapore group: http://www.eurekalert.org/pub_releases/2015-11/cfqt-
ere110915.php 

• UNSW group: http://www.gizmag.com/advance-programmable-silicon-
quantum-computers/40420/  

• The Wikipedia article is a reasonable list of Bell inequality violations going back 
three decades: 
https://en.wikipedia.org/wiki/Bell_test_experiments 14

http://phys.org/news/2015-08-loopholes-entanglement-bell-inequality.html
http://phys.org/news/2015-11-big-quantum.html
http://www.eurekalert.org/pub_releases/2015-11/cfqt-ere110915.php
http://www.gizmag.com/advance-programmable-silicon-quantum-computers/40420/
https://en.wikipedia.org/wiki/Bell_test_experiments


References: Quantum 
repeaters

• Briegel, Dür, Cirac & Zoller, Phys. Rev. Letters 81, 
5932, 1998 
https://arxiv.org/pdf/quant-ph/9803056 

• 2,177 things that reference the above 

• Van Meter, Quantum Networking, Wiley-ISTE, 2014
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https://arxiv.org/pdf/quant-ph/9803056


Backup	  Slides
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IPsec with QKD: Quantum-protected 
campus-to-campus connection
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Internet
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Classical internet path 
using Quantum-made 
key

Quantum Path 
for  
Key Exchange
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IPsec 
Gateway

Dark 
Fiber

draft-nagayama-ipsecme-ike-with-qkd-01.txt, 2014/10



IPsec with QKD
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IPsec IPsec 

QKD  
Device

QKD  
Device

IP  
Network

Secure, Local 
Connection

Encrypted Connection

Quantum  
NetworkMake keys

Secure, Local 
Connection

key key

n.b.: QKD 
requires an 
authenticated 
(but not secret) 
classical 
channel to avoid 
MitM



D-H +  
AES

QKD +  
AES

QKD +  
OTP

Data 
encrypted 
today

Factoring 
becomes 
possible

AES 
broken

testing all keys 
becomes 
possible

QKD +  
super-AES

?

Feasible 
today for 
metro nets

Is this gap 
interesting?

⇠ 1bit/sec

⇠ 109bit/sec

D-H: Diffie-Hellman key exchange 
QKD: Quantum Key Distribution 
AES: Advanced Encryption Standard 
OTP: One Time Pad

See WeakDH.org! 
(Am interested in your opinion 
of this!)

⇠ 1bit/sec
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http://WeakDH.org


⇠ 106 bits/sec ⇠ 102 bits/sec

Many connections One connection
TL
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Four-Hop Protocol Interactions
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