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Abst r act

For a class of gateways an activation of an uplink network

connection, such as cellular radio connection, incurs a fixed cost
form of consuned energy. For these gateways ninim zing the nunber
uplink activations is of inportance. This specification describes
Optinmal Transni ssion Wndow option for | CVPv6 Router Advertisenent

in
of
an

that a gateway can use to communi cate optinmal transm ssion w ndow for

nodes it is serving, thus helping to group separate transni ssions
toget her and thereby reduce number of gateway’s uplink connection
activation events.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-

Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 4, 2014.
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1. Introduction

In certain depl oynents gateways are very power constrained. A class
of such gateways are battery powered cellul ar-using gateways that are
sharing the wireless cellular connection to other nodes in wreless

| ocal area networks (LAN) such as | EEE 802.11, 802.15.4, or Bluetooth
Low Energy networks. Hosts in LANs may be, for exanple, persona
computers, tablets, |ow energy sensors and actuators, and alike.

Use of the cellular uplink contributes significant power consunption
for the gateway device, which provides notivation for mnimzing tine
and frequency of cellular uplink usage. The causes for power
consunption are discussed further in Section 2

Thi s docunent describes an | CMPv6 Router Advertisenent [ RFC4861]
Optinmal Transm ssion Wndow option, which a gateway can use in an
attenpt to schedul e and synchroni ze peri odi cal conmuni cati on
activities of the nodes gateway provides forwarding services for.

The option describes an optinmal transm ssion wi ndow, during which
nodes shoul d performperiodic and tine insensitive transm ssions.
This helps to nminize the power consunption of the gateway by reducing
numbers of cellular radio activation events.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Probl em Description

3GPP cel lul ar networks require establishnent of a Packed Data

Prot ocol (PDP) context or Evolved Packet System (EPS) bearer in order
to transmt | P packets [RFC6459]. This establishnment consunes
energy, but for long-lived connections, such as always-on
connections, the relative signifigance is small. The established
cellular connection can then be shared to LAN by using DHCPv6 Prefi x
Del egati on [ RFC6459], by extending an | Pv6 /64 prefix of the cellular
connection [I-D.ietf-v6ops-64share], or by utilizing Network Address
Transl ati on (NAT) techni ques.

In order to save power and bandwi dth, 3GPP cellular radio attenpts to
enter and stay in idle node whenever there is nothing to transnit.
During this idle node the |ogical |IP-connection is retained.

Whenever data needs to be transmitted over 3GPP radi o connection that
is currently in idle node, the connection has to be signaled active.
Once the connection is active, actual user data can be transmtted.
After the user data has been transmtted, the 3GPP connection is kept
active for operator configurable tine waiting for possible additiona
data. If no additional data is transmtted within this tine, the
radio is returned back to the idle node.

Total energy consumed for a transm ssion event consist of signaling
required for activation of radio, transm ssion of the actual user
data, keeping the radio active while waiting for possible additiona
data to be transmitted, and deactivation of the radio.

Bal asubranmani an et al. refer with 'ranp energy’ for energy spent on
the radio activation and with "tail energy’ for the energy spent
after the transnission of the user data [Bal asubranmani an2009].

The exact features of 3GPP radio for which the energy is consuned
varies by the network generation. 1In 2G GPRS and EDCGE networks setup
and teardown of Tenporary Block Flows (TBF) are responsible of big

part of 'tail energy’. |In 3G WDMA, HSPA, transitions through Radio
Resource Control (RRC) states before returning to idle are sources of
"tail energy’ consunption [Haverinen2007]. In 4G LTE networks

support and paraneters of discontinuous reception (DRX) affect
significantly on the power consunption [Bontu2009]
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Whil e 3GPP cel lul ar network technol ogi es are used as an exanpl e
herein, other radio technol ogies nay have sinilar properties causing
‘ranmp energy’ and 'tail energy’ consunption

In case of small transactions, such as with keep-alive nmessaging or
resource state updates, the 'ranp energy’ and 'tail energy’
contribute very significant part of the total energy consunption.
For single device use-cases this is the state of art, and there is
not nuch that can be optim zed.

However, in the scenario where a cellular-using gateway is serving
nmul titude of devices in LAN, it can happen that significant energy is
unnecessarily spent on 'ranp energy’ and 'tail energy’ . This happens
when multiple devices in LAN are transmtting data seldonmy and with
such intervals that the cellular gateway has to separately activate
the cellular radio for each transaction. 1.e. in scenario where each
transaction fromdevices in LAN causes 'ranp energy’ and 'tai

energy’ costs for the gateway.

Hence the problemis: how to optim ze energy spent on 'ranp energy’
and 'tail energy’ in case of battery powered cellul ar-using gateway
serving multitude of devices in LAN

3. Solution Description

To sol ve the probl em described in Section 2, this docunent presents a
met hod for a gateway to attenpt grouping of seldom and periodic
conmmuni cati ons perfornmed by nodes in the LAN. The sol ution does not
hel p in power consunption caused by transnissions initiated fromthe
I nternet.

The gateway performs transm ssion grouping by indicating to nodes in
LAN optimal transm ssion w ndow using option defined in Section 4.
The nodes will then attenpt to send data that is not tine critical at
the optimal tines indicated by the gateway. This can work, for
exanpl e, when nodes need to perform periodic keep-alive signaling,
periodically poll or push data, or for exanple are using CoAP observe
[I-D.ietf-core-observe] and need to send resource state updates that
are not tine critical

The al gorithnms and procedures for nodes to switch to utilize optinal
transm ssion wi ndow, and the al gorithns and procedures for the
gateway to come up with interval and duration paranmeter val ues for
optimal transmi ssion window, are left for inplenentations to choose.
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4.

5.

Opti mal Transmi ssion Wndow Option

The Optimal Transm ssion Wndow i s communi cated from gateway to the
nodes by including Optinmal Transm ssion Wndow Option within | CMPv6
Rout er Advertisenents [RFC4861]. The option is defined bel ow

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h | R SWF | Reserved [
B e i i e o e e S T S e e s i i TR S
| I nterval (rs) |
B e o i T o S e i T e e e S i s ot o S R TR S
| Next (ms) |
B i S S T s i S T st i S S S S S S S S i
[ Dur ati on (ns) |
B e i i e o e e S T S e e s i i TR S

Type: TBD
Lengt h: 2
R If set, the optimal transm ssion wi ndow is open

when the Router Advertisenent was sent. If not set,
the wi ndow nay not be open

SWF: Deci mal val ue indicating secondary transm ssion
wi ndow timng as fractions of Interval. Value
of zero indicates |lack of secondary transm ssion
wi ndows. Ot her values are used as dividers for
Interval. Default value is decinal 8 (binary

1000’ ).
Reserved: Reserved for the future, MJST be set to zero
Interval: The tine between optinmal transm ssion w ndows, in
mlliseconds.
Next : The tinme to the start of the next optimal
transm ssion window in mlliseconds.
Dur ati on: The tine the optimal transm ssion windowis open in

m | 1iseconds, for exanple, how | ong the gateway
estimates the radio to be at |east active.

Gat eway Behavi or

A gateway that attenpts to synchroni ze periodic transnission of nodes
it serves SHOULD include Optinmal Transm ssion Wndow option in all
| CMPv6 Router Advertisenent nessages it originates.

If the uplink radio is active at the tine of sending the Router
Advertisenent, the gateway SHOULD set the R-bit on to indicate
i Mmediately suitable tine for transmissions. Furthernore, in the
event of uplink radio activation, a gateway MAY send otherwi se
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unschedul ed Router Advertisenent nessage with R-bit set in order to
i ndi cate unschedul ed power efficient transm ssion opportunity for
nodes.

The gateway using this option MIST set the Interval-field to exactly
mat ch the optimal sendi ng wi ndow, as some nodes receiving the | CMPv6
Rout er Advertisenent can choose to go to sleep until the optimal
transm ssi on wi ndow opens. The value for the interval-field is
gateway’ s inplenmentation decision and depends on the depl oynent
scenario. A default value of | NTERVAL DEFAULT (see Section 7) is
defined for the cases where gateway has no better information.
Interval field value of zero indicates transm ssion w ndow to be

al ways open. The SWr-field indicates presence and tine of secondary
transm ssi on wi ndows during one Interval. For exanple, default value
of 8 indicates secondary transmi ssion wi ndow to occur at every

| NTERVAL_DEFAULT/ 8.

Wth the default values for | NTERVAL_DEFAULT and SWr-fi el d nodes have
secondary transm ssion wi ndow every 100 seconds, which is enough in
case host needs to refresh UDP mappi ngs of NAT utilizing two mnute
expiration time (see section 4.3 of [RFC4787]).

The Next-field MJUST be always set to point to the nonent of the next
optimal transmission window Even if the R-bit is set, the Next-
field MIUST nevertheless point to the start of the next optinal
transm ssi on wi ndow.

The Duration-field MIUST indicate the | ength of the w ndow during
whi ch hosts should start their periodic transm ssions. The |length
has to be at | east M N W NDOW DURATI ON (see Section 7).

The secondary transm ssion wi ndow bitfield indicates possibly
alternative, but still synchronized, tinmes for hosts to transmt if
the optimal sending w ndow i nterval frequency is too | ow

If the gateway inplenents synchronization services for gateway’s
internal applications’ periodical conmunications, the gateway MJST
synchroni ze the internal applications to comruni cate during the sane
optimal transm ssion w ndow.

6. Node Behavi or

A node inplenmenting this specification SHOULD utilize the timng

i nformation received via Optimal Transm ssion W ndow option and tinme
it’s periodic transm ssions accordingly when possible. Additionally,
a node MAY use Router Advertisenent with this option and R-bit set as
trigger for conmmunications. The node MJST refresh it's tining states
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after every received Router Advertisement nessage having the Optimal
Transm ssi on W ndow option

The node MJST wait for a random period of tine between the start of
the optinmal transm ssion wi ndow, or reception of a Router
Advertisement with R bit set, and COLLI SI ON_AVO DANCE DURATI ON (see
Section 7) in order to avoid collisions caused by multitude of nodes
transmtting at the same tine.

Sonetinmes a node needs to performtine consuning operations on the
link before transmitting to the Internet, such as performng
Det ecting Network Attachnent-procedures [RFC6059] if the node has

been asl eep | ong enough. In such cases, the node SHOULD performtine
consum ng operations before the comunications are schedul ed to take
pl ace.

The node does not have to transmit during every wi ndow, but SHOULD
use the one right before the application’ s optinmal periodic

conmuni cation event would occur. |If the node is running application
that requires nore frequent periodic nessaging that what the optinmal
transm ssi on wi ndow provi des, the host SHOULD attenpt to communi cate
during secondary transm ssion wi ndows as configured via SW--field.

The node MJST only use timng values as |earned fromthe Router
Advertisenment nessage that has been used for the highest priority
default router configuration. |If the node supports nore-specific
routes [ RFC4191], the node SHOULD al so record optinmal transm ssion
wi ndow schedul es for each nore-specific route

The node SHOULD provide an inplenmentation specific application
programmi ng interface that applications can use to |earn the opti mal
transm ssi on wi ndow schedules. |If the node maintains destination-
specific optinmal transm ssion wi ndow timng information, the
application progranmm ng interface SHOULD al |l ow applications to ask
for the timng information specific to a destination

7. Protocol Constants

Fol I owi ng constants are defined for the operation of the Opti nmal
Transm ssi on W ndow option

| NTERVAL_DEFAULT: 800 seconds
M N_W NDOW DURATI ON: 500 nilli seconds

COLLI SI ON_AVO DANCE_DURATI ON: 100 mi | |i seconds
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| ANA Consi der ati ons

This meno requests | ANA to register a new Nei ghbor Discovery Option
Type under the subregistry "I Pv6 Nei ghbor Di scovery Option Formats"
of the "Internet Control Message Protocol version 6 (I CVPv6)

Par aneters" registry (http://ww.iana. org/assi gnnents/

i cnpv6- paranet ers/i cnpv6- paraneters. xhtnl ).

The type nunber can be the next avail able.
The Description would be:"Optimal Transm ssion Wndow Option”
Security Considerations

Thi s docunent specifies that a node uses tining information only from
the Router Advertisements the node accepts for configuring default
and nore-specific routes. This helps to nmitigate against attacks
that try to influence transnission schedul es by sendi ng nalicious
Rout er Adverti senents.

Wth this option it is not possible to hinder node’s comuni cati ons,
as the option is a power saving optimzation that help nodes to
synchroni ze transnissions with each other, while still allow ng
transm ssions at any tinme when necessary. Therefore, if the timng
val ues sent in Router Advertisement do not make sense for a node, or
it's applications, the values can be ignored.
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