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Abstract

This docunent defines a portion of the Managenent |nfornmation Base
(MB) for use with network rmanagenent protocols in the Internet
conmunity. In particular, it defines objects for nanaging | Pv6 over
Low Power Wrel ess Personal Area Networks (6LoWPANS).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 9, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a portion of the Managenent |Infornation Base
(MB) for use with network managenent protocols. |n particular it
defines objects for managi ng | Pv6 over Low Power Wrel ess Persona
Area Networks (6LOWPANs) [RFC4944].

While a MB nodul e provides a direct binding for accessing data via
the Sinple Network Managenment Protocol (SNWP) [RFC3410], supporting
SNVP may not al ways be affordable on constrai ned devices. O her
protocols to access data nodeled in M B nodul es are possi ble and
proposal s have been nade recently to provide bindings to the
Constrai ned Application Protocol (CoAP) [RFC7252].

2. The Internet-Standard Managenment Franmewor k

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
bjects in the MB are defined using the nmechani snms defined in the
Structure of Managenent Information (SM). This docunent specifies a
M B nodule that is conpliant to the SMv2, which is described in STD
58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC
2580 [ RFC2580].
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3. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [RFC2119].

4. Overview

The left part of Figure 1 provides an overview of the | ETF protocols
designed for constrained devices. The right part lists the MB
nmodul es provi di ng nonitoring and troubl eshooting support ([RFC4113],
[ RFC4292], [RFC4293], [RFC2863]). The LOAPAN-M B defined in this
docunent fills a hole by providing nonitoring and troubl eshooting
support for the 6LOWPAN | ayer.

Pr ot ocol Layer M B Modul es
oo +
| CoAP [ RFC7252] |
Fom e e e e e e e e oo + Fo e e e e e e eam o +
| UDP [ RFC0768] | | UDP-M B [ RFC4113] |
e e e e e e oo oo + o e e e e e e e oo +
[ I Pv6 [ RFC2460] | | I1P-MB [ RFC4293] |
| 1OWPv6 [RFC4443] | | | P-FORWARD- M B [ RFC4292] |
Fom e e + o m e e e e e i oo - +
| 6LOWPAN [ RFC4944] | | LOWPAN-M B [ RFCXXXX] |
e m e e e e e e oo - + o e e e e e e e e e +
| IF-MB [ RFC2863] |
o e e + oo e e e e eie oo n +
| | EEE 802. 15. 4, |
Fom e e +

/* RFC Ed.: replace XXXX above with RFC nunber
and renove this note */

Figure 1: Protocol Layers and M B Mdul es

The LOAPAN-M B nodule is primarily a collection of counters that

refl ect how 6LOWPAN dat agrans are processed by the 6LoWPAN | ayer.

The objects are defined twice, once to report the global statistics
as seen by the 6LoWPAN | ayer and once to report per interface 6LOVWPAN
| ayer statistics. The per interface statistics are optional to

i mpl ement. The object identifier registration tree has the foll ow ng
structure:

/* RFC Ed.: replace XXXX below with | ANA assigned O D nunber
and renove this note */
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| owpanM B(1.3.6.1.2. 1. XXXX)

+---- | owpanNoti fications(0)

+---- | owpanObj ect s(1)

| +---- lowpanStats(1)

| | +--r- | owpanReasni neout (1) Unsi gned32

| | +--r- lowanlnReceives(2) Count er 32

| | +--r- lowpanl nHdrErrors(3) Count er 32

| | +--r- lowanl nMeshRecei ves(4) Count er 32

| | +--r- | owpanl nMeshForwds(5) Count er 32

| | +--r- lowpanl nMeshDel i vers(6) Count er 32

| | +--r- | owpanl nReasnReqds(7) Count er 32

| | +--r- lowpanl nReasntail s(8) Count er 32

| | +--r- [ owpanl nReasnKs(9) Count er 32

| | +--r- | owanl nConpReqds(10) Count er 32

| | +--r- lowpanlnConpFail s(11) Count er 32

| | +--r- lowanl nConpOKs(12) Count er 32

| | +--r- lowpanlnbi scards(13) Count er 32

| | +--r- lowpanlnDelivers(14) Count er 32

| | +--r- | owpanQut Request s(15) Count er 32

| | +--r- | owpanQut ConpReqds(16) Count er 32

| | +--r- | owpanQut ConpFail s(17) Count er 32

| | +--r- | owpanQut ConpOKs(18) Count er 32

| | +--r- | owpanQut FragReqds(19) Count er 32

| | +--r- lowpanCQut FragFail s(20) Count er 32

| | +--r- | owpanQut FragOKs(21) Count er 32

| | +--r- | owanQut FragCreates(22) Count er 32

| | +--r- | owpanQut MeshHopLi m t Exceeds(23) Counter 32

| | +--r- | owpanQut MeshNoRout es( 24) Count er 32

| | +--r- | owpanQut MeshRequest s(25) Count er 32

| | +--r- | owpanQut MeshForwds( 26) Count er 32

| | +--r- lowpanQut MeshTransmits(27) Count er 32

| | +--r- lowpanQutDi scards(28) Count er 32

| | +--r- lowpanQutTransm ts(29) Count er 32

| +---- lowpanlfStatsTabl e(2)

| +---- lowpanl fStatsEntry(1) [iflndex]

| +--r- | owpanl f Reasnili neout (1) Unsi gnhed32

| +--r- lowpanl fl nRecei ves(2) Count er 32

| +--r- | owpanl f I nHdr Er r or s( 3) Count er 32

| +--r- | owpanl f I nMeshRecei ves(4) Count er 32

[ +--r- | owpanl f I nMeshFor wds(5) Count er 32

| +--r- | owpanl fI nMeshDel i ver s(6) Count er 32

| +--r- | owpanl f I nReasnReqds(7) Count er 32

| +--r- | owpanl f I nReasnfai | s(8) Count er 32

| +--r- | owpanl f I nReasnKs(9) Count er 32

| +--r- | owpanl f I nConpReqds(10) Count er 32

[ +--r- | owpanl fI nConpFai |l s(11) Count er 32

| +--r- | owpanl fI nConpOKs(12) Count er 32

| +--r- | owpanl f I nDi scards(13) Count er 32
Schoenwael der, et al. Expires March 9, 2015 [ Page 4]
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| +--r- lowpanl flnDelivers(14) Count er 32
| +--r- | owpanl f Qut Request s(15) Count er 32
| +--r- | owpanl f Qut ConpReqds(16) Count er 32
[ +--r- | owpanl f Qut ConpFai |l s(17) Count er 32
| +--r- | owpanl f Qut ConpCKs( 18) Count er 32
| +--r- | owpanl f Qut Fr agReqds( 19) Count er 32
| +--r- | owpanl f Qut Fr agFai | s(20) Count er 32
| +--r- | owpanl f Qut FragOKs(21) Count er 32
| +--r- | owpanl f Qut Fr agCr eat es( 22) Count er 32
[ +--r- | owpanl f Qut MeshHopLi m t Exceeds(23) Counter 32
| +--r- | owpanl f Qut MeshNoRout es( 24) Count er 32
| +--r- | owpanl f Qut MeshRequest s( 25) Count er 32
| +--r- | owpanl f Qut MeshFor wds( 26) Count er 32
| +--r- | owpanl f Qut MeshTransmi t s(27) Count er 32
| +--r- | owpanl f Qut Di scar ds(28) Count er 32
[ +--r- | owpanl f Qut Transm t s(29) Count er 32
+---- | owpanConf or mance( 2)

+---- | owpanG oups(1)

|  +---- lowpanStatsGoup(1l)

| +---- lowpanStat sMeshG oup(2)

| +---- lowpanlfStatsG oup(3)

| +---- lowpanlfStatsMeshG oup(4)

+---- | owpanConpl i ances(2)

+---- | owpanConpl i ance(1)

The counters defined in the LOAPAN-M B nodul e provide information
about the 6LoOWPAN dat agrans received and transmtted and how they are
processed in the 6LOWPAN | ayer. For link-layers that use the 6LoWPAN
di spatch byte as defined in [ RFC4944] (e.g., |EEE 802.15.4), a
6LOoWPAN datagramis a datagramwi th a di spatch byte matching the bit
patterns 01xxxxxxX, 10xxxxxx, or 1ilxxxxxx. Datagrams with a dispatch
byte matching the bit pattern 00xxxxxx (NALP - not a LoWPAN frane)
are not considered to be 6LOWPAN datagram by this specification.

O her radio technol ogies may use different nechanisns to identify
6LoWPAN dat agrans (e.g., the BLUETOOTH Low Energy Logical Link
Control and Adaptation Protocol uses Channel ldentifiers
[I-D.ietf-6lo-btle]).

The Case Diagram [CASE] in Figure 2 illustrates the conceptual
rel ati onshi ps between the counters. |nplenmentations nay choose to
i mpl ement the processing of 6LOWPAN datagrans in a different order.

The generic InDiscards and Qut Di scards counters can be increnented
anyti me when 6LoWPAN dat agrans are di scarded due to reasons not
covered by the other nore specific counters. For exanple, an

i npl ement ati on di scardi ng 6LoWPAN dat agrans while all buffers are
used for ongoi ng packet reassenblies will increnment the rel evant

I nDi scards counters for each di scarded 6LoWPAN dat agram
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Qut Request s

Qut ConpReqds
Qut ConpFai | s
Qut ConmpOKs

Qut Fr agReqds
Qut FragFai | s
Qut Fr agOKs

CQut FragCr eat es

Qut MeshHoplLi ni t Exceeds
Qut MeshNoRout es

Qut MeshRequest s
Qut MeshFor wds
Qut MeshTransm ts
Qut D scards

Qut Transnits

Rel ati onshi p bet ween LOAPAN-M B Count ers

The fragnentation related counters have been nodel ed after the

fragmentation related counters of the | P-MB [ RFC4293].

The di scard

counters have been placed at the end of the input and output chains
but they can be bunped any tinme if a datagramis discarded for a

reason not covered

by the other counters.

The conpression related counters provide insights into conpression

requests and in particular also conpression related failures.
that the diagramis conceptual

Not e

in the sense that conpressi on happens

after reassenbly for inconing 6LOWPAN dat agrans and conpressi on
happens before fragnmentati on for outgoi ng 6LOWPAN dat agr ans.
I npl enent ati ons may choose to inplenent things slightly differently.

For exanpl e,

as they are received,

Schoenwael der, et al.

Expires March 9, 2015

i npl enment ati ons nmay deconpress FRAGL fragnents as soon
not waiting for reassenbly to conplete.
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The mesh header processing related counters do not have an explicit
di scard counter. |Inplementations that do not support mnesh forwarding
MUST count the nunber of received 6LOWPAN datagrans with a MESH
header (| owpanl nMeshRecei ves) but they MJST NOT increnent the

| owpanl nMeshRecei ves and | owpanl nMeshDel i vers counters if these
6LOWPAN dat agrans are dropped.

5. Relationship to OGher MB Mdul es

The M B nodul e inports definitions from SNWPv2-SM [ RFC2578],
SNMPv2- CONF [ RFC2580], and | F-M B [ RFC2863] .

6. Definitions

LOANPAN-M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Unsi gned32, Counter32, nib-2
FROM SNVPv2- SM -- RFC 2578
OBJECT- GROUP, MODULE- COVPLI ANCE
FROM SNIVPv2- CONF -- RFC 2580
i flndex FROM | F- M B; -- RFC 2863

| owpanM B MODULE- | DENTI TY
LAST- UPDATED "201409050000Z"
ORGANI ZATI ON
"I ETF | Pv6 over Networks of Resource-constrai ned Nodes
Wor ki ng G oup”
CONTACT- | NFO
"WG Enmai |l : 6lo@etf.org
WG Web: http://tools.ietf.org/wg/6lo/

Juer gen Schoenwael der
Jacobs University Brenen

Emai | : j.schoenwael der @ acobs-uni versity. de
Anuj Sehgal

Jacobs University Brenen

Emai | : s.anuj @ acobs-university. de

Ti na Tsou

Huawei Technol ogi es

Emai | : tina.tsou.zouti ng@uawei.com

Cat hy Zhou

Huawei Technol ogi es

Emai | . cat hyzhou@wuawei . cont
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DESCRI PTI ON
"The M B nodul e for nonitoring nodes inplenmenting the |IPv6
over Low Power Wrel ess Personal Area Networks (6LoWPAN)
pr ot ocol

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

REVI SI ON "201409050000Z"
DESCRI PTI ON
“Initial version, published as RFC XXXX. "
-- RFC Ed.: replace XXXX with RFC nunber and renove this note

:={ mb-2 YYYY }
-- RFC Ed.: replace YYYY with | ANA assi gned nunber

-- object definitions

| owpanNoti fications OBJECT IDENTIFIER ::= { |l owpanM B 0 }
| owpanhj ect s OBJECT IDENTIFIER ::= { lowanM B 1 }
| owpanConf or mance OBJECT IDENTIFIER ::= { lowanMB 2 }
| owpanSt at s OBJECT IDENTIFIER ::= { |l owpanObjects 1 }
| owpanReasnili meout OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of seconds that received fragments are
hel d while they are awaiting reassenbly at this entity."
::={ lowanStats 1 }

| owpanl nRecei ves OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of 6LOWPAN dat agrans received, including
those received in error."
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::={ lowpanStats 2 }

| owpanl nHdr Err ors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received 6LOWPAN dat agrans di scarded due to
errors in their headers, including unknown di spatch val ues."

::={ lowanStats 3 }

| owpanl nMeshRecei ves OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received 6LOWAN datagrans with a MESH
header . "

::={ lowpanStats 4 }

| owpanl nMeshFor wds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of received 6LOWPAN dat agrams requiring MESH
forwardi ng. "
::={ lowanStats 5 }

| owpanl nMeshDel i vers OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received 6LOWPAN datagrans with a MESH header
delivered to the local system"™

::={ lowpanStats 6 }

| owpanl nReasnReqds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received 6LOWAN fragnments that needed to
be reassenbl ed. This includes both FRAGL and FRAGN 6L0oWPAN
dat agrans. "

::={ lowpanStats 7 }
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| owpanl nReasntai | s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of failures detected by the re-assenbly
algorithm (e.g., timeouts). Note that this is not
necessarily a count of discarded 6LOWPAN fragments
since inplenentations can | ose track of the nunber
of fragnments by conbining them as received."

::={ lowanStats 8 }

| owpanl nReasnKs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |Pv6 packets successfully reassenbled."”
::={ lowpanStats 9 }

| owpanl nConpReqds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LOWPAN dat agrans requiring header
deconpression.”
::={ lowpanStats 10 }

| owpanl nConpFai | s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LOWPAN dat agrans where header deconpression
failed (e.g., because the necessary context information was
not available)."

::={ lowpanStats 11 }

| owpanl nConpOKs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LOWPAN dat agrans where header deconpression
was successful ."
::={ lowanStats 12 }

Schoenwael der, et al. Expires March 9, 2015 [ Page 10]
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| owpanl nDi scar ds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received 6LOWPAN dat agranms for which no
probl ems were encountered to prevent their continued
processing, but were discarded (e.g., for lack of buffer
space). Note that this counter does not include any
dat agrans di scarded due to a reassenbly failure or a
conpression failure."

::={ lowpanStats 13 }

| owpanl nDel i vers OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunmber of |Pv6 packets successfully delivered
to the I Pv6 | ayer.”
::={ lowpanStats 14 }

| owpanQut Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of |Pv6 packets supplied by the | Pv6
| ayer."
::={ lowpanStats 15 }

| owpanCut ConpReqds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of |Pv6 packets for which header
conpression was attenpted.”

::={ lowpanStats 16 }

| owpanCQut ConpFai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunber of |Pv6 packets for which header
conpression failed."
::={ lowpanStats 17 }
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| owpanCQut ConpOKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Sept enber 2014

"The total nunber of |Pv6 packets for which header

conpressi on was successful . "
::={ lowpanStats 18 }

| owpanCut Fr agReqds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |1Pv6 packets that required fragmentation

in order to be transmtted. "
::={ lowanStats 19 }

| owpanCQut FragFai | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |Pv6 packets that have been di scarded because

fragmentation failed."
::={ lowpanStats 20 }

| owpanCQut FragOKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |Pv6 packets that have been successfully

fragnented. "
::={ lowanStats 21 }

| owpanCQut Fr agCr eat es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Schoenwael der, et al.

"The nunber of 6LoWPAN fragnents that have been
generated as a result of fragnentation. This includes
bot h FRAGL and FRAGN 6LoWPAN dat agr ans. "

::={ lowpanStats 22 }

| owpanQut MeshHoplLi ni t Exceeds OBJECT- TYPE

SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of 6LoWPAN datagrans with a MESH header that
wer e dropped because the hop limt has been exceeded."
::={ lowpanStats 23 }

| owpanCQut MeshNoRout es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of 6LoWPAN datagrans with a MESH header that
wer e dropped because there was no forwarding information
avail abl e. ™

::={ lowanStats 24 }

| owpanQut MeshRequest s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of 6LoWPAN dat agrans requiring MESH header
encapsul ation."
::={ lowpanStats 25 }

| owpanCut MeshFor wds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of 6LOWPAN datagrans with a MESH header for
whi ch suitable forwarding informati on was avail able.”

::={ lowpanStats 26 }

| owpanQut MeshTransnits OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of 6LoWPAN datagrans with a MESH header
created.”

::={ lowpanStats 27 }

| owpanCut Di scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The nunber of |1Pv6 packets for which no probl em was
encountered to prevent their transmission to their
destination, but were discarded (e.g., for |ack of
buffer space)."

::={ lowpanStats 28 }

| owpanCut Transmits OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of 6LoWPAN datagramthat this entity
supplied to the lower |ayers for transmission.”
::={ lowpanStats 29 }

| owpanl f St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Lowpanl f Stat sEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table providing per interface statistics."
::={ | owpanbj ects 2 }

| owpanl f St at sEntry OBJECT- TYPE

SYNTAX Lowpanl f St at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry providing statistics for a specific interface."

| NDEX { iflndex }
:={ lowpanlfStatsTable 1 }

Lowpanl f Stat sEntry ::= SEQUENCE {
| owpanl f ReasnTi neout Unsi gned32,
| owpanl f | nRecei ves Count er 32,
| owpanl f I nHdr Errors Count er 32,
| owpanl f I nMeshRecei ves Count er 32,
| owpanl f I nMeshFor wds Count er 32,
| owpanl f I nMeshDel i vers Count er 32,
| owpanl f | nReasnmReqds Count er 32,
| owpanl f I nReasnfail s Count er 32,
| owpanl f | nReasmOKs Count er 32,
| owpanl f I nConpReqds Count er 32,
| owpanl f I nConpFai |l s Count er 32,
| owpanl f I nConpOKs Count er 32,
| owpanl f I nDi scar ds Count er 32,
| owpanl f I nDel i vers Count er 32,
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| owpanl f Qut Request s Count er 32
| owpanl f Qut ConpReqds Count er 32
| owpanl f Qut ConpFai | s Count er 32
| owpanl f Qut ConpOKs Count er 32
| owpanl f Qut Fr agReqds Count er 32
| owpanl f Qut FragFail s Count er 32
| owpanl f Qut Fr agOKs Count er 32
| owpanl f Qut Fr agCr eat es Count er 32
| owpanl f Qut MeshHopLi m t Exceeds Count er 32
| owpanl f Qut MeshNoRout es Count er 32
| owpanl f Qut MeshRequest s Count er 32
| owpanl f Qut MeshFor wds Count er 32
| owpanl f Qut MeshTransnits Count er 32
| owpanl f Qut Di scar ds Count er 32
| owpanl f Qut Transmits Count er 32
}
| owpanl f ReasnTi neout OBJECT- TYPE
SYNTAX Unsi gnhed32
UNI TS "seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of seconds that received fragnments are
held while they are awaiting reassenbly at this interface."
:={ lowpanl fStatsEntry 1 }

| owpanl f I nRecei ves OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of 6LOWPAN dat agrams received on this
interface, including those received in error."
:={ lowpanlfStatsEntry 2 }

| owpanl f I nHdr Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LoOWPAN dat agrans received on this
interface that were discarded due to errors in
their headers, including unknown di spatch val ues."

:={ lowpanlfStatsEntry 3 }

| owpanl f I nMeshRecei ves OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of 6LoWPAN dat agrans reveived on this
interface with a MESH header."

o= { lowpanlfStatsEntry 4 }

| owpanl f I nMeshFor wds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LoOWPAN dat agrans received on this
interface requiring MESH forwarding."
:={ lowpanlfStatsEntry 5 }

| owpanl f I nMeshDel i vers OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LoOWPAN dat agrans received on this
interface with a MESH header delivered to the |ocal
system "

:={ lowpanlfStatsEntry 6 }

| owpanl f I nReasnmReqds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LOWPAN fragnents received on this

interface that needed to be reassenbled. This

i ncl udes both FRAGL and FRAGN 6LoWPAN dat agr ans. "
:={ lowpanlfStatsEntry 7 }

| owpanl f I nReasnfai | s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of failures detected by the re-assenbly
algorithm (e.g., timeouts) for datagrans received
on this interface. Note that this is not necessarily
a count of discarded 6LOWPAN fragnments since
i npl ementations can | ose track of the nunber
of fragments by conbining them as received."

:={ lowpanlfStatsEntry 8 }
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| owpanl f I nReasmOKs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |Pv6 packets successfully reassenbl ed
fromfragnments received on this interface."
:={ lowpanlfStatsEntry 9 }

| owpanl f I nConpReqds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LOWPAN dat agrans received on this
interface requiring header deconpression."
::={ lowpanlfStatsEntry 10 }

| owpanl f I nConpFai | s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LoWPAN dat agrans received on this
i nterface where header deconpression failed (e.qg.
because the necessary context informtion was
not avail able)."
::={ lowanlfStatsEntry 11 }

| owpanl f I nConpOKs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LoWPAN dat agrans received on this
i nterface where header deconpression was successful .
:={ lowpanlfStatsEntry 12 }

| owpanl f I nDi scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of 6LOWPAN dat agrans received on this
interface for which no problenms were encountered to
prevent their continued processing, but were discarded
(e.g., for lack of buffer space). Note that this
counter does not include any datagrans di scarded due
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to a reassenbly failure or a conpression failure."

:={ lowpanlfStatsEntry 13 }

| owpanl f I nDel i vers OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of

| Pv6 packets received on this

interface that were successfully delivered to the

| Pv6 | ayer."
:={ lowpanlfStatsEntry 14 }

| owpanl f Qut Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of

| ayer to be sent over this interface."

:={ lowpanl fStatsEntry 15 }

| owpanl f Qut ConpReqds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of |Pv6
this interface for which
attenpted.”

:={ lowpanlfStatsEntry 16 }

| owpanl f Qut ConpFai | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunmber of |Pv6
this interface for which
::={ lowpanlfStatsEntry 17 }

| owpanl f Qut ConpOKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of |Pv6
this interface for which

Schoenwael der, et al

packets to be sent
header conpression

packets to be sent
header conpression

packets to be sent
header conpression

Expires March 9, 2015

| Pv6 packets supplied by the |IPv6

over
was

over
failed."

over
was

[ Page 18]



Internet-Draft LONPAN- M B Sept enber 2014

successful . "
:={ lowpanl fStatsEntry 18 }

| owpanl f Qut Fr agReqds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of |1Pv6 packets to be sent over this
interface that required fragnentation in order
to be transmtted. "
:={ lowpanlfStatsEntry 19 }

| owpanl f Qut Fr agFai | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of |Pv6 packets to be sent over this
interface that have been di scarded because
fragmentation failed.”
::={ lowpanlfStatsEntry 20 }

| owpanl f Qut Fr agOKs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of |Pv6 packets to be sent over this
interface that have been successfully fragnmented."

:={ lowpanlfStatsEntry 21 }

| owpanl f Qut Fr agCr eat es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of 6LoOWPAN fragnents that have been
generated on this interface as a result of
fragmentation. This includes both FRAGL and FRAGN
6LoWPAN dat agr ans. "
:={ lowpanlfStatsEntry 22 }

| owpanl f Qut MeshHopLi m t Exceeds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of 6LOWPAN datagrans to be sent on this
interface with a MESH header that were dropped
because the hop limt has been exceeded."”

::={ lowpanlfStatsEntry 23 }

| owpanl f Qut MeshNoRout es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of 6LoWPAN datagrans to be sent on this
interface with a MESH header that were dropped
because there was no forwarding i nformation avail able.”
:={ lowpanlfStatsEntry 24 }

| owpanl f Qut MeshRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of 6LOWPAN datagrans to be sent on this
interface requiring MESH header encapsul ation.”
::={ lowpanlfStatsEntry 25 }

| owpanl f Qut MeshFor wds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of 6LoWPAN datagrans to be sent on this
interface with a MESH header for which suitable
forwardi ng i nformati on was avail able. "
:={ lowpanlfStatsEntry 26 }

| owpanl f Qut MeshTransnmits OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of 6LoWPAN datagrans to be send on this
interface with a MESH header created."

c:={ lowpanlfStatsEntry 27 }

| owpanl f Qut Di scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of |Pv6 packets to be sent over this

interface for which no problemwas encountered to

prevent their transmi ssion to their destination, but

were discarded (e.g., for lack of buffer space)."
::={ lowpanlfStatsEntry 28 }

| owpanl f Qut Transmi ts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of 6LoOWPAN datagranms to be sent on
this interface that this entity supplied to the | ower
| ayers for transm ssion."

:={ lowpanlfStatsEntry 29 }

-- conformance definitions

| owpanG oups OBJECT | DENTI FI ER ::
| owpanConpl i ances OBJECT | DENTI FI ER : :

{ I owpanConfornance 1 }
{ | owpanConf or mance 2 }

| owpanConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

"Conpliance statenent for systens that inplenment 6LoWPAN. "
MODULE -- this nodul e

MANDATORY- GROUPS {
| owpanSt at sGr oup

}
GROUP | owpansSt at sMeshGr oup
DESCRI PTI ON
"This group is mandatory for inplenmentations that process
or forward 6LOWPAN dat agrans with nmesh headers.”
GROUP | owpanl f St at sGr oup
DESCRI PTI ON
"This group is mandatory for inplenentations that expose
per interface statistics.”
GROUP | owpanl f St at sMeshG oup
DESCRI PTI ON

"This group is mandatory for inplenentations that expose
per interface statistics and that process or forward
6LoWPAN dat agrans with nesh headers."

::={ | owpanConpliances 1 }

| owpanSt at sG oup OBJECT- GROUP
OBJECTS {
| owpanReasnili neout ,
| owpanl nRecei ves,
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| owpanl nHdr Err or s,

| owpanl nMeshRecei ves,
| owpanl nReasnReqds,

| owpanl nReasntai | s,

| owpanl nReasnKs,

| owpanl nConpReqds,

| owpanl nConpkFai | s,

| owpanl nConpCKs,

| owpanl nDi scar ds,

| owpanl nDel i vers,

| owpanQut Request s,

| owpanCut ConpReqds,

| owpanCut ConpFai | s,

| owpanQut ConmpOKs,

| owpanCut Fr agReqds,

| owpanCut Fr agFai | s,

| owpanQut Fr agOKs,

| owpanCQut Fr agCr eat es,
| owpanCut Di scar ds,

| owpanCut Transmits

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information and
statistics about the processing of 6LOWPAN dat agr ans,
excl udi ng counters covering the processing of datagrans
with a mesh headers.”

::={ lowanGoups 1}

| owpansSt at sMeshGr oup OBJECT- GROUP
OBJECTS {
| owpanl nMeshFor wds,
| owpanl nMeshDel i vers,
| owpanQut MeshHopLi ni t Exceeds,
| owpanQut MeshNoRout es,
| owpanCQut MeshRequest s,
| owpanCQut MeshFor wds,
| owpanCQut MeshTransnits

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information and
statistics about the processing of 6LOWPAN dat agr ans
with a 6LOWPAN nesh header."
::={ lowanGoups 2}

| owpanl f St at sGroup OBJECT- GROUP
OBJECTS {
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| owpanl f Reasnili neout ,
| owpanl f | nRecei ves,

| owpanl f I nHdr Err or s,

| owpanl f I nMeshRecei ves,
| owpanl f | nReasnmReqds,
| owpanl f | nReasnfai |l s,
| owpanl f | nReasn(Ks,

| owpanl f I nConpReqds,

| owpanl f I nConpFai | s,

| owpanl f | nConpCKs,

| owpanl f I nDi scar ds,

| owpanl f I nDel i vers,

| owpanl f Qut Request s,

| owpanl f Qut ConpReqds,
| owpanl f Qut ConpFai |l s,
| owpanl f Qut ConpCKs,

| owpanl f Qut Fr agReqds,
| owpanl f Qut FragFai | s,
| owpanl f Qut Fr agCKs,

| owpanl f Qut Fr agCr eat es,
| owpanl f Qut Di scar ds,

| owpanl f Qut Transnits

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per interface
informati on and statistics about the processing
of 6LOWPAN dat agrans, excluding counters covering
the processing of datagranms with a nesh headers."

::={ lowanGoups 3}

| owpanl f St at sMeshG oup OBJECT- GROUP
OBJECTS {
| owpanl f I nMeshFor wds,
| owpanl f I nMeshDel i vers,
| owpanl f Qut MeshHopLi ni t Exceeds,
| owpanl f Qut MeshNoRout es,
| owpanl f Qut MeshRequest s,
| owpanl f Qut MeshFor wds,
| owpanl f Qut MeshTransnits

}
STATUS current
DESCRI PTI ON
"A collection of objects providing per interface
informati on and statistics about the processing
of 6LOWPAN datagrans with a 6LoWPAN nesh header."
::={ lowanGoups 4 }
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END
7. Security Considerations

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplemented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNVMP SET operations.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP

The read-only counters provide insights into the anbunt of 6LoWPAN
traffic a node is receiving or transmitting. This might provide

i nformati on whether a device is regularly exchanging information wth
ot her devices or whether a device is nostly not participating in any
conmmuni cation (e.g., the device mght be "easier" to take away
unnoticed). The reassenbly counters could be used to direct denial

of service attacks on the reassenbly mechani sm

SNMP versions prior to SNWPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/changel/create/ del ete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them
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8.

10.

10.

| ANA Consi der ati ons

| ANA and RFC Ed.: I ANA is requested to assign a value for "YYYY"
under the 'mib-2" subtree and to record the assignnment in the SM
Nunbers registry. Wen the assignnent has been nade, the RFC Editor
is asked to replace "YYYY" (here and in the MB nodule) with the
assigned value and to renove this note.

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
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