6Ti SCH G Piro

| NTERNET- DRAFT (Politecnico di Bari)
I ntended Status: |nformational G Boggi a
Expi res: June 17, 2014 (Politecnico di Bari)

L. A Gieco
(Politecnico di Bari)
Decenber 14, 2013

A standard conpliant security framework for Low power and Lossy Networks
draft-piro-6tisch-security-issues-01

Abstract

The aimof this Internet Draft is to define a standard conpli ant
security framework for Low power and Lossy Networks, in order to
enabl e nmessage encryption and authentication at the MAC | ayer. The
framework is fully conpatible with both | EEE 802.15.4 and | EEE

802. 15. 4e standards and supports a wi de range of security features to
networ k architectures devel oped within the 6Ti SCH Wrking Goup. In
particular, it defines different kinds of security configurations
and, for each of them proposes |ightweight nechanisns for the
setting-up of a secure | EEE 802.15.4 donmai n and the negotiation of
link keys anong devi ces.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn

G Piro, et al Expi res June 17, 2014 [ Page 1]



| NTERNET DRAFT draft-piro-6tisch-security-issues-01 Decenber 14, 2013

Copyri ght and License Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1 Acronyns

In addition to the acronyns defined in [I-D. palattell a-6tisch-
term nol ogy], the follow ng acronyns are used in this docunent:

DH Diffie Hell man

DEX Di et EXchange

DTLS Dat agram Transport Layer
H P Host ldentity Protoco

PKI Public Key Infrastructure

2 Introduction

The | EEE 802. 15. 4 standard [| EEEB02154] is wi dely recogni zed as one
of the npbst successful enabling technologies for short-range lowrate
wirel ess communi cations. It covers all the details related to the
Medi um Access Control (MAC) and physical layers of the protocol stack
and supports the possibility to protect MAC packets by neans of
symmetri c-key cryptography techniques with several security options.
However, the | EEE 802.15.4 standard does not explain how handling the
initialization of a secure | EEE 802. 15.4 donain, the generation and

t he exchange of keys, and the managenment of joining operations in a
secure 802.15.4 network already configured in the past, thus

del egating the upper layers to orchestrate, enable, configure, and
negoti ate security services.

The | EEE 802. 15. 4e [| EEE802154e] standard introduces sonme amendnents
to the | EEE 802. 15.4 standard. Anpong its key features there is the

Ti me-slotted Channel Hopping (TSCH), i.e., a novel MAC protocol

whi ch better supports mnulti-hop comrunications in emerging industrial
appl i cations.

Since the | EEE 802. 15. 4e anmendnent focuses only on |ink-Iayer
aspects, the 6Ti SCH WG was born to define open standards in support
of the adoption of IPv6 over the TSCH node of the | EEE802. 15. 4e
standard, thus covering all facets related to the managenent of

net wor k conmuni cations in conplex (and eventually distributed) Low
Power and Lossy Networks (LLNs) [I-D.watteyne-6tisch-tsch] [I-D.wang-
6ti sch- 6t op] .
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Security aspects represent an inportant issue that need to be
considered in a 6Ti SCH network. TSCH defi nes mechani sms to encrypt
and authenticate MAC frames but it does not define how this keying
material is generated [| EEE802154]. For this reason, the 6Ti SCH WG
needs to (i) define the keying material and authenticati on nechani sm
needed by a new note to join an existing network; (ii) define a
mechanismto allow for the secure transfer of application data

bet ween nei ghbor notes; and (iii) define a nmechanismto allow for the
secure transfer of signaling data between notes and 6Ti SCH [ -

D. wat t eyne-6ti sch-tsch].

In literature, several security strategi es have been proposed for
wirel ess sensor networks. Mst of them exploits key negotiation

al gorithnms and key managenent architectures sunmarized in

[ Cant epe2005], [Wang2006], and [ Cayirci 2007]. However, all of these
wor ks focus on a specific issue without enbracing all the security
features presented in [I-D. watteyne-6tisch-tsch].

Definitively, despite the high nunber of solutions focusing on
security issues for LLNs, there is the lack of a conplete and

ef fective framework enabling security services in 6Ti SCH conpli ant
net wor ks. Hence, the design of a one-size-fits-all solution is stil
an anbitious goal for researchers working in this area

A first step in this direction has been noved by ZigBee IP
specifications, i.e., a suite of high I evel communication protocols
sitting on top of the | EEE 802.15.4 MAC [ ZI GBEEI P]. ZigBee IP
supports end-to-end and link-layer security and a public key
infrastructure based on X. 509 certificates. It inposes the adoption
of the sane |ink-key (shared anbng all nodes) to protect packets

bel onging to any kind of services (i.e., only a single security |leve
is allowed). This makes the network highly sensible to the presence
of conprom sed devices. Mreover, the cost needed to update the key
in all devices increases with the size of the network. Finally,

Zi gBee does not support TSCH at the MAC | ayer. According to that
consi derations, the security architecture defined in ZigBee |IP is not
wel | suitable for 6Ti SCH environments.

In the | EFT area, there are three main proposals on this topic: [I-

D. garcia-core-security], [I-D.roll-security-framework], and [I-

D. ohba-6ti sch-security]. In [I-D.garcia-core-security] a set of
security profiles in different network environnents (e.g., network

wi t hout security requirenents, home, nanaged hone, industrial, and
advanced industrial) have been presented. For each of them a nunber
of security threats, as well as a list of well-known protocols and
algorithnms able to fixing these issues, have been also identified. In
[I-D.roll-security-framework] is presented an accurate anal ysis on
security threats at different point of the proto of a LLN, together
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with the presentation of possible counternmeasures to these dangers.
In [1-D. ohba-6tisch-security] is presented a secure and scal abl e key
managenent framework to adopt in 6Ti SCH networks, as well as a set of
requirenents that a key nmanagenent protocols should satisfy in that
framework. All these | ETF s proposals does not focus the attention on
the design of a specific Key Managenent Protocol (KMP) for LLNs.

I ndeed, they relay on well-known approaches (i.e., like PANA

[ RFC5191], H P DEX [H PDEX], DTLS [RFC6347]) and to solutions based
on the adoption of Public Key Infrastructure (PKI) to manage both
node authentication and key negoti ati on procedures.

Nodes in a LLN have very linmted storage, energy, and conputationa
capabilities. For exanple, the LPC platform which is the nost

power ful anong those described in [WAatteyne2012], have just 64 KB
RAM 512 KB program flash nenory, and a 120 MHz ARM Cortex M3 mi cro-
controller. Cryptography operations conducted for a single data
packet generate, per se, a not negl ectable conputational overhead and
energy consunption [Altolini2013]. On the other hand, the

i mpl enent ati on and the nanagenent of conplex security protocols (such
as PAN, H P DEX, and DTLS) and PKI infrastructure could not be
suitable in LLNs because of the generation of a very |arge anount of
signaling nessages and the need for additional (and nassive)
conput ati onal | oads and energy consunptions [Ri az2009]. Hence, al

the avail abl e proposal s cannot be easily applied in the 6Ti SCH
context: the design of sinpler solutions, able to cover all the
security aspects highlighted in [I-D watteyne-6tisch-tsch] and able
to be fully conpatible with | EEE 802. 15.4 and | EEE 802. 15. 4e
specifications, is still an uncovered task

The aimof this Internet Draft is to design a conplete, sinple, and
standard conpliant franmework supporting a nunmber of security features
for the TSCH MAC | ayer. This work is conplementary with respect to
[1-D. ohba-6tisch-security] and, at the sane tine, it is fully
integrated within the whole 6Ti SCH architecture. Mreover, is has
been designed in order to ensure an easy and effective inplenmentation
on real devices

The main goals of this proposal have been sumarized in the sequel
- identify potential security configurations that could be
supported by a 6Ti SCH net work;

- define a franework covering all the security issues (i.e.
confidentiality and integrity protection, note bootstrap, key
negoti ati on and mai nt enance) presented in [|-D.watteyne-6tisch-
tsch];

- propose an efficient nmechanism handled by the 6top adaptation
| ayer, to configure a secured 6Ti SCH net worKk;
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- propose a lightweight KMP to generate link keys that will be
used to protect, at the MAC | ayer, unicast communi cati ons;

- explain the interaction between 6top and TSCH MAC | ayer during
the configuration of the secured 6Ti SCH net worKk.

3 Security in | EEE 802.15. 4

This section sumuari zes security features defined within the standard
[ EEE802154], thus sinplifying the conprehension of the renaining part
of this Internet Draft.

The | EEE 802. 15. 4 standard defines eight security levels to protect MAC
frames, as summarized in Fig. 1. The standard inposes the adoption of
the COwr algorithmto performencryption and description procedures. It
requires a key of 128 bhit.

Fomm e e e o - o m e e oo o - B B +
| Security | Security | Data | Data

| level | attribute | I'ntegrity | Confidentiality]
[ SR S R o e e oo +
| O | None | No | No |
[ R o m e R o e oo +
| 1 | MC32 | Yes | No [
Fom e - TSRS Fom e e e e - - S +
| 2 | MC-64 | Yes | No [
[ SR S R o e e oo +
| 3 | MC 128 | Yes | No |
[ R o m e R o e oo +
| 4 | ENC | No | Yes |
Fom e - TSRS Fom e e e e - - S +
| 5 | ENCG-MC-32 | Yes | Yes [
[ SR S R o e e oo +
| 6 | ENG-MC-64 | Yes | Yes |
[ R o m e R o e oo +
| 7 | ENGM C-128 | Yes | Yes |
Fom e - TSRS Fom e e e e - - S +

Figure 1. Security levels available for a | EEE 802. 15. 4 networKk.

At the MAC | ayer, encryption and decryption functionalities are

i mpl emented within the "outgoing frane security" and the "incom ng frane
security" procedures, respectively. They exploits a nunber of security
attributes, summarized in what follows:

- macKeyTable: it is conposed by a set of KeyDescriptor el enents.
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A specific KeyDescriptor elenment is created for each key, conposed
by (see Tab. 61 of the | EEE 802.15.4 standard for nore details
[ 1 EEE802154]):

- The Keyl dLookupList, which is a list of

Keyl dLookupDescriptor entries. A KeyldLookupDescriptor is
conmposed by a set of paraneters (see Tab. 65 of the |EEE
802. 15.4 standard for nore details [| EEE802154]), i.e.,

Keyl dvbde, KeySource, Keylndex, Devi ceAddMbde, Devi cePAN d,
and Devi ceAddress, that are used to identify the key within
t he macKeyTabl e.

- The Devi ceDescri ptorHandl eLi st, which contains pointers to
Devi ceDescriptor elements stored within the nacDevi ceTabl e.
It is used to identify which devices may use the key.

- The KeyUsagelList, which is a list of KeyUsageDescri ptor

el ements. A KeyUsageDescriptor is conmposed by the FraneType
and the CommandFranel dentifies fields that indicate the
frane type with which the considered key may be used (see
Tab. 62 of the | EEE 802.15.4 standard for nore details

[ 1 EEE802154]).

- The Key.

- macDeviceTable: it is conposed by a set of DeviceDescriptor

el ements, providing sone information about renote devices which
the node can establish a secure comuni cation with. A dedicated
Devi ceDescriptor elenent is associated to each renote device. It
i s conposed by a nunber of fields, i.e., PANId, ShortAddress,
Ext Addr ess, FranmeCounter, and Extenp, which collect information
related to a specific renote device (see Tab. 64 of the | EEE
802. 15.4 standard for nore details [l EEE802154]).

- macSecuritylLevel Table: it is nade by a set of
SecuritylLevel Descri ptor el enments, which store details about the
security level required for each MAC franme type and subtype

Fi el ds belonging to the SecuritylLevel Descriptor data structure
are: FraneType, ComamnmdFranel dentifier, SecurityM ninmum

Devi ceOverrideSecurityM nimum and Al | owedSecuritylLevels (see Tab
63 of the | EEE 802.15.4 standard for nore details [| EEEB02154]).

- macFrameCounter: it is an integer value storing the outgoing
franme counter for the considered device.

- macAut oRequest SecuritylLevel: it is an integer val ue providing
the security level used for autonatic data requests.
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- macAut oRequest Keyl dMvbde: it is an integer value indicating the
key identifier node used for automatic data requests. It is not
valid if the macAut oRequest Securitylevel attribute is set to 0x00

- macAut oRequest KeySource: it represents a short or extended | EEE
802. 15.4 MAC address, indicating the originator of the key used
for automatic data requests. This attribute is not valid if the
macAut oRequest Keyl dvbde el ement is not valid or set to 0x00.

- macAut oRequest Keylndex: it is an integer value storing the index
of the key used for automatic data requests. It is not valid if

t he macAut oRequest Keyl dMbde attribute is not valid or set to

0x00.

- macDef aul t KeySource: it is the extended | EEE 802. 15.4 MAC
address of the originator of the default key used for key
identifier npde 0x01

During the outgoing security procedure, the high |ayer uses the
Keyl dvbde parameter to select a specific key in the nacKeyTable to be
used for protecting the MAC frane.

The Keyl dMobde is set to 00, 01, 10, and 11 in the case the key can be
derived inplicitly by both sender and the receiver and its is not
specified in the message, the key is deternmined explicitly by the

Keyl ndex paraneter stored into the MAC header and the
macDef aul t KeySour ce, the key can be derived by considering Keyl ndex and
KeySource fields stored into the MAC header (w th KeySource representing
the short address of the device that has generated the key), and the key
can be derived by considering Keylndex and KeySource fields stored into
the MAC header (with KeySource representing the | EEE extended address of
the device that has generated the key), respectively.

Bot h | EEE 802. 15.4 and | EEE 802. 15. 4e standards do not provide any

guideline to create (and or negotiate) keys, as well as to configure the
af orenmenti oned security MAC attri butes.

4 Definition of the secured domnain
In this docunment, the "secured domai n" concept refers to the portion of
a 6Ti SCH net work where procedures and techni ques described in this

proposal must be perforned in order to configure and maintain secured
conmuni cati ons.

In a 6Ti SCH network, nodes can be arranged in both peer-to-peer and star
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topol ogies. In general, they can be organized through a Direction
Oiented Directed Acyclic Graph (DODAG, which is initialized by the PAN
coordi nator. Fromthe begi nning, the PAN coordinator is in charge of
generating initial advertising nessages and handling joi ning procedures
of neighbors. During the construction of the DODAG a note can becone a
reference node for its neighbors and, for this reason, it can handle the
generation of advertisement and the managenent of joining procedure

[Pal attel | aSurvey].

A cluster represents the portion of a 6Ti SCH network where the
distribution of radio resources and the nanagenent of TSCH frames is
handl ed by a given note, nanely cluster head or coordi nator

A secured domain coincides with the cluster’s concept.

This nmeans that the secured framework presented in this draft is in
charge of configuring and nmanagi ng security capabilities in each cluster
in a 6Ti SCH network. It is hence highly scal abl e because its conmplexity
does not depend fromthe network size but only by the nunber of notes
form ng a specific cluster.

Just to sinplify the description of all the security procedures and
mechani sns, the rest of the docunent will focus the attention on a
6Ti SCH network with only one cluster, which is conposed by a PAN
coordi nator and a nunber of renote notes

5 Security Configurations

The followi ng network configurations are defined to support different
security features within a 6Ti SCH net worKk.

- Fully Secured network: all the | EEE 802.15.4 devices form ng the
network are configured to fully support security services. It
represents the nost secured configuration: all packets,

i ndependently fromthe nessage they carry, are encrypted and

aut henti cated. Nodes that do not support security capabilities (or
that are not in posses of all the information to joining the
network, such as key materials and encryption and decryption

al gorithnms) are not allowed to join the network.

- Unsecured network: security services are not supported. Even if
in possession of security capabilities, any pair of nodes is not
all owed to establish a secured communication. Differently for the
Ful ly Secured schene, this is the | owest security level. Since the
data encryption, the nessage integrity, and the peer

aut hentication are not inplemented, all the MAC franes are

G Piro, et al Expi res June 17, 2014 [ Page 10]



| NTERNET DRAFT draft-piro-6tisch-security-issues-01 Decenber 14, 2013

exchanged in clear. Hence, the setup and the naintaining of the
network are described by the standard and no further upgrades are
required.

- Partial Secured network: only the integrity of nessage is
support ed.

- Hybrid Secured network: the network can be conposed by

het er ogeneous nodes that could or could not support security
features. As default, the network is created in an unsecured
manner. All the non-unicast control nessages sent by the

coordi nator should be transmitted in clear. In this way, in fact,
it is ensured that all the devices are able to read the content of
packets. A RFD node with security capabilities, that intends to
exchange encrypted and/or authenticated packets with the

coordi nator, could negotiate a set of link key with its reference
FFD.

- Flexible Secured network: as default, the network is setup with
the Fully Secured configuration and all packets are encrypted and
authenticated. If there is at | east one node that have not
security capabilities, the coordinator could decides to switch to
the Hybrid Secured configuration

The inplenentati on of each of these network configurations is fully
supported by the secured architecture devised within the | EEE 802. 15. 4
and the | EEE 802. 15. 4e standard [| EEE802154]. This neans that the
proposal presented in this Internet Draft does not introduces any
changes to the standard but it just introduces techni ques and procedures
able to acconplish those aspects that have been left opened by | EEE
speci fications.

5.1 Mninumsecurity requirenents

The | EEE 802. 15. 4 standard i nposes to specify, for each kind of MAC
packet, mninmum security |levels that should be guaranteed. These
restrictions nust be detailed for each renote device

To this end, SecurityM nimum DeviceCQOverrideSecurityM ni mum and

Al l onedSecuritylLevel s paraneters are stored into the Devi ceDescri ptor
el ement (see Sec. 3) to define the mininmumsecurity level (i.e., one of
those reported in Fig.1l), the possibility to override the m ni mum
security level (i.e., DeviceOverrideSecurityMninumis just a bool ean
flag), and the list of allowed security levels in the case the m ni num
one coul d be overridden, respectively.
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Wth reference to secure network configurations presented in Sec. 3.1
these paranmeters must be set as reported in Fig. 2

o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mem oo oo +
| Attribute | Secured Network Configurations |
[ | Unsecured| Fully | Partial | Hybrid |Flexible
S N N N N N +
| SecurityM ninmmnO | from5 | from1 | O | from1 |
| | | to 7 | to 4 | | to 7 |
e e e e Fomm e - Fomm e - Fomm e - Fomm e - Fomm e - +
| DeviceOverride-| FALSE | FALSE | FALSE | FALSE | TRUE |
| SecurityM ninmuni | | | | |
. N N N N N +
| Al'l omedSecuri- | O | from5 | from1 | fromO | fromO |
| tyLevel svels | | to 7 | to 4 | to 7 | to 7

e e e e Fomm e - Fomm e - Fomm e - Fomm e - Fomm e - +

Figure 2. Setting of security attributes of the DeviceDescriptor el enent
i n each proposed secure network configuration

The Unsecured network configuration does not support any security
features. Hence, both m ninmum and all owabl e security levels are set to O
for all the MAC franes and the possibility to override such constraints
is disabled for all devices.

If the Fully Secured configuration is enabled, the mninmum security

| evel nmust be chosen in the range [5,7], thus allowing the possibility
to support the encryption and the authentication of nessages. The

manuf acturer nmust set the default value to 7; it can be updated by the
network adninistrator. The mininumsecurity |evel must not be overridden
by any devices and, as a consequence, the field Al owedSecuritylLevel s
shoul d contain only one value, equal to the mininumsecurity |evel

If the Partial Secured configuration is enabled, the mninumsecurity

| evel nmust be chosen in the range [1,4], thus allowing the possibility
to support the authentication of nessages. The manufacturer nust set the
default value to 4; it can be updated by the network administrator. The
m ni mum security |level nust not be overridden by any devices and, as a
consequence, the field Al owedSecuritylevels should contain only one

val ue, equal to the mninumsecurity |evel

If the Hybrid Secured configuration is enabled, the m ni num security
| evel nmust be set to 0, thus supporting the joining of devices having
different security capabilities. Al the security levels could be

al | oned and the network administrator could decide to enable only a
subset of them according to the network design

If the Flexible Secured configuration is enabled, the mninumsecurity
| evel nmust be set to 1. The joining of nodes without (or with limted)
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security capabilities is permtted by setting the
Devi ceOverri deSecurityM ni num variable to TRUE and by incl uding | ower
security levels in the list of AllowedSecuritylLevels.

6 Initialization of a secured domain in a 6Ti SCH net wor k

The secured framework builds a secured domain (the definition of a
secured domain is provided in Sec. 4) through the execution of three
consecutive phases: Setting-up, Bootstrapping, and Key Negotiation (see
the framework architecture in Fig. 3.

The Setting-up Phase is used to store into the device all the secrets
required to initialize a secured domain. The Bootstrap Phase is used to
initialize the secured domain and to conpute a key that will be adopted
to protect broadcast nessages at the MAC |l ayer. The Key Negoti ation
Phase handles the KMP and it is used to negotiate the key between a
coupl e of nodes in a cluster.

These phases are not always mandatory for all the secured network
configurations listed in Sec. 5. In particular, when both Unsecured and
Partial Secured Configurations are used, it is not necessary to

i mpl emrent none of af orenentioned phases because there is not the need to
compute any key. On the contrary, the Fully Secured Configuration, and
as a consequence also the Fl exible Secured Configuration, requires the

i npl ementation of all the phases. For the Hybrid Secured Configuration

i nstead, the Bootstrap Phase is not nandatory because broadcast nessages
are always sent in clear.

The need to inplement or not Setting-up, Bootstrap, and Key Negotiation
Phases in each envi saged secured configuration is highlighted in Fig. 4.
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Install ation of
| Setting-up Phase | --> initial secretes
[ i n each device

Initialization of the secured domain
[ Boot strap Phase | --> and conputation of the key for
| | broadcast nessages

o e e e e e aa oo +

I

Y
o e e e e e e e e e e e oo n +

Managenment of the KWP
| Key Negotiation Phase | --> and negotiation of
| l'ink keys

o e e e e e oo +

o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeooo o +
| Phase [ Secured Network Configurations [
[ | Unsecured| Fully | Partial | Hybrid |Flexible

B Fomm e oo - Fomm e oo - Fomm e oo - Fomm e oo - Fomm e oo - +
| Setting-up | NO | YES | NO | YES | YES |
e e e e Fomm e - Fomm e - Fomm e - Fomm e - Fomm e - +
| Bootstrap | NO | YES | NO | NO | YES |
o a oo TR TR TR TR TR +
| Key Negotiation| NO | YES | NO | YES | YES |
B Fomm e oo - Fomm e oo - Fomm e oo - Fomm e oo - Fomm e oo - +

Figure 4. Inplenentation of Setting-up, Bootstrap, and Ken Negotiation
Phases for each envi saged secured configuration.

6.1 Setting-up phase

The setting-up phase is used to properly configure the device that wll
join to a secured 6Ti SCH networks. It consists in storing, within the
device, paraneters and initial secrets (i.e., the nasterKey), which wll
be used by secure algorithnms and procedure to setup the secure donmain
They include. (i) the MasterKey, (ii) the PrineNunbersTable, (iii) the
G obal SecuritylLevel sTable, and (iv) the public key of a certification
aut hority.

This operation may be performed by the manufacturer or by the network
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adm ni strator.

6.1.1 The role of the MasterKey

The MasterKey is an initial secret, which is shared anong all the
not es.

The MasterKey is used to generate the DefaultKey that will be exploited
to to protect broadcast nessages (such as the beacon frame) in a given
cluster.

A security approach based on prel oaded key is w dely adopted, especially
in the case notes need to conpute a common secret w thout relaying on
prelimnary negotiation steps [Cantepe2005], [Wang2006], [ Cayirci 2007].

This is the case of the Fully Secured Configuration. Wen this
configuration is enabled, in fact, all the packets, including the beacon
message, must be encrypted fromthe begi nning. This neans that any note
that wants to join to the network nust conpute the key adopted to
protect the beacon nessage autononously. CGtherwise it will not be able
to conplete the join process because it will not be able to correctly
extract information fromthe beacon nmessage.

The MasterKey is not directly used to encrypt and decrypt broadcast
messages. Anot her key, i.e., the DefaultKey, is instead conmputed
starting fromthe MasterKey and other tine-varying paraneters

From one side, the MasterKey is unique for the whole 6Ti SCH network and
it may potentially remain the same for the whole life of the network.
From anot her hand, each cluster will conpute its specific the

Def aul t Key, which may potentially have a limted life tine.

By using a tine-varying key, we inprove the resilience of the network to
known- pl ai ntext attack [StallingsSecurityBook], through which an
attacker conputes a key starting fromthe know edge of group of
clear/encrypted nmessages. In fact, even if an attacker will be able to
obt ai n, through cryptanal ysis techni ques, the DefaultKey, it will be
able to conprom se only a specific cluster of the network and for a
limted amount of time.

A note can be subjected to any kind of tanper attacks. Wthout any
further shrewdness, an attacker that may physically access to the note
could extract the MasterKey, thus conmprom sing the security of the whole
6Ti SCH network. Hence, it is very inportant to ensure the protection to
that tanpering attacks by using specific software-based and/ or hardware-
based mechani sms [ WAl t er s07] [ Becher 2006] .

G Piro, et al Expi res June 17, 2014 [ Page 15]



| NTERNET DRAFT draft-piro-6tisch-security-issues-01 Decenber 14, 2013

6.1.2 The role of the d obal SecuritylLevel sTabl e

The G obal SecuritylLevel sTable, that has been reported in Fig. 5, is used
to store the minimumsecurity level and the list of allowed security

| evel s that nust be adopted for each kind of MAC frame and for each
security configuration defined in Sec. 5. The table reported in Fig. 5
does not consider ACK nessages because they must not be protected (as

i nposed by the | EEE 802.15.4 standard [l EEE802154]).

Both the mininumsecurity level and the list of allowed security |evels
must be chosen by the manufacturer or by the network adm nistrator
according to restrictions reported in Fig. 2.

B TS B RS S +
| Attribute | Frane Type | Secured Network Configurations |
[ [ | Fully | Partial | Hybrid |Flexible

S TS TS TS TS TS +
| Security | Beacon [ [ [ [ |
| M ninmum I I I I I I
B TS B RS [ [ [ [ +
| Security | Data | | | | |
| M nimum I I I I I I
S TS TS TS TS TS +
| Security | Command MAC | | | |
| M ninmum I I I I I I
B TS B RS [ [ [ [ +
| Al'l ownedSe- | Beacon | | | | |
| curityLevel s| [ [ [ [ [
S TS TS TS TS TS +
| Al'lowedSe- | Data [ [ [ [ [
| curityLevel s| | | | | |
B TS B RS [ [ [ [ +
| Al'l owedSe- | Conmand MAC| | | | |
| curityLevel s| [ [ [ [ [
S TS TS TS TS TS +

Figure 5. Structure of the d obal SecuritylLevel sTabl e.

6.1.3 The role of the PrinmeNunbersTabl e

The PrinmeNunbersTable stores a set of N prinme nunbers and their
respective primtive roots, which are used during the Key Negotiation
Phase. Its inplenentation is reported in Fig. 6.

These prinme nunbers are not the keys to protect MAC franes but are just
nunbers that will be exploited to generate keys according to the DH

al gorithm [DH .
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T I T +
| PrinmeNunberld | Prime Nunmber | Prinmitive Root |
S S S +
| 1 | pl | 91 I
S . S +
| 2 | p2 | 92 I
S . e +
S S S +
| N | PN | gN

S . S +

Figure 6. Structure of the Pi mneNunbersTabl e.

As described in Appendix A 1, the security |level of the proposed
approach does not depend fromthe size of the PrimeNunbersTabl e but it
is only influenced by the I ength of each prinme nunber.

6.1.4 The role of the public key of the authority

The Key Negotiation Phase exploits a KMP based on the DH algorithm The
possibility to authenticate notes through public certificates is also
support ed.

6.2 Bootstrap phase

The inplenentation of the Bootstrap Phase is different for both PAN
coordi nator and renote note. Moreover, for a renote note, two different
procedure has been conceived for both the not-beacon-enabled and the
beacon- enabl ed net works.

6.2.1 Bootstrap phase for the PAN coordi nator

A 6Ti SCH network is initialized by a FFD node that will becorme the PAN
coordi nator. As described in [| EEE802154], at the end of this phase the
PAN coordi nat or has chosen both the identification nunber for the PAN
i.e., the PAN.ID, and the short MAC address of the | EEE 802. 15.4
network, i.e., shortMACaddress.

Once such task has been finished, the 6top adaptation | ayer conputes the
Def aul t Key, D k, and configures a set of security MAC attributes through
speci fic commands (they have been introduced in []|-D. wang-6tisch-6top]).

In particular, it executes the follow ng operations:
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a) A CONFI GURE. security command is generated by the 6top | ayer and
sent to the MAC entity to initialize security attributes (as

di scussed in [I-D.wang-6tisch-6top], in Sec. 2.4.9.1). The set of
paraneters handled by this command are set as in the sequel:

a.1l) enable = true;
a.2) macAut oRequest Securitylevel = security |evel expected

for the beacon nessage and stored within the
A obal SecuritylLevel sTabl g;

a. 3) macAut oRequest Keyl dMvbde 0x03;
a. 4) macAut oRequest KeySource = MAC address of the PAN
coor di nat or;

a.5) macAut oRequest Keyl ndex = 1;

a. 6) macDef aul t KeySource = MAC address of the PAN
coordi nat or;

b) CONFI GURE. security. macSecuritylLevel Tabl e command i s generated
by the 6top |ayer and sent to the MAC entity to initialize
macSecuritylLevel Tabl e (as discussed in [I|-D. wang-6tisch-6top], in
Sec. 2.4.9.3). Paraneters stored into this command are taken from
the G obal SecuritylLevel sTabl e.

c) The DefaultKey, Dk, is obtained fromthe MsterKey, MKk, by
using a 128-bit hash function, H 128(.)

D k= H 128(PAN_ID | shortMACaddress | MK).

d) A new Keyl dLookupLi st data structure is created. A

Keyl dLookupDescriptor is generated and stored into the

Keyl dLookupLi st data structure. The Keyl dMbde, the KeySource, and
t he Keyl ndex variabl es of this KeyldLookupDescriptor are set to
0x03, the MAC address of the device, and 1, respectively. |nstead,
Devi ceAddr Mbde, Devi cePANI d, and Devi ceAddress are not set due to
the sel ected Keyl dMbde (see Tab. 65 of the |EEE 802.15.4 standard
for nore details [| EEEB02154]).

e) A KeyUsagelist data structure is created. One
KeyUsageDescri ptor for each kind of broadcast nessages is create
and stored into the KeyUsageli st data structure.

f) An enpty DeviceDescriptorHandl eList is created. No data are

stored within this |list because the PAN coordi nator does not yet
know the list of devices that may use this key.
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Then, the 6top layer deliver the DefaultKey, the KeyldLookupLi st,
the KeyUsageli st, and the Devi ceDescri ptorHandl eList to the MAC
| ayer by using the CONFI GURE. security. macKeyTable prinmtive (as
di scussed in [I-D.wang-6tisch-6top], in Sec. 2.4.9.2).

Triggered by the CONFI GURE. security. macKeyTabl e conmand, the MAC
layer will create a KeyDescriptor associated to the DefaultKey,
D k,in which storing all the paranmeters received by the 6top

|l ayer, and and will store it within the macKeyTabl e.

The Bootstrap phase for the PAN coordinator has been summarized in
Fig. 7.
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6t op MAC
I
| CONFI GURE. security |

| initialize

| security MAC
| attributes
I
I

I
CONFI GURE. security. macSecuritylLevel Table |

R > |
| initialize
| m ni mum security
| | evel s
conmput e |
Def aul t Key |
I I
| CONFI GURE. security. macKeyTabl e |
I e >

| create the KeyDescri ptor
| associated to the

| Def aul t Key

I I

Y Y

Figure 7. Bootstrap Phase for the PAN coordinator.

6.2.2 Bootstrap phase for a note in a Beacon-enabl ed network

To join the network, a note should associate with the coordinator.
The Next Hi gher Layer sends to the MAC entity the M.ME-
ASSQOCI ATE. request primtive, starting the association procedure.

As for the PAN coordinator, in this phase the 6top adaptation
| ayer should initialize security MAC attributes, conpute the
Def aul t Key, D k, and updates MAC security attributes accordingly.

To this end, after the reception of the beacon nessage, the
foll owi ng operati ons are executed:

a) The PAN ID, the MAC address of the coordinator, and the
FrameCounter are extracted fromthe header of the beacon nessage.

b) A CONFI GURE. security primtive is generated by the 6top | ayer
and sent to the MAC entity to initialize security attributes (as
di scussed in [I-D. wang-6tisch-6top], in Sec. 2.4.9.1). The set of
paraneters handled by this primtive are set as in the sequel:
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b.1) enable = true;

b. 2) macAut oRequest SecuritylLevel = security |evel expected
for the beacon nessage and stored within the

A obal SecuritylLevel sTabl g;

b. 3) macAut oRequest Keyl dMvbde

0x03;

b. 4) macAut oRequest KeySour ce MAC address of the PAN

coordi nat or;
b.5) macAut oRequest Keyl ndex = 1;

b. 6) macDef aul t KeySource = MAC address of the PAN
coor di nat or;

c) CONFI GURE. security.macSecuritylLevel Table prinitive is generated
by the 6top |ayer and sent to the MAC entity to initialize
macSecuritylLevel Tabl e (as discussed in [I|-D.wang-6tisch-6top], in
Sec. 2.4.9.3). Paraneters stored into this command are taken from
the G obal SecuritylLevel sTabl e.

d) The DefaultKey, Dk, is obtained fromthe MsterKey, MKk, by
using a 128-bit hash function, H 128(.)

D k= H 128(PAN_ID | short MACaddress | Mk).

e) A new KeyldLookupLi st data structure is created. A

Keyl dLookupDescriptor is generated and stored into the

Keyl dLookupLi st data structure. The Keyl dMbde, the KeySource, and
the Keyl ndex variables of this KeyldLookupDescriptor are set to
0x03, the MAC address of the PAN coordinator, and 1, respectively.
I nst ead, Devi ceAddr Mode, Devi cePANI d, and Devi ceAddress are not
set due to the selected Keyl dvbde (see Tab. 65 of the |EEE

802. 15.4 standard for nore details [| EEE802154]).

f) A KeyUsageList data structure is created. One
KeyUsageDescriptor for each kind of broadcast nmessages is create
and stored into the KeyUsageli st data structure.

g) A new Devi ceDescriptor elenent, associated to the PAN
coordinator (i.e., the FFD node that sent the Beacon nessage) is
created and stored into the macDeviceTable. It is built

consi dering these specifications (see Tab. 64 of the | EEE 802.15.4
standard [| EEE802154] for nore details):

g.1) The PANId variable is associated to the PAN ID val ue
extracted fromthe Beacon nessage.
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g.2) The ShortAddress is set to the MAC address of the
coordi nat or whenever the short addressing node is used. This
paraneter is set to Oxfffe if only the extended addressing
node is used. If its value is unknown, the ShortAddress
paraneter is set to Oxfff.

g.3) The Ext Address is set to the | EEE MAC address of the
coor di nat or.

g.4) The FrameCounter paraneter is set to the FranmeCounter
val ue extracted fromthe Beacon nessage.

g.5) The Extenpt boolean flag is set to the allowed val ue of
the Devi ceOverriddeSecurityM ni mum vari able described in
Fig. 2.

h) The Devi ceDescri ptorHandl eList is created and populated with
the DeviceDescriptor created at the previous step.

i) A KeyUsagelist data structure is created and stored within the
KeyDescri ptor el enment. One KeyUsageDescriptor for each broadcast
message is create and stored into the KeyUsagelLi st data
structure.

Then, the 6top layer deliver the DefaultKey, the KeyldLookupList, the
KeyUsageLi st, and the Devi ceDescri ptorHandl eLi st to the MAC | ayer by
usi ng the CONFI GURE. security. macKeyTable prinmtive (as discussed in [I-
D. wang- 6ti sch-6top], in Sec. 2.4.9.2).

Triggered by the CONFI GURE. security. macKeyTable prinmitive, the MAC | ayer
will create a KeyDescriptor associated to the DefaultKey, D k, in which
storing all the paranmeters received by the 6top |ayer, and and will
store it within the macKeyTabl e.

The Bootstrap Phase for a renote note in a beacon-enabl ed network has
been sunmarized in Fig. 8.
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Figure 8. Bootstrap Phase for the renote note in an enabl ed- beacon
net wor k.
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6.2.3 Bootstrap phase for a nmote in a not-Beacon-enabl ed network

In the case the not-beacon-enabl ed schene is enabl ed, the note nust
explicitly requests its generation to the coordi nator. The payl oad of
t he Beacon Request packet nust be protected using an epheneral key,

phi _k, obtained fromthe MasterKey, MKk, and the source address of the
devi ce, srcMACaddr Mote, as

phi _k = H 128(srcMACaddr Mote | MK).

The Keyl dMbde of the Beacon Request packet is set to 00, thus enabling
the PAN coordinator to inplicitly obtain the epheneral key.
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Once received the Beacon frane, the renbte note will execute all the
steps described in Sec. 6.3.

The Bootstrap Phase for a renpte note in a not-beacon-enabl ed network
has been summarized in Fig. 9.

G Piro, et al Expi res June 17, 2014 [ Page 24]



| NTERNET DRAFT draft-piro-6tisch-security-issues-01 Decenber 14, 2013

renote note renote note PAN coor di nat or
6t op MAC MAC

I I I
conpute phi_k

I
I
| Beacon Request |
I
I
I

I
I
I
I |- >
I I
| | Beacon
I | <o-m-emeiieiee--- I
I I I
| extract PAN ID |
| and nmacShort Addr ess |
I I I
| CONFI GURE. security | |
| oo > | |
| initialize |
| security MAC |
| attributes |
I I I
| CONFI GURE. security. |
[ macSecuritylLevel Tabl e | [
[=--mmmmr e > | I
| initialize |
| m ni mum security |
| evel s |
conmput e | |
Def aul t Key [ [
I I I
| CONFI GURE. security. | |
| macKeyTabl e | |
|- > | I
| create the KeyDescri ptor |
[ associated to the [
| Def aul t Key |
I I I
\Y \Y \Y

Figure 9. Bootstrap Phase for the renpte note in an not-enabl ed- beacon
net wor k.

6.3 Key Negotiation Phase

Si nce resource-constrained devices are unable to perform conpl ex
al gorithnms and protocols [Altolini2013][Ri az2009], a sinple key
agreenent protocol is adopted during the execution of the key
negoti ati on phase.

G Piro, et al Expi res June 17, 2014 [ Page 25]



| NTERNET DRAFT draft-piro-6tisch-security-issues-01 Decenber 14, 2013

The KMP adopted by the secured franework presented in this draft is
based on both DH algorithm [DH and Station-To-Station protoco
[ St sProtocol ]

Bot h anonynous and certified DH schenes are supported. The forner one
does not require that a note will deliver its public key through a
certificate and, for this reason, it doe snot support the node

aut hentication. The latter one, instead, supports the use of
certificates to authenticate the public key of each nmote. Wth the
anonynous DH schene, a note is able to deliver its public key by neans
of only one packet. Wen the certified DH schenme is used, instead, the
public key will be delivered through multiple packets because of the
hi gh size of certificate (i.e., the key material generated by the note
needs to be fragmented).

To handl e the Key Negotiation Phase, a new conmand MAC frane and two new
6t op conmands have been defi ned.

6.3.1 The new command MAC frane

A new command MAC frane, which is identified with a
CommandFranel dentifier set to OxAA, has been introduced.

It is conposed by four different fields: KeyGenControl Field, Rand,
KeyMat eri al, and AuthenticationFi el d.

The structure of the new conmand MAC frane has been reported in Fig. 10.
The structure of the KeyGenControl Field, instead, are shown in Fig. 11.
The introduction of these new fields respects the constraints inposed by
the standard about the maxi num packet size.
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oo oo oo o e oo +
| Octects: 2 | 0/2 | 0/S | 0/16 |
S S S S +
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| ControlFiled | | Material | Field |
o o o o a oo +

phase.

Hom e e oo - Hom e e oo - Hom e e oo - Hom e e oo - Hom e e oo - Hom e e oo - Hom e e oo - +
| Bits: 2| 2 | 1 | 1 | 5 | 1 | 3 |
Fommamenn Fommamenn Fommamenn Fommamenn Fommamenn Fommamenn Fommamenn +
| Message| KeyGen | Key | Auth | Key | Frag | Frag [
| Type | Mbde | Flag | Flag | Size | Enabl ed|] Nunber |
Fom e e e - - Fom e e e - - Fom e e e - - Fom e e e - - Fom e e e - - Fom e e e - - Fom e e e - - +

Figure 11. KeyGenControl Field of the new command MAC frane adopted
during the key negotiation phase.

The KeyGenControl Field (2 bytes long) stores details about the content
of the message. It is conposed by the followi ng fields:

- the MessageType (2 bits long), which identifies the type of
message exchanged during the procedure. It may assune these
val ues:

- MessageType=00 identifies a nessage storing key materials
(i.e., DH paraneters).

- MessageType=01 identifies final nessages belonging to the
Key Negoti ation Phase that are used to verify the nutual
aut henti cati on of nodes.

- MessageType=10 and MessageType=11 are reserved for future
upgr ades.

- the KeyGenMbde (2 bits long), which describes the algorithm
adopted for key generation. It is set to 00 and 01 when the key is
comput ed t hrough the anonynous DH and the certified DH al gorithns,
respectively. Qther values, i.e., 10 and 11, are reserved and can
be used for future upgrades.

- the boolean KeyFlag (1 bit long), which is set to TRUE in the
case the nessage delivers key materials or to FALSE ot herw se.

- the boolean AuthFlag (1 bit long) ), which is set to TRUE in the

case the nessage delivers an authentication field or to FALSE
ot herwi se.
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- the KeySize (5 bits long), which indicates the size of the
transported key material, expressed in bytes. Its value is set to
0 in the case the nessage does not contain any key material s.

- the bool ean FragEnabled (1 bit long), which is set to TRUE when
the key material contains a fragnent of the certificate storing
the public key of a note;

- the FragNunmber (3 bit long), which indicates the fragnment nunber
associated to the key material field.

The Rand field (0/2 bytes Iong) contains a random val ue used for
generating the PrelLinkKey, P_k, and for verifying the authenticity of
the renote device. It is present only if MessageType is equal to 00 or
01.

The KeyMaterial field (0/S bytes long, where Sis the size of the prine
nunber) contains key materials, such as DH paranmeters. It is present
only if MessageType is equal to 00 or 01

Aut henticationField field (0/16 bytes long) is used to verify the
authenticity of the renote device. It is present only if MessageType is
equal to 10.

6. 3.2 New 6t op commuands
The follow ng 6top commands have been designed to performthe KWP

- CONFI GURE. security.startKMP: it is used to send the initial key
material that will be exploited by the DH protocol to generate the
key. The command requires:
- KeyGenMode, which represents the algorithm adopted to
negoti ate the key;

- KeyMaterial, which represent the public key or a
certificate storing the public key;

- Rand, which is a random nunber exploited during the nutua
aut henti cati on process.

- CONFI GURE. security.conmpleteKMP: it is used to conplete the KW
by handling the nmutual authentication between notes according to
the Station-To-Station protocol. The command requires:
- KeyGenMode, which represents the algorithm adopted to
negoti ate the key;
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- AuthenticationField, which is used to verify the nutual
aut henti cati on.

6.3.3 KM inplenentati on when the anonynous DH schene is used

The KPMis initialized by the 6top adaptation |ayer of the renote device
connected to the coordinator, that has already conpleted the joining
procedure and that wants to establish a secured link with the PAN
coor di nat or.

The procedure assumes that both notes store into the PrineNunbersTabl e
the sane set of N prine nunbers and their prinmtive roots, each one
having size equal to S (see Sec. 6.1 for nore details).

The nunber of bits needed to identify each prinme nunber of the
Pri meNumbersTable, i.e., P_bits, is equal to

P bits = 1092 (N
We note that the security |level of the proposed approach does not depend

fromP_bits, but it is only influenced by the |Iength of each prine
number, S. See Appendix A 1 for nore details.

The KMP is performed through the execution of these operations:

a) The 6top adaptation |ayer of the renpte note perforns the
fol |l owi ng steps:

a.1l) a prime nunber, P, and the corresponding prinitive
root, g, are identified in the PrimeNunbersTabl eby by
extracting the latest P _bits bits fromthe output of the
foll owi ng hash functi on:

H 128(PAN_ID | D k).
a.2) two random nunbers are generated: the forner one
represents its private key, i.e., PVK renoteMWdte; the latter
one is used for the nutual authentication, i.e.
RAND _r enot eMbt e.

a.3) the public key, i.e., PBK renoteMte, is generated
according to the DH al gorithm

PBK renoteMbte = g"PVK renoteMote * nod P
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a.4) A CONFI GURE. security.start KMP command is rel eased and
delivered to the MAC | ayer. KeyGenhMbde, KeyMaterial, and
Rand paraneters of this conmand are ser to 00,

PBK renpt eMbte, and RAND renpt eMbte, respectively.

b) Triggered by the CONFI GURE. security.startKMP command, the MAC

| ayer of the renpte note generates a command MAC frame, which is
composed by the follow ng fields: MessageType=00, KeyGenMbde=00,
KeyFal g=TRUE, Aut hFl ag=FALSE, KeySi ze=S, Rand=RAND renot eMte, and
KeyMat eri al =PBK renoteMote. In the case the Fully Secured
Configuration is enabled, this nessage is encrypted with the
Defaul tKey, D k. Otherwise it is sent in clear.

c) The 6top adaptation |ayer of the PAN coordinator perforns the
foll owi ng steps:

c.1l) a prinme nunber, P, and the corresponding prinitive
root, g, are identified in the PrinmeNunbersTabl eby by
extracting the latest P_bits bits fromthe output of the
foll owi ng hash functi on:

H 128(PAN_ID | D k).

c.2) two random nunbers are generated: the forner one
represents its private key, i.e., PVK coordinator; the
latter one is used for the nmutual authentication, i.e.
RAND coor di nat or .

c.3) the public key, i.e., PBK coordinator, is generated
according to the DH al gorithm

PBK_coordi nator = g"PVK coordinator * nod P

c.4) A CONFlI GURE. security.start KMP command is rel eased and
delivered to the MAC | ayer. KeyGenMdde, Keyhaterial, and
Rand paranmeters of this command are ser to 00,

PBK_coordi nat or, and RAND coordi nator, respectively.

d) Triggered by the CONFI GURE. security.start KMP command, the MAC
| ayer of the renpte note generates a command MAC frame, which is
conposed by the followi ng fields: MessageType=00, KeyGenMbde=00,
KeyFal g=TRUE, Aut hFl ag=FALSE, KeySi ze=S, Rand=RAND_coor di nat or,
and KeyMaterial =PBK_coordinator. In the case the Fully Secured
Configuration is enabled, this nessage is encrypted with the

Def aul tKey, D k. Oherwise it is sent in clear.

e) The 6top adaptation |ayer of the renpte note conputes the
PreLi nkKey, P_k
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P_k = PBK coordi nator"PVK renoteMte * nod P.

f) The 6top adaptation |layer of the PAN coordinator conputes the
Pr eLi nkKey, P_Kk,

P_k = PBK renoteMte”PVK coordi nator * nod P.

g) Both renmpte nmotes and PAN coordi nator conpute the LinkKey by
usi ng the procedure described in Sec. 6.3.5.

h) The 6top adaptation |ayer of the renpte note conputes the
aut henti cation paraneter, AUTH renotelMte, through the 128-bit
hash function, H 128(.), as in the sequel

AUTH renot evMbt e=H 128(P_k || RAND coordi nator || RAND renotelbte).

Then, it releases a CONFI GURE. security. conpl et eKMP conmand with
KeyGenMode and Aut henticationField set to 00 and AUTH_ r enot eMbt e,
respectively.

i) The MAC | ayer of the renpte note sends to the coordinator a new
MAC conmand nmessage to conplete the nutual authentication. This
message i s conposed by the followi ng fields: MessageType=10,
KeyGenMode=00, KeyFal g=FALSE, AuthFl ag=TRUE, KeySi ze=0, and

Aut hent i cati onFi el d=AUTH_r enot eMbte. This nessage is protected by
usi ng the Li nkKey conputed before.

i) The 6top adaptation |ayer of the PAN coordinator verifies the
validity of the received AUTH renotelMte paraneter. In affirmative
case, it conputes the authentication paraneter, AUTH coordi nator,
through the 128-bit hash function, H 128(.), as in the sequel:

AUTH coordi nator=H 128(P_k || RAND renoteMte || RAND coordinator).

Then, it releases a CONFI GURE. security. conpl et eKMP conmand with
KeyGenMode and Aut henticationField set to 00 and AUTH coordi nat or,
respectively.

k) The MAC | ayer of the PAN coordinator sends to the renote note a
new MAC conmand nessage to conplete the nutual authentication.
This message is conposed by the following fields: MessageType=10,
KeyGenMode=00, KeyFal g=FALSE, Aut hFl ag=TRUE, KeySi ze=0, and

Aut hent i cati onFi el d=AUTH_coordi nator. This nmessage is protected by
usi ng the Li nkKey conputed before.

) The renpte notes verifies the validity of the received
AUTH coor di nat or paraneter.
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m PAN coordinator and renote note update MAC security attributes
according to procedures described in Sec. 6.3.6 and Sec 6.3.7,
respectively.

The af oredi scussed KMP has been summarized in Fig. 12
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Fi gure 12. KMP inpl enentati on when the anonynous DH schene is used

6.3.4 KM inplenentation when the certified DH schenme is used

When the certified DH schene is used, is is assuned that all devices
have its certificate in which is stored its public key.

Let CERT_renotelMte, CERT coordinator, PBK renotelMte, PBK coordi nator
be the certificate of the renote note, the certificate of the

coordi nator, the public key of the renpte note, and the public key of
the coordinator, respectively.

The KMP is performed through the execution of these operations:

a) The 6top adaptation |ayer of the renpte note extracts a random
number, RAND renoteMte, that will be used to conplete the nutual
aut henti cation procedure. Then, it rel eases a

CONFI GURE. security.start KMP command and delivers it to the MAC

| ayer. KeyGenMode, KeyMaterial, and Rand paraneters of this
command are ser to 00, CERT renotelMte, and RAND renot eMbte,
respectively.

b) Triggered by the CONFI GURE. security.start KMP command, the MAC

| ayer generates Z fragments of the certificate, with size T. For
each i-th fragnent, it generates a command MAC frame, which is
conposed by the follow ng fields: MessageType=00, KeyGenMbde=01,
KeyFal g=TRUE, Aut hFl ag=FALSE, KeySi ze=T,, Fl agEnabl ed=TRUE,
FragNunber =i, Rand=RAND_r enot eMdte, and KeyMaterial =fragnent_i. In
the case the Fully Secured Configuration is enabled, this nessage
is encrypted with the DefaultKey, D k. Oherwise it is sent in

cl ear.

c) The 6top adaptation | ayer of the PAN coordi nator extracts a
random nunber, RAND coordinator, that will be used to conplete the
mut ual aut hentication procedure. Then, it releases a

CONFI GURE. security.start KMP command and delivers it to the MAC

| ayer. KeyGenMode, KeyMaterial, and Rand paraneters of this
command are ser to 00, CERT _coordinator, and RAND coordi nator,
respectively.

d) Triggered by the CONFI GURE. security.start KMP command, the MAC
| ayer generates Z fragments of the certificate, with size T. For
each i-th fragnent, it generates a command MAC frame, which is
conposed by the follow ng fields: MessageType=00, KeyGenMbde=01,
KeyFal g=TRUE, Aut hFl ag=FALSE, KeySi ze=T, Fl agEnabl ed=TRUE,
FragNunber =i, Rand=RAND_coordi nat or, and KeyMateri al =fragnent _i .
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In the case the Fully Secured Configuration is enabled, this
message is encrypted with the DefaultKey, D k. Oherwise it is
sent in clear.

e) The 6top adaptation |ayer of the renpte nbote extracts the
public key of the PAN coordinator fromits certificate and
conputes the PrelLi nkKey, P_k

P_k = PBK coordi nator"PVK renotelMte * nod P.

f) The 6top adaptation |layer of the PAN coordinator extracts the
public key of the renpote note and conputes the PrelinkKey, P_Kk,

P_k = PBK renpt eMterPVK coordinator * nod P.

g) Both renpte notes and PAN coordi nator conpute the LinkKey by
usi ng the procedure described in Sec. 6.3.4.

h) The 6top adaptation |ayer of the renpte note conmputes the
aut henti cation paraneter, AUTH renotelMte, by follow ng these
st eps:

h.1) generate an authenticator nessage:
aut hMsg renoteMbte = P_k || RAND coordinator || RAND renoteMte

h.2) sign with the private key the 128-hash function of the
aut henti cat or nessage:

si gn=S(PVK renoteMte, H 128(authMsg renoteMte))

h.3) obtain AUTH renoteMdte by encrypting with the
prelLi nkKey, P_k, the sign conputed before:

AUTH r enot eMbt e=E(P_k, sign)

Then, it rel eases a CONFI GURE. security. conpl et eKMP conmmrand with
KeyGenMode and Aut henticationField set to 00 and AUTH renot eMbt e,
respectively.

i) The MAC |l ayer of the renpbte note sends to the coordinator a new
MAC command nmessage to conplete the nutual authentication. This
message i s conmposed by the follow ng fields: MessageType=10,
KeyGenMode=01, KeyFal g=FALSE, Aut hFl ag=TRUE, KeySi ze=0, and

Aut hent i cati onFi el d=AUTH_r enpot eMbte. This nessage is protected by
usi ng the Li nkKey conputed before.

j) The 6top adaptation layer of the PAN coordinator verifies the
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validity of the received AUTH renotelMte paraneter. In affirmative
case, it conputes the authentication paraneter, AUTH coordi nator,
by follow ng these steps:

j.1) generate an authenticator nessage:
authMsg = P_k || RAND renpteMdte || RAND_coordi nator

j.2) sign with the private key the 128-hash function of the
aut henti cat or nessage:

si gn=S(PVK renoteMte, H 128(authMsg))

j-3) obtain AUTH renoteMdte by encrypting with the
prelLi nkKey, P_k, the sign conputed before:

AUTH coordi nat or=E(P_k, sign)

Then, it rel eases a CONFI GURE. security. conpl et eKMP commrand with
KeyGenMode and Aut henticationField set to 00 and AUTH coordi nat or,
respectively.

k) The MAC | ayer of the PAN coordinator sends to the renpte note a
new MAC conmand nmessage to conplete the nutual authentication.
This message is conposed by the followi ng fields: MessageType=10,
KeyGenMode=01, KeyFal g=FALSE, Aut hFl ag=TRUE, KeySi ze=0, and

Aut hent i cati onFi el d=AUTH _coordi nator. This nessage is protected by
usi ng the Li nkKey conputed before.

I) The renote notes verifies the validity of the received
AUTH coor di nat or paranet er.

m PAN coordinator and renote note update MAC security attributes
according to procedures described in Sec. 6.3.6 and Sec 6.3.7,
respectively.

The af oredi scussed KMP has been summarized in Fig. 13.
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Fi gure 13. KMP inplenentati on when the certified DH schene is used

6.3.5 Generation of the LinkKey

The standard inposes to use the CCM algorithmand a 128-bit key to
protect MAC franes. At the same time, the COWr al gorithm assunes that
each key nust be used for a specific nunber of block ciphers

[ 1 EEE802154] .

For each i-th group of block ciphers, the LinkKey, L_k, is computed as
in the follow ng:

Lk =H128 (i | PANID| P k).

6.3.6 Update of MAC security attributes for the PAN coordi nator after
the generation of the LinkKey

After the calculation of the i-th LinkKey, the 6top adaptation | ayer of
the PAN coordi nator updates its MAC security attributes as described in
what foll ows.

a) If i=1, a new DeviceDescriptor elenment, associated to the
renote note with which it has negotiated a link key, is created.
It is conposed by:

a.1l) the PANId, which is set to the PAN_I D val ue.

a.2) The Short Address, which is set to the MAC address of
the RFD node whenever the short addressing node is used.
This paraneter is set to Oxfffe if only the extended
addressing node is used. In the case its value is unknown,
this paranmeter is set to Oxfff.

a.3) The Ext Address, which is set to the | EEE MAC address of
t he RFD node.

a.4) The FraneCounter, which is set to the FraneCounter
val ue extracted fromthe | atest packet received by the RFD
node.

a.5) The Extenpt boolean flag, which is set to the all owed

val ue of the DeviceOverriddeSecurityM ni nrum vari abl e
described in Fig. 2.
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6. 3.

7

b) A new Keyl dLookupLi st data structure is created. A

Keyl dLookupDescri ptor is generated and stored into the

Keyl dLookupLi st data structure. The Keyl dMbde, the KeySource, and
the Keyl ndex variables of this KeyldLookupDescriptor are set to
0x03, the MAC address of the renpte note that initialized the Key
Negoti ati on Phase, and 1, respectively. Devi ceAddr Mode,

Devi cePANI d, and Devi ceAddress are not set because of the selected
Keyl dvbde (see Tab. 65 of the | EEE 802. 15.4 standard for nore
details [| EEE802154]).

c) A KeyUsagelist data structure is created and stored within the
KeyDescri ptor el enment. One KeyUsageDescriptor associated to data
MAC frames is created and stored into the KeyUsageli st data
structure.

d) A DeviceDescriptorHandl eList is created and populated with the
poi nter to the DeviceDescriptor created at the point a).

Then, the 6top layer delivers the LinkKey, the KeyldLookupLi st,
the KeyUsagelist, and the Devi ceDescri ptorHandl eList to the MAC
| ayer by using the CONFI GURE. security. macKeyTabl e command (as

di scussed in [I-D.wang-6tisch-6top], in Sec. 2.4.9.2).

Triggered by the CONFI GURE. security. macKeyTabl e conmand, the MAC
layer will create a KeyDescriptor associated to the LinkKey,

L k,in which storing all the paranmeters received by the 6top

|l ayer, and and will store it within the macKeyTabl e.

Update of MAC security attributes for the renote note after the
generation of the LinkKey

After the calculation of the i-th LinkKey, the 6top adaptation
| ayer of the renpte note updates its MAC security attributes as
described in what follows.

a) A new Keyl dLookupLi st data structure is created. A

Keyl dLookupDescriptor is generated and stored into the

Keyl dLookupLi st data structure. The Keyl dvMbde, the KeySource, and
the Keyl ndex variabl es of this Keyl dLookupDescriptor are set to
0x03, the MAC address of the PAN coordinator that initialized the
Key Negoti ation Phase, and 1, respectively. Devi ceAddrMde,

Devi cePANI d, and Devi ceAddress are not set because of the selected
Keyl dvbde (see Tab. 65 of the | EEE 802.15.4 standard for nore
details [| EEE802154]).

b) A KeyUsageli st data structure is created and stored within the
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KeyDescri ptor el ement. One KeyUsageDescriptor associated to data
MAC frames is created and stored into the KeyUsageli st data
structure.

c) A DeviceDescriptorHandl eList is created and populated with the
pointer to the DeviceDescriptor associated to the PAN coordi nat or
and created during the Bootstrap Phase.

Then, the 6top |ayer delivers the LinkKey, the KeyldLookupList, the
KeyUsageLi st, and the Devi ceDescri ptorHandl eLi st to the MAC | ayer by
usi ng the CONFI GURE. security. macKeyTabl e command (as discussed in [I-
D. wang- 6ti sch-6top], in Sec. 2.4.9.2).

Triggered by the CONFI GURE. security. macKeyTabl e command, the MAC | ayer
will create a KeyDescriptor associated to the LinkKey, L_k,in which
storing all the parameters received by the 6top |ayer, and and will
store it within the nacKeyTabl e.

7 Additional features

There is the possibility to switch fromthe Flexible Secured to the
Hybrid Secure configuration

To this aim during the join process, a note w thout security
capabilities sends to the PAN coordi nator a Beacon Request nessage with
the SecurityEnabled flag set to FALSE

The PAN coordinator, if properly configures, switches to the Hybrid
Secure configuration and update all the MAC security attributes
accordi ngly.

Fromthis nonment on, the coordinator will send broadcast nessages in
cl ear.
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8 Security Considerations

There are no security considerations for this docunent.

9 | ANA Consi derations

There is no I ANA action required for this docunent.
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Appendi x A.  DH protocol
A.1 Security considerations about the DH protocol

As discussed in Sec. 6.5.5, the CCM transfornation requires a 128-bit
key.

According to the DH algorithm and considering properties of the nodul ar
arithmetic [DH], the length of both the public key of a note and the
prime nunber used for its generation nust be at |east equal to 128

bits.

The security level of the proposed approach does not depend fromthe
nunber of prime nunbers stored into the PrinmeNunberTabl e (because these
nunbers are not the keys), but it coincides with the security |evel of
the DH protocol. hence, it is strictly related to | ength of prine
numbers, S.
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In particular, the total number of keys that a note can use during the
Key Negotiation Phase are equal to 2"S. Supposing to have S >= 128, the
total nunber of keys is higher than 3*10738. This should guarantee a
very high resilience to any kind of brute force attack.
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