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Abst ract

Consi derabl e effort has been spent on securing existing Internet
standard aut hentication and authorization protocols such as TLS
Ker beros, and QAuth, anong others. It would save a |lot of effort if
these protocols could be profiled to be feasible for constrained
environnents, with sonme easily obtainable security considerations.

However, these protocols were typically not designed with constrained
environnments in mnd, so profiling of an existing protocol may result
ina far fromoptinal solution. Mreover they are not necessarily
complying with their original design objectives outside their

i nt ended dorai n of application

Thi s docunment exam nes the inpact of typical characteristics of
security protocols (e.g. cryptographic cal cul ati ons, nunber and size
of protocol nessages) in a constrained environnent. The goal is to
provi de deci si on support when different resource usage optim zations
are possible in the adaptation of a security protocol for this
setting.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress"
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The list of Internet-Draft Shadow Directories can be accessed at
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Copyright and License Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1.

I nt roducti on

When adapting security protocols for constrained nodes, one has to
take into account the various resource linmtations. Wile it mght
be tenpting to optinize the usage of a certain resource (e.g.

m ni m zi ng RAM consunption), such an approach m ght produce a | ess-
than-optimal overall solution, conpared to a nore holistic approach
that | everages the conbined effect of different optimzation
possibilities.

The goal of this docunent is to summari ze sone characteristics of
security protocols and weigh their inpact agai nst each other in order
to allow effective trade-of fs when adapting existing protocols to a
constrained setting. Wile there is sonme overlap with the scope of

t he Li ghtwei ght Inplenentation Guidance W5 this docunent is ained
nore at security protocol profiling and design than actua

i mpl ement ati on decisions that are the main focus of LWG

1.1 Term nol ogy

Certain security-related terns are to be understood in the sense
defined in [ RFC4949]. These terns include, but are not limted to,
"aut hentication", "authorization", "confidentiality", "encryption"
"data integrity", "nessage authentication code", and "verify".

Term nol ogy for constrained environments is defined in [I-D.ietf-
| wi g-term nol ogy] e.g. "constrained device"

Backgr ound

We are assuming a nmulti-party protocol setting with at |east the
followi ng parties

a) a resource server hosting resources

b) a client seeking access to sone resource, and

c) an authorization server acting Trusted Third Party (TTP) for
key distribution and access control handling.

The resource server and/or the client is assuned to be constrai ned,
but the authorization server is not.

The aut horization server can provide authentication and authorization
means (e.g. cryptographic keys, access control information
certificates) for the other parties.

There are various authentications and authorizations taking place in
this nulti-party protocol. For exanple, the client and
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aut hori zation server mutually authenticates and and the client is
bei ng aut horized by the authorization server. The resource server
needs authenticate information provided by the authorization server
based on a previously established relationship (e.g. shared symmetric
keys). Finally when the client communicates with the resource
server, the client’s authorization needs to be verified, which night

i ncl ude authentication of the client.

Note: Security protocols designed to handl e authentication and

aut hori zati on between two nutually unknown | ess-constrai ned peers are
not necessarily adapted to the current setting, where optinizations
can be made by relying on an relatively unconstrained TTP.

2.1. Device assunptions

Devi ces nay be constrained in different ways, as described in the
LWG terninol ogy docunent [I-D.ietf-lwig-termnology]. This work is
targeting class 1 devices, but may be applicable even the nost
constrained class of devices (CQ0) if supported by rel evant proxy
functionality. ass 2 devices probably do not need any speci al
consi derations, since they can nostly support the sanme protocols as
unconstrai ned devi ces.

A device for which these considerations apply could e.g. run the
foll owi ng protocol stack, potentially supported by a proxy:

0 The application |layer protocol is CoAP [I-D.ietf-core-coap],
using UDP at the transport |ayer

0 CoAP will be running on top of DTLS [ RFC6347].

0 | Pv6 [ RFC4291] is assunmed to be the Internet |ayer protocol on
top of the adaptation |ayer 6LOWPAN [ RFC4944].

o | EEE 802.15.4 [IEEE802] is assunmed as the Link |ayer protoco
for wirel ess comunication. W assunme that a |large proportion
of the target devices will comunicate over wirel ess channels.

2.2 Rel evant Factors

Fromthe LWG term nology draft [I-D.ietf-Iw g-term nol ogy] we can
list the follow ng resources that need to be considered in general

0 RAM nenory (required state and buffers for running protocols)

o Flash/ ROM nenory (required libraries and code conpl exity)

o Conput ati onal power (required processing speed)

0 Electrical energy (battery consunption, if not mains-powered)

0 User interface and physical accessibility (for perform ng manua
operations directly on the device)

o Network (bit rate, loss rate, dynam c topol ogy, fragnmentation
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| ack of advanced services)

The consuners of these resources in the case of security protocols
can be sunmarized as foll ows:

0 Cryptographic algorithns
- based on symmetric cryptography
- based on asynmetric cryptography
- (orthogonal) inplemented by a co-processor (e.g. AES, SHA
ECC)
o Conposi ng/ parsi ng protocol nessages (e.g. Base64 en/decodi ng,
JSON, ASN. 1, CBOR)
o0 Sendi ng/receiving protocol nessages
o Listening, while waiting to receive protocol nessages

2.3 Security protocols in constrained environnments

One of the potential advantages with extendi ng basic Internet
Protocol s to constrai ned nodes is that other standardi zed protocols
can be applied too.

In particular in the case of security protocols, there is a
considerable effort spent to elininate flaws and weaknesses that
could otherwi se be exploited for attacking the system It would save
alot of effort if it was possible to profile these protocols for
running efficiently in a constrai ned environnment while maintaining
their security properties.

However, the profiling of a protocol may result in a far from opti nal
solution. For exanple assume that a constrained profile of a
security protocol is nmade by reducing the nmessage sizes. Such a
protocol may still be badly suited for constrained devices e.qg.
because the nunmber of round trips is what nakes the | atency high, and
reduci ng that would essentially change the security properties of the
pr ot ocol

Moreover, as nmany of these protocols were not designed for a
constrained environnent, they are not necessarily conplying with
their original design objectives outside their intended donain of
application. Even security objectives that applied to the Internet
may be violated: e.g. a DoS nitigation nmeasure that is based on a
processing commitnent by a client (a "puzzle", see e.g. [RFC5201])
may be inappropriate if the server is nuch nore constrained than the
client.

This meno is intended to support the adaptation of an existing
security protocol for a constrained environnent by providing sone

Seitz & Sel ander Expi res August 18, 2014 [ Page 6]



| NTERNET DRAFT AAA Design Considerations for CoORE February 14, 2014

3.

consi derations on resource consunption. Furthernore this neno
docunents the assunptions that were nmade as a basis for these
consi derati ons.

Pr ot ocol design considerations

3.1 Straightforward optim zations

This section lists sone potential targets for resource optin zations.

3.1.1 Smal |l er nessages

Reduci ng nmessage size will reduce conposing/ parsing and
sendi ng/ recei ving costs which is favorably inpacting energy
consunption and |l atency. Some specific considerations:

o Smal | er than CoAP payl oad size (1024 bytes) avoids fragnmentation
at the application |ayer.

o Smal |l er than the maxi mum MAC-1 ayer frane size (e.g. 127 bytes
for |1 EEE 802.15.4) avoids fragnentation at the link |ayer

o0 The |l argest nessages are potentially those containing
certificates or authorization tokens, so reducing their size
significantly will have a |arge inpact.

3.1.2 Fewer nessages

Renovi ng nessage exchanges or round trips have potentially |arge
i mpact on energy consunption and | atency.

Reduci ng the nunber of nessages in a given security protocol is in
general not possible w thout changing the essential security
properties of the protocol. Experinments by Google with TLS fal se
start [I-D.bnoeller-tls-falsestart] and TLS snap start [I-D.agl-tls-
snapstart] illustrate the difficulty of trying to reduce the nunber
of messages in an established security protocol

Chal | enge-response based authentication protocols rmay potentially be
replaced with other protocols with alternative nmeasures to ensure
freshness, such as tine or sequence nunbers. Such an approach woul d
require fewer nessage passes, but ensuring freshness can be

probl ematic, since some constrained devices may not be able to
reliably measure tine.

On the other hand, there are long lifetine battery powered | EEE
802. 15. 4e devices inplenmenting Tine Slotted Channel Hopping (TSCH)
whi ch has good tinme synchronization properties, since that is
required for conmunication
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3.1.3 Less conputations

One way of reducing the conplexity of required computations is to
reduce the nunber of public key operations used during norna
operations, e.g. by keeping existing sessions alive, or generating
session resunption state on a | ess constrai ned device. The drawback
inthis case is that either nore RAM or nore sending and receiving of
nmessages are needed.

An alternative is to replace public key operations with symmetric key
operations. Significant reductions in resource consunption can be
achi eved by using symetric cryptography instead of asymetric
cryptography, since asymretric cryptography generally requires |arger
libraries (e.g. Biglnteger, elliptic curves), and consunmes nore RAM
processi ng power and energy than symetric al gorithns.

However, it is not always possible to make this replacenent as sone
of the properties of asymetric cryptography, such as non-repudi ati on
of signatures, and non-confidential key distribution do not apply for
symretric keys. It may require a change in trust nodel, where a TTP
is assuned e.g. for key managenent.

3. 1.4 Reduce RAM usage

Reduci ng the usage of RAM nenory can be achi eved by reducing the size
of variable state information required by a protocol. Different
security protocols and -nodes have different requirements in this
respect. Optimizations nmay potentially be done by profiling certain
options of the protocol to predefined, default val ues.

Anot her possibility is to sinplify parsing and processi ng of protoco
messages, leading to smaller libraries that need to be | oaded into
menory. Further the size of the protocol messages, e.g. certificates
and authorization tokens, directly affects the size of the buffers
that need to be allocated for receiving and sending them so keeping
them smal | al so hel ps.

3.1.5 Reduce code size

The overall size of the code is influenced mainly by the size of the
libraries needed for cryptography and parsing nessages (ASN. 1, JSON
XM). In general asymetric cryptography requires larger libraries
(e.g. Biglnteger, Elliptic curves) than symretric cryptography.
Mnimal libraries for parsing ASN.1 and JSON are roughly conparabl e
in size (around 6 kB) while even mninmal XM. parsers generally have a
significantly |arger size
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3.2 Trade-offs

This section |ooks at the nore difficult question how to weigh
different optim zations against each other. W enphasize in this
section the potential role of the authorization server as an enabl er
for sone of the optinzations.

3.2.1 Fewer vs snmaller nmessages

When conparing reduction of nessage size versus sendi ng fewer
messages in total, if one takes into account the overhead of setting
up a bearer, it is nore efficient to send | onger nmessages than
shorter nessages. Considering fragnentation it is better to send
messages shorter than the fragnentation limt. Therefore optinal
message size seenms to be just below the fragnentation limt. Note
that fragnmentation carries an additional performance penalty in
excess of just adding the overhead of sending several fragnents,
since fragnmenting a nessage increases the risk that a fragnment is

| ost and that the nessage as a whole needs to be retransmtted.

3.2.2 Crypto vs nessage exchange

It is knowmn that in wireless constrai ned devices, the energy
consunption for sending and receiving nessages is high, and
significantly higher than symretric crypto operations [ Margi 10i npact]
and [ MeuO8engery]. Hence if it is possible to send fewer nessages at
the cost of delegating some symetric crypto to the constrained
device, such a trade off is favorable. The potential drawback is

i ncreased | atency and code size. The latter could probably be

avoi ded by reusing existing synretric algorithns that are needed
anyway.

Results from [ MeuO8engery] indicate that energy consunption for
public key operations is on par or greater than nessage exchange for
a particular security protocol. However, the efficiency of
processing is increasing: The processing power follows More's | aw
(up to point) and depends on the nanufacturing technol ogy while the
transm ssion/reception power is based on |laws of physics |aws that
don’t change with manufacturing. So processing will be nore and nore
energy efficient (up to a point) while the transm ssion/reception
remai ns al nost stable in terns of energy efficiency.

3.2.3 Transmitting vs receiving nessages
Resul ts conparing energy consunption of transmtting versus receiving
messages seem contradi ctory. Wiile [Margi 10i npact] indicates that

receiving a nessage i s nuch cheaper in energy consunption, than
sendi ng, [ MeuO8engery] seens to suggest that both costs are roughly
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on par.

An inmportant point from[MeuO8engery] is that one shoul d consider the
cost of listening for the next nessage in a protocol, while the other
party is perform ng some conputations. It is not obvious how nuch

i npact smart |istening techniques such as Low Power Listening (LPL)
or X-MAC [ BueO6xmac] have.

Qur conclusion on this issue is that is warrants further
investigation in order to determ ne whether it should influence
protocol design and profiling or not.

3.2.4 Distributing costs over deploynment life tine

Provisioning (e.g. access control lists) has a cost which potentially
may be anortized over the lifetine of a deploynent. Security
protocol establishnment (e.g. DTLS handshake) may simlarly have a
hi gh cost that but can be acceptable, if the established session can
be used for a long tinme. The drawback is that storage or RAM nenory
is consunmed to save the state of the provisioned data or the

est abl i shed protocol .

3.2.5 Qutsourcing heavy conputations

A met hod of saving conputational effort is to outsource conputations
to a less constrained TTP e.g. authorization decisions and policy
managenent to the authorization server. Note however that this may
be changing the trust nodel of the original protocol, and if the
constrai ned device needs the result of the outsourced conputation
this information nust be transported in a secure way which in turn

i ncurs a non-negligible cost.

3.2.6 DoS mtigation and anti-spoofing in the Internet

As we have seen it is inportant in a wireless constrained environnent
to restrict the nunber of nmessages sent and received in a protocol

Some I nternet security protocols include DoS mitigation or anti-
spoof i ng nechani sns such as cookies (cf. [RFC6347]) or puzzles (cf.

[ RFC5201]) whi ch adds nessage size and/or round trips. These
mechani sns were in general not designed for a constrai ned environnent
and may potentially nmake the protocol unnecessarily heavy w thout
efficiently providing the desired effect.

In fact the existence of a TTP allows for nore efficient nechanisns,
e.g. that a client first commts or proves source address to the
aut hori zati on server which can assert such properties in an

aut hori zation token verified by a constrai ned server.

Seitz & Sel ander Expi res August 18, 2014 [ Page 10]



| NTERNET DRAFT AAA Design Considerations for CoORE February 14, 2014

3.2.7 Qutsourcing key nmanagenent

Securing comunication between two nutual |y unknown | ess-constrai ned
peers has a high cost in terns of additional round trips, e.g. to
protect against requests fromspoofed initiators, DoS mtigation
chal | enge response protocols etc. 1In addition, both parties are
often contributing to the generation of key material, which requires
exchange of data used in key generation. These costs are a
consequence of the trust nodel and is clearly not adapted to the
current setting, where optim zations can be nmade by relying on an
relatively unconstrained authorization server

In addition to providing authorization decisions, the authorization
server may support authentication and authorization between resource
server and client by e.g.

o providing symmetric keys to support authentication (cf.
Ker ber os) .

o providing protected assertions containing statenments about
client and server, including public key certificates.

3.2.8 Verifying authorization

As noted above, it is desirable to verify authorization of a request
as early as possible in a protocol, to reduce unnecessary nessage
exchanges and processing. However, if that involves verifying a
digital signature, then the operation is in itself heavily resource
consunming and would preferably only take place after it is known that
the request is authorized. This is obviously a "catch 22" and there
are various options to attenpt to design around this.

In the present case, where we assune a TTP with a previously
established rel ationship - say a shared symmetric key - with the
resource server, the legitimcy of the request may e.g. be indicated
with a Message Authentication Code instead of a digital signature
over an authorization decision.

Aut hentication of client and server may still require verification of
digital signature if public keys are used. However, as noted above,
the authorization server may al so support key distribution and
provide synmetric keys for authentication (cf. Kerberos).

4. Security Considerations
This meno deals with design considerations for security protocols,

including security trade-offs that can be nade to save resources,
sone of which will come at the cost of weakening security.
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Since a security protocol itself consume resources, one factor that
needs to be taken into consideration is the possibility for attackers
to use these very security protocols in order to nount a denial of
service attack.

Each profiled or nodified security protocol nust bear its own
security considerations. Protocol designers need to carefully

eval uate the feasibility of stronger (and thus nore resource
consum ng) security against the risks incurred by a weaker security
that is nore easy to inplenent or execute on a constrai ned node.

5. | ANA Consi derati ons

Thi s docunment has no actions for | ANA
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