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Abst r act

Thi s docunent defines Resource Reservation Protocol - Traffic

Engi neering (RSVP-TE) signaling extensions to support Fast Reroute
(FRR) of bidirectional co-routed Traffic Engineering (TE) LSPs. These
ext ensi ons enable the re-direction of bidirectional traffic and
signaling onto bypass tunnels that ensure co-routedness of data and
signaling paths in the forward and reverse directions after FRR In
addition, the RSVP-TE signaling extensions allow the coordination of
bypass tunnel assignnent protecting a common facility in both forward
and reverse directions prior to or post failure occurrence.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1.

I nt roducti on

Co-routed bidirectional tunnels are signaled using GWLS signaling
procedures specified in [RFC3473] and [ RFC3471]. Existing procedures
defined in [ RFC4090] describe the behavior of the Point of Loca
Repair (PLR) to reroute traffic and signaling onto the bypass tunne
in the event of a failure for unidirectional LSPs. These procedures
are applicable to unidirectional protected LSPs, and don’t address

i ssues that arise when enploying FRR for bidirectional co-routed
Label Switched Paths (LSPs).

When using current FRR procedures with bidirectional co-routed LSPs,
it is possible in sone cases (e.g. when using node-protecting bypass
tunnel s post a link failure event and when RSVP signaling is sent
in-fiber and in-band with data), the RSVP signaling refreshes may
stop reaching some nodes along the prinary bidirectional LSP path
after the PLRs conplete rerouting traffic and signaling onto the
bypass tunnels. This is caused by the asynmetry of paths that nmay be
taken by the bidirectional LSP's signaling in the forward and reverse
directions after FRR reroute. In such cases, the RSVP soft-state

ti meout eventually causes the protected bidirectional LSP to be
destroyed, and consequently inpacts protected traffic flow after FRR

When co-routed bidirectional bypass tunnels are used to locally
protect bidirectional LSPs, the upstream and downstream PLRs may

i ndependent |y assign different bidirectional bypass tunnels in the
forward and reverse directions. Currently, there is no nmeans to
coordi nate the bypass tunnel selection between the downstream and
upstream PLRs. In case of msmatch and after FRR, data traffic and
signaling may fl ow over asymmetric paths in the forward and reverse
directions which may be undesirable for certain applications.

Thi s docunment proposes solutions to the above probl ens by providing
corrective actions in the control plane to conplenment FRR procedures
of [RFC4090] in order to maintain the RSVP soft-state for
bidirectional protected LSPs and achieve symetry in the paths

foll owed by data and signaling in the forward and reverse directions
post FRR The docunent extends RSVP signaling so that the bypass
tunnel selected by the upstream PLR matches the one sel ected by the
downstream PLR.

Ter m nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The reader is assuned to be fanmiliar with the term nology in

Taillon et al. Expi res August 7, 2014 [ Page 3]



Internet-Draft FRR for Bidirectional Co-routed TE LSP February 3, 2014

[ RFC2205] and [ RFC3209].
LSR: Label -Swi tch Router

LSP: An MPLS Label-Switched Path. In this docunment, an LSP wil|
al ways be explicitly routed.

Local Repair: Techni ques used to repair LSP tunnels quickly when a
node or link along the LSP's path fails.

PLR: Point of Local Repair. The head-end LSR of a bypass tunnel or a
det our LSP.

Facility Bypass: A local repair nmethod in which a bypass tunnel is
used to protect one or nore protected LSPs that traverse the PLR, the
resource being protected, and the Merge Point in that order

Protected LSP: An LSP is said to be protected at a given hop if it
has one or multiple associ ated bypass tunnels originating at that
hop.

Bypass Tunnel: An LSP that is used to protect a set of LSPs passing
over a common facility.

NHOP Bypass Tunnel: Next-Hop Bypass Tunnel. A bypass tunnel that
bypasses a single link of the protected LSP

NNHOP Bypass Tunnel : Next- Next-Hop Bypass Tunnel. A bypass tunne
that bypasses a single node of the protected LSP

MP: Merge Point. The LSR where one or nore bypass tunnels rejoin the
path of the protected LSP downstream of the potential failure. The
same LSR may be both an MP and a PLR simultaneously.

CSPF: Constraint-based Shortest Path First.

Downstream PLR. A PLR that locally detects a fault and reroutes
traffic in the same direction of the protected bidirectional LSP RSVP
Pat h si gnal i ng.

Upstream PLR. A PLR that locally detects a fault and reroutes traffic
in the opposite direction of the protected bidirectional LSP RSVP
Pat h signaling.

Poi nt of Renmpbte Repair (PRR): an upstream PLR that triggers reroute

of traffic and signaling based on procedures described in this
docunent .
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3. Link Failure Wth Node-protection Bypass Tunnels

T1
F<Lm e e >>+
/ \ <- RESV
[R1]---[R2]----[ R3] -~ x--[ R4 - -~ [ RS] - - - [ R6]
-> PATH \ /
<< mmmmmmm >>+

Protected LSP: {Rl-R2-R3-R4-R5-R6}
R3’s Bypass T2: {R3-R5}
R4’ s Bypass T1l: {R4-R2}

Figure 1: Flow of RSVP signaling post FRR after failure

Consi der the Traffic Engineered (TE) network shown in Figure 1.
Assume every link in the network is protected with a node-protection
bypass tunnel. For the protected bidirectional co-routed LSP whose
(active) head-end is on router RlL and (passive) tail-end is on router
R6, each traversed router (a potential PLR) assigns a node-protection
bi directional co-routed bypass tunnel. Consider a link R3-R4 on the
protected LSP path fails.

The proposed solution introduces two phases to invoking FRR
procedures by the PLR post the link failure. The first phase
conmprises of FRR procedures to fast reroute data traffic onto bypass
tunnels in the forward and reverse directions. The second phase re-
coroutes the data and signaling in cases where they go over
asymetric paths (i.e. non co-routed) in the forward and reverse
directions after the first phase.

3. 1. Behavior Before Local Repair
To correctly reroute data traffic over a node-protection tunnel, the
downstream and upstream PLRs have to know, in advance, the downstream
and upstream Merge Point (MP) labels so that data in the forward and
reverse directions can be tunneled through the bypass tunnel post FRR
respectively.

3.1.1. Downstream Merge Point Label Discovery

[ RFC4090] defines procedures for the downstream PLR to obtain the
protected LSP's downstream MP | abel fromrecorded |l abels in the RRO
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of the RSVP Resv nessage received at the downstream PLR
3.1.2. Upstream Merge Poi nt Label Discovery

To obtain the upstream MP | abel, existing nethods to record upstream
MP | abel in the RRO of the RSVP Path nessage are used. The upstream

PLR can obtain the upstream MP | abel fromthe recorded |abel in the

RRO of the received RSVP Path nessage.

3.2. Behavior Post Link Failure After FRR

The downstream PLR R3 and upstream PLR R4 independently trigger fast
reroute procedures to redirect traffic onto respective bypass tunnels
T2 and T1 in the forward and reverse directions. The downstream PLR
R3 al so reroutes RSVP Path state onto the bypass tunnel T2 using
procedures described in [RFC4090]. Note, at this point, router R4
stops receiving RSVP Path refreshes for the protected bidirectiona
LSP while primary protected traffic continues to flow over bypass
tunnel s.

3. 3. Behavior Post Link Failure To Re-coroute

The downstream Merge Point (MP) R5 that receives rerouted protected
LSP RSVP Pat h nessage through the bypass tunnel, in addition to the
regul ar MP processing defined in [ RFC4090], gets pronoted to a Point
of Renote Repair (PRR role) and perfornms the followi ng actions to re-
coroute signaling and data traffic over the same path in both
directions:

- Finds the bypass tunnel in the reverse direction
that term nates on the Downstream PLR R3. Note: the Downstream
PLR R3's address is extracted fromthe "I PV4 tunnel sender
address" in the SENDER TEMPLATE obj ect.

- If found, checks whether the primary LSP traffic and signaling
are already rerouted over the found bypass tunnel. If not, PRR
R5 activates FRR reroute procedures to direct traffic and
signaling (RSVP Resv) over the found bypass tunnel T3 in the
reverse

- If PRRR5 is unable to successfully find a bypass tunne
that term nates on the downstream PLR, it may send an i medi ate
RSVP Notify nessage back to the head-end. The head-end may tear
and re-setup the protected LSP i medi ately.

If MP R5 receives nultiple RSVP Path nmessages through nultiple bypass
tunnels (e.g. as a result of nultiple failures), the PRR SHOULD
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identify a bypass tunnel that terninates on the farthest downstream
PLR al ong the protected LSP path (closest to the primary

bi directional tunnel head-end) and activate the reroute procedures
nmenti oned above.

<- RSVP RESV
[R---[Re]----[RO]--X-[R4]---[RS] - -- [ Fe]
RSVP PATH -> \ /

Bypass Tunnel
traffic + signaling

Protected LSP: {Rl-R2-R3-R4-R5-R6}
R3’s Bypass T2: {R3-R5}
R5’s Bypass T3: {R5-R3}

Figure 2: Flow of RSVP signaling post FRR after re-corouted

Figure 2 describes the path taken by traffic and signaling after
conpl eting re-coroute of data and signaling in the forward and
reverse paths described earlier

The MP MAY optionally support handling in data plane as follows. If
the MP is preconfigured with bidirectional bypass tunnel, as soon as
the MP node receives the primary tunnel packets on this bypass
tunnel, it MAY switch the upstreamtraffic on to this bypass tunnel
In order to identify the primary tunnel packets through this bypass
tunnel, Penultinmate Hop Popping (PHP) of the bypass tunnel MJST be
di sabl ed. The signaling procedure described above in this Section
will still apply, and MP checks whether the primary tunnel traffic
and signaling is already rerouted over the found bypass tunnel, if
not, performthe above signaling procedure.

4. Bypass Tunnel Assignment Coordination
Thi s docunent defines a new subobject in RSVP RECORD ROUTE obj ect,

DOWNSTREAM BYPASS ASSI GNVENT, to extend RSVP-TE for fast-reroute
si gnal i ng.
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4.1. DONNSTREAM BYPASS_ASSI GNVENT Subobj ect

The DOWNSTREAM BYPASS_ASSI GNMENT subobject is used to informthe M
of the bypass tunnel being used by the PLR This can be used to
coordi nate the bypass tunnel used for the protected LSP by the
downstream and upstream PLRs in the forward and reverse directions
respectively prior or post the failure occurrence. This subobject
MUST only be inserted into the Path nessage by the downstream PLR and
MUST NOT be changed by downstream LSRs. The
DOMNSTREAM BYPASS ASSI GNMENT subobj ect has the foll owing fornmat:

The | Pv4 DONNSTREAM BYPASS_ ASSI GNMENT subobj ect has the fol |l owi ng
format:

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Type | Length | Bypass Tunnel |ID |
B i S S T s i S T st i S S S S S S S S i
[ | Pv4 Bypass Source Address [
T T e e i i e R e s . i S SR S
| | Pv4 Bypass Destination Address |
T e e e e e T e R e ok o S

The |1 Pv6 DOANSTREAM BYPASS ASSI GNMENT subobj ect has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

Type | Length | Bypass Tunnel |ID |
B T e e S e i e i i S T S S e S S i o i TR S N

| Pv6 Bypass Source Address

I

+-

I

I

I

I

B e i i i S e S i i T i S S S e e e
I

| | Pv6 Bypass Destination Address

I
I
+-

I
I
|
I
+
I
I
I
|
+

B S i S S ity SR S S il SR NP S o
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Type
Downst r eam Bypass Assi gnnent
Length

The Length contains the total |ength of the subobject in
bytes, including the Type and Length fields.

Bypass Source Address

The bypass tunnel source | PV4 or | PV6 address.
Bypass Destination Address

The bypass tunnel destination |IPV4 or |PV6 address.
Bypass Tunnel |ID

The bypass tunnel identifier.

4.2. Bypass Tunnel Assignment Signaling Procedure

In cases where bidirectional bypass tunnels are used for FRR Loca
Repair for a bidirectional co-routed LSP, it is desirable to

coordi nate the bypass tunnel selected at the downstream and upstream
PLRs so that rerouted traffic and signaling fl ows on symetrica
pat hs post FRR To achieve this, a new RSVP subobject is defined for
RECORD _ROUTE obj ect (RRO) that identifies a bidirectional bypass
tunnel that is assigned at a downstream PLR to protect a

bi di recti onal LSP.

The DOWNSTREAM BYPASS ASSI GNMENT subobj ect is added by each
downstream PLR in the RSVP Path RECORD ROUTE nessage of the primary
LSP to record the downstream bidirectional bypass tunnel assignment.
This subobject is sent in the RSVP Path RECORD ROUTE nessage every
time the downstream PLR assi gns or updates the bypass tunne
assignnent so the upstream PLR may reflect the assignnent too. The
DOWNSTREAM BYPASS_ASSI GNMVENT subobj ect is added in the RECORD ROUTE
object prior to adding the node's | P address. A node MJUST NOT add a
DOMNSTREAM BYPASS ASSI GNMVENT subobj ect wi t hout al so addi ng an | Pv4 or
| Pv6 subobj ect .

The upstream PLR (downstream MP) that detects a
DOMSTREAM BYPASS ASSI GNVENT subobj ect whose bypass tunne
destination matching its own address assigns the matching

bi directional bypass tunnel in the reverse direction, and forwards
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the RSVP Path nessage downstream O herwi se, the bypass tunne
assi gnnent subobject is sinply forwarded downstream al ong in the RSVP
Pat h nessage.

In the absence of DOMSTREAM BYPASS ASSI GNVENT subobj ect, the
downstream MP can i ndependently assign a bypass tunnel in the reverse
direction. In the case of downstream MP receiving nultiple
DOMNSTREAM BYPASS ASSI GNVENT subobj ects from nul tipl e downstream
PLRs, the decision of selecting a bypass tunnel in the reverse
direction can be based on local policy, for exanple, prefer link
protection versus node protection bypass tunnel, or prefer the nost
upstream versus | east upstream node protection bypass tunnel. Note,

t he bypass tunnel selection will be corrected for co-routeness after
FRR based on the PRR behavior after failure.

5. Conpatibility

New RSVP subobj ect DOANSTREAM BYPASS ASSI GNMENT i s defined for
RECCRD ROUTE in this document. Per [RFC2205], nodes not supporting
this subobject will ignore but forward it, unexam ned and unnodifi ed,
in all nessages resulting fromthis nessage

6. Security Considerations
Thi s docunment introduces one new RSVP subobject. Thus in the event of
the interception of a signaling nessage, slightly nore information
coul d be deduced about the state of the network than was previously
the case, but this is judged to be a very mnor security risk as this
information is avail able by other neans.
O herwi se, this docunent introduces no additional security
consi derations. For general discussion on MPLS and GWLS rel at ed
security issues, see the MPLS/ GWLS security franmework [RFC5920].

7. | ANA Consi derations

A new type for the new DONNSTREAM BYPASS_ ASSI GNVENT subobj ect for
RSVP RECORD ROUTE obj ect is required.
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