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Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 2, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info)

in effect on the date of publication of this docunent. Pl ease
revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Sinplified BSD License
text as described in Section 4.e of the Trust Legal Provisions
and are provided without warranty as described in the Sinplified
BSD Li cense

Ali, Swallow, Filsfils Expi res August 2014 [ Page 1]



Internet Draft draft-ietf-ccanp-I|sp-diversity-03.txt

Abst ract

RFC 4874 specifies methods by which path excl usi ons may be
conmmuni cat ed during RSVP-TE signaling in networks where precise
explicit paths are not conputed by the LSP source node. This
docunent specifies signaling for additional route exclusion
subobj ects based on Paths currently existing or expected to exi st
wi thin the network.

Conventions used in this docunment

The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1. Introduction

Path diversity is a well-known requirenment from Service Providers.
Such diversity ensures Label -Switched Paths (LSPs) may be
establ i shed w thout sharing resources, thus greatly reducing the
probability of sinultaneous connection failures.
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When a source node has full topol ogical know edge and is permtted
to signal an Explicit Route (bject, diverse paths can be computed
| ocally. However, there are scenari os when path conputations are
perfornmed by renote nodes, thus there is a need for rel evant
diversity requirenents to be comunicated to those nodes. These
include (but are not linmted to):

LSPs with | oose hops in the Explicit Route Ohject (ERO, e.g.
i nter-domai n LSPs;

Generalized Multi-Protocol Label Switching (GWLS) User-
Network Interface (UNI) where path conputation nay be perforned
by the (server |ayer) core node [ RFC4208].

[ RFC4A874] introduced a neans of specifying nodes and resources to
be excluded froma route, using the eXclude Route bject (XRO and
Explicit Exclusion Route Subobject (EXRS).

[RFC4A874] facilitates the cal cul ation of diverse paths for LSPs
based on known properties of those paths including addresses of

I inks and nodes traversed, and Shared Ri sk Link G oups (SRLGs) of
traversed links. Enploying these nechanisns requires that the
source node that initiates signaling knows the rel evant properties
of the path(s) fromwhich diversity is desired. However, there are
ci rcunmst ances under which this may not be possible or desirable,
including (but not limted to):

Excl usi on of a path which does not originate, term nate or
traverse the source node signaling the diverse LSP, in which
case the addresses and SRLGs of the path fromwhich diversity
is required are unknown to the source node.

Excl usi on of a path which is known to the source node of the

di verse LSP, however the node has inconplete or no path
information, e.g. due to policy. In other words, the scenario
in which the reference path is known by the source / requesting
node but the properties required to construct an XRO object are
not fully known. Inter-domain and GWLS overlay networks can
present such restrictions.

Thi s docunent defines procedures that nmay be used to exclude the
path taken by a particular LSP, or the paths taken by all LSPs
belonging to a single tunnel. The diversity requirenents
considered in this docunment do not require that the paths in
question belong to the sane tunnel or share the sanme source or
destinati on node.
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If mutually diverse paths are desired for two LSPs bel onging to
different tunnels, it is recommended that they be signaled with
XRO LSP subobjects referencing each other. The processing rules
specified in this docunent cover this case.

The means by which the node cal cul ati ng or expanding the route of
the signal ed LSP discovers the route of the path(s) from which
the signaled LSP requires diversity are beyond the scope of this
docunent .

Thi s docunent addresses only the exclusion of point-to-point
pat hs. Exclusion of point-to-multipoint paths is beyond the scope
of this docunent.

2. RSVP-TE signaling extensions

This section describes the signaling extensions required to
address the aforementioned requirenents. Specifically, this
docunment defines a new LSP subobject to be signaled in the
EXCLUDE_ROUTE object (XRO and/ or Explicit Exclusion Route
Subobj ect (EXRS) defined in [ RFC4874]. Inclusion of the LSP
subobj ect in any other RSVP object is not defined.

2. 1. Term nol ogy
In this docunment, the follow ng term nology is adopted:
Excl uded path: the path fromwhich diversity is required

Di verse LSP: the LSP being signaled with XRO EXRS containing the
pat h subobj ect referencing the excluded path(s).

Processi ng node: the node perform ng a path-cal cul ation invol ving
excl usion specified in an XRO or EXRS

Destination node: in the context of an XRO, this is the
destination of the LSP being signaled. In the context of an EXRS
the destination node is the last explicit node to which the | oose
hop i s expanded.

Penultimate node: in the context of an XRO, this is the
penultimate hop of the LSP being signaled. In the context of an
EXRS, the penultimate node is the penultimte node of the |oose
hop under goi ng expansi on
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2.2. Path XRO Subobjects

New | Pv4 and | Pv6 Point-to-Point (P2P) Path XRO subobjects are
defined by this docunent as foll ows.

2.2.1. I Pv4 Point-to-Point Path subobject

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| L] Type | Length | Attribute Flags| Exclusion Flags
B T T i I T T o S S S e b S S S
| I Pv4 tunnel end point address |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Must Be Zero | Tunnel |ID |
B E e r e s i s i o T T s S S S S 2
| Ext ended Tunnel |D |
B T T i I T T o S S S e b S S S
| | Pv4 tunnel sender address |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Must Be Zero | LSP ID |
B E e r e s i s i o T T s S S S S 2

L
The L-flag is used as for the other XRO subobjects defined
in [ RFC4874] .
O indicates that the attribute specified MIST be excl uded.
1 indicates that the attribute specified SHOULD be
avoi ded.

Type:
| Pv4 Point-to-Point Path subobject (to be assigned by | ANA
suggested val ue: 36).

Lengt h:
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The length contains the total |ength of the subobject in
bytes, including the type and length fields. The length is
al ways 24.

Attribute Fl ags:

The Attribute Flags are used to conmmuni cate desirable
attributes of the LSP being signaled. The follow ng fl ags
are defined. Each flag acts independently. Any conbination
of flags is permtted.

0x01 = LSP ID to be ignored
I ndi cates tunnel |evel exclusion. Specifically, this
flag is used to indicate that the |Isp-id field of the
subobject is to be ignored and the exclusion applies to
any LSP matching the rest of the supplied FEC

0x02 = Destination node exception

I ndi cates that exclusion does not apply to the
destination node of the LSP being signal ed.

0x04 = Processing node exception

I ndi cates that exclusion does not apply to the ERO
processi ng node of the LSP being signal ed.

0x08 = Penul ti mate node exception
I ndi cates that the penultimte node of the LSP being
signal ed MAY be shared with the excluded path even when
this violates the exclusion flags.

I ndi cates that exclusion does not apply to the
penul ti mate node of the LSP being signal ed.

Excl usi on Fl ags

The Exclusion-Flags are used to comuni cate the desired
type(s) of exclusion. The follow ng flags are defined.

0x01 = SRLG excl usi on
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I ndicates that the path of the LSP being signhaled is
requested to be SRLG diverse fromthe excluded path
specified by the LSP subobject.

= Node excl usion
I ndicates that the path of the LSP being signhaled is
requested to be node diverse fromthe excluded path

specified by the LSP subobject.

(Note: the neaning of this flag nmay be nodified by
the value of the Attribute-flags.)

= Li nk excl usion
I ndicates that the path of the LSP being signaled is

requested to be link diverse fromthe path specified
by the LSP subobject.

The remaining fields are as defined in [ RFC3209].

Ali,

Swal l ow, Filsfils, et al Expires July 2014 [ Page 7]



Internet Draft draft-ietf-ccanp-I|sp-diversity-03.txt

2.2.2. 1Pv6 Point-to-Point Path subobject

0 1 2 3
01234567890123456789012345678901

B T T i I T T o S S S e b S S S
| L] Type | Length | Attribute Flags| Excl usion Fl ags

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| | Pv6 tunnel end point address |
B E e r e s i s i o T T s S S S S 2
| | Pv6 tunnel end point address (cont.) |
B T T i I T T o S S S e b S S S
| | Pv6 tunnel end point address (cont.) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| | Pv6 tunnel end point address (cont.) |
B E e r e s i s i o T T s S S S S 2
[ Must Be Zero [ Tunnel 1D [
B T T i I T T o S S S e b S S S
| Ext ended Tunnel 1D |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Ext ended Tunnel 1D (cont.) |
B E e r e s i s i o T T s S S S S 2
| Ext ended Tunnel 1D (cont.) |
B T T i I T T o S S S e b S S S
| Ext ended Tunnel 1D (cont.) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| | Pv4 tunnel sender address |
B E e r e s i s i o T T s S S S S 2
| | Pv4 tunnel sender address (cont.) |
B T T i I T T o S S S e b S S S
| | Pv4 tunnel sender address (cont.) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| | Pv4 tunnel sender address (cont.) |
B E e r e s i s i o T T s S S S S 2
[ Must Be Zero [ LSP I D |
B T T i I T T o S S S e b S S S

The L-flag is used as for the other XRO subobjects defined
in [ RFC4874].

O indicates that the attribute specified MIST be excl uded.
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1 indicates that the attribute specified SHOULD be
avoi ded.

Type

| Pv6 Point-to-Point Path subobject
(to be assigned by | ANA; suggested val ue: 37).

Length

The length contains the total |ength of the subobject in
bytes, including the type and length fields. The length is
al ways 48.

The Attribute Flags and Exclusion Flags are as defined for the
| Pv4 Poi nt-to-Point LSP XRO subobj ect .

The remaining fields are as defined in [ RFC3209].

2.3. Processing rules for the Path XRO subobjects
XRO processing as described in [RFC4874] is unchanged.

If the processing node is the destination for the LSP being
signaled, it SHOULD NOT process a Path XRO subobj ect.

If the L-flag is not set, the processing node follows the
foll owi ng procedure:

- The processing node MIJST ensure that any path cal cul ated for
the signaled LSP respects the requested exclusion flags with
respect to the excluded path referenced by the subobject,

i ncluding | ocal resources.

- |If the processing node fails to find a path that nmeets the
requested constraint, the processing node MIST return a PathErr
with the error code "Routing Problent (24) and error sub-code
"Rout e bl ocked by Exclude Route" (67).

- If the excluded path referenced in the LSP subobject is

unknown to the processing node, the processing node SHOULD
i gnore the LSP subobject in the XRO and SHOULD proceed with the
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signaling request. After sending the Resv for the signaled LSP
the processing node SHOULD return a PathErr with the error code
"Notify Error" (25) and error sub-code "Route of XRO path
unknown" (value to be assigned by | ANA, suggested val ue: 13)
for the signaled LSP

If the L-flag is set, the processing node follows the procedure
bel ow.

- The processing node SHOULD respect the requested excl usion
flags with respect to the excluded path to the extent possible.

- If the processing node fails to find a path that neets the
requested constraint, it SHOULD proceed with signaling using a
suitable path that neets the constraint as far as possible.
After sending the Resv for the signaled LSP, it SHOULD return a
Pat hErr nessage with error code "Notify Error" (25) and error
sub-code "Failed to respect Exclude Route" (value: to be
assigned by | ANA suggest value: 14) to the source node.

- If the excluded path referenced in the LSP subobject is
unknown to the processing node, the processing node SHOULD
i gnore the LSP subobject in the XRO and SHOULD proceed with the
signaling request. After sending the Resv for signaled LSP, the
processi ng node SHOULD return a PathErr nmessage with the error
code "Notify Error" (25) and error sub-code "Route of XRO path
unknown" for the signaled LSP

If, subsequent to the initial signaling of a diverse LSP

- an excluded path referenced in the diverse LSP's XRO
subobj ect becones known to the processing node (e.g. when the
excluded path is signaled), or

- A change in the excluded path becones known to the processing
node,

t he processing node SHOULD re-eval uate the exclusion and
diversity constraints requested by the diverse LSP to determn ne
whet her they are still satisfied.

- If the requested exclusion constraints for the diverse LSP
are no longer satisfied and an alternative path for the diverse
LSP that can satisfy those constraints exists, the processing
node SHOULD send a Pat hErr nmessage for the diverse LSP with the
error code "Notify Error" (25) and a new error sub-code
"conpliant path exists" (value: to be assigned by | ANA suggest
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val ue: 15). A source node receiving a PathErr nmessage with this
error code and sub-code conbination MAY try to reoptim ze the
di verse tunnel to the new conpliant path.

If the requested exclusion constraints for the diverse LSP
are no longer satisfied and no alternative path for the diverse
LSP that can satisfy those constraints exists, then

o lIf the L-flag was not set in the original exclusion, the
processi ng node MJST send a Pat hErr nessage for the
diverse LSP with the error code "Routing Problen (24) and
error sub-code "Route bl ocked by Exclude Route" (67). The
PSR flag SHOULD NOT be set.

olf the L-flag was set in the original exclusion, the
processi ng node SHOULD send a PathErr nessage for the
diverse LSP with the error code error code "Notify Error"
(25) and error sub-code "Failed to respect Exclude Route"
(value: to be assigned by | ANA, suggest val ue: 14).

The follow ng rules apply whether or not the L-flag is set:

Ali,

An XRO obj ect MAY contain nultiple path subobjects.

A source node receiving a PathErr message with the error code
"Notify Error" (25) and error sub-codes "Route of XRO path
unknown" or "Failed to respect Exclude Route" MAY take no
action.

The attribute-flags affect the processing of the XRO subobject
as foll ows:

0o When the "LSP IDto be ignored" flag is set, the
processi ng node MJST cal cul ate a path based on excl usi ons
fromthe paths of all known LSPs natching the tunnel-id,
source, destination and extended tunnel-id specified in
the subobject (i.e., tunnel level exclusion). Wen this
flag is not set, the Isp-id is not ignored and the
excl usion applies only to the specified LSP (i.e., LSP
| evel excl usion).

o When the "destination node exception" flag is not set, the
excl usion flags SHOULD al so be respected for the
destinati on node.
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o When the "processing node exception" flag is not set, the
excl usion flags SHOULD al so be respected for the
pr ocessi ng node.

0 Wen the "penultimate node exception"” flag is not set, the
excl usion flags SHOULD al so be respected for the
penul ti mat e node.

2. 4. Path EXRS Subobj ect

[ RFC4A874] defines the EXRS ERO subobject. An EXRS is used to
identify abstract nodes or resources that must not or should not
be used on the path between two inclusive abstract nodes or
resources in the explicit route. An EXRS contains one or nore
subobj ects of its own, called EXRS subobjects [ RFC4874].

An EXRS MAY include an | Pv4 Point-to-Point (P2P) Path subobject
as specified in section 2.2.1. In this case, the EXRS fornat
woul d be as follows:

+ ON
+ O w

1
2 3 6 7 90 4 5 789 1
+- +- ot o e - B

+ N

6 789 1
i

- +
—+ P

2
n

- + o

- +
L I

L

&

T T R i i i i s e e e R o h ok S S TR
Type | Length | Attribute Flags| Excl usion Fl ags|

1 4 5 3 345
+- +- +- -+ .
| Type ength served
+- ——
| |

+-

0
0
+
L
!I-— B I e T i i S S s sl St S S S
[ | Pv4 tunnel end point address [
B i i S S i I e i S S R L e e e e
| Must Be Zero [ Tunnel 1D |
R R e R e s s e o S S e R e o o
| Ext ended Tunnel 1D |
B i S S T s i S T st i S S S S S S S S i
[ | Pv4 tunnel sender address [
B i i S S i I e i S S R L e e e e
[ Must Be Zero | LSP I D |
R R e R e s s e o S S e R e o o
The meani ngs of respective fields in EXRS header are as defined
in [RFC4874]. The neani ngs of respective fields in |Pv4d P2P Path
subobj ect are as defined earlier in this docunent.

The processing rules for the EXRS object are unchanged from
[ RFC4A874] . When the EXRS contains one or nore Path subobject(s),
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4.

the processing rules specified in Section 2.3 apply to the node
processing the ERO with the EXRS subobject.

If a | oose-hop expansion results in the creation of another

| cose-hop in the outgoing ERO the processi ng node MAY include
the EXRS in the new y-created | cose hop for further processing by
downst r eam nodes

The processi ng node exception for the EXRS subobject applies to
t he node processing the ERO

The destinati on node exception for the EXRS subobject applies to
the explicit node identified by the ERO subobject that identifies
the next abstract node. This flag is only processed if the L bit
is set in the ERO subobject that identifies the next abstract
node.

The penul tinmate node exception for the EXRS subobject applies to
the node before the explicit node identified by the ERO subobject
that identifies the next abstract node. This flag is only
processed if the L bit is set in the ERO subobject that
identifies the next abstract node.

Security Considerations

Thi s docunment does not introduce any additional security issues
above those identified in [RFC5920], [RFC2205], [RFC3209],

[ RFC3473] and [ RFC4874].

| ANA Consi der ati ons

4.1. New XRO subobj ect types

| ANA registry: RSVP PARAMETERS
Subsection: O ass Nanes, O ass Nunbers, and C ass Types

Thi s docunent introduces two new subobjects for the EXCLUDE ROUTE
obj ect [RFC4874], C Type 1.

Subobj ect Type Subobj ect Description

To be assigned by | ANA | Pv4 P2P Path subobj ect
(suggested val ue: 36)

To be assigned by | ANA | Pv6 P2P Pat h subobj ect

(suggested val ue: 37)
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4.2. New EXRS subobject types

The 1 Pv4 and | Pv6 P2P Path subobjects are al so defined as new
EXRS subobj ect s.

4.3. New RSVP error sub-codes
| ANA registry: RSVP PARAMETERS
Subsection: Error Codes and d obal | y-Defined Error Val ue Sub-
Codes

For Error Code "Notify Error" (25) (see [RFC3209]) the follow ng
sub- codes are defi ned.

Rout e of XRO path unknown To be assigned by | ANA
Suggest ed Val ue: 13.

Failed to respect Exclude Route To be assigned by | ANA
Suggest ed Val ue: 14.

Conpl i ant path exists To be assigned by | ANA
Suggest ed Val ue: 15.
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