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Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with
the provisions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a nmaxi mum of six
nmont hs and nay be updated, replaced, or obsol eted by other

docunents at any time. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on August 13, 2014.
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Abst r act

Thi s docunent extends the Resource ReSerVation Protocol-Traffic
Engi neering (RSVP-TE) eXclude Route Object (XRO and Explicit

eXcl usi on Route Subobject (EXRS) within Explicit Route Cbject (ERO
to support specifying route exclusion requirenent using Path Key
Subobj ect (PKS)
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1. Introduction

[ RFC5520] defines the concept of a Path Key for confidentiality in a
mul ti-domain environnent. This can be used by a Path Conputation

El ement (PCE) in place of a segnent of a path that it wi shes to keep
confidential. The Path Key can be signaled in Resource ReSerVation
Prot ocol -Traffi c Engi neering (RSVP-TE) protocol by placing it in an
Explicit Route Object (ERO as described in [ RFC5553].

When establishing a set of LSPs to provide protection services

[ RFC4427], it is often desirable that the LSPs shoul d take different
pat hs through the network. This can be achi eved by path conputation
entities that have full end-to-end visibility, but it is nore
complicated in multi-domain environnents when segnents of the path
may be hi dden so that they are not visible outside the domain they
traverse.

Thi s docunent describes how the Path Key object can be used in the
RSVP- TE eXcl ude Route hject (XRO, and the Explicit eXclusion Route
subobj ect (EXRS) of the EROin order to facilitate path hiding, but
al |l ow diverse end-to-end paths to be established in nulti-donain
envi ronment s.

1.1. Exanple Use

Figure 1 shows a sinple network with two donmains. It is desired to
set up a pair of path-disjoint LSPs fromthe source in Domain 1 to
the destination in Domain 2, but the domains keep strict
confidentiality about all path and topol ogy information

The first LSP will be signaled by the source with ERO {A, B, |oose
Dst} and will be set up with the path {Src, A B, U V, W Dst}. But
when sending the RRO out of Domain 2, node U would normally strip
the path and replace it with a loose hop to the destination. Wth
this limted informati on, the source is unable to include enough
detail in the ERO of the second LSP to avoid it taking, for exanple,
the path {Src, C, D, X V, W Dst} which is not path-disjoint.
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Figure 1: A Sinple Milti-Donmai n Network

In order to inprove the outcone, node U can replace the path segnent
{U, V, W inthe RROwith a Path Key Suboject. The Path Key

Subobj ect assigns an identifier to the key and al so indicates that
it was node U that nmade the repl acenent.

Wth this additional information, the source is able to signal the
second LSP with ERO set to {C, D, exclude Path Key(EXRS), |oose Dst}.
When the signaling nmessage reaches node X, it can consult node Uto
expand the Path Key and so know to avoid the path of the first LSP
Al ternatively, the source could use an ERO of {C, D, |oose Dst} and

i nclude an XRO containing the Path Key.

Thi s exanpl e uses a PCE deployed in each border router, having at
| east the capability to expand PKS. O her depl oynment scenari os
(Domai n PCE, PCE being part of the Managenent system) may be used
2. RSVP-TE Extensions
This section defines the Path Key Subobject that can be either in
the XRO object or Explicit eXclusion Route subobject (EXRS) as
defined in [ RFC4874].
2.1. Path Key Subobject (PKS)

The 1 Pv4 PKS has the sanme format as defined in [ RFC5553] and is
detail ed as bel ow
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The meaning of the field Length and Path Key is defined in [ RFC5553].

L: O indicates that the path or path segnent hidden with the Path
Key specified MUST be excluded. 1 indicates that the path or path
segrment hidden with the Path Key specified SHOULD be avoi ded.

Type: sub-object type for XRO Path Key; TBD

PCE-1 D. The | Pv4 address of a node that assigned the Path Key
identifier and that can return an expansion of the Path Key or use
the Path Key as an exclusion in a path conputation. Note this draft
does not confine whether it is the network el enment or a dedicated
server for path key generation and decodi ng.

Simlarly, the format of IPv6 PKS is as foll ows:
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2.2. PKS Processing Rul es

The exclude route list is encoded as a series of subobjects

contai ned in an EXCLUDE_RQUTE object or an EXRS of the ERO Miltiple
Pat h- Keys may be included in XRO or EXRO of ERO if nore than segnent
of a path are kept hidden during diverse path establishment. The
procedure defined in [ RFC4874] for processing XRO and EXRS is not
changed by this docunent.

Irrespective of the L flag, if the node, receiving the PKS, cannot

recogni ze the subobject, it will react according to [ RFC4874] and
SHOULD i gnore the constraint.
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O herwise, if it decodes the PKS but cannot find a route/route
segrment neeting the constraint:

-if Lflagis set to 0, it will react according to [ RFC4874] and
SHOULD send a PathErr nessage with the error code/val ue
conbi nation "Routing Problent / "Route Bl ocked by Exclude Route".

-if L flagis set to 1, which neans the node SHOULD try to be as
much diversified as possible with the specified resource. If it
cannot fully support the constraint, it SHOULD send a PathErr
message with the error code/val ue conbination "Notify Error" /
"Fail to find diversified path" (TBD).

If it cannot decode the PKS, the error handling procedure defined in
Section 3.1 of [RFC5553] is not changed by this docunent.

Thi s nmechanismcan work with all the PKS resol uti on mechani sm as
detailed in [ RFC5553] section 3.1. A PCE, co-located or not, may be
used to resolve the PKS, but the node (i.e., a Label Switcher
Rout er (LSR)) can al so use the PKS information to index a Path
Segment previously supplied to it by the entity that originated the
PKS, for exanple the LSR that inserted the PKSin the RRO or a
management system

3. O her considerations
3.1. Path-Key Retention and Reuse

The use of the path key relies on the availability of a PCE function
supporting [ RFC5520] functionality.

Fol | owi ng [ RFC4655] a sinple depl oynent option is when the PCE
function is collocated with each border domain node generating the
RRO. This collocated PCE functionality can be restricted to only
serve the PKS resolution. This PCE function is only required to be
accessible to the nodes excluding this PKS, so this can be
restricted to one domain. This option can very easily tie the
lifetime of the PKS to the lifetine of the LSP

Alternatively, if a dedicated server, such as a PCE, is in charge of
this, it may need to be explicitly inforned of the LSP tear-down in
order to recycle the path key allocated already. This can be easily
supported by a stateful PCE [Stateful -PCE]. Note this draft does not
confine the nethods for path key generation and decodi ng.

Last, options including allowing a LSR can use the PKS infornation
to index a Path Segnent previously supplied to it by the entity that
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originated the PKS, for exanple the LSR that inserted the PKS in the
RRO or a managenent system can al so be used.

3. 2. Pat h-Key Uni queness

In the CCAMP mailing list, there is concern about whether 16-bit
Path key is still enough and future proof. This can be easily solved
by confining the scope of a path key. If an ingress node is
responsi bl e for managi ng the Path Key, it should not be an issue
since the LSP across donmmi ns do not expected to be larger than 65535.
On the other hand, if a dedicated entity, such as a PCE server, is
used to allocate and recycle the Path Key, it is advised to allocate
the Path Key per ingress node basis to avoid the limtation of Path
Key numbers facing a domai n-based all ocati on space. These are only
illustrative exanples and ot her nethods that can guarantee the

uni queness of Path-Key are not precluded.

3.3. PKS Update

4.

When the information of a path is changed, the LSPs using that path
and correspondi ng PKS should be aware of the changes. The
procedures defined in Section 4.4.3 of RFC 3209 [ RFC3209] MJST be
used to refresh the PKS information if the PKS change is to be
conmmuni cated to ot her nodes according to the |ocal node's policy.

If local policy is that the PKS change shoul d be suppressed or woul d
result in no change to the PKS expansion, the node does not need to
send an update. This procedure allows for ingress node to react on
pat h change

Manageabi l ity Consi derations

4.1. Control of Function through Configuration and Policy

In addition to the set of policies described in [RFC5553] the
followi ng policies (are |ocal and donmi n-wi de) SHOULD be avail abl e
for configuration in an inplenentation:

- Handling a XRO or EXRS containing a PKS. As described in Section
2.2, an LSR that receives a Path nessage containing a PKS excl usi on
can be configured to reject the Path nmessage according to policy.

- Hding of reason codes. The policy described in [ RFC5553] section
5.1 is also applicable to policies for PKS in XRO or EXRS

Thi s docunment makes no ot her new managenent consideration to RSVP
and PCE, the existing consideration applies.
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5. Security Considerations

The use of path keys proposed in this draft allows nodes to hide
parts of the path as it is signaled. This can be used to inprove the
confidentially of the LSP setup. Myreover, it nay serve to inprove
security of the control plane for the LSP as well as data pl ane
traffic carried on this LSP. However, the benefits of using path key
are lost unless there is an appropriate access control of any tool
that allows expansion of the path key.

6. | ANA Consi derations
6. 1. New Subobject Type

| ANA registry: RSVP PARAMETERS
Subsection: O ass Nanes, O ass Nunbers, and C ass Types

Thi s docunment introduces two new subobjects for the EXCLUDE ROUTE
obj ect [RFC4874], C Type 1.

Subobj ect Type Subobj ect Description
64( TBD by | ANA) | Pv4 Pat h Key Subobj ect
65(TBD By | ANA) | Pv6 Path Key Subobj ect

Not e: [ RFC5520] defines the PKS for use in PCEP. The above nunber
suggestions for use in RSVP-TE follow that assigned for the PKS in
PCEP [ RFC5520] .

6.2. New Error Code
| ANA registry: RSVP PARAMETERS
Subsection: Error Codes and G obal |l y-Defined Error Val ue Sub- Codes

New Error Val ues sub-codes have been registered for the Error Code
"Notify Error’ (25).

TBD = "Fail to find diversified path”
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