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Abst ract

Thi s docunent describes how the Real Tine transport Protocol (RTP) is
used in the context of the CLUE protocol (ControLling nUtiple
streanms for tEl epresence). It also describes the nmechani snms and
recomended practice for mapping RTP nedia streans defined in Session
Description Protocol (SDP) to CLUE Media Captures and defines a new
RTP header extension (Captureld).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 31, 2017
Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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1. Introduction

Tel epresence systems can send and receive nultiple nmedia streans.

The CLUE framework [I-D.ietf-clue-franmework] defines Media Captures
(MC) as a source of Media, fromone or nore Capture Devices. A Media
Capture may al so be constructed fromother Media streans. A nmiddle
box can express conceptual Media Captures that it constructs from
Media streans it receives. A Miltiple Content Capture (MCC) is a
speci al Media Capture conposed of multiple Media Captures.

SIP O fer/Answer [ RFC3264] uses SDP [ RFC4566] to describe the

RTP[ RFC3550] nedia streans. Each RTP stream has a uni que

Synchroni zation Source (SSRC) within its RTP session. The content of
the RTP streamis created by an encoder in the endpoint. This may be
an original content froma canera or a content created by an

i ntermedi ary device |like an MCU (Mul tipoint Control Unit).

Thi s docunent makes reconmendati ons for the CLUE architecture about
how RTP and RTCP streans shoul d be encoded and transnmitted, and how
their relation to CLUE Medi a Captures should be communi cated. The

proposed sol ution supports multiple RTP topol ogi es [ RFC7667] .

Wth regards to the nmedia (audio, video and tinmed text), systens that
support CLUE use RTP for the nedia, SDP for codec and nedia transport
negoti ati on (CLUE i ndividual encodings) and the CLUE protocol for
Medi a Capture description and selection. |In order to associate the
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media in the different protocols there are three nmapping that need to
be specified:

1. CLUE individual encodings to SDP
2. RTP streanms to SDP (this is not a CLUE specific mapping)

3. RITP streans to MCto map the received RTP steamto the current MC
in the MCC

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119[ RFC2119] and
i ndicate requirenent |evels for RTP processing in conpliant CLUE

i mpl enent ati ons.

The definitions fromthe CLUE franmework docunent
[I-D.ietf-clue-framework] section 3 are used by this docunent as
wel | .

3. RTP topol ogies for CLUE

The typical RTP topol ogi es used by CLUE Tel epresence systens specify
di fferent behaviors for RTP and RTCP distribution. A nunber of RTP
topol ogi es are described in [RFC7667]. For CLUE tel epresence, the
rel evant topol ogi es include Point-to-Point, as well as Medi a-M xi ng
m xers, Media- Switching mxers, and Sel ective Forwardi ng M ddl eboxs.

In the Point-to-Point topology, one peer comunicates directly with a
singl e peer over unicast. There can be one or nore RTP sessions,
each sent on a separate 5-tuple, and having a separate SSRC space
with each RTP session carrying multiple RTP streans identified by
their SSRC. Al SSRCs are recogni zed by the peers based on the
information in the RTCP Source description (SDES) report that

i ncludes the CNAME and SSRC of the sent RTP streans. There are

di fferent Point-to-Point use cases as specified in CLUE use case

[ RFC7205]. In sone cases, a CLUE session which, at a high-level, is
poi nt-to-poi nt nmay nonet hel ess have an RTP stream which is best
descri bed by one of the mixer topologies. For exanple, a CLUE
endpoi nt can produce conposite or switched captures for use by a
receiving systemw th fewer displays than the sender has caneras.
The Media Capture may be described using an MCC

For the Media M xer topol ogy [ RFC7667], the peers conmmunicate only

with the mxer. The m xer provides m xed or conposited nedia
streams, using its owmn SSRC for the sent streans. |f needed by CLUE
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endpoi nt, the conference roster information including conference
partici pants, endpoints, nedia and nmedia-id (SSRC) can be determn ned
usi ng the conference event package [ RFC4575] el enent.

Medi a-switching mxers and Sel ective Forwardi ng M ddl eboxes behave as
described in [ RFC7667]

4. Mapping CLUE Capture Encodings to RTP streans

The di fferent topol ogi es described in Section 3 create different SSRC
di stribution nodels and RTP stream nultipl exi ng points.

Most vi deo conferencing systens today can separate multiple RTP
sources by placing theminto RTP sessions using the SDP description
the video conferencing application can al so have some know edge about
the purpose of each RTP session. For exanple, video conferencing
applications that have a primary video source and a slides video
source can send each nedia source in a separate RTP session with a
content attribute [RFC4796] enabling different application behavior
for each received RTP nmedia source. Denultiplexing is
straightforward because each nedia capture is sent as a single RTP
stream with each RTP stream being sent in a separate RTP session, on
a distinct UDP 5-tuple. This will also be true for mapping the RTP
streams to Media Captures Encodings if each Media Capture Encodi ngs
uses a separate RTP session, and the consumer can identify it based
on the receiving RTP port. 1In this case, SDP only needs to |abel the
RTP session with an identifier that can be used to identify the Media
Capture in the CLUE description. The SDP | abel attribute serves as
this identifier.

Each Capture Encodi ng MJST be sent as a separate RTP stream CLUE
endpoi nts MJST support sending each such RTP streamin a separate RTP
session signalled by an SDP m= line. They MAY al so support sending
some or all of the RTP streans in a single RTP session, using the
mechani sm described in [I-D.ietf-mrsic-sdp-bundl e-negotiation] to
relate RTP streanms to SDP n¥ |ines

MCCs bring another mapping issue, in that an MCC represents nultiple
Medi a Captures that can be sent as part of this MCCif configured by
the consuner. Wen receiving an RTP stream which is napped to the
MCC, the consuner needs to know which original MCit is in order to
get the MC paranmeters fromthe advertisenent. |f a consuner
requested a MCC, the original MC does not have a capture encoding, so
it cannot be associated with an mline using a | abel as described in
CLUE signaling [I-D.ietf-clue-signaling]. This is inportant, for
exanple, to get correct scaling information for the original M
which nay be different for the various MCs that are contributing to
t he MCC
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5. MCC Constituent CapturelD definition

For a MCC which can represent nmultiple switched MCs there is a need
to know which MCis represented in the current RTP stream at any
given tinme. This requires a mapping fromthe SSRC of the RTP stream
conveying a particular MCC to the constituent MC. In order to
address this mapping this docunent defines an RTP header extension
and SDES itemthat includes the capturel D of the original MC

all owi ng the consunmer to use the original source MC's attributes like
the spatial information

Thi s mapping tenporarily associates the SSRC of the RTP stream
conveying a particular MCC with the capturel D of the single origina
MC that is currently switched into the MCC. This mappi ng cannot be
used for the conposed case where nore than one original MCis
conposed into the MCC sinmultaneously.

If there is only one MCin the MCC then the nedia provider MJST send
the capturel D of the current constituent MC in the RTP Header
Extensi on and as a RTCP Capturel D SDES item \When the nedia provider
switches the MC it sends within an MCC, it MJST send the capturel D
value for the MC just switched into the MCC in an RTP Header
Extensi on and as a RTCP Capturel D SDES item as specified in [ RFC7941]

If there is nore than one MC conposed into the MCC then the nedia
provi der MJUST NOT send any of the MCs’ capturelDs using this
mechani sm However, if an MCC is sending contributing source (CSRC)
information in the RTP header for a conposed capture, it MAY send the
capturel D values in the RTCP SDES packets giving source infornation
for the SSRC val ues sent as contributing sources (CSRCs).

If the media provider sends the capturel D of a single MC sw tched
into an MCC, then | ater sends one conposed streamof multiple MCs in
the sane MCC, it MJST send the special value "-", a single dash
character, as the capturel D RTP Header Extension and RTCP Capturel D
SDES item The single dash character indicates there is no
appl i cabl e value for the MCC constituent CapturelD. The media
consuner interprets this as meaning that any previous Capturel D val ue
associated with this SSRC no | onger applies. As
[I-D.ietf-clue-data-nopdel -schema] defines the capturel D syntax as
"xs:1 D", the single dash character is not a |legal capturelD value, so
there is no possibility of confusing it with an actual capturelD

5.1. RTCP Capturel D SDES |tem

This docunent specifies a new RTCP SDES item
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Note to the RFC Editor: Please replace TBA with the val ue assi gned by
| ANA.

This CapturelDis a variable-length UTF-8 string correspondi ng either
to a Capturel D negotiated in the CLUE protocol, or the single
character "-"

This SDES item MJUST be sent in an SDES packet within a conpound RTCP
packet unl ess support for Reduced-size RTCP has been negotiated as
specified in RFC 5506 [ RFC5506], in which case it can be sent as an
SDES packet in a non-conpound RTCP packet.

5. 2. RTP Header Extension

The CapturelD is also carried in an RTP header extension [RFC5285],
usi ng the mechani smdefined in [ RFC7941].

Support is negotiated within SDP using the URN "urn:ietf:parans:rtp-
hdr ext : sdes: Capt urel D'

The CapturelD is sent in a RTP Header Extension because for sw tched
captures, receivers need to know which original MC corresponds to the
nmedi a being sent for an MCC, in order to correctly apply geonetric
adjustnents to the received nedia.

As discussed in [ RFC7941], there is no need to send the Captld Header
Extension with all RTP packets. Senders MAY choose to send it only
when a new MC is sent. |If such a node is being used, the header

ext ensi on SHOULD be sent in the first few RTP packets to reduce the
risk of losing it due to packet loss. See [RFC7941] for nore

di scussion of this.

6. Exanples
In this partial advertisenment the Media Provider advertises a
composed capture VC7 made of a big picture representing the current

speaker (VC3) and two picture-in-picture boxes representing the
previ ous speakers (the previous one -VC5- and the ol dest one -VC6).
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<ns2: medi aCapt ure xm ns: xsi ="http://wwmv. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:type="ns2:vi deoCapt ureType" capturel D="VC7" mnedi aType="vi deo" >
<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: nonSpati al | yDefi nabl e>true</ns2: nonSpati al | yDef i nabl e>
<ns2: content >
<ns2: capt ur el DREF>VC3</ ns2: capt ur el DREF>
<ns2: capt ur el DREF>VC5</ ns2: capt ur el DREF>
<ns2: capt ur el DREF>VC6</ ns2: capt ur el DREF>
</ ns2:content>
<ns2: maxCapt ur es>3</ ns2: naxCapt ur es>
<ns2: al | owSubset Choi ce>f al se</ ns2: al | owSubset Choi ce>
<ns2:description lang="en">big picture of the current speaker
pi ps about previous speakers</ns2:description>
<ns2:priority>l</ns2:priority>
<ns2: | ang>it</ns2:|ang>
<ns2:nobility>static</ns2: nobility>
<ns2: vi ew>i ndi vi dual </ ns2: vi ew>
</ ns2: medi aCapt ur e>

In this case the nmedia provider will send capture IDs VC3, VC5 or VC6
as an RTP header extension and RTCP SDES nessage for the RTP stream
associ ated with the MC

Note that this is part of the full advertisenent message exanple from
CLUE data nodel [I-D.ietf-clue-data-nodel -schema] exanple and is not a
valid xm document.

7. Communi cation Security

CLUE endpoi nts MJUST support RTP/ SAVPF profile and SRTP [ RFC3711].
CLUE endpoi nts MJST support DTLS [ RFC6347] and DTLS- SRTP [ RFC5763]
[ RFC5764] for SRTP keying.

Al nedia channel s SHOULD be secure via SRTP and the RTP/ SAVPF
profile unless the RTP nedia and its associ ated RTCP are secure by
ot her neans (see [RFC7201] [RFC7202]).

Al'l CLUE inplenmentations MIST i nplement DILS 1.0, with the cipher
suite TLS ECDHE_ECDSA W TH AES 128 CBC SHA with the the P-256 curve

[ FI PS186]. The DTLS- SRTP protection profile
SRTP_AES128 CM HVAC SHA1 80 MUST be supported for SRTP. Encrypted SRTP
Header extensions [ RFC6904] MUST be supported.

| mpl enent ati ons SHOULD i npl ement DTLS 1.2 with the
TLS_ECDHE_ECDSA W TH_AES_128_GCM SHA256 ci pher suite.

| mpl enent ati ons MUST favor cipher suites which support PFS over non-
PFS ci pher suites and SHOULD favor AEAD over non- AEAD ci pher suites.
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10.

NULL Protection profiles MJUST NOT be used for RTP or RTCP

CLUE endpoi nt MJST generate short-term persistent RTCP CNAMES, as
specified in [RFC7022], and thus can't be used for long termtracking
of the users.

Acknowl edgrent s
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| ANA Consi der ati ons

Thi s docunment defines a new extension URl in the RTP SDES Conpact
Header Extensions subregistry of the Real -Tine Transport Protoco
(RTP) Paraneters registry, according to the foll owi ng data:

Extension URI: urn:ietf:parans:rtp-hdrext:sdes: Captld
Description: CLUE Captld

Contact: ron.even.tlv@nuail.com

Ref erence: RFC XXXX

The 1ANA is requested to register one new RTCP SDES itens in the
"RTCP SDES Item Types" registry, as follows:

Val ue Abbr ev Narme Ref er ence
TBA Cccl D CLUE Captld [ RFCXXXX]

Note to the RFC Editor: Please replace RFCXXXX with this RFC nunber.
Security Considerations

The security considerations of the RTP specification, the RTP/ SAVPF
profile, and the various RTP/ RTCP extensions and RTP payl oad formats
that formthe conplete protocol suite described in this nmeno apply.
It is not believed there are any new security considerations
resulting fromthe conbination of these various protocol extensions.

The Extended Secure RTP Profile for Real-time Transport Contro

Prot ocol (RTCP)-Based Feedback [ RFC5124] (RTP/ SAVPF) provides
handl i ng of fundanental issues by offering confidentiality, integrity
and partial source authentication. A nandatory to inplenent and use
medi a security solution is created by conbining this secured RTP
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profile and DTLS- SRTP keying [ RFC5764] as defined in the
communi cati on security section of this meno Section 7

RTCP packets convey a Canoni cal Nane (CNAME) identifier that is used
to associ ate RTP packet streans that need to be synchroni sed across
rel ated RTP sessions. |nappropriate choice of CNAME val ues can be a
privacy concern, since long-term persistent CNAME identifiers can be
used to track users across multiple calls. The comunication
security section of this nmeno Section 7 nandates generation of short-
term persistent RTCP CNAMES, as specified in [RFC7022] so they can't
be used for long termtracking of the users.

Some potential denial of service attacks exist if the RTCP reporting

interval is configured to an inappropriate value. This could be done
by configuring the RTCP bandwi dth fraction to an excessively |arge or
smal | value using the SDP "b=RR " or "b=RS:" |ines [ RFC3556], or sone
sim | ar mechanism or by choosing an excessively large or small val ue
for the RTP/ AVPF mi nimal receiver report interval (if using SDP, this
is the "a=rtcp-fb:... trr-int" parameter) [RFC4585] The risks are as
fol | ows:

1. the RTCP bandw dth could be configured to make the regul ar
reporting interval so large that effective congestion contro
cannot be mamintained, potentially |leading to denial of service
due to congestion caused by the nmedia traffic;

2. the RTCP interval could be configured to a very snall val ue,
causi ng endpoints to generate high rate RTCP traffic, potentially
| eading to denial of service due to the non-congestion controlled
RTCP traffic; and

3. RTCP paraneters could be configured differently for each
endpoint, with sone of the endpoints using a |arge reporting
interval and sone using a snaller interval, |eading to denial of
service due to premature participant tinmeouts due to m snatched
ti meout periods which are based on the reporting interval (this
is a particular concern if endpoints use a small but non-zero
val ue for the RTP/AVPF mnimal receiver report interval (trr-int)
[ RFCA585], as discussed in [I-D.ietf-avtcore-rtp-nulti-streany).

Premature participant timeout can be avoi ded by using the fixed (non-
reduced) mnimuminterval when calculating the participant tinmeout
([I-D.ietf-avtcore-rtp-nulti-streani). To address the other
concerns, endpoints SHOULD i gnore paraneters that configure the RTCP
reporting interval to be significantly | onger than the default five
second interval specified in [RFC3550] (unless the nedia data rate is
so low that the longer reporting interval roughly corresponds to 5%
of the nmedia data rate), or that configure the RTCP reporting
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11.

11.

interval small enough that the RTCP bandwi dth woul d exceed the nedia
bandwi dt h.

The guidelines in [ RFC6562] apply when using variable bit rate (VBR)
audi o codecs such as Qpus.

The use of the encryption of the header extensions are RECOMVENDED,
unl ess there are known reasons, |ike RTP ni ddl eboxes perform ng voice
activity based source selection or third party nonitoring that wll
greatly benefit fromthe information, and this has been expressed
using APl or signalling. |If further evidence are produced to show
that information | eakage is significant fromaudio | evel indications,
then use of encryption needs to be mandated at that tine.

In multi-party comunication scenarios using RTP M ddl eboxes; this

m ddl eboxes are REQUI RED, by this protocol, to not weaken the
sessions’ security. The niddl ebox SHOULD nmi ntain the
confidentiality, integrity and perform source authentication. The

ni ddl ebox MAY perform checks that prevents any endpoint participating
in a conference to inpersonate another. Some additional security
consi derations regarding nulti-party topol ogies can be found in

[ RFC7667]

The CapturelD is created as part of the CLUE protocol. The Captld
SDES itemis used to convey the same Capturel D value in the SDES
item \Wen sending the SDES itemthe security consideration
specified in the security section of [RFC7941] and in the

conmmuni cati on security section of this neno Section 7 are applicable.
Note that since the CapturelDis carried also in CLUE protoco
messages it is RECOWENDED that this SDES itemuse at |east simlar
protection profiles as the CLUE protocol nessages carried in the CLUE
dat a channel
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