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Abstract

Thi s docunent defines how to use the WbRTC Data Channel nechani sm
together with the Data Channel Establishment Protocol (DCEP) in order
to establish a data channel, referred to as CLUE Data Channel, for
transporting CLUE protocol nessages between two CLUE entities.

The docunent defines the SCTP considerations specific to a CLUE Data
Channel, the SDP of fer/answer procedures for negotiating the

establi shnent of, and the DCEP procedures for opening, a CLUE Data
Channel

Detail s and procedures associated with the CLUE protocol are outside
the scope of this docunent.
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1. Introduction

Thi s docunent defines how to use the WebRTC Dat a Channel nechani sm
[I-D.ietf-rtcweb-data-channel], together with the Data Channe

Est abl i shnent Protocol (DCEP) [I-D.ietf-rtcweb-data-protocol] in
order to establish a data channel, referred to as CLUE Data Channel
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for transporting CLUE protocol [I-D.presta-clue-protocol] nessages
between CLUE entities.

The docunent defines the SCTP considerations specific to a CLUE Data
Channel , the SDP offer/answer [ RFC3264] procedures for negotiating
the establishnent of, and the DCEP procedures for opening, a CLUE
Dat a Channel .

Detail s and procedures associated with the CLUE protocol are outside
the scope of this docunent.

2. Conventions

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

WebRTC Data Channel refers to a SCTPoDTLS associ ati on
[I-D.ietf-tsvwg-sctp-dtls-encaps] that is used to transport non-medi a
data between two entities, according to the procedures in
[I-D.ietf-rtcweb-data-channel].

CLUE Data Channel refers to a WDbRTC Data Channel
[I-D.ietf-rtcweb-data-channel], with a specific set of SCTP
characteristics, and usage of the Data Channel Establishnent Protocol
(DCEP) [I-D.ietf-rtcweb-data-protocol] in order to open a WbRTC Dat a
Channel for the purpose of transporting CLUE protocol

[1-D. presta-clue-protocol] nessages between two CLUE entities.

CLUE entity refers to a SIP User Agent (UA) [RFC3261] that supports
the CLUE Data Channel and the CLUE protocol .

CLUE session refers to a SIP session [RFC3261] between to SI P UAs,
where a CLUE Data Channel, associated with the SIP session, has been
est abl i shed between the SIP UAs.

[ RFC4960] defines an SCTP stream as a unidirectional |ogical channel
established fromone to another associ ated SCTP endpoint, within

whi ch all user nessages are delivered in sequence except for those
submitted to the unordered delivery service.

[ RFC4960] defines an SCTP identifier as a unsigned integer, which
identifies a SCTP stream
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CLUE Dat a Channel
Cener al

This section describes the realization of a CLUE Data Channel. This
i ncludes a set of SCTP characteristics specific to a CLUE Data
Channel , and usage of the Data Channel Establishment Protocol (DCEP)
[I-D.ietf-rtcweb-data-protocol] in order to open a WbRTC Dat a
Channel for the purpose of transporting CLUE protocol

[1-D. presta-clue-protocol] nmessages between two CLUE entities.

As described in [I-D.ietf-rtcweb-data-channel], the SCTP streans
realizing a WebRTC Data Channel nust be associated with the same SCTP
association. In addition, both SCTP streans realizing the WbRTC
Dat a Channel nust use the sane SCTP streamidentifier value. These
rules also apply to a CLUE Data Channel .

Wthin a given CLUE session, a CLUE entity MJST use a single CLUE
Data Channel for transport of all CLUE nessages towards its peer.

Dat a Channel Establishment Protocol (DCEP) Usage

A CLUE entity MJST use the Data Channel Establishment Protocol (DCEP)
[I-D.ietf-rtcweb-data-channel], in order to open a CLUE Data Channel .

The details of the DCEP usage with a CLUE Data Channel are described
in section X X. X

SCTP Consi derati ons
1. SCTP Payl oad Protocol Identifier (PPID)

As described in [I-D.ietf-rtcweb-data-protocol], the PPID value 50 is
used when sending a DCEP nessage on a WbRTC Data Channel .

A CLUE entity MJST use the PPID val ue 51 when sending a CLUE nessage
on a CLUE Data Channel .

NOTE: As described in [I-D.ietf-rtcweb-data-channel], the PPID val ue
51 indicates that the SCTP nessage contains data encoded in a UTF-8
format. The PPID value 51 does not indicate what application
protocol is transported in a WebRTC Data Channel, only the fornmat in
whi ch the data is encoded.
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e R +
| Protocol | PPID Val ue

Fom e - Fom e e o +
[ DCEP | 50 [
| CLUE | 51 |
N T N . +

Table 1: CLUE Data Channel PPI D Val ues
3.3.2. Reliability

The usage of SCTP for the CLUE Data Channel ensures reliable
transport of CLUE protocol [I-D.presta-clue-protocol] nessages.

NOTE: [I-D.ietf-rtcweb-data-channel] requires the support of the
partial reliability extension defined in [ RFC3758]. This is not
needed for a CLUE Data Channel, as nessages are required to al ways be
sent reliably. [I-D.ietf-rtcweb-data-channel] al so nmandates support
of the limted retransm ssion policy defined in
[1-D.tuexen-tsvwg-sctp-prpolicies].

3.3.3. Oder

A CLUE entity MJST use the ordered delivery SCTP service, as
described in section 6.6 of [RFC2960].

3. 3. 4. St ream Reset

A CLUE entity MJST support the streamreset extension defined in
[ RFC6525] .

The dynam ¢ address reconfiguration extension defined in [ RFC5061]

MUST be used to signal the support of the streamreset extension

defined in [ RFC6525]. Oher features of [RFC5061] MJST NOT be used.
3.3.5. Interleaving

A CLUE entity MJST support the message interleaving nechani sm defined
in [I-D. stewart-tsvwg-sctp-ndata].

3.3.6. SCTP Ml tihon ng
SCTP nul ti hom ng cannot be used for a CLUE Data Channel

NOTE: SCTPoDTLS does not support SCTP mnul ti honi ng.
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4.
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CLUE Dat a Channel Procedures
Open CLUE Data Channel

Once the SCTP association, to be used to realized the CLUE Data
Channel , has been established, the offerer [ RFC3264] is responsible
for opening the CLUE Data Channel. The offerer MJUST send a DCEP
DATA CHANNEL_OPEN nessage [|-D.ietf-rtcweb-data-protocol]. The val ue
of the ’'protocol’ field MJST be "CLUE".

NOTE: A new 'protocol’ value for CLUE needs to be registered with
IANA in the "Protocol Registry' defined by
[I-D.ietf-rtcweb-data-protocol].

Once the offerer has received the associ ated DCEP DATA CHANNEL ACK
message [|-D.ietf-rtcweb-data-protocol], the CLUE Data channel has
been opened.

If the OfFferer receives a DCEP DATA CHANNEL OPEN nessage, for the
pur pose of opening a CLUE Data Channel, the offerer MJST reset the
SCTP stream in order to prevent two CLUE Data Channels from being
established within the same CLUE session. The offerer MJST NOT send
a DCEP DATA CHANNEL ACK nessage.

Cl ose CLUE Dat a Channel

DCEP [I-D.ietf-rtcweb-data-protocol] does not define a nessage for
closing a WbRTC Data Channel. Instead, in order to close a CLUE
Data Channel, a SCTP reset nessage is sent, in order to close the
SCTP stream associ ated with the CLUE Data Channel. The SCTP
associ ati on, and WDbRTC Data Channel s associated with other SCTP
streans, are not affected by the SCTP reset message.

Section X X X describes howto term nate the SCTP associ ati on used
for the CLUE data channel.

SCTP Associ ation Failure

In case of SCTP association failure, the offerer is responsible for
trying to re-establish the SCTP associ ation (including sending a new
SDP offer, if needed). Once the SCTP associ ation has been
successfully re-established, the offerer is responsible for sending a
DCEP DATA CHANNEL_OPEN nessage.
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5. SDP O fer/ Answer Procedures
5.1. GCenera

This section describes how an SDP nedi a description ("m") |ine
descri bing a SCTPoDTLS association, to be used to realize a CLUE Data

Channel, is created, and how it is used in SDP offers and answers
[ RFC3264] .
NOTE: The procedures associated with creating an "nm=" |ine describing

medi a (e.g. audio and video) for a CLUE session are outside the scope
of this docunent.

OPEN | SSUE (Q1l): It is FFS whether the SDP-based WebRTC Data Channel
Negoti ati on nmechani sm [ -D. ej zak- di spat ch- webrt c- dat a- channel - sdpneq]
will be used with the CLUE Data Channel. It depends on whether the
draft will progress in MMUSIC, and whether it will be finalized
before the publication of the CLUE nechani sm

OPEN | SSUE (@): As the SDP of fer/answer procedures are generic to
SCTPoDTLS association, it is FFS whether we need to specify them or
whet her we can sinply refer to Salvatore's draft.

5.2. SDP Medi a Description Fields

The field values of the "m=" line for the SCTPoDTLS associ ation are
set as foll ow ng:

. e S e +
[ medi a [ port [ proto [ fnt [
. S e S +
| "applicationS | DTLS port | "UDP/ TLS/ UDPTL" | SCTP port |
| | val ue | | val ue |
Fom e e e oo e e e e S e e e e +

Table 2: SDP "proto" field val ues
5.3. SDP sctpmap Attribute

The field values of the SDP sctpnap attribute, associated with the
"m=" line describing the SCTPoDTLS associ ation, are set as foll ow ng:
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T - +
| sct pmap- nunber | app |
o e e e e e e e e e e m o e e e e e e e e +
| fmt value of the "n¥" line | "webrtc-datachannel"

S O +

Table 3: SDP "proto" field val ues
5.4. SDP O ferer Procedures

The procedures for the offerer follow the normal procedures defined

in [ RFC3264] .

When the offerer creates an offer, which contains an "n=" |ine

descri bing a SCTPoDTLS association, it assigns the field values to
the "me" line according to the procedures in Section 5.2. In
addition, the offerer MUST insert an SDP sctpmap attribute associ ated
with the "me" I|ine.

In an offer, the offerer MUST NOT insert nore than one "nme" line
descri bing an SCTPoDTLS association to be used to realize a CLUE Data
Channel

If an offerer, in a subsequent offer, wants to disable the CLUE Data
Channel, it assigns a zero port value to the "nm=" line describing the
SCTPoDTLS associ ation used to realize the CLUE Data Channel

5.5. SDP Answerer Procedures

The procedures for the answerer follow the normal procedures defined
in [ RFC3264] .

If the answerer receives an offer, which contains an "m=" |ine

descri bing a SCTPoDTLS associ ati on, and the answerer accepts the "nme"
line, it inserts an "m=" line in the correspondi ng answer, and
assigns the "m" line field values according to the procedures in
Section 4. 2.

If the answerer receives an offer, which contains an "m=" |ine
descri bing a SCTPoDTLS associ ati on, and the answerer does not accept
the "me" line, it inserts an "m=" line in the correspondi ng answer,
and assigns a zero port value to the "m=" line, according to the
procedures in [ RFC3264].

If the answerer receives an offer, in which a zero port val ue has
been assigned to an "m" |ine describing the SCTPoDTLS associ ation
it inserts an "nm=" line in the correspondi ng answer, and assigns a

Hol nber g Expi res Septenber 14, 2014 [ Page 8]



Internet-Draft CLUE Protocol Data Channel March 2014

5.

6

zero port value to the
[ RFC3264]

m=" line, according to the procedures in

OPEN | SSUE (@B): W need to determ ne whether an "n¥" |ine describing
an SCTPoDTLS associ ation can be used together with bundle-only, in
whi ch case there will be cases where an offer with a zero port val ue
will create a corresponding answer with a non-zero port val ue.
Exanpl e

mFappl i cation 54111 SCTP/ DTLS 54111
a=sct pmap: 54111 webrt c-dat achannel

Figure 1: SDP Media Description for a CLUE Data Channe
Security Considerations
This specification does not introduce new security considerations, in
addition to those defined in [ref-to-data-channel] and [ref-to-data-
protocol]. Security considerations associated with the CLUE protoco
are defined in [ref-to-clue-protocol].
| ANA Consi derations
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