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1. Introduction

To enable devices to participate in a telepresence call, selecting
the sources they wish to view, receiving those nedia sources and

di splaying themin an optinmal fashion, CLUE involves two principa
and inter-related protocol negotiations. SDP, conveyed via SIP, is
used to negotiate the specific nmedia capabilities that can be
delivered to specific addresses on a device. Meanwhile, a CLUE
protocol [I-D.presta-clue-protocol], transported via a CLUE data
channel [I-D.ietf-clue-datachannel], is used to negotiate the capture
sources available, their attributes and any constraints in their use,
al ong whi ch which captures the far end provides a device wi shes to
receive.

Beyond negotiating the CLUE channel, SDP is al so used to negotiate
the details of supported nedia streanms and the maxi num capability of
each of those streams. As the CLUE Franework
[I-D.ietf-clue-framework] defines a manner in which the media

provi der expresses their maxi nrum encodi ng capabilities, SDP is also
used to express the encoding linmits for each potential encoding.

Backwar ds-conpatibility is an inportant consideration of the
docunent: it is vital that a CLUE-capabl e device contacting a device
that does not support CLUE is able to fall back to a fully functiona
non- CLUE call. The docunent al so defines how a non-CLUE call may be
upgraded to CLUE in md-call, and sinilarly how CLUE functionality
can be renoved md-call to return to a standard non-CLUE call.

This docunent originally also defined the CLUE protocol itself.
These details have nostly been split out into
[1-D. presta-clue-protocol] and expanded, but at present sone details
remain in this docunent.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

This docunent draws liberally fromthe term nol ogy defined in the
CLUE Framework [I-D.ietf-clue-framework].

G her terns introduced here:
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CLUE data channel: A reliable, bidirectional, transport mechanism
used to convey CLUE nessages. See [|I-D.ietf-clue-datachannel] for
nmore details.

CLUE- capabl e device: A device that supports the CLUE data channe
[I-D.ietf-clue-datachannel], the CLUE protoco
[1-D. presta-clue-protocol] and the principles of CLUE negotiation

CLUE- enabl ed device: A CLUE-capabl e device that w shes to negotiate
a CLUE data channel and send and/or receive CLUe-controlled mnedia.

Non- CLUE device: A device that supports standard SIP and SDP, but
ei ther does not support CLUE, or that does but does not currently
wi sh to invoke CLUE capabilities.

CLUE-controlled media: A nmedia "m line that is under CLUE control
the capture source that provides the nedia on this "m' line is
negotiated in CLUE. There is a correspondi ng "non- CLUE-
controlled" nedia term See Section 4 for details of how this
control is signalled in SDP

3. Media Feature Tag Definition

The "sip.tel epresence” nedia feature tag indicates support for CLUE
A CLUE- capabl e device SHOULD include this nedia feature tag inits
REAQ STER requests and OPTION responses. |t SHOULD al so include the
medi a feature tag in INVITE and UPDATE [ RFC3311] requests and
responses.

Presence of the nedia feature tag in the contact field of a request
or response can be used to determne that the far end supports CLUE

4. SDP G oupi ng Framewor k TELEPRESENCE Extension Semantics

4.1. GCenera

This section defines a new SDP G oupi ng Framework extension
TELEPRESENCE

The TELEPRESENCE extension can be indicated using an SDP sessi on-
| evel "group’ attribute. Each SDP nmedia "m line that is included in
this group, using SDP nedia-level md attributes, is CLUE-controlled,
by a CLUE data channel also included in this TELEPRESENCE group

4.2. The CLUE data channel and the TELEPRESENCE groupi ng semantic
The CLUE data channel [I-D.ietf-clue-datachannel] is a bidirectiona
SCTP over DTLS channel used for the transport of CLUE nessages. This

channel nust be established before CLUE protocol nessages can be
exchanged and CLUE-control |l ed nedia can be sent.
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The data channel is a generic transport that is not specific to CLUE
- if a device wishes to use the CLUE protocol on the data channel it
MUST i ncl ude a TELEPRESENCE group in the SDP and include the "m d" of
the "m' line for the data channel in that group. A TELEPRESENCE grup
MUST NOT include the "nmd"s for nore than one data channel, and the
data channel "m d" MJST NOT be included in nore than one TELEPRESENCE

gr oup.

Presence of the data channel in a CLUE group in an SDP offer or
answer al so serves, along with the 'sip.telepresence’ nedia feature
tag, as an indication that the device supports CLUE and w shes to
upgrade the call to include CLUE-controlled nmedia. A CLUE-enabled
devi ce SHOULD include a data channel "ni line in offers and, when
al | oned by [ RFC3264], answers.

4.3. CLUE-controlled nedia and the TELEPRESENCE groupi ng semantic

CLUE-controlled media lines in an SDP are "ni' lines in which the
content of the media streans to be sent is negotiated via the CLUE
protocol [|-D.presta-clue-protocol]. For an "nmi' line to be CLUE-
controlled, its "m d* value MJST be included in a TELEPRESENCE group
CLUE-controlled media line "md"s MJUST NOT be included in nore than
one TELEPRESENCE group

CLUE-controlled nmedia is controlled by the CLUE protocol as
negoti ated on the CLUE data channel with an "nmid" included in the
TELEPRESENCE group. If no data channel is included in the group the

other "nmt lines in the group are still considered CLUE-controlled and
under all the restrictions of CLUE-controlled nedia specified in this
docunent .

"m' lines not specified as under CLUE control follow normal rules for

medi a streans negotiated in SDP as defined in documents such as
[ RFC3264] .

4.4, SDP O fer/Answer Procedures

4.4.1. Cenerating the Initial Ofer

4.4.1.1. Signalling CLUE Encodi ngs
The CLUE Framework [I-D.ietf-clue-franework] defines the concept of
"encodi ngs", which represent the sender’s encode ability. Each
encodi ng the nmedi a provider wishes to signal is signalled via an "ni
line of the appropriate nedia type, which MJST be marked as sendonly

with the "a=sendonly" attribute or as inactive with the "a=i nactive"
attribute.
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The encoder linits of active (eg, "a=sendonly") encodings can then be
expressed using existing SDP syntax. For instance, for H 264 see
Table 6 in [ RFC6184] for a list of valid paraneters for representing
encoder sender streamlinits.

These encodings are CLUE-controlled and hence MJST include an "md"
in a TELEPRESENCE group as defined above.

As well as the normal restrictions defined in [RFC3264] nedi a MJST
NOT be sent on this streamuntil the media provider has received a
val id CLUE CONFI GURE nessage specifying the capture to be used for
this stream In the case of RTP nedia this includes correspondi ng
RTCP packet s.

Every "mi' line representing a CLUE encodi ng SHOULD contain a "l abel "
attribute as defined in [RFC4574]. This label is used to identify
the encoding by the sender in CLUE ADVERTI SEMENT nessages and by the
recei ver in CLUE CONFI GURE nessages.

4.4.1.1.1. Media line directionality

Presently, this specification mandates that CLUE-controlled "nf'-1lines
must be unidirectional. This is because setting "m'-lines to
"a=sendonly" allows the encoder linmits to be expressed, whereas in

ot her cases codec attributes express the receive capabilities of a
medi a |ine.

It is possible that in future versions of this draft or its successor
this restriction will be relaxed. |If a device does not feel there is
a benefit to expressing encode limtations, or if there are no

meani ngf ul codec-specific lintations to express (such as with many
audi o codecs) there are benefits to allowi ng bidirectional "m-lines.
Wth bidirectional nedia lines recipients do not always need to
create a new offer to add their own "nf'-lines to express their send
capabilities; if they can produce an equal or |esser nunber of
streans to send then they nmay not need additional "n-1ines.

However, at present the need to express encode limtations and the
wish to sinplify the offer/answer procedure neans that for the tine
being only unidirectional nmedia lines are allowed for CLUE-controlled
medi a. The highly asymetric nature of CLUE neans that the
probability of the recipient of the initial offer needing to make
their owmn offer to add additional "nmf-lines is significantly higher
than it is for nost other SIP call scenarios, in which there is a
tendancy for both sides to have simlar nunbers of potential audio
and vi deo streans they can send.
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4.4.1.1.2. Aternate encoding limt syntaxes

Note that while the expressing of CLUE encoding limts in SDP has
been di scussed at sone length by the working group and it has been
agreed that this is the current, working assunption, fornmal consensus
has not been agreed on this. Alternatives include placing encoding
limts in the CLUE ADVERTI SEMENT nessage, or by using alternate SDP
syntax, such as is suggested in [I-D.groves-clue-Ilatent-config].

4.4.1.2. Receiving CLUE-controlled nedia

As well as including sendonly nedia lines to send CLUE-controll ed
nmedi a, the sender of the initial SDP offer MAY al so include
"a=recvonly" nmedia lines to preallocate "m' lines to receive nedia;
these are described in nore detail in the next section

4.4.1.3. Interoperability with non-CLUE devices

A CLUE- enabl ed device sending an initial SDP offer SHOULD NOT i ncl ude
any "m' line for CLUE-controlled nedia beyond the "ni' Iine for the
CLUE data channel, and SHOULD i nclude at |east one non- CLUE-
controlled media "nf' |ine.

If the device has evidence that the receiver is al so CLUE-enabl ed,
for instance due to receiving an initial INVITE with no SDP but
including a ’'sip.tel epresence’ nedia feature tag, the above
recommendation is waived, and the initial offer MAY contain "n' |ines
for CLUE-control |l ed nedia.

4.4.2. Cenerating the Answer

4.4.2.1. Negotiating use of CLUE and the CLUE data channe
If the recipient wishes to enable CLUE for the call, they MJST
negoti ate data channel support for an "nml line, and include the "m d"
of that "m' line in a correspondi ng TELEPRESENCE group

4.4.2.2. Negotiating receipt of CLUE capture encodings in SDP
A receiver who wishes to receive a CLUE streamvia a specific
encodi ng requires an "a=recvonly" "ni' line that matches the
"a=sendonl y"* encodi ng.
These "m' lines are CLUE-control |l ed and hence MJST include an "m d"
the correspondi ng TELEPRESENCE group corresponding to the encodi ng
they wish to send.

In the case of RTCP for RTP nedia or any other nedia type that
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includes a bidirectional flow of packets for unidirectional mnedia
streans, such bidirectional packets MJST NOT be sent until the nmedia
consumer has received acknow edgenent that the media provider has
received a valid CLUE CONFI GURE nessage specifying the capture to be
used for this stream

4.4.3. Processing the initial Ofer/Answer negotiation
In the event that both offer and answer include a data channel "ni
line with a md value included in correspondi ng TELEPRESENCE groups
CLUE has been successfully negotiated and the call is now CLUE-
enabl ed, otherwi se the call is not CLUE enabl ed.

4.4.3.1. Successful CLUE negotiation

In the event of successful CLUE enabl ement of the call, devices MJST
now begi n negotiation of the CLUE channel, see
[I-D.ietf-clue-datachannel] for negotiation details. |[If negotiation

i s successful, sending of CLUE protocol [I-D.presta-clue-protocol]
messages can begin.

A CLUE- enabl ed devi ce MAY choose not to send nedia on the non- CLUE-
controll ed channels during the period in which control of the CLUE-
controlled nedia lines is being negotiated. However, a CLUE-enabled
device MJST still be prepared to receive nmedia on non-CLUE-controlled
medi a lines as defined in [ RFC3264].

If either side of the call w shes to add additional CLUE-controlled
"m' lines to send or receive CLUE-controlled nedia they MAY now send
a SIP request with a new SDP offer. Note that if BUNDLE has been
successfully negotiated and a Bundl e Address Synchronization offer is
required, the device to receive that of fer SHOULD NOT generate a new
SDP offer until it has received that BAS offer

4.4.3.2. CLUE negotiation failure
In the event that the negotiation of CLUE fails and the call is not
CLUE enabled in the initial offer/answer then CLUE is not in use in
the call, and the CLUE-capabl e devices MIST either revert to non-CLUE
behavi our or term nate the call

4.4.4. Modifying the session

4.4.4.1. Enabling CLUE m d-cal
A CLUE- enabl ed device that receives an initial SDP offer froma non-

CLUE- enabl ed devi ce SHOULD i ncl ude a new data channel "t |ine and
correspondi ng TELEPRESENCE group in any subsequent offers it sends,
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to indicate that it is CLUE-enabl ed.

If, in an ongoi ng non-CLUE call, one or both sides of the call add
the CLUE data channel "m' line to their SDP and places the "m d" for
that channel in correspondi ng TELEPRESENCE groups then the call is
now CLUE- enabl ed; negotiation of the data channel and subsequently
the CLUE protocol begin.

4.4.4.2. Disabling CLUE m d-cal

If, in an ongoi ng CLUE-enabl ed call, an SDP offer-answer negotiation
completes in a fashion in which either the CLUE data channel was not
successfully negotiated or one side did not include the data channe
in a matchi ng TELEPRESENCE group then CLUE for this channel is
disabled. In the event that this occurs, CLUE is no | onger enabl ed
and sending of all CLUE-controlled nedia associated with the
correspondi ng TELEPRESENCE group MJST stop

Note that this is distinct to cases where the CLUE data channel fails
or an error occurs on the CLUE protocol; see

[1-D. presta-clue-protocol] for details of media and state
preservation in this circunstance

5. Interaction of CLUE protocol and SDP negoti ati ons

I nformation about nedia streanms in CLUE is split between two nmessage
types: SDP, which defines nedia addresses and limts, and the CLUE
channel , which defines properties of capture devices avail able, scene
informati on and additional constraints. As a result certain
operations, such as advertising support for a new transm ssible
capture with associated stream cannot be perforned atomically, as
they require changes to both SDP and CLUE nessagi ng.

This section defines how the negotiation of the two protocols

i nteract, provides sonme reconmendations on dealing with internediary
stages in non-atonic operations, and mandates additional constraints
on when CLUE-configured nedia can be sent.

5.1. Independence of SDP and CLUE negoti ation

To avoid conplicated state nmachines with the potential to reach
invalid states if messages were to be lost, or be rewitten en-route
by mi ddl e boxes, the current proposal is that SDP and CLUE nessages
are independent. The state of the CLUE channel does not restrict
when an i npl enentation may send a new SDP offer or answer, and
likewise the inplenmentation’s ability to send a new CLUE

ADVERTI SEMENT or CONFI GURE nessage is not restricted by the results
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of or the state of the nbst recent SDP negotiation

The primary inplication of this is that a device nmay receive an SDP
with a CLUE encoding it does not yet have capture information for, or
recei ve a CLUE CONFI GURE nessage specifying a capture encoding for
which the far end has not negotiated a nedia streamin SDP

CLUE nessages contain an Encodingl D which is used to identify a
specific encoding in SDP. The non-atonic nature of CLUE negotiation
means that a sender nay wi sh to send a new ADVERTI SEMENT before the
correspondi ng SDP nessage. As such the sender of the CLUE nessage
MAY i ncl ude an Encodi ngl D which does not currently match an extant id
i n SDP.

5.2. Recommendations for operating with non-atom c operations

General ly, inplenentations that receive nessages for which they have
i nconplete informati on SHOULD wait until they have the corresponding
i nformati on they | ack before sendi ng nessages to nake changes rel ated
to that information. For instance, an inplenmentation that receives a
new SDP offer with three new "a=sendonly" CLUE "m' |ines that has not
recei ved the correspondi ng CLUE ADVERTI SEMENT provi ding the capture

i nformati on for those streans SHOULD NOT i ncl ude correspondi ng
"a=recvonly" lines in its answer, but instead should make a new SDP
of fer when and if a new ADVERTI SEMENT arrives with captures rel evant
to those encodi ngs.

Because of the constraints of offer/answer and because new SDP
negoti ations are generally nore 'costly’ than sending a new CLUE
message, inplenmentations needing to nake changes to both channels
SHOULD prioritize sending the updated CLUE nessage over sending the
new SDP message. The aimis for the recipient to receive the CLUE
changes before the SDP changes, allowing the recipient to send their
SDP answers wi thout inconplete information, reducing the nunber of
new SDP of fers required.

5.3. Constraints on sending nedia

Wil e SDP and CLUE nessage states do not inpose constraints on each
other, both inpose constraints on the sending of nedia - nedia MJST
NOT be sent unless it has been negotiated in both CLUE and SDP: an

i mpl ementati on MUST NOT send a specific CLUE capture encodi ng unl ess
its nost recent SDP exchange contains an active media channel for
that encoding AND the far end has sent a CLUE CONFI GURE nessage
specifying a valid capture for that encoding.
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6. Miltiplexing of CLUE-controlled nedia using BUNDLE
6.1. Overview

A CLUE call may involve sending and/or receiving significant nunbers
of media streans. Conventionally, nedia streans are sent and

recei ved on uni que ports. However, each seperate port used for this
pur pose may inmpose costs that a device w shes to avoid, such as the
need to open that port on firewalls and NATs, the need to collect ICE
candi dat es [ RFC5245], etc.

The BUNDLE [I-D.ietf-nmusic-sdp-bundl e-negoti ati on] extension can be
used to negotiate the multiplexing of nultiple media lines onto a
single 5-tuple for sending and receiving nmedia, allow ng devices in
calls to anot her BUNDLE-supporting device to potentially avoid some
of the above costs.

Whi | e CLUE- capabl e devi ces MAY support the BUNDLE extension for this
pur pose supporting the extension is not mandatory for a device to be
CLUE- conpl i ant .

6.2. Usage of BUNDLE with CLUE

This specification inmposes no additional requirements or restrictions
on the usage of BUNDLE when used with CLUE. There is no restriction
on conbi ning CLUE-controll ed nmedia |ines and non- CLUE-control | ed
media lines in the same BUNDLE group or in multiple such groups.
However, there are several steps an inplenentation nmay wish to
aneliorate the cost and tine requirenments of extra SDP of fer/answer
exchanges between CLUE and BUNDLE

6.2.1. Generating the Initial Ofer

BUNDLE mandates that the initial SDP offer MJST use a uni que address
for each mline with a non-zero port. Because CLUE i npl enentations
generarlly will not include CLUE-controlled nmedia lines with the
exception of the data channel CLUE devices that support |arge nunbers
of streans can avoid ever having to open |l arge nunbers of ports if
they successfully negotiate BUNDLE

6.2.2. Bundl e Address Synchronization

When using BUNDLE the initial offerer may be nandated to send a
Bundl e Address Synchronisation offer. |If the initial offerer also
foll owed the recomrendati on of not including CLUE-controlled nedia
lines in their offer, they MAY choose to include themin this
subsequent offer. In this circunstance the BUNDLE specification
recomends that the offerer does not "nodify SDP paraneters that
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could get the answerer to reject the BAS offer". Including new CLUE-
controlled nmedia |ines using codecs and other attributes used in

exi sting nedia |ines should not increase the chance of the answerer
rejecting the BAS offer; inplenentations should consider carefully
bef ore including new codecs or other new SDP attributes in these
CLUE-control |l ed nedia |ines.

6.2.3. Miltiplexing of the data channel and RTP nedia

BUNDLE- supporti ng CLUE-enabl ed devi ces MAY include the data channe
in the same BUNDLE group as RTP nedia. |In this case the device MJST
be able to demultiplex the various transports - see section 7.2 of
the BUNDLE draft [I-D.ietf-nmmusic-sdp-bundl e-negotiation]. |If the
BUNDLE group includes other protocols than the data channe
transported via DTLS the device MJST also be able to differentiate
the various protocols.

7. Exanple: A call between two CLUE-capabl e endpoints

This exanple illustrates a call between two CLUE-capabl e endpoints.
Alice, initiating the call, is a systemwth three caneras and three
screens. Bob, receiving the call, is a systemwith two caneras and

two screens. A call-flowdiagramis presented, followed by an
sunmary of each nmessage

To manage the size of this section only video is considered, and SDP

snippets only illustrate video 'm lines. ACKs are not discussed.
Note that BUNDLE is not in use

Kyzivat, et al. Expi res Cctober 13, 2014 [ Page 13]



Internet-Draft

Kyzi vat,

et al.

CLUE Signaling

I I
| |
| <####H###H#E VEDI A 1 ##A#HHBHHHAR>|
| 1 video A->B, 1 video B->A |
| <#HHBHHHHAHH AR > |
I I
I I
| |
| < >|
[ CLUE CTRL CHANNEL ESTABLI SHED

| < >
I

I

|

I

I

I

I

I

|

I

I

CLUE ADVERTI SEMENT 1

B

CLUE ADVERTI SEMENT 2

<*********************************

SIP INVITE 2 (+3 sendonly)

CLUE CONFI GURE 1

PR

CLUE RESPONSE 1

I
I
|
I
I
I
I*********************************>
|
I
I
I
I
I
|

SIP 200 OK 2 (+2 recvonly) |

I
I
|
[=-mmm e >|
I
I
I
I

I

|

| <######pa#HE VED A 2 ######HH#H#HE>
| 2 video A->B, 1 video B->A

| <#HHHHHBHHHHHH RIS |
I I
I I

Expi res Cctober 13, 2014

April 2014

[ Page 14]



Internet-Draft

CLUE Signaling

SIP INVITE 3 (+2 sendonly) |

I
CLUE CONFI GURE 2 |

*********************************>|

I
CLUE RESPONSE 2 |

<*********************************|

SIP 200 OK 3 (+2 recvonly)

<##H#HHAH R NED A 3 ###HAHHEHAE>|
2 video A->B, 2 video B->A |
<HHBHHHABHHARHH R >

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I I
|

I

\

|
|
v

April 2014

In INVITE 1, Alice sends Bob a SIP INVITE including in the SDP body
the basilar audio and video capabilities ("BASIC SDP') and the
i nformati on needed for opening a control channel to be used for CLUE

pr ot ocol

COVEDI A approach ("COVEDI A') for DTLS/ SCTP channe

[I-D.ietf-nmusic-sctp-sdp].

messages exchange, according to what is envisioned in the

A sni ppet of the SDP showi ng the

grouping attribute and the video mline are shown below (md 3
represents the CLUE channel):

éQQroup:CLUE 3

mevi deo 6002 RTP/ AVP 96
a=rt pnmap: 96 H264/ 90000
a=fmp: 96 profile-level-id=42e016; nax- nbps=108000; nmax- f s=3600

a=sendr ecv

Kyzi vat,

et al.
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a=md: 2

Bob responds with a sinmlar SDP (200 OK 1); due to their simliarity
no SDP snippet is shown here. Alice and Bob are each able to send a
single audi o and vi deo stream (whether they choose to send this
initial media before CLUE has been negotiated is inplenentation-
dependent). This is illustrated as MED A 1.

Wth the successful initial QA Alice and Bob are also free to
negotiate the CLUE channel. Once this is successfully established
CLUE negotiation can begin. This is illustrated as CLUE CHANNEL
ESTABLI SHED.

Al'ice now sends her CLUE Advertisenent (ADVERTI SEMENT 1). She
advertises three static captures representing her three caneras. She
al so includes switched captures suitable for twd- and one-screen
systens. All of these captures are in a single capture scene, with
sui tabl e capture scene entries to tell Bob that he should either
subscribe to the three static captures, the two switched capture view
or the one switched capture view. Alice has no simultaneity
constraints, so includes all six captures in one sinultaneous set.
Finally, Alice includes an encoding group with three encoding |Ds:
"encl", "enc2" and "enc3". These encoding ids aren't currently
valid, but will match the next SDP offer she sends.

Bob received ADVERTI SEMENT 1 but does not yet send a Configure
message, because he has not yet received Alice’s encoding

i nformati on, so as yet he does not know if she will have sufficient
resources to send himthe two streans he ideally wants at a quality
he is happy wth.

Bob al so sends his CLUE ADVERTI SEMENT ( ADVERTI SEMENT 2). He
advertises two static captures representing his caneras. He also

i ncludes a single conposed capture for single-screen systens, in
which he will conposite the two canera views into a single video
stream Al three captures are in a single capture scene, wth

sui tabl e capture scene entries to tell Alice that she should either
subscribe to the two static captures, or the single conposed capture.
Bob al so has no sinultaneity constraints, so includes all three
captures in one sinultaneous set. Bob also includes a single
encoding group with two encoding IDs: "foo" and "bar".

Simlarly, Alices receives ADVERTI SEMENT 2 but does not yet send a
CONFI GURE nessage, because she has not yet received Bob's encoding
i nformation.

Alice now sends INVITE 2. She mmintains the sendrecv audi o, video
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and CLUE mlines, and she adds three new sendonly mlines to
represents the maxi nrumthree encodi ngs she can send. Each of these
m|ines has a | abel corresponding to one of the encoding ids from
ADVERTI SEMENT 1. Each also has its nmid added to the grouping
attribute to show they are controlled by the CLUE channel. A sni ppet
of the SDP showi ng the grouping attribute and the video mlines are
shown below (nmid 3 represents the CLUE channel):

é;éroup:CLUE 3456

mevi deo 6002 RTP/ AVP 96

a=rtpmap: 96 H264/ 90000

a=fmt p: 96 profile-Ilevel -id=42e016; max- nbps=108000; max- f s=3600
a=sendr ecv

a=md: 2

mrvi deo 6004 RTP/ AVP 96
a=rtpmap: 96 H264/ 90000

a=fm p: 96 profile-level-id=42e016
a=sendonl y

a=m d: 4

a=l abel : encl

nevi deo 6006 RTP/ AVP 96
a=rtpmap: 96 H264/ 90000

a=fm p: 96 profile-Ievel-id=42e016
a=sendonl y

a=m d: 5

a=l abel : enc2

nevi deo 6008 RTP/ AVP 96
a=rtpmap: 96 H264/ 90000

a=fm p: 96 profile-Ievel-id=42e016
a=sendonl y

a=m d: 6

a=l| abel : enc3

Bob now has all the informati on he needs to deci de which streans to
configure. As such he now sends CONFI GURE 1. This requests the pair
of switched captures that represent Alice’ s scene, and he configures
themw th encoder ids "encl" and "enc2". This also serves as an ack
for Alice s ADVERTI SMENT 1.

Alice receives Bob's nessage CONFI GURE 1 and sends RESPONSE 1 to ack
its receptions. She does not yet send the capture encodi ngs
specified, because at this stage Bob hasn't negotiated the ability to
receive these streans in SDP
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Bob now sends his SDP answer as part of 200 OK 2. Al ongside his
original audio, video and CLUE mlines he includes two active
recvonly mlines and a zeroed mline for the third. He adds their
m d values to the grouping attribute to show they are controlled by
the CLUE channel. A snippet of the SDP show ng the grouping
attribute and the video mlines are shown below (mid 100 represents
the CLUE channel):

a=group: CLUE 11 12 100

mevi deo 58722 RTP/ AVP 96

a=rtpmap: 96 H264/ 90000

a=fmt p: 96 profile-Ilevel -id=42e016; max- nbps=108000; max- f s=3600
a=sendr ecv

a=mi d: 10

mrvi deo 58724 RTP/ AVP 96

a=rtpmap: 96 H264/ 90000

a=fmt p: 96 profile-Ilevel -id=42e016; max- nbps=108000; max- f s=3600
a=recvonly

a=md: 11

mevi deo 58726 RTP/ AVP 96

a=rtpmap: 96 H264/ 90000

a=fm p: 96 profile-Ilevel -id=42e016; max- nbps=108000; max- f s=3600
a=recvonly

a=m d: 12

nrvi deo 0 RTP/ AVP 96

On receiving 200 OK 2 fromBob Alice is now able to send the two
streanms of video Bob requested - this is illustrated as MED A 2.

The constraints of offer/answer neant that Bob could not include his
encoder information as new mlines in 200 K 2. As such Bob now
sends INVITE 3 to generate a new offer. Along with all the streans
from 200 OK 2 Bob also includes two new sendonly streans. Each
stream has a | abel corresponding to the encoding ids in his

ADVERTI SEMENT 2 nessage. He also adds their md values to the
grouping attribute to show they are controlled by the CLUE channel

A sni ppet of the SDP showi ng the grouping attribute and the video
m|ines are shown below (md 100 represents the CLUE channel):
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a=group: CLUE 11 12 13 14 100

mevi deo 58722 RTP/ AVP 96

a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016; max- nbps=108000; nax- f s=3600
a=sendr ecv

a=m d: 10

mevi deo 58724 RTP/ AVP 96
a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016; nmax- nbps=108000; nax- f s=3600
a=recvonly

a=md: 11

mevi deo 58726 RTP/ AVP 96

a=rt pnmap: 96 H264/ 90000

a=fmp: 96 profile-level-id=42e016; nmax- nbps=108000; nmax- f s=3600
a=recvonly

a=md: 12

mevi deo 0 RTP/ AVP 96

mevi deo 58728 RTP/ AVP 96

a=rt pnmap: 96 H264/ 90000

a=fmp: 96 profile-level-id=42e016
a=sendonly

a=l abel : f oo

a=m d: 13

mevi deo 58730 RTP/ AVP 96

a=rt pnmap: 96 H264/ 90000

a=fmp: 96 profile-level-id=42e016
a=sendonly

a=l| abel : bar

a=m d: 14

Havi ng received this Alice now has all the infornmation she needs to
send CONFI GURE 2. She requests the two static captures fromBob, to
be sent on encodings "foo" and "bar".

Bob receives Alice’'s nessage CONFI GURE 2 and sends RESPONSE 2 to ack
its receptions. Bob does not yet send the capture encodi ngs

speci fied, because Alice hasn't yet negotiated the ability to receive
t hese streans in SDP

Al'ice now sends 200 OK 3, matching two recvonly mlines to Bob's new
sendonly lines. She includes their md values in the grouping
attribute to show they are controlled by the CLUE channel. A sni ppet
of the SDP showi ng the grouping attribute and the video mlines are
shown below (nmid 3 represents the CLUE channel):
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a=group: CLUE 3 4 5 7 8

mevi deo 6002 RTP/ AVP 96

a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016; max- nbps=108000; nax- f s=3600
a=sendr ecv

a=md: 2

nrvi deo 6004 RTP/ AVP 96
a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016
a=sendonly

a=md: 4

a=l abel : enc1

nrvi deo 6006 RTP/ AVP 96
a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016
a=sendonly

a=md: 5

a=| abel : enc2

nrvi deo 0 RTP/ AVP 96

mevi deo 6010 RTP/ AVP 96
a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016; nax- nbps=108000; nax- f s=3600
a=recvonly

a=md: 7

nrvi deo 6012 RTP/ AVP 96
a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016; nmax- nbps=108000; nax- f s=3600
a=recvonly

a=md: 8

Finally, on receiving 200 OK 3 Bob is now able to send the two
streans of video Alice requested - this is illustrated as MEDI A 3.

Both sides of the call are now sending nultiple video streams with
their sources defined via CLUE negotiation. As the call progresses
ei ther side can send new ADVERTI SEMENT or CONFI GURE or new SDP

negoti ati on to add, renove or change what they have avail able or want
to receive.

8. Exanmple: A call between a CLUE-capabl e and non- CLUE endpoi nt

In this brief exanple Alice is a CLUE-capabl e endpoi nt naking a cal
to Bob, who is not CLUE-capable, i.e., it is not able to use the CLUE
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In INVITE 1, Alice sends Bob a SIP INVITE including in the SDP body
the basilar audio and video capabilities ("BASIC SDP') and the

i nformati on needed for opening a control channe
prot ocol nmessages exchange, according to what i
COVEDI A approach ("COVEDI A") for DTLS/ SCTP chan
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| to be used for CLUE
s envisioned in the
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grouping attribute and the video mline are shown below (nmd 3
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10.

11.

éggroup:CLUE 3

mevi deo 6002 RTP/ AVP 96

a=rtprmap: 96 H264/ 90000

a=fntp:96 profile-level-id=42e016; max- nbps=108000; nax- f s=3600
a=sendr ecv

a=md: 2

Bob is not CLUE capabl e, and hence does not recognize the "CLUE"
semantic for the grouping attribute, not does he support the CLUE
channel. He responds with an answer with audio and video, but with
the CLUE channel zeroed.

Fromthe lack of the CLUE channel Alice understands that Bob does not
support CLUE, or does not wish to use it. Both sides are now able to
send a single audio and video streamto each other. Alice at this
poi nt begins to send her fallback video: in this case likely a
switched view from whi chever canera shows the current | oudest

partici pant on her side.

CLUE requirenents on SDP O A

The current proposal calls for a new "CLUE" semantic for the SDP
G oupi ng Franewor k [ RFC5888] .

Any ot her SDP extensions required to support CLUE signaling should
al so be specified here. Then we will need to take action within
MWSI C to nmake those happen. This section should be enpty and
renoved before this docunent beconmes an RFC
NOTE: The RTP mappi ng docunent [I|-D.even-clue-rtp-mapping] is also
likely to call for SDP extensions. W wll have to reconcile howto
coordi nate these two documents.

SI P Signaling

(Pl acehol der) This nmay be unremarkable. |If so we can drop it.

CLUE over RTCWEB

W may want to rule this out of scope for now But we should be
t hi nki ng about this.
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12.

13.

14.

15.

16.

17.

Open | ssues

Here are issues pertinent to signaling that need resol ution
Resolution will probably result in changes sonmewhere in this
docunent, but may al so i npact other docunents.

o0 Wiile the preference is to nultiplex nultiple capture encodi ngs
over a single RTP session, this will not always be desirable or
possible. The factors that prevent nultiplexing may come from
either the provider or the consuner. So the extent of
mul ti pl exi ng nust be negotiated. The decision about how to
mul tiplex affects the nunber and grouping of mlines in the SDP
The endpoint of a CLUE session that sends an offer needs to know
t he mappi ng of capture encodings to mlines for both sides.

AFAI K this issue hasn’t yet been considered at all
o The current nmethod for expressing encodings in SDP linits the

paraneters avail abl e when descri bi ng H264 encoder capabilities to
those defined in Table 6 in [ RFC6184]

What el se?
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-08:
*

-07:

- 06:

- 05:

Kyzi vat,

Revi si ons by Rob Hansen

Added nedia feature tag for CLUE support (’sip.telepresence’)
Changed grouping semantic from’' CLUE to ' TELEPRESENCE
Restructured docunent to be nore centred on the grouping
semantic and its use with OA

Lots of additional text on usage of the grouping semantic
Stricter definition of CLUE-controlled mlines and how t hey
wor k

Sone additional text on defining what happens when CLUE
supports is added or renoved

Added details on when to not send RTCP for CLUE-controlled "ni
I'i nes.

Added a section on using BUNDLE with CLUE

Updat ed data channel references to point at new W5 docunent
rat her than indivual draft

Revi si ons by Rob Hansen

Renoved t he text providing argunents for encoding limts being
in SDP and encodi ng groups in the CLUE protocol in favor of the
specifics of how to negotiate encodings in SDP

Added normative | anguage on the setting up of a CLUE call, and
added sections on md-call changes to the CLUE status.

Added references to [I-D.ietf-clue-datachannel] where
appropri at e.

Added sone terninology for various types of CLUE and non- CLUE
states of operation.

Moved | anguage related to topics that should be in
[I-D.ietf-clue-datachannel] and [I-D. presta-clue-protocol], but
that has not yet been resolved in those docunents, into an
appendi X.

Revi si ons by Rob Hansen

Renmoved CLUE nessage XML schema and details that are now in
draft-presta-clue-protocol

Encoding limts in SDP section updated to note that this has
been investigated and discussed and is the current working
assunption of the WG though consensus has not been fully

achi eved.

A section has also been added on the current nandation of

uni directional "m'-lines.

Updat ed CLUE nessaging in exanple call flow to match
draft-presta-clue-protocol -03

Revi si ons by pkyzivat:

Speci fied versioning nodel and mechani sm

Added explicit response to all nessages.

Rearranged text to work with the above changes. (Wich
rendered diff al nost usel ess.)
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18.

18.

-04: Revisions by Rob Hansen: ??7?

-03: Revisions by pkyzivat:

* Added a syntax section with an XM. schenma for CLUE nessages.
This is a strawhorse, and is very inconplete, but it
establishes a tenplate for doing this based on el enents defined
in the data nodel. (Thanks to Roberta for help with this!)

* Did sone rewording to fit the syntax section in and reference
it.

* Didsonme relatively mnor restructuring of the docunent to nake
it flow better in a |ogical way.

-02: A bunch of revisions by pkyzivat:
*  Moved roberta’s call flows to a nore appropriate place in the
docunent .
New section on versioni ng.
New section on NAK.
A coupl e of possible alternatives for nmessage acknow edgnent.
Sone di scussi on of when/how to signal changes in provider
st at e.

* Sone discussion about the handling of transport errors.

* Added a change history section.

These were devel oped by Lennard Xiao, Christian G oves and Paul ,

so added Lennard and Christian as authors.

-01: Updated by roberta to include sone sanple call flows.

* Ok Ok *

-00: Initial version by pkyzivat. Established general outline for
t he document, and specified a few things thought to represent wg
consensus.
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Appendi x A.  CLUE Signalling and data channel concerns

[ The specifics of the CLUE signaling protocol are in the process of
being defined in [I-D. presta-clue-protocol], while the negotiation of
the CLUE data channel is being defined in
[I-D.ietf-clue-datachannel]. As such, considerable text originally
in this section have been transitioned to these docunent. The
following text relates to issues that are no |onger the focus of this
docunent, but remain inportant and unresol ved, and so have been
preserved here.]

A.1. Protocol Versioning and Options
A.1.1. Versioning Objectives

The CLUE versioni ng mechani sm addresses the foll ow ng needs:
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Ver si oni ng of basic behavior and options,

CLUE nessage exchange

*
* CLUE nessage exchange,
*
*

coordi nated use of SIP and SDP
* required nmedia behavior.
0 Renmain fixed for the duration of the CLUE channe

o

0o Be sufficient
ver si ons.

Be extensible for configuration of new options.

(with extensions) for all envisioned future

A.1.2. Versioning Overview

An initial nessage exchange on the CLUE channel handl es the
negoti ati on of version and options.

0 Dedicated nessage types are used for this negotiation
0 The negotiation is repeated if the CLUE channel is reestablished.

The version usage is simlar in philosophy to XMPP

0 See [RFC6120]

o A version has
i nteger.)

o Major version

o Mnor version
compati bl e by

section 4.7.5.
maj or and ni nor conponents. (Each a non-negative

changes denote non-interoperabl e changes.
changes denote schenma changes that are backward
i gnori ng unknown XM el enents, or other backward

conpati bl e changes.
o |f a common mgjor version cannot be negotiated, then CLUE MUST NOT

be used.

0 The sane nessage exchange al so negoti ates options.
o0 Each option is denoted by a unique XM elenent in the negotiation

Figure 1 shows the negotiation in sinplified form

Kyzivat, et al.
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| Supported Supported

Figure 1: Basic Option Negotiation (sinplified)

April 2014

Dedi cat ed nessage types are used for the negotiation because:

o The protocol

and once.
ahead,

can then ensure that the negotiation is done first,

Not changi ng ni d-session neans an endpoi nt can pl an

and predict what may be used and what night be received.

o This provides extensible framework for negotiating optiona

f eat ures
o A full

are exchanged.

option negotiation can be conpl eted before other nmessages

Figure 2 and Figure 3 are sinplified exanples of the Supported and
Requi red nmessages

Kyzivat, et al.

<support ed>
<version mgjor="1" mnor="0">
<!- May repeat version if multiple
maj or versions support ed. ->
<!- Options follow ->
<medi aProvi der/ >

</supporiéd>
Figure 2: Supported Message (sinplified)
<requi red>
<version mgjor="1" mnor="0">
<l-
<!- Options follow ->

<nedi aProvi der/ >

</requiréd;

Expi res Cctober 13, 2014
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Figure 3: Required Message (sinplified)
A.1.3. Version Negotiation

The Supported nessage includes one or nore <version> el enents, each
denoting a major/ m nor version conbination that the sender of the
nmessage i s capabl e of supporting.

The <version> el ement contains both a major and minor version. Each
is a non-negative integer. Each <version> elenent in the nessage
MUST contain a unique nmajor version nunber, distinct fromthe ngjor
versi on nunber in all the other <version> elenents in the nessage.
The minor version in a <version> el ement denotes the | argest m nor
versi on the sender supports for the correspondi ng nmaj or version

(M nor versions are always backwards conpati ble, so support for a

m nor version inplies support for all smaller mnor versions.)

Each endpoint of the CLUE channel sends a Supported nessage, and
recei ves the Supported nessage sent by the other end. Then each end
compares the versions sent and the versions received to deternine the
version to be used for this CLUE session.

o |If there is no nmgjor version in comobn between the two ends,
negotiation fails.
0 The <version> elenents fromthe two ends that have the |argest
mat chi ng maj or version are sel ect ed.
0 After exchange each end determ nes conpatible version nunbers to
be used for encodi ng and decodi ng nessages, and other behavior in
t he CLUE sessi on.
* The <version> elenments fromthe two ends that have the | argest
mat chi ng maj or version are sel ect ed.
* The side that sent the smaller mnor version chooses the one it
sent.
* The side that sent the larger minor version may choose the
m nor version it received, or the one it sent, or any val ue
bet ween t hose two.
o0 Each end then sends a Required nessage with a single <version>
el ement containing the major and mnor versions it has chosen

[[Note: "required" is the wong semantic for this. Mght want a
better nessage nane.]]

o Each end then behaves in accord with the specifications denoted by
the version it chose. This continues until the end of the CLUE
session, or until changed as a result of another version
negoti ati on when the CLUE channel is reestablished.

[[ Note: The version negotiation remains in effect even if the CLUE
channel is lost.]]
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A.1.4. Option Negotiation

Option negotiation is used to agree upon which options will be

avail able for use within the CLUE session. (It does not say that
these options nust be used.) This nay be used for both standard and
proprietary options. (As used here, and option could be either a
feature described as part of this specification that is optional to
i mpl ement, or a feature defined in a separate specification that
extends this one.)

Each end includes, within the Supported nessage it sends, elenents
describing those options it is willing and able to use with this CLUE
sessi on.

Each side, upon receiving a Supported nessage, selects fromthat
message those option elenents that it wi shes the peer to use. (If/
when occasion for that use arises.) It then includes those selected
el ements into the Required nessage that it sends

Wthin a received Supported nessage, unknown option el enents MJST be
ignored. This includes elenents that are of a known type that is not
known to denote an option

A.1.5. Option Elements

Each option is denoted, in the Supported and Required nmessages, by an
XML el ement. There are no special rules for these elenents - they
can be any XML elenent. The attributes and body of the el enment may
carry further information about the option. The sane elenent type is
used to denote the option in the Supported nessage and the
correspondi ng Required nmessage, but the attributes and body may
differ according to option-specific rules. This may be used to
negoti ate aspects of a particular option. The ordering of option
elenments is irrelevant within the Supported and Required nessages,
and need not be consistent in the two.

Only one option elenent is defined in this docunment: <nedi aProvider>
A 1.5.1. <nediaProvider>

The <nedi aProvi der> el enment, when placed in a Supported nessage,
indicates that the sender is willing and able to send ADVERTI SEMENT
nmessages and recei ve CONFI GURE nessages. When placed in a Required
message, the <medi aProvi der> el ement indicates that the sender is
willing, able, and desirous of receiving ADVERTI SEMENT nessages and
sendi ng CONFI GURE nessages. |f an endpoint does not receive

<medi aProvider> in a Required nessage, it MJST NOT send ADVERTI SEMENT
nmessages. For common cases <medi aProvi der> shoul d be supported and
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required by both endpoints, to enable bidirectional exchange of
media. |If not required by either end, the CLUE session is useless.
This is an error condition, and SHOULD result in term nation of the
CLUE channel

The <nedi aProvi der> el emrent has no defined attributes or body.
A.1.6. Version & option negotiation errors

The following are errors that may be detected and reported during
versi on negotiation:

0 Version inconpatibility

There is no common val ue between the nmmjor version nunbers sent in
a Supported nessage and those in the received Supported nessage.
0 Option inconpatibility

This can occur if options supported by one endpoint are

i nconsistent with those supported by the other endpoint. E.g.,
The <nedi aProvider> option is not specified by either endpoint.
Options SHOULD be specified so as to make it difficult for this
problemto occur.

This error may al so be used to indicate that insufficient options
have been required anong the two ends for a useful session to
result. This can occur with a feature that needs to be present on
at |least one end, but not on a specific end. E. g., The

<medi aProvi der > option was Supported by at |east one of the
endpoints, but it was not Required by either

This may al so be used to indicate that an option elenment in the
Requi red nmessage has attributes or body content that is
syntactically correct, but in inconsistent with the rules for
option negotiation specified for that particular elenent. The
definition of each option nust specify the negotiation rules for
that option.

0 Unsupported option

An option elenent type received in a Required nessage did not
appear in the correspondi ng Supported el enent.

(Unsupported options received in a Supported nmessage do not
trigger this error. They are ignored.)

These errors are reported using the normal nessage error reporting
mechani sm
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O her applicable error codes may al so be returned in response to a
Supported or Required nessage.

Errors that occur at this stage result in negotiation failure. Wen
this occurs, CLUE cannot be used until the end of the SIP session, or
until a new CLUE channel is negotiated and a subsequent version
negoti ati on succeeds. The SIP session may continue w thout CLUE
feat ures.

A 1.7. Definition and Use of Version Nunbers

[[NOTE: THI'S IS AWKWARD. SUGGESTI ONS FOR BETTER WAYS TO DEFI NE THI S
ARE WELCOME. 1]

Thi s docunment defines CLUE version 1.0 (major=1, mnor=0). This
denotes the normative behavior defined in this docunment and ot her
docunents upon which it normatively depends, including but is not

limted to:

o0 the schema defined in [I-D. presta-clue-protocol];

o the schema defined in [clue-data-nodel]

o the protocol used to exchange CLUE nessages;

o the protocol defined herein that defines valid sequence of CLUE
nmessages;

0 the specific rules defined herein for enploying SIP, SDP, and RTP

to realize the CLUE nessages.

G ven two CLUE versions Vx and VW, then Vx is backward conpatibl e
with W if and only if:

o Al messages valid according to the schena of Vx are also valid
according to the schemas of Wy

o All messages valid according to the schema of Wy can be made valid
according to the schemas of Vx by deleting el enents undefined in
t he schemas of WVx.

[[NOTE: TH S PROBABLY NEEDS WORK!]]
o Al normative behaviors defined for Vx are defined consistently

for Wy.

[[NOTE: SOVE HAND WAVI NG HERE. ] ]
Revi si ons, updates, to any of the documents denoted by Version 1.0
MAY result in the definition of a new CLUE version. |f they do, then

this docunent MJUST be revised to define the new version

The CLUE version to be defined in a revision to this docunent MJST be
deternined as foll ows:
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o If the revision and the docunent being revised are nutually
backward conpatible (they are functionally equivalent), then the
CLUE version MJST renmai n unchanged.

o Else if the revision is backward conpatible with the docunent

bei ng revi sed,

then the CLUE nmaj or version MJST renmain unchanged,

and the CLUE minor version MJST be increased by one (1).
0 Else the CLUE major version nust be increased by one (1), and the
CLUE minor version set to zero (0).

When a CLUE inplenentation sends a Supported nessage,
the CLUE versions it

A 1.8.

A 1.8. 1.

Kyzi vat,

it MJST include

is willing and able to conformwith.

Version & Option Negotiation Exanpl es

Successf ul

et al.

Negoti ation - Milti-version

| Supported Supported

| Version 2.0 [
| Version 1.2 Version 1.1 |
| nedi aProv medi aProv |

[------------ L e [
I X I
[<----------- R R >|
I I
| Required Requi r ed

| Version 1.2 Version 1.1 |
| nedi aProv medi aProv |
[------------ L e [
I X I
[<------o---- R R >|

[------------ L |
I X I
| <-------e--- R >|
I I
| Adverti se |
I >|
| , |
[ Configure [
IR R >|
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The endpoint on the left can support versions 1.2 and 2.0, and
because of backward conpatibility can support versions 1.0 and 1.1
The endpoint on the right supports only version 2.0. Both endpoints
with to both provide and consune nedia. They each send a Supported
message i ndi cating what they support.

The elenment on the left, upon receiving the Supported nessage,
determines that it is pernmitted to use version 1.2 or 1.1, and
decides to use 1.2. It sends a Required nmessage containing version
1.2 and al so includes the nediaProvider option el enent, because it
wants its peer to provide nedia.

The el enment on the right, upon receiving the Supported nessage,
sel ects version 1.1 because it is the highest version in conmon to

the two sides. It sends a Required nessage containing version 1.1
because that is the highest version in conmon. It also includes the
medi aProvi der option elenent, because it wants its peer to provide
nmedi a.

Upon receiving the Required nessages, both endpoints determni ne that
they shoul d send ADVERTI SEMENTS.

ADVERTI SEMENT and CONFI GURE nessages will flow in both directions.

A.1.8.2. Successful Negotiation - Consuner-Only Endpoint
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| Supported Supported |
| Version 1.0 Version 1.0 |
| nedi aProv (no opts) |
[------------ L e [
I X I
[<------o---- R R >|

[------------ L e [
I X I
[<----------- R R >|
I I
| Required Required |
| Version 1.0 Version 1.0 |
| (no opts) medi aProv |
[------------ L e [

X I
S R R >|

[------------ [ e |
I X I
[<----mmmm--- R e >|

I
| Advertise |
|- >
| , |
[ Configure |
R PR ETEEETPREES |

April 2014

The endpoint on the right consumes nedia, but doesn't provide any so

it doesn't
message it sends.

i ncl ude the nedi aProvi der option el enent

in the Supported

The elenent on the left would Iike to include a nediaProvider option

el ement
di d not

ADVERTI SEMENT nmessages wil |
messages Wil |

A.1.8.3. Successful

Kyzivat, et al.

in the Requirements message it sends,
receive one in the Supported nessage it

Negoti ation -

Expi res Cctober

only go fromleft to right,

only go fromright to left.

Provi der-Only Endpoi nt

13, 2014

but can’'t because it
recei ved.

and CONFI GURE
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| Supported Supported |
| Version 1.0 Version 1.0 |
| nedi aProv medi aProv |
[------------ L e [
I X I
[<------o---- R R >|

[------------ L e [
I X I
[<----------- R R >|
I I
| Required Required |
| Version 1.0 Version 1.0 |
| (no opts) medi aProv |
[------------ L e [

X I
S R R >|

[------------ [ e |
I X I
[<----mmmm--- R e >|

I
| Advertise |
|- >
| , |
[ Configure |
R PR ETEEETPREES |

April 2014

The endpoint on the left provides nedia but does not consune any so

it includes the medi aProvi der option el ement
i ncl ude the nedi aProvi der option el enent

it sends, but does’t
Required nessage it sends.

ADVERT| SEMENT nessages w | |
messages will

A 1.8.4.

Kyzivat, et al.

Expi res Cctober

only go fromleft to right,

only go fromright to left.

Version Inconpatibility

13, 2014

in the Supported nessage

in the

and CONFI GURE
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Upon receiving the Supported nessage,
is no major version in comon,

CLUE Signaling

| Supported Supported |
| Version 1.2 Version 2.1 |
[------------ L e [
I X I
[<----------- R R >|
I I
| Version Version |
| I'ncompat. I nconpat . |
[------------ L e [
X I

S Lt R R >|

April 2014

each endpoi nt di scovers there
so CLUE usage is not possible. Each

sends an error response indicating this and then ceases CLUE usage.

A 1.8.5.

Kyzi vat,

Option Inconpatibility

et al.

| Supported Supported |
| Version 1.0 Version 1.0 |
| medi aProv medi aProv |
[------------ L R |
I X I
[<---cmmenn-- R R >|
I
| Required Required |
| (no opts) (no opts) |
[------------ L R |
I X I
[<---cmmenn-- R R >|
I I
| Option Option |
| I'nconpat. | nconpat . |
[------------ L R |
X
S R >

| egacy node or BYE

Expi res Cctober 13, 2014
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Neit her of the endpoints is willing to provide nedia. It makes no
sense to continue CLUE operation in this situation. Each endpoint
realizes this upon receiving the Supported nessage, sends an error
response indicating this and then ceases CLUE usage.

A.1.8.6. Syntax Error

| Supported | @$9%8 |

EER T \ femmee e

I
| | egacy node or BYE
I i >
A. 2. Message Transport
CLUE nessages are transported over a bidirectional CLUE channel. In

a two-party CLUE session, a CLUE channel connects the two endpoints.
In a CLUE conference, each endpoint has a CLUE channel connecting it
to an MCU. (In conferences with cascaded m xers [ RFC4353], two MCUs
wi Il be connected by a CLUE channel .)

A . 2.1. CLUE Channel Lifetine

The transport mechani smused for CLUE nessages is DTLS/ SCTP as
specified in [I-D.tuexen-tsvwg-sctp-dtls-encaps] and
[I-D.ietf-nmusic-sctp-sdp]. A CLUE channel consists of one SCTP
streamin each direction over a DTLS/ SCTP session. The nmechani sm for
establishing the DILS/ SCTP session is described in
[I-D.ietf-clue-datachannel].

The CLUE channel will usually be offered during the initial SIP

I NVITE, and remain connected for the duration of the CLUE SIP
session. However this need not be the case. The CLUE channel may be
establ i shed nid-session after desire and capability for CLUE have
been determi ned, and the CLUE channel nmay be dropped nmid-call if the

Kyzivat, et al. Expi res Cctober 13, 2014 [ Page 39]



Internet-Draft CLUE Signaling April 2014

desire and/or capability to support it is |ost.

There may be cases when it becones necessary to "reset” the CLUE
channel. This by be as a result of an error on the underlying SCTP
associ ation, a need to change the endpoi nt address of the SCTP
associ ation, loss of CLUE protocol state, or something else TBD

The preci se mechani snms used to determine when a reset is required,
and how to acconplish it and return to a well defined state are TBS

A.2.2. Channel Error Handling

W will need to specify behavior in the face of transport errors that
are so severe that they can’t be managed via CLUE nmessaging wthin

the CLUE channel. Sone errors of this sort are:
o0 Unable to establish the SCTP association after signaling it in
SDP.

0 CLUE channel setup rejected by peer
o0 FError reported by transport while witing nessage to CLUE channel
0 Error reported by transport while readi ng message from CLUE
channel
o Tinmeout - overdue acknow edgenent of a CLUE nessage.
(Requi renments for now soon a nessage nust be responded to are

TBD.)
o0 Application fault. CLUE protocol state |ost.
The worst case is to drop the entire CLUE call. Another possibility

is to fall back to |l egacy conpatibility node. O perhaps a "reset”
can be done on the protocol. E. g. this mght be acconplished by
sending a new O A and establishing a replacenment SCTP associ ati on.
O a new CLUE channel m ght be established within the existing SCTP
associ ati on.

A. 3. Message Frani ng
Message framing is provided by the SCTP transport protocol. Each
CLUE nessage is carried in one SCTP message
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