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Abstract

The present docunent defines a new kind of certificate suited for
constrai ned environnents. This new kind of certificate is intended
to be used in Transport Layer Security (TLS) and Dat agram Transport
Layer Security (DTLS) in combination with Constrained Application
Pr ot ocol (CoAP)
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1. Introduction

The Constrained Application Protocol (CoAP) [I-D.ietf-core-coap] uses
DTLS [ RFC6347] to establish a secure connection between distinct
nodes in a sensor network. Like TLS, DTLS provides various ways to
authenticate peers. For a certificate based authentication X 509
certificates or Raw Public Keys can be used [ RFC5246],
[I-D.ietf-tls-oob-pubkey].

X. 509 certificates [ RFC5280] were invented to fulfill the needs of
the Public-Key infrastructure. This certificate format is very
flexible and has | ots of extensions, but that nekes it also difficult
to handle in constrained environnents. |In addition X 509
certificates are encoded using ASN.1 DER encodi ng, which needs
compl ex parsers, conpared to other formats.

An alternative for X 509 certificates is the use of raw public keys.
They consist only of the public key and thus offer a very I|ight-

wei ght solution. But they provide no nmeans for binding the public
key to an entity. Moreover, many of the other features provided by
X. 509 are m ssing.

The intention of this draft is to define a new format for
representing a certificate. This new kind of certificate ainms to be
a alternative to X. 509 for constrai ned environnments, while stil
bei ng usable in the TLS and DTLS handshake |ike a X. 509 certificate.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.

Use Cases and Probl em St at enent

When i npl ementing DILS with public key authentication on a Class 1
constrained node [I-D.ietf-lw g-term nol ogy] using X 509 certificates
tends to consune too nuch nmenory. The analysis done in
[I-D.ietf-Iwig-tls-mininal] on a constrained TLS i npl enentati on using
X. 509 certificates showed that the X 509 rel ated code needed 2,776
Bytes and the ASN. 1 parser needed an addition of 5,512 bytes.

Using raw public keys in DTLS al ready showed probl ens regarding the
parsing and creation of ASN. 1 structures needed for the ECDSA
signature in the handshake. In a raw public key 27 bytes are used to
descri be the ECDSA capable key and to formthe ASN. 1 structure
itself.
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3. Design Requirenents

The constrained certificates presented in this docunent are designed
for the usage in TLS and DTLS with the Constrai ned Application
Prot ocol (CoAP) and to replace X. 509 in these environnents.

The main approach is to create certificates better suited for the use
in constrained environments. This is done by renoving the el enents
fromthe basic structures of the X 509 format, which are not needed
inthis use case. In addition other elenents are nodified to include
addi ti ons added by certificate extensions in X 509, which are needed
in many use cases by TLS and DTLS

Wil e defining a new certificate format we used Bi nary Object
Representati on (CBOR) [RFC7049] to encode the data instead of ASN. 1,
because CBOR is better suited for constrained environments. The new
format al so nakes use of the taggi ng nechani sm of CBOR to describe
el ement s.
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4.

Overvi ew of the approach

The main differences in the design of Concerts conpared to X 509
certificates are:

(0]

I nstead of using Object ldentifiers as in X 509, tags from CBOR
are used. Each of the object identifiers found in a small X 509
ECDSA certificate is between 3 and 9 Bytes long and is stored in
an additional el enent whose definition needs additional space.

Concerts will have a list of entity nanes the certificate is bound
to and not just one subject distinguished name. There is no need
for something |ike the subject alternative nanes extension

because all these nanes are defined in the list of subject nanes.
This make the certificate itself smaller and it al so nakes the
parsing of the certificate easier, because there is just one
structure to parsed instead of two for X 509 certificates to get
al |l subject distinguished nanes.

One subject nane in the list of subject names consists of only one
val ue, such as the DNS name or the IP address. Many X 509
certificates used in the web al so contain additional data in the
subj ect distingui shed nane, describing the organization which
operates the website, these infornmation are not needed for the TLS
or DTLS aut hentication

Instead of referencing the issuer certificate by its subject

di stingui shed nane, the issuer is referenced by a naned
information |ike defined in [ RFC6920]. A SHA-256 hash over the
public key of the issuer is conputed and the first 8 to 32 bytes
of that hash are stored in the certificate the issuer singed to
identify issuer. This is simlar to the use of the authority key
identifier fromfrom|[RFC5280], Section 4.2.1.1. to identify the
i ssuer certificate. This way Raw public keys
[I-D.ietf-tls-o00b-pubkey] can be used as certificate authorities.
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5. Structure of the certificate

This new certificate type uses a sinilar ordering than X 509 does.

Certificate ::= Array {
tbsCertificate TBSCertificate,
si gnat ur eval ue Array }
TBSCertificate ::= Array {
seri al Nunber byte string,
signature i nt eger,
i ssuer byte string,
not Bef or e dat eTi ne,
not Af t er dat eTi ne,
subj ect Li st Subj ect NanelLi st ,
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,
ext ensi on Map }
Subj ect NaneLi st ::= ARRAY OF Subj ect Nane
Subj ect Name ::= CHO CE {
| Pv4 byte string,
| Pv6 byte string,
dns utf-8 string }
Subj ect Publ i cKeylnfo ::= ARRAY {
curve i nt eger,
pubkey byte string }

The Certificate el enent contains the conplete certificate and will be
tagged, to indicate a specific version of the concert certificate
format.

The TBSCertificate elenment stores the data to be signed.

The serial Nunmber should be used by an issuer to store additional data
like a serial nunber to do certificate revocation or to add sone
additional entropy to the certificate.

The signature element stores the signature algorithmthis certificate
was sign with. It nust be the sane value as used to tag the
si gnat ur eVal ue el enent.

The issuer elenment nust contain a named information defined in

[ RFC6920], which is a SHA-256 hash over the issuer’s public key or
part of it. It is used to identify the issuer certificate. The
element is tagged with the hash algorithmused to create the hash
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There are no secure hash al gorithnms needed, because a collision wll
not weaken the security, it will just prevent the issuer from being
f ound.

The notBefore and not After el ement nust neet the requirenents for
dat eTi ne types.

The subject elenment is an array with the subject names this
certificate is bound to. The subject nanes in the list nust have a
tag. There is a tag needed for an |IPv4 address, |Pv6 address and a
DNS name. Using special representation for sone identifiers nmakes it
easier to conpress the data and there is no code needed to convert an
| P address fromstring into a binary representation.

The subj ect PublicKeyl nfo el ement contains an array with el ements
specific to the public key and is tagged with the public key type.
In case of an ECDSA capabl e public keys a curve nane and the public
key itself are stored in this array.

The signatureVal ue el ement stores the signature of the tbsCertificate
bl ock made with the issuer private key. This elenent is tagged with
the signature algorithm That tag nust match the tag of the
signature elenent in the thsCertificate el enent. The nunber of
elements in the array depends on the needs of the signature algorithm
used.

The ECDSA signature is not stored in an ASN.1 DER representation, but
al so encoded with CBOR. Both values of the ECDSA signhature are
stored in the array in binary representation with a fixed length
dependi ng on the signature type.
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6. Exanple
Here is an example for such a certificate.

VERSI ON|
[
h', /1 no serial Nunmber
SI G ALGO,
TRUNCATED_HASH( h’
01 23 45 67 89 AB CD EF 01 23 45 67 89 AB CD

EF ),
1(1394751600) , /1 14/ 02/ 2014
1(1402783200), /1 15/ 05/ 2014
| Pv4( h’ ©0000201’ ), /1 192.0.2.1

| Pv6(h’ 20010DB8000000000000000000000001" ),
/1 2001:db8::1
DNS( " www. exanpl e. cont')

PUB_KEY( [
23, /'l secp256rl
h’ 04 CD 4E 80 9A DA BF 6B F7 BB 03 EF 9C 5C
EO OB CO 92 EB 94 14 04 5E C5 42 F2 57 99
BD F8 42 88 96 24 1A 08 90 9A ED 2F C5 68
BB 3C BC 48 20 78 08 7B D8 28 5C C9 ED 36
65 A6 97 BA AB 62 D5 E7 95

1)
]

SI G ALGO([

h’28 B1 51 1E 6F 03 10 12 8E 9A EO 3D 11 A2 FO
AF BF 3D 1F EC 58 30 C3 FA 3E C4 F4 8B 75 40
E8 17',

h'D6 E4 OA 56 00 48 D7 BB F4 23 5B FC CB 5F 87
52 OF 49 D8 F5 B2 85 8B EF B2 Cl 27 17 2E F3
A0 88

1)
]
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