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Abst r act

CoAP (RFC 7252) is defined to be transported over datagramtransports
such as UDP or DTLS. For a nunber of applications, it may be usefu
to channel CoAP nessages in a TCP connection. This draft discusses
different ways to do that.
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1. Introduction
(See Abstract)
The primary use case addressed by this specification is:
0 Aggregation of CoAP streans behind proxies, e.g.:
* Behind a DTLS terminator/l oad bal ancer on the cloud side

* As a wide-area interface to a proxy that speaks CoAP over UDP
on the constrained side

1.1. njectives
(TBD)

1.2. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].

The term"byte" is used in its now custonmary sense as a synonym for
"octet"
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Al multi-byte integers in this protocol are interpreted in network
byte order.

2. Framng

The TCP stream needs to be structured into frames in order to delimt
CoAP nessages

As the size of CoAP nessages is limted, there is no need to split a
singl e CoAP nessage into nultiple frames (no interleaving).

Several alternative frane formats are possible. The current version
of this specifications proposes several alternatives, with the
under standing that a single one of these is likely to be chosen

One desirable characteristic of a frami ng schene is detection of
premature term nation of the TCP connection. Wile TCP in principle
di stinguishes orderly (FIN and destructive (RST) termi nation of a
connection, the difference is not always visible fromthe socket
interface; also, a crashing process gives the inpression of orderly
termnation. All schemes proposed here provide this detection

2.1. Length prefix

A popular formof framng for TCP starts each frane with a length
i ndi cati on [ RFC1006] .

A sinple formof length prefix would be an SDNV [ RFC6256], which is
efficient for |arge nunbers of nostly snmall (< 128 B) nessages.
Alternatively, a two-byte prefix could always be used, or the length
coul d be enbedded in the CoAP nessage by using the unused Message-|D
field.

The mai n di sadvantage of a length prefix is that the sender needs to
know the |l ength before sending the nessage proper. The nmain
advantage of a length prefix is that the receiver knows the length at
the start of receiving the nessage.

2. 2. Delimter-based

Anot her form of nessage deliniting uses special byte values for
delinmting protocol elements, e.g. CRLF for lines in a text stream
Since CoAP requires full data transparency, introducing a delimter
byte requires escaping occurrences of the delimter in the data
stream which in turn requires escaping the escape nechanism In
traditional byte-stuffing (called "octet-stuffing” in [RFCL662]), the
overhead of this escaping can be up to 100 % on top of the actua
data. Cheshire has shown how to conbine delimiter-based and | ength

Bor mann Expi res January 5, 2015 [ Page 3]



Internet-Draft CoAP- TCP July 2014

prefix based encoding in "Consistent Overhead Byte Stuffing" [COBS];
however, this requires at |east two bytes per nessage, achieving ful
efficiency only for relatively large nessages and only if the length
of the renmaining nessage is known (see Section 2.1 before). A schene
such as the FSE schene in [RFC2687] m ght be sinpler to inplenent
(the efficiency of an FSE-style schenme can be quite high by
exploiting the fact that CoAP frames never start with a val ue bel ow
0x40). A good value for FSE-style (or even a non-zero COBS-style)
delimter can be determ ned by exam ning a corpus of CoAP nessages
(TBD).

A maj or advantage of a COBS-like schene would be conpatibility with
schenes that synchronize TCP packet boundaries w th nmessage
boundaries [M N QV .

Requiring a delimter at the _end_ of a franme fulfills the

requi renent for detection of premature TCP connection term nation
except for an FSE-style scheme where the FSE starting an escape
sequence happens to fall on a packet boundary.

2.3. Self-delimting

Currently, CoAP nessages are not self-delimting, as the payl oad
delinmter is optional and does not contain a payl oad | ength.

In the scheme proposed here, the payload delinmter is made required;
the payload length is then encoded exactly as in CoAP options. For
exanpl e:

0 OxFO would indicate that a zero-length (absent) payl oad foll ows

0 OxF1 would indicate a single-byte payl oad

0 OxFD 0x47 would indicate a 84-byte payl oad

0 OxFE OxFF OxFF woul d indicate a 65804-byte payl oad

One advantage of inplenenting this schenme is that it could al so be
used to aggregate nultiple CoAP nessages into one datagram of a

dat agram based transport such as UDP or DILS, if that is desired

wi t hout increasing the overhead for unaggregated nessages. For this
application, OxFF could still be used in order to efficiently encode

"payl oad delinmited by nessage boundary" in the final CoAP nessage in
t he dat agram
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3. Changes to CoAP
The content of this section is expressed as a delta on [ RFC7252].
3.1. One Message Type Only

As reliability is handled by TCP, there is no need for ACK nessages.
Simlarly, rebooting nodes will drop their TCP connections, so there
is no need for RST nessages (but see Section 3.4).

Cf. [1-D. savol ai nen-cor e- coap- websocket s] .

There may still be a desire to differentiate CON and NON for the
intention behind a TCP-to-UDP proxy. |In contrast to

[1-D.savol ai nen-cor e- coap- websockets], this specification proposes to
retain the difference between CON and NON nessages as a hint for the
reliability requirenents placed on a nessage forwarded through a
proxy. There are no ACK or RST nessages; ACK nmessages MJUST be
encoded as CON nessages.

3.2. Token

The Token space is local to the TCP connection. |In particular, this
nmeans that closing dowm a TCP connection cancels all outstanding
requests (the responses are not sent over a new connection, which is
handl ed |i ke a new endpoint).

3.3. Message-ID, Fixed Header For nat

As there are no ACKs, there is no need to correlate an ACK to a CON

As a result, there is no need to carry a Message-ID for this. There
is al so no danger of duplication of a nessage, so the Message-IDis

entirely wi thout function

If it seens desirable to maintain the frane fornmat, the nessage-1D
could still be sent enpty. Alternatively, it could be used as a
space for the frame |length

As does [I|-D. savol ai nen-cor e- coap- websockets], this specification
proposes to elide the Message-ID, i.e. to send bytes 0 and 1 of the
CoAP nessage followed directly by byte 4 and fol |l ow ng.

3.4. Rejecting nessages
[I-D.ietf-core-observe] now supports Cbhservation Cancellation

reduci ng the need to support Reset-like nmessages for cancelling an
observation rel ati onship.
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3.5. Resilient variant

An alternative approach is to treat the TCP connection as epheneral
If a connection can go away at any point in tinme, and be replaced by
a new one, the delivery of nessages is no longer fully reliable. Al
functions of Message-IDs renmain, as well as the functions of ACKs.
Tokens retain their neaning beyond a connection

3.6. Signatures
A new TCP connection can send an identifying signature in both
directions to facilitate debuggi ng and protocol evolution and to
enabl e detection of nismatches.

E.g., the side opening a connection could send the seven bytes
"CoAP1\r\n" and the answering side simlarly "cQapl\r\n".

4. Transport sel ection

There may be use cases where the TCP transport should be explicitly

selected froma URI. This problemshould be solved in a way that
doesn’t cause the available of different transports to generate
aliases for the sane resource, i.e. the sane "coap://" URl should be

used for the sane resource. f
[1-D.silverajan-core-coap-alternative-transports].
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