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Abst ract

The CoAP draft defines how to use DILS as security mechanism In
order to establish which nodes are trusted to initiate a DTLS session
with a device, the followi ng security nodes are defined: NoSec,

Pr eShar edKey, RawPublicKey, and Certificate. These nodes require
either to provision a list of keys of trusted clients, or to handle
heavywei ght certificates. This meno proposes two internediate
security nodes involving a trusted third party that are very simlar
to PreSharedKey and RawPubl i cKey respectively, but which do not

requi re out-of-band provisioning of client keys to the device.
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1.

I nt roducti on

The Constrained Application Protocol (CoAP) [I-D.ietf-core-coap] is a
i ght-weight web transfer protocol suitable for applications in
enbedded devices used in services such as snart energy, snmart hone,
buil di ng automati on, renpote patient nonitoring etc. Due to the
nature of the these use cases including critical, unattended
infrastructure and the personal sphere, security and privacy are
critical conponents.

CoAP nessage exchanges can be protected with different security
protocols. The CoAP specification defines a DTLS [ RFC6347] binding
for CoAP, which provides communication security including

aut hentication, encryption, integrity, and replay protection. In
order to bootstrap trust rel ations, the CoAP specification defines
four security nodes that are the result of different provisioning
procedures (see section 9 of [I-D.ietf-core-coap]):

NoSec

Pr eShar edKey ( PSK)
RawPubl i cKey ( RPK)
Certificate

O O0OO0Oo

The NoSec alternative assumes security measures at another protoco

| ayer and provides no security at all. PSK and RPK nodes rely on a
pre-provisioned list of keys that the device can initiate a DILS
session with., Certificate node requires provisioning of certain root
trust anchor public keys (equivalent to CA certificates) that can be
used to validate previously unknown X 509 certificates, before using
themto establish a DTLS session

G ven a setting where security is required, and where at |east some
devices are too resource constrained to handle X 509 certificates,
devi ces woul d have to use either the PSK or the RPK node. |If the set
of nodes that a device would communicate with varies dynamically
(e.g. a pay-per-use scenario) this would in turn require constant re-
provisioning of lists of trusted clients to the individual devices.

Such an approach will obviously not scale well and nake consi stent
managenent of security policies over a set of devices very difficult.
Therefore we propose two additional security nbdes that take

advant age of the | ow resource consunption of the PSK and the RPK
nmodes, but also allow to manage dynanmic trust relations without
having to re-provision the individual nodes. The basic ideais to
provision a symmetric key of a trust anchor to the devices. A node
wi shing to connect to the device can obtain either a derived secret
key, or a Message Authentication Code (MAC) of its public key from
one of the trust anchors, and the device can verify that this derived
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secret key, or MAC is generated by a trust anchor. The derived key or
public key is then used by the device as in PSK or RPK node,
respectively.

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Certain security-related terns are to be understood in the sense
defined in [RFC4949]. These terns include, but are not limted to,
"aut hentication", "authorization", "confidentiality", "encryption",
"data integrity", "nessage authentication code", and "verify".

Term nol ogy for constrained environnments is defined in [I-D.ietf-
I wi g-term nol ogy] e.g. "constrained device".

Furthernmore this nmenmo refers to the following entities:

0 The constrai ned device providing resources is called the
Resource Server (RS)

0 The node connecting to the Resource Server in order to request
some resource is called dient (Q

0 The entity having an a-priori trust relation with RS is called
the Trust Anchor (TA)

2. DerivedKey Mbde

This node addresses sinilar use cases as the PSK node, but w thout
the requirenent for out-of-band provisioning of shared keys between C
and RS. |Instead each resource server is configured with secret,
symetric keys shared with its trust anchors. For sinplicity of

expl anati on we assune here, that each RS only has a single TA, and
that they share the key K RS-TA. A client wishing to establish a
connection to a RS needs to obtain a symmetric key K RS-C and a nonce
fromthe TA, where K RS-Cis derived fromK RS-TA and that nonce. C
transmits the nonce in the psk identity field of the

Cl i ent KeyExchange nmessage of the DTLS protocol. The RS then derives
K RS-C fromthe nonce and K RS-TA, and then both proceed using K RS-C
as a pre-shared key [RFC4279]. Figure 1 illustrates this procedure.

dient Trust Anchor Resource Server
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| 1. Request key |

| 2. Process
| authorization
I

and psk_identity = nonce
Figure 1: The nmessage flow for DerivedKey node

How C aut henticates with the TA, and how the TA authorizes the
request for a key K RS-Cis out of scope for this neno.

2.1 Cenerating The Nonce

Upon request, the trust anchor verifies if Cis authorized to connect
to the resource server. Howthis is done is out of scope for this
meno. |f the verification succeeds, the TA generates the nonce as
fol | ows:

nonce = '"DK.' + TAid + .’ Cid + '.’ + sequence_nunber

where '+’ indicates concatenation,

"TA id is an identifier that the RS can use to select the
correct K RS-TA,

"Cid is an identifier of C and

' sequence_nunber’ is a sequence nunber maintained by the RS and
the TA.

The TA then generates the shared key K RS-C as described in section
2.2 and transfers the nonce and K RS-Cto C via a secure channel

2.2 Calculating The Derived Key
K RS-Cis derived fromK RS-TA by the trust anchor and the resource

server through a data expansion step, as defined in [ RFC5246]:

P_hash(secret, seed) = HVAC hash(secret, A(1l) + seed) +
HVAC hash(secret, A(2) + seed) +
HVAC hash(secret, A(3) + seed) + ..

where '+ indicates concatenation and A() is defined as:

Seitz & Sel ander Expires April 24, 2014 [ Page 5]



| NTERNET DRAFT Addi tional Security Moddes for CoAP  Cctober 21, 2013

A(0)
A1)

seed
HVAC hash(secret, A(i-1))

In the present case:

0 hash is SHA-256
0 ’'secret’ is the shared key K RS-TA, and
0 ’'seed is the nonce.

The nonce, associated to the connection request, is generated by the
trust anchor (see 2.1). A nonce SHALL NOT be reused with the sane
shared key K _RS-TA

Wth one iteration of the P_SHA256, the output data D of 256 bits can
be used to define K RS-C either as one 256 bit key, or as one 128 bit
key using the first 128 bits of D and discarding the rest.

2.3 Cenerating PSK_ | DENTI TY

The nonce is used as the psk identity field of the DTLS

Cli ent KeyExchange nmessage. Upon receiving a psk _identity in the
Cl i ent KeyExchange nmessage, an RS can deternmine by the 'DK prefix
that C wants to use the DerivedKey security node, and sel ect the
correspondi ng key K RS-TA by using the nonce in order to calcul ate
the key K RS-C as specified in 2.2.

2.4 Key Expiration, Anti-replay, And Revocation

The key K_RS-C enables the client to open a DILS connection to the
resource server, but in many cases one does not want this key to be
valid forever. Furthernore an attacker can reuse a stolen key to gain
access to the RS. Therefore the sequence_nunber part of the nonce
can be used to expire the key K RS-C (i.e. nake it invalid for
setting up new DTLS sessions) and protect against reuse of a {key,
nonce} pair in a DTLS handshake.

The sequence nunber is a 32-bit nunber that is specific to a TA and
an RS

The TA keeps a list of sequence nunbers per RS it is responsible for
A RS s sequence nunmber is incremented by 1 for each new shared key
K RS-C generated for this RS

For each TA an RS has (typically only one), it keeps a wi ndow of nost

recently verified sequence nunbers. Sequence nunber verification
SHOULD be performed using the follow ng sliding wi ndow procedure,
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borrowed from Section 3.4.3 of [ RFC2402] (see al so [ RFC6347] section
4.1.2.6).

The sequence nunber MJST be initialized to zero when an associ ation
between a TA and an RS is established. For each received DTLS
handshake using the DerivedKey Mode, the RS MJUST verify that the
nonce contains a fresh sequence nunber. This SHOULD be the first
check applied to a nonce after it has been received in the

Cl i ent KeyExchange nessage, to speed rejection of duplicate or old
records.

Freshness is checked through the use of a sliding receive w ndow.
(How the window is inplenmented is a local matter, but the foll ow ng
text describes the functionality that the inplenmentation nust
exhibit.) A mninmw ndow size of 32 MJST be supported, but a

wi ndow size of 64 is preferred and SHOULD be enpl oyed as the default.
Anot her wi ndow size (larger than the m ni num) MAY be chosen by the
RS.

The "right" edge of the wi ndow represents the highest validated
Sequence Nunber val ue received on this RS. DILS handshakes, using
this security node, that contain Sequence Nunbers |ower than the

"l eft" edge of the window are rejected. Handshakes falling within
the wi ndow are checked against a list of received handshakes with
sequence nunbers within the window. An efficient means for
performng this check, based on the use of a bit mask, is described
i n Appendi x C of [RFC2401].

If the sequence nunber falls within the window and is new, or if the
sequence nunber is to the right of the window the RS proceeds to
generate the shared key K RS-C. If the handshake succeeds the RS
updat es the wi ndow.

On sone occasions one may want to explicitly revoke a key K RS-C
before its expiration. In these cases the trust anchor has to send a
message to the RS specifying the sequence nunber of the key KRS-Cit
wants to revoke. The RS can then update the receive wi ndow to mark
this key as used.

If a server is in use for a long period of time and able to process
DTLS handshakes rapi dly, the sequence nunber range nmay get exhausted
within the lifetime of the server. |In that case a new shared key
K_RS-TA nust be provisioned to the server and the TA, and the
sequence nunber counters nust be reset.

Note: If we nmake the very optimstic assunption that a DILS handshake

takes very roughly 1 second for a constrained device, a 32-bit
sequence nunber can | ast roughly 136 years, before it needs to be

Seitz & Sel ander Expires April 24, 2014 [ Page 7]



| NTERNET DRAFT Addi tional Security Moddes for CoAP  Cctober 21, 2013

reset (60*60*24*365 = max 31, 536, 000 handshakes per year
2732/ 31,536, 000 > 136).

3. Aut hori zedPubl i cKey Mde

This security node addresses similar use cases as the RPK node, but
wi t hout the need for out-of-band validation of public keys. As in
the DerivedKey node, we assune that the resource servers are
configured with a symmetric key K RS-TA for each of their trust
anchors. In order to run this node, the client needs to get its
public key authorized for DILS with the RS by one of the TA. The TA
does this by creating an authorization certificate protected by a
message aut hentication code (MAC) using the key K RS-TA. The TA al so
provides Cwith the public key of RS for use in DILS. The client
then perforns the DILS handshake in RPK nbde, but replaces the
RawPubl i cKey ClientCertificate with the authorization certificate.
The RS verifies the certificate, and if it is valid, proceeds with
the DTLS handshake as if the client public key had been provisioned
out of band. Furthernore the RS sends an enpty certificate list in
the ServerCertificate nmessage, since the key has al ready been
provided to C by the TA

The aut hori zation certificate is essentially the RawPublicKey
certificate of [I-D.ietf-tls-oob-pubkey] with an additional MAC. As
with the RPK node, this security node benefits froma significantly
smal l er size of the client’s Certificate nmessage in the DILS
handshake. The verification of a MACis also |ess resource consun ng
than verifying a digital signature. A considerable reduction in
message size conpared with the RPK node, is that the RS does not have
to send any certificate.

Figure 2 illustrates the nessage flow of this node
Cient Trust Anchor Resource Server
| 1. Req. authz cert for |
| >|

| 2. Process
| authorization
I

Fi gure 2: The nmessage flow for AuthorizedPublicKey node
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How C aut henticates with the TA, and how the TA authorizes the
request for an authorization certificate out of scope for this meno.

3.1 Structure of the Authorization Certificate Extension

This section outlines the changes to the DTLS handshake nessage
contents for the AuthorizedPublicKey node. The procedure is anal ogous
to the one in [I-D.ietf-tls-o00b-pubkey], using the new

certificate type "AuthzCert’ and the new structure 'MacCert’.

struct {
select(certificate type) {
/1 certificate type defined in this docunent
case Aut hzCert:
MacCert certificate;

/1 certificate type defined in [I-D.ietf-tls-oob-pubkey]
case RawPubl i cKey:
opaque ASN. 1 subj ect Publ i cKeyl nf o<1..2"24-1>;

[/ X.509 certificate defined in RFC 5246
case X 5009:
ASN. 1Cert certificate |ist<0..2"24-1>;

/1 Additional certificate type based on TLS
/1 Certificate Type Registry

b
} Certificate;
The MacCert structure is defined as foll ows:

struct {
opaque ASN. 1 _subj ect Publ i cKeyl nf o<1..2"24-1>
opaque trust_anchor _id;
ui nt 32 sequence_nunber;
MACAI gorithm mac_al gorithm
ui nt 8 mac_| engt h;
opaque MAC] mac_I| engt h];
} MacCert;

Where ASN. 1 subjectPublicKeylnfo is defined in section 3 of [I-
D.ietf-tls-oob-pubkey], and the MACAl gorithmtype is defined in

[ RFC5246]. The 'mac_al gorithm paraneter specifies a function MAC =
M key, message), where K RS-TA is used as the key, and the
certificate with an enpty MAC val ue as the nessage.

Note that the size of the MacCert structure is only marginally |arger
than the RawPublicKey certificate used in RPK node.
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The extended client_hello and extended server_hello defined in
section 3 of [I-D.ietf-tls-oob-pubkey] are al so used here, with the
new certificate_type "AuthzCert’.

3.2 dient and Server Handshake Behavi or

Section 4 of [I-D.ietf-tls-oob-pubkey] shows the use of the client
and server certificate types in TLS. The AuthorizedPublicKey node
uses a variant of the handshake exenplified in section 5.3 of [I-
D.ietf-tls-oo0ob-pubkey] as illustrated by figure 4.

client_hello,
client_certificate_type=(AuthzCert) //(1)
->

<- server_hello,
server_certificate type=(X 509) //(2)
certificate, //(3)
client_certificate_type=(AuthzCert) //(4)
certificate_request, //(5)
server _key_exchange,
server _hell o_done
certificate, // (6)
client_key_exchange,
change_ci pher _spec,
fini shed ->
<- change_ci pher _spec,
finished

Application Data <------- > Application Data

Figure 4: Exanpl e of a DILS handshake wi th Authorization
Certificate provided by the Cient

Thi s handshake starts with the client indicating its ability to use
Aut hori zedPubl i cKey nmode (1). Since the client has already received
the server’s public key fromthe TA, the server sends an enmpty
certificate list in the certificate message (3), using the indication
for X. 509 certificates in (2). This indication is only used, because
it allows to send an enpty certificate list. For client

aut hentication the server indicates in (4) that it selected the

Aut hori zedPubl i cKey node and requests a certificate fromthe client
in (5). The client provides a MacCert structure (6) after receiving
and processing the server hell o nessage.

3.3 Payl oad Verification Procedure

After negotiating client_certificate_type="AuthzCert" in the
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ClientHell o/ ServerHell o steps of the DTLS protocol, and receiving the
ClientCertificate message, the RS proceeds to verify the Cs public
key using the foll ow ng steps:

0 Check if the trust_anchor _id identifies a trust anchor

0 Check if the sequence_nunber is valid

0 Check that the ASN. 1 _subj ect PublicKeylnfo contains a valid
Subj ect Publ i cKeyl nfo structure

0 Check the mac with the shared key K RS- TA.

If any of these checks fail, the DILS handshake is aborted and the RS
MUST send a bad certificate alert.

3.4 Key Expiration, Anti-replay, And Revocation

The rational e and procedures for handling sequence nunbers are the
sane as described in section 2.4.

4. Access Control Lists

The CoAP specification uses Access Control Lists to keep track of
pre-shared symretric keys, raw public keys, and root trust anchors
for X. 509 certificates, used in the correspondi ng security nodes (see
section 9 and especially 9.1.3.2.1 of [I-D.ietf-core-coap]). An

i mpl ement ati on supporting one or both of the security nodes specified
above MUST be extended to support storing lists of identifiers and
secret keys of the trust anchors.

5. Security Considerations

Al'l security consideration from[RFC6347] and [ RFC4279] al so apply to
this approach. Furthernore the trust anchors used for authorizing the
use of keys in the two proposed security nodes are val uable targets
for attacks since they potentially allow access to many devi ces. They
shoul d be protected accordingly.

The nonce used to generate the shared key for the DK node is static
except for the sequence nunber, an attacker could exploit this for a
dictionary attack. If such an attack is considered feasible, an
addi ti onal random seed shoul d be added to the nonce to increase the
variable part. The client identifier and other information in the
nonce cannot be trusted until the client is authenticated using the
key derived fromthe nonce.

The sequence nunber nechani smfor expiration can potentially lead to
keys being valid for a longer tinme than expected. This will be the

Seitz & Sel ander Expires April 24, 2014 [ Page 11]



| NTERNET DRAFT Addi tional Security Moddes for CoAP  Cctober 21, 2013

case if the nunber of requests for a device drops significantly, and
it therefore takes longer to fill the sliding wi ndow Trust anchors
can nonitor this and explicitly revoke keys if the frequency of
requests drops significantly. It is also possible to use tiners in
the device to inplenent conplenenting expiry nechani sns.

An attacker can induce a server to performthe DILS handshake up to
Flight 4, without having any legitimte key material froma trust
anchor. This could be used for denial of service attacks against the
server. However these problens are also present with any of the
standard CoAP security nodes and respective DTLS handshakes.

6. | ANA Consi derations
IANA is asked to register a new value in the "TLS Certificate Types"
registry of Transport Layer Security (TLS) Extensions [TLS-
Certificate-Types-Registry], as follows:
Val ue: 3 Description: Authorized Public Key Certificate
(Aut hzCert) Reference: [[TH S RFC]]
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