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Abstract

The Constrained Application Protocol (CoAP) is a web transfer

protocol designed for resource limted nodes in constrai ned networks.
For securing the protocol, CoAP defines a binding to Datagram
Transport Layer Security (DTLS) with four security nmodes. One of
themis the Certificate node where the device has an asymmetric key
pair with an X 509 certificate. However, the intrinsic properties of
x.509 certificates inpede the application on the resource constrai ned
nodes. This draft describes the necessary adjustnents and derives a
nodi fied profile for X 509 certificates to cope with the resource
limtations of |ow power |ow perform ng devices

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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1.

1.

I nt roducti on

The Constrained Application Protocol (CoAP) [I-D.ietf-core-coap] is
proposed as a lightweight alternative for HTTP protocol, in order to
support web services while realizing the REST architecture on top of
t he nost constrai ned nodes and networks. CoAP is designed for the
special requirenments of this constrained environments, especially
consi dering energy, building automati on and ot her machi ne-to- machi ne
(M2M applications.

CoAP defines a binding to Datagram Transport Layer Security (DTLS)

[ RFC6347] and specifies four security nodes: NoSec, PreSharedKey,
RawPubl i ckey and Certificate. |In the Certificate Mde, the device
has an X. 509 certificate [ RFC5280], which binds the public key of the
device to its Authority name and is signed by a common trust root.

Conpl ex asymmetric algorithns |ike RSA use a | ot of resources such as
processi ng power and nmenory. Devices nmay have to dedicate the ngjor
portion of these resources on security algorithnms instead of spending
them on the application they are intended for. Therefore, it is
necessary to adapt a | ow cost solution for the DILS Certificate node
i n CoAP.

M smat ches of X. 509 certificates in their original formats; According
to [ RFC5280] the content of X 509 certificates is mainly conposed of
three parts: TBSCertificate, Signature Al gorithm and Signature Val ue.
We would Iike to focus on the internal configurations and attributes
of TBSCertificate conponent. The standard X 509 certificates use RSA
public key algorithmand keys as the public key infrastructure.
According to the definitions of C asses of devices as given in
[I-Dietf-lwig-terms] class 0 and 1 are the nobst constrai ned devices.
These | ow perform ng devices are not capabl e of handling RSA PKI
algorithnms due to their limted nenory capacities and processing
capabilities.

1. Docurment Structure

Section 2 nentions conventions used in this draft. Afterwards the
assuned design requirenents are briefly nentioned in Section 3.
Section 4 describes the proposed approach using X 509 public key
infrastructure (PKI) certificates for CoAP,followed by security
consi derati ons.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
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docunment are to be interpreted as described in [ RFC2119].

3. Design Requirenents

The key design goal is to profile the content and operations of X 509
certificates in such a way to bal ance the resource constraints of the
devices along with the security requirements. Therefore, we
enphasi ze the foll owi ng design requirenments: Low menory consunption
Less conplexity of mathematical operations for authentication and

aut hori zati on processes; Support interoperability anong different
vendor devices. Alternatively, we focus on profiling X 509
certificates according to the specifications of CoAP enabl ed devi ces.

4. Overview of the approach

It is obvious that the utilization of X 509 certificates with RSA
public key algorithmwould not be a |ightweight solution. W can
adjust the size and the conplexity of the certificate by changing the
attributes in TBSCertificate part in the original certificates
Elliptic Curve Cryptography (ECC) al gorithns woul d be suitable
candidate for PKI replacenent in X 509 certificates. Alternatively
this could be reusable for digital signature in the certificates too.
For instance the algorithmin Elliptic Curve Qu-Vanstone Inplicit
Certificate Scheme (ECQV) would be a feasible solution for this[1].

5. Security Considerations
The followi ng security goals are addressed by the key idea presented
inthis draft simlar to proposed considerations in
[I-D.draft-schmtt-two-way-authentication-for-iot]:
Aut henticity

Reci pi ents of a nmessage can identify their communication partners
and can detect if the sender information has been forged.

Integrity

Communi cation partners can detect changes to a nessage during
transm ssi on.
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6.

8.

8.

1.

Confidentiality

At t ackers cannot gai n know edge about the content of a secured
nessage.
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