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Abst ract

Thi s docunment presents use cases for security measures in scenarios
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aut henti cation and authorization approach for this class of
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1. Introduction

Thi s docunment presents use cases in an attenpt to anal yze the
security requirenments especially on authentication and access contro
in an Internet of Things setting. This setting features constrained
devices [I-D.ietf-1w g-term nology] conmuni cating over the Internet.
Sone of these devices may have very low capacity in ternms of nmenory
and processing power, and nmay additionally be limted by the fact
that they run on battery power.

These devi ces of fer resources such as sensor data and actuators,
whi ch are accessed by clients, that nmay be users or other devices.

Where specific detail is necessary it is assuned that the devices
communi cate using the CoAP protocol [I-D.ietf-core-coap], although
nost concl usions are generic. Currently CoAP proposes to use DILS
[ RFC6347] for authentication, and access control lists on the
devices, that specify which clients may initiate a DILS connection
One goal of this docunment is to point out use cases where this
approach is not satisfactory.

1.1. Term nol ogy

Resource Server (RS): The constrai ned device which hosts resources
the Client wants to access.

Client (C: A device which wants to access a resource on the Resource
Server. This could also be a constrained device

Resource Owner (RO): The subject who owns the resource and controls
its access perm ssions.
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Use Cases

This section lists use cases involving constrai ned devices with
security requirenments. Each use case first presents a genera
description of the application area, then one or nore specific use
cases, and finally the resulting security requirenments.

1. Container nonitoring

The ability of sensors to communicate environnental data wirelessly
opens up new application areas. The use of such sensor systens nakes
it possible to transmt specific characteristics such as tenperature,
humi dity and gas content during transportation and storage of goods.

The proper handling of the sensors in this scenario is not easy to
acconplish. They have to be associated to the appropriate pallet of
the respective container. Mreover, the goods and the correspondi ng
sensors bel ong to specific custoners.

During the shipnment to their destination the goods often pass stops
where they are transloaded to other nmeans of transportation, e.g.
fromship transport to road transport.

1.1. Bananas for Muinich

A Muni ch supermarket chain buys bananas froma Costa Rican fruit
vendor. It instructs a transport conpany to deliver the goods via
ship to Rotterdam where they are picked up by their own conpany
trucks.

The supermarket’s quality managenent wants to assure the quality of
their products and thus uses the fruit vendor’s service of equipping
the bananas with sensors. The state of the goods is nonitored
consistently during the shipment and abnormal sensor val ues are
recorded. Additionally, the sensor values are used to control the
climate within the cargo containers.

The personnel of the transport conpany and the supermarket’s delivery
service has to be able to locate the proper goods and match themto
the correspondi ng custoner. The state of the cargo nust not be

di scl osed to them however.

When the goods arrive at the supermarket in Minich, their state is
checked.

If no anonalies occurred during the transport, the bananas are
admitted for sale.
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2.1.2. Requirenents

o Ul.1 The supernmarket chain nust be able to allow the transport
conpany and the delivery service to access the position data on
the nmonitoring devices. Qher state information nust not be
accessi bl e.

0o Ul.2 The climate regul ation systemin the containers nust be able
to access the nonitoring devices’ state information to regul ate
the clinmate accordingly.

0 Ul.3 The integrity and availability of the sensor data nust be
assured for proper operation of clinate control

o Ul. 4 The supernmarket chain nust be able to allow the supermarket’s
qual ity managenent to access the recorded state information on the
nmoni tori ng devi ces.

0 Ul.5 The supermarket chain will not want other conpanies to be
able to read sensor information so the confidentiality of the
nmoni toring devices’ state information nust be assured.

2.2. Hone Automation

Aut omat i on of the home, housework or household activity is propagated
as a future market for the Internet of Things. A home autonmation
systemintegrates electrical devices in a house with each other, such
as heating, ventilation, lighting, hone entertai nnent and hone
security.

Such a system needs to accommodate a nunber of regular users
(inhabitants, close friends, cleaning personnel) as well as a
het er ogeneous group of dynamically varying users (visitors,
repairnmen, delivery nen).

The security required by the systens integrated in a automated hone
varies, however it is clear that the security systemcontrolling e.g.
the doors, alarnms, and other critical systems needs to be at |east as
secure as for a conparabl e unaut omat ed hone.

As the users are not typically trained in security (or even conputer
use), the configuration nust use secure default settings, and the
interface nust be well adapted to novice users.

2.2.1. Renotely letting in a visitor

Jane is the owner of an autonated hone, that allows her to renotely
control all electrical devices through a web interface or nobile
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3.

application.

Jane has invited over her acquai ntance Jeffrey for dinner, but is
stuck in traffic and can not arrive in time, while Jeffrey who uses
the subway arrives punctually. Jane calls Jeffrey and offers himto
let himin renotely, so he can nake hinmself confortable and use
Jane’ s hone entertainnent system

Jeffrey downl oads an application that |lets himcomunicate with
Jane’ s honme, and Jane renotely instructs the door to open for him
and the alarmto shut down. She gives Jeffrey access to lighting and
HVAC and also linited access to the hone entertai nnent system
allowing Jeffrey to all services except those that are pay-per-use or
those that Jane has marked as private.

2. Requirenents

0 U2.1 Jane needs to be able to spontaneously provision
aut henti cation nmeans to Jeffrey

o U2.2 Jane nust be able to spontaneously change the access contro
policies

o U2.3 Jane needs to be able to apply different rights for different
devi ces and users

o U2.4 Jane nust be able to apply local conditions (presence, tine)
to authorizations, and the device (e.g. the door) needs to be able
to verify these conditions

0 U2.5 The different devices in Jane's honme need to be able to
conmmuni cate with each other and with different control devices

o U2.6 The configuration of Jane’s hone needs to be secure by
def aul t

o UW2.7 It nust be easy for Jane to edit the access control policies
for her hone

Personal Heal th Monitoring

The use of wearable health nonitoring technology is expected to grow
strongly, as a nmultitude of novel devices are devel oped and mar ket ed.
These devices are typically battery driven, and | ocated physically on
the user. They nonitor sone bodily function, such as e.g.
tenperature, blood pressure, or pulse. They are connected to the
Internet, either through an internediary base-station or directly,
usi ng wireless technol ogies. Through this connection they report the
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monitored data to sone entity, which nmay either be the user herself,
or sone nedi cal personnel in charge of the user.

Medi cal data has al ways been considered as very sensitive, and
therefore requires good protection agai nst unauthorized di scl osure.

A frequent, conflicting requirenment is the capability for medica
personnel to gain energency access, even if no specific access rights
exist. As a result, the inportance of secure audit |ogs increases in
such scenari os.

Since the users are not typically trained in security (or even
comput er use), the configuration nust use secure default settings,
and the interface nust be well adapted to novice users. Also the
system nmust require very little maintenance, so e.g. frequent changes
of battery are unacceptable.

2.3.1. John and the heart rate nonitor

John has a heart condition, that can result in sudden cardiac
arrests. He therefore uses a device called HeartQuard that nonitors
his heart rate and his position. 1In case of a cardiac arrest it
automatically sends an alarmto an energency service, transnitting
John's current location. The device also functions as a inplanted
cardioverter defibrilator, i.e. it can deliver a shock in order to
try and normalize Johns heart rate.

John can configure additional persons that get notified in an
energency, for exanple his daughter Jill. Furthernore the device
stores data on John’s heart rate, which can |later be accessed by a
physi cian to assess the condition of John's heart.

However John is a rather private person, and is worried that Jil

m ght use HeartGuard to nonitor his location while there is no
energency. Furthernore he doesn’t want his health insurance to get
access to the HeartQuard data, since they might refuse to renew his
i nsurance if they decided he was too big a risk for them

2.3.2. Requirenents
o U3.1 John nust be able to selectively allow different persons or
groups to access the position data on condition that there is an
ener gency.

o U3.2 John nust be able to selectively allow different persons or
groups to access the heart rate data.

o U3.3 John nust be able to block access to specific persons or
groups, if he mistrusts them
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o0 U3.4 The device nust operate in a way that does not require
frequent battery changes

o0 U3.5 The device nust ensure that both incom ng and out goi ng
communi cation is confidentiality and integrity protected

o U3.6 The device nust have secure settings by default
o0 U3.7 The device's security settings nust be easy to configure
Bui | di ng Aut onati on

Bui | di ngs for commercial use such as shopping malls or office
bui | di ngs nowadays are equi pped increasingly with sem -autonmatic

components to enhance the overall living quality and save energy
where possible. This includes for exanple heating, ventilation and
air condition (HVAC) as well as illunmination and fire al arm systens.

These buildings are often used by nore than one conmpany who share
some parts of the building while other areas are used by each of them
excl usively. Accordingly, a conpany nust be able to control the

I ight and HVAC system of its own part of the building and nust not
have access to roons that belong to other conpanies.

Sone parts of the building automati on system such as entrance
illumnation and fire alarmsystens are controlled either by al
parties together or by a service conpany.

The buil ding automati on system has to provide for a security
nmechani sm whi ch allows for authentication and fine-grained
aut hori zati on.

1. Fire Alarm

The Conpanies A and B share an office building which is equipped with
a fire alarmsystem It is triggered by several snoke detectors
whi ch are spread out across the buil ding.

It is areally hot day and Janes who works for conpany A turns on the
air condition in his office. Lucy who works for conpany B wants to
make tea using an electric kettle. After she turned it on she goes
outside to talk to a colleague until the water is boiling.
Unfortunately, her kettle has a malfunction which causes overheating
and results in a snoldering fire of the kettle's plastic case.

Due to the snoke comng fromthe kettle the fire alarmis triggered

Alarm sirens throughout the building are notified and alert the staff
of both conpanies. Additionally, the ventilation systemof the whole
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building is closed off to prevent the snoke from spreading and to

wi t hdraw oxygen fromthe fire. The snoke cannot get into Janes’

of fice although he turned on his air condition because the fire alarm
overrides the nmanual setting

The fire department is notified of the fire automatically and arrives
within a short tine. After inspecting the danage and extingui shing
the smoldering fire a fire fighter resets the fire al arm because only
the fire departnment is authorized to do that.

2. Requirenents

o WA. 1 The building control devices of conmpany A nmust be able to
interoperate with those of company B. The devices mi ght be
produced by different vendors and m ght be operated by different
service providers.

o W2 Only the snoke detectors nust be able to trigger an alarm

0 WA.3 The availability and integrity of the snoke detector’s alarm
messages have to be assured.

o0 W4 Only the fire departnment nust be able to reset the fire
al arm

o WA. 5 James nust be able to control the air conditioning in his
of fice.

o WA. 6 The energency systemnust be able to automatically close off
the ventilation system

o W.7 During fire alarm the personnel must not be allowed to
regul ate the climte control

o WA4A.8 No unauthorized device nust be able to access buil ding
control devices

o WA. 9 Since replacing devices in the building is very work
i ntensive and thus expensive (there are many devices, and sone are
in places that are hard to access), the devices and their
batteries should function for a very long tinme wthout
mai nt enance.

I ndustrial Control Systens
I ndustrial control systens (ICS) and especially supervisory contro

and data acquisition systens (SCADA) use a nultitude of sensors and
actuators in order to nonitor and control industrial processes in the
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physi cal world. Exanple processes include manufacturing, power
generation, and refining of raw materi al s.

Since the advent of the Stuxnet wormit has becone obvious to the
general public how vulnerable this kind of systens are, especially
when connected to the Internet. These severity of these

vul nerabilities are exacerbated by the fact that many ICS are used to
control critical public infrastructure, such as power, water
treatment of traffic control. Nevertheless the econonical advantages
of connecting such systens to the Internet can be significant if
appropriate security nmeasures are put in place.

2.5.1. Water treatnent plant

The conmunal water treatnent plant of a md-sized city is controlled
by a networked ICS. Spread across the city are nunerous nodes,
sensors (e.g. pollution neters, pressure indicators) and actuators
(e.g. valves, punps) conmmunicating via a wireless network. Since the
range of the network is limted, nmany nodes conmuni cate through
intermedi ary proxies that relay comrunications to the adm nistration
clients of the ICS.

Jenny is a technician whose job it is to nonitor the plant and take
appropriate neasure, if abnorrmal conditions are detected (e.g. if
water pollution is detected, or the pressure in a punp reaches
critical levels).

When Jenny is on holiday or sick-1leave, the service conpany sends a
repl acenent worker from a pool of available, qualified persons.

Joshuah is a young, conputer savvy kid with too nuch tine at his
hands. He spends tine wardriving and stunbl es upon the wirel ess
networ k, used by the plant’s sensors and actuators. Joshuah tries to
interact with the devices on this network and nanages to stall a

val ve controlling water flowto a part of the city. Jenny quickly

di scovers the intrusion and is able to take appropriate neasures to
prevent damage to the value and quickly restore nornal service

condi tions.

2.5.2. Requirenents

0o Us.1 The Integrity of the nessages sent between the nodes in the
I CS nmust be protected.

o U5.2 The nodes nmust be resilient to denial of service attacks.

o U5.3 The security neasures nust cope with the presence of
i ntermedi ary proxi es between the Resource Server and the Cient.
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U5.4 Since nost of the processing capacity of the nodes and the
network | oad capacity must go towards production tasks, the
security neasures mnmust use mnimal resources, both on the network
and on the nodes.

U5.5 Since replacenent workers can spontaneously junp in for
Jenny, the systemneeds to be able to handl e authorization updates
wi t hout re-provisioning each node individually.

Us.6 After a replacenent worker has finished taking care of the

system the correspondi ng aut horizati on and aut henticati on neans
need to be revoked renotely.
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3.

Requi rements From The Use Cases

This section lists requirenents derived fromthe use cases above.
Note that not every single requirenent applies to every Resource
Server, however protocols should allow for all of these requirenents
to be fulfilled.

1. Ceneral Security Requirenments

The following requirenents refer to general security neasures, not
directly linked to authentication and authorization which are listed
in detail in the next sections.

o Integrity, confidentiality and replay protection of the nessage
exchanges between the Resource Server, the Cient and ot her
i nvol ved parties (Ul1.3, UL.5, U3.5 UW4.3, U5.1).

This may be achieved by either establishing a secure channel (such
as e.g. DILS [RFC6347]) or object security applied to the

payl oads (e.g. JWS/JWE [I-D.ietf-jose-json-web-signature],
[I-D.ietf-jose-json-web-encryption]).

0 Protect the Resource Server against denial of service (U3.4, W. 3,
U5.2) - Mnimze the nunber of protocol steps that an attacker can
i nduce a Resource Server to performw thout proper authentication
and aut hori zati on.

* Note well that for constrai ned devices this includes attacks
that aimto drain the battery of the target.

0 Security neasures rmust work when traffic fromthe dient to the
Resource Server goes through internediary nodes (U5.3).

Rationale: In many deploynents, there will be gateways, proxies,
firewalls etc. between a Cient and a Resource Server. Security
nmeasures should therefore not require the Client to be directly
connected to the Resource Server.

0 Use mniml resources for security neasures (U3.4, U4.9, U5.4)
* Mninize battery usage

+ Mnimze nmessage exchanges only for security

+ Mnimze the size of authorization and authentication data
that is transmtted
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+ Mninize the size of required software libraries

+ Mnimze nenory and stack usage on the devices
Enabl e security by default (U2.6, U3.6)
Rational e: Many attacks exploit insecure default settings, and
experi ence shows that default settings are rarely changed by the
end users. Therefore the protocols for constrained devices should
require secure nodes of use by default.
Interoperability (UL.1, UL 2, WU2.5, U4.1)
Rati onal e: Resource Omers may interact with Clients from various
manuf acturers and vice-versa. 1In order to function correctly the
security nechani sns need to work together. This is best achieved
by standardi zati on
Usability (U2.7, U3.7)
* Keep response tines reasonable

* Make the security neasures transparent for hunan users where
possi bl e

* Make the adnministration of security as sinple as possible
Aut henti cation Requirenents

Enabl e mutual authentication between the Cient and the Resource
Server (Ul.1, UL.2, U2.1, W. 4, U4 5 4. 6)

Provi sion authentication neans to Clients and Resource Servers
(Ul.1, UL 2, U2.1, W. 4, W4A.5 U6, U5.5)

* Optionally allow for remote provisioning.

Enabl e renote revocation of authentication nmeans (U3.3, W.9,
U5. 6)

Access Control Requirenents

Enforce the access control policies of the Resource Omer (UL 1
Ul. 2, Ul1.4, U3.1, U3.2, W2, W4, U4.5 W46, U4.8) - Provision
access control policies set by the Resource Omer to the Policy
Deci si on Point (which nmay be on the Resource Server or on another
trusted entity) [ RFC2904]. - Apply the access control policies to
i ncom ng requests (this nmay be done by the Resource Server or by
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anot her trusted entity).

Do not send additional nessages just for access control (US3.4,
U5.4) Rationale: Sending and receiving is a nuch bigger battery
drai ner, conpared to processing on the device.

Apply different rights for different requesting entities (UL 1
Ui. 2, U2.3, W.2, U4.4, U4.5, U4.6) Rationale: In sone cases
different types of users require different access rights, as
opposed to all-or-nothing access control

Al'low for fine-grained access control (UL. 1, Ul.2, WM. 2, W. 4,
U4.5, WA.6) Resource Servers can host several resources, and a
resource (e.g. an actuator) can have different settings. |In some
cases access rights need to be different at this | evel of

granul arity.

Apply local conditions (U2.4, U3.1, W.7) Access may depend on

| ocal conditions e.g. access to health data in an energency. The
Pol i cy Decision Point nmust be able to take such conditions into
account .

Enabl e policy updates w thout re-provisioning the device (U2.2,

U4.9, Us.5 Us5.6) Rationale: Cients can change rapidly and re-
provi sioning night be prohibitively expensive.
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4. Security Considerations
This docunment lists security requirenments for constrained devices,

notivated by specific use cases. Therefore the whole docunent deals
with security considerations.
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