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Abstract

Addr essi ng nechani sns supporting DHCPv6 Prefix Del egation in hone

net wor ks such as those described in Cabl eLabs’ eRouter specification

and the H Pnet Internet-Draft require identification of the custoner

edge router (CER) as the denarcation between the custonmer network and
the service provider network. This docunent reserves a DHCPv6 option
to identify the CER
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1. I nt roduction

Sone addr essi ng nmechani sns supporting DHCPv6 Prefix Del egation in
home networks such as those described in

[I-D. grundemann- honenet - hi pnet] and [ EROUTER] require identification
of the custoner edge router as the demarcation between the custoner
network and the service provider network. For prefix del egation
purposes, it is desirable for other routers within the hone to know
whi ch device is the CER so that the custonmer hone network only
requests a single prefix fromthe | SP DHCPv6 server, and efficiently
distributes this prefix within the hone. CER IDis a 128-bit string
that optionally represents an | PV6 address, or another arbitrary
nunber. The CER-ID nmaybe treated as a hint to be used with border
detection nethods. This docunment reserves a DHCPv6 option to be used
to identify the CER

1.1. Requirenents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. CER ldentification Option
A Customer Edge Router (CER) sets the CER ID to the | Pv6 address of
its LAN interface. |If it has nore than one LAN | Pv6 address, it

sel ects one of its LAN or other non-WAN | Pv6 addresses to be used as
the CERID. An ISP server does not respond with the CER ID or sets
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the CERID to ::. Such a response or |lack of response indicates to
the DHCPv6 client that it is the CER

The format of the CER Identification option is:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S

opti on-code [ option-len [

I
B T i S S i S T h T i S S S S e
I I
| CER_ID |
I I
I I
B i S S T s i S T st i S S S S S S S S i
option-code OPTION CER I D (TBD).
option-len 36
CER_I D val ue | Pv6 address of CER or
Fi gure 1.

A DHCPv6 client SHOULD include the CER Identification option code in
an Option Request option [RFC3315] in its DHCP Solicit nessages.

The DHCPv6 server MAY include the CER ldentification option in any
response it sends to a client that has included the CER
Identification option code in an Option Request option. The CER
Identification option is sent in the main body of the nmessage to
client, not as a sub-option in, e.g., an A NA |ATA

[ RFC3315] opti on.

When sending the CER Identification option, the DHCPv6 server MJST
set the CER ID value to either one of its |IPv6 addresses, another
identifier, or ::. If a device does not receive the CER
Identification Option or receives a CER ID of :: fromthe DHCPv6
server, it MJST include one of its dobally Unique |Pv6 addresses
(unl ess another identifier is used), in the CER ID value in response
to DHCPv6 nmessages received by its DHCPv6 server that contains the

CER Identification option code in an Option Request option. |If the
device has only one LAN interface, it SHOULD use its LAN | Pv6 address
as the CER ID value. |If the device has nore than one LAN interface

it SHOULD use the | owest d obally Unique address.
3. CER-ID Conpatibility
CER-ID explicitly indicates that a gateway is, or is not, the

demarcation point between public and private networks by containing a
reachabl e 1 Pv6 address, other identifier or a double colon '::
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(doubl e colon indicates that the CER- 1D sender is NOT the edge
router), and as a conplenent, can be applied to various border
definitions and detection nmethods such as:

o |.D. Draft-1ETF Honenet-Arch-16 [I-D.ietf-honenet-arch]

o |.D. Draft-G undemann-honenet-Hl Pnet-01
[I-D. grundemann- honenet - hi pnet ]

I.D. Draft-1ETF-Kline-Honenet-Default-Perineter-01
[1-D. kline-default-perineter]

o

0 Ohers, including manual configuration
| ANA Consi derations

I ANA is requested to assign an option code fromthe "DHCP Option
Codes" Registry for OPTION.CER ID. 1ANA is also requested to
mai ntain a list of authentication options.

Security Considerations

The security of a hone network is an inportant consideration. Both
the H PNet [I-D.grundemann-honenet-hi pnet] and Honenet
[I-D.ietf-honenet-arch] approaches change the operational nodel of
the hone network vs. today’s I Pv4-only paradigm Specifically, these
networ ks elimnate NAT inside the honme network (and only enable it
for 1Pv4 at the edge router, if required), support globa
addressability of devices, and thus need to consider firewall and/or
filter support in various home routers. As the security profile of
these home routers can shift based on their position in the network
(e.g., edge vs. internal), security can be severely conprom sed if
routers msidentify their border and m stakenly reduce or elimnate

firewall rules. |If the CER-ID option is used as part of the border
detection algorithm it beconmes a natural, but not the only place to
enact firewall, NAT, Prefix Del egation and other functions in the

hone network. Further security is provided using the nechani sns
defined in RFC 3315, DHCP for |Pv6.
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