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1. I nt roduction

[ RFC3736] defines a statel ess configuration procedure using DHCPv6.
Wth it, the network configure information, such as the addresses of
DNS recursive nane servers, can be propagated to nodes, which have
obt ai ned their |1 Pv6 addresses through sone other mechanism The
basic scenario is that a newy online client initiates an information
request to DHCPv6 server, then the server responses with requested
configuration information. This nmechanismis called the Statel ess
DHCPv6 servi ces, because DHCPv6 servers do not nmintain any dynanic
state for individual clients, including the unicast addresses of
clients.

However, the specification of stateless DHCPv6 service | acks a
mechanismto informthese configured clients if sonme configuration
information is changed. Transplanting Reconfigure nessage of

[ RFC3315] into statel ess DHCPv6 services does not solve the issue,
because in stateful DHCPv6, servers send Reconfigure nessages to
clients using their unicast addresses.

The lifetinme option for DHCPv6 [ RFC4242] assigns a lifetine to
configuration information obtained through DHCPv6. At the expiration
of the lifetime, the host contacts the DHCPv6 server to obtain
updat ed configuration information. This lifetime gives the network
adm ni strator anot her nechanismto configure hosts with new
configuration by controlling the tine at which the host refreshes the
list. However, such nmechanismis not flexible enough: one aspect is
the mininmumof refresh time is 10 minutes, which is so long that it
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m ght not be suitable for unplanned configuration changes; the other
aspect is, in order to update the configuration quickly, the short
time setting would cause un-necessary refresh all the tine.

Thi s docunent defines a nechanismto propagate a newy defined

St at el ess- Reconfi gure nessage towards statel ess configured DHCPv6
clients. It requests a nmechanismfor the DHCPv6 server to be aware
of all relay agent destinations.

{Question to WG No. 1} There are three potential nechanisns to create
rel ay agent destinations on the DHCPv6 server

a) Static configuration

Net wor k admi ni strators manual ly configure static unicast addresses of
all relay agents on the DHCPv6 server

Pros: no need to update any protocol/function inplenmentation in
relays; allows fast deploynent in current network.

Cons: cost significant human managenent burden; error-prone,

m stakenly configuring the relay addresses or |eaving out sone rel ays
are expected.

b) Define a new ALL_RELAY_AGENT nul ti cast address

The DHCPv6 server could send the statel ess reconfiguration nessages
directly to the new nulticast address.

Pros: a solid coverage of all relays.

Cons: network administrators need to maintain an all-rel ay-agent

mul ticast group; all relays and DHCPv6 servers need to be updated to
know the new nul ticast address.

c) DHCPv6 server dynanic | earning

the DHCPv6 server dynanically records unicast addresses of all relay
agents fromclient Information-request nessages and nai ntains the
relay addresses list. A keepalive nechanismis needed between rel ay
agents and servers to track the availability of the list entries.
Pros: automatic processing w thout human intervene.

Cons: requires nore function update to the DHCPv6 server; the

keepal i ve nechani smrequires nore function/protocol burden to the
whol e DHCP syst em
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[Editor Notes] the current formof this docunent is based on only the
first nmechani smof above three. |If the W5 deci ded to change or
i ncl ude ot her mechani sm the docunent woul d be updated accordingly.

The docunent newl y defines a new |link-scope well-known all-client
mul ti cast address and a new DHCPv6 nessage type for statel ess
reconfiguration. Correspondent server behavior, agent behavior and
client behavior are specificed in details.

The design of new DHCPv6 el enents and precedures obey the
recomendat i ons and gui dance of [I-D.ietf-dhc-option-guidelines].

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] when they appear in ALL CAPS. Wen these words are not in
ALL CAPS (such as "should" or "Should"), they have their usua
Engl i sh neanings, and are not to be interpreted as [ RFC2119] key

wor ds.

3. Statel ess Reconfiguration Use Cases

This section described scenarisos where statel ess reconfiguration are
expect ed.

- Configuration error

Configuration errors, eithor caused by hunman or program are hard to
be imune in networks. Especially, human errors is identified as one
of the top reasons of network failure. |In stateless DHCPv6, if the
adm ni strat ors/program accidentally m s-configure the paraneters
(e.g. DNS), then significant network failure would be expected.
Current protocols just lack the ability to elimnate the
configuration errors when such acci dent happens. The hosts
configured with wong paraneters can only wait until the wong
paraneters lifetine expired then to refresh them This would not be
acceptabl e especially when the lifetime was | ong. The statel ess
reconfiguration nmechani smcould be highly expected in this scenario.

- Emergent event

The network needs to initially update the already configured
paraneters within a short period due to some energent events; and
waiting the clients to refresh the paraneters according to the
lifetime is just un-acceptable. These scenarios would also require
statl ess reconfiguration.
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4. New DHCPv6 Specifications

This section define new DHCPv6 el enents requested by the statel ess
configuration nechanism including nulticast address constant, and
nmessage type

4.1. Milticast Address

ALL_CLI ENT_MJLTI CAST_ADDRESS (FFO02::xxxx, TBD1l) A |ink-scoped
mul ti cast address used by a DHCPv6 server or relay agent to
communi cate with neighboring (i.e., on-link) clients. Al clients
are nenbers of this multicast group

4.2. Statel ess Reconfigure Message

A new St at el ess- Reconfi gure nessage, which is mainly based on server
to clients advertise nodel, is defined in order to distinguish from
t he existing Reconfigure nmessage, which is mainly based on server/
client one-to-one nodel .

[Editor Notes] According to the results of Qeston 2 and Question 4
(in Section 5 & 7 below), there nmight be two new nessages needed.
Current docunent uses the alternative of one new nessage

STATELESS- RECONFI GURE- TRI GGER  Message type value is TBD2. It
foll ows the message format specification, defined in Section 6 of
[ RFC3315]. A server sends a Statel ess-Reconfigure nmessage to a
client toinformthe client that the server has new or updated
configuration paraneters, and that the client is to initiate an
I nf ormati on- Request transaction with the server in order to
recei ve the updated infornation.

5. Statel ess Reconfiguration Procedure

{Question to W5 No. 2} There could be two kind of stateless DHCPv6
reconfiguration nodes as the follow ng, which one is proper? O we
shoul d support both?

- Trigger node

The server sends out a mnulticast Statel ess-Reconfiguration nmessage to
ALL_CLI ENT_MULTI CAST_ADDRESS. As response, every client is requested
toinitiate an I nformati on- Request nessage back to the server. The
server can then informthe changed configuration information to
clients.
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This nmode is simlar with stateful DHCPv6 reconfiguration and al so
provide the potential possibility that the server response to
i nformati on-request differently according to various user policies.

- Push node

The server sends out a multicast Statel ess-Reconfiguration nmessage to
ALL_CLI ENT_MULTI CAST_ADDRESS to directly advertise new configuration
to the clients. The clients then update the parameters accordingly.

Trigger node requires every client to initial individual request to
servers. This is reasonable for the stateful information that need
to be maintaind and tracked in the servers, e.g. clients’ IP
addresses. But for the stateless information shared anmong clients
(such as DNS), it might not necessary. Some resource constrained
networks (e.g. a 802.15.4e/g based nesh network) night have efficency
problemw th the trigger node. These scenarios might significantly
benifit fromthe push node statel ess reconfiguration mechani sm
However, push node seens breaking the triditional behavior nodel of
DHCP. \Whether it is a good break needs further discussion

[Editor Notes] the current formof this docunent is based on
triggering client information-request nodel, which conplies the
tradi tional behavi or nodel of DHCPv6. |f the WG chooses to directly
advertise new configuration, the document woul d be updated

accordi ngly.

5.1. Server Behavi or

When the network configuration information on a statel ess DHCPv6
server changes, the server creates and transnit a new Statel ess-
Reconfi gure nmessage towards all clients follow ng the bel ow steps:

0 The server sets the "nsg-type" field to STATELESS- RECONFI GURE
The server sets the transaction-id field to 0. The server MJST
include a Server ldentifier option containing its DUD in the
Reconfi gure nessage

o The server MAY include an Option Request option to informthe
client of what information has been changed or new infornation
t hat has been added.

0 The server MUST NOT include a Reconfigure Message option (defined
in section 22.19 of [RFC3315]), which is nandated in Reconfigure
message to indicate the client to respond a Renew or an
I nf ormati on- Request nmessage. It is because there is only one
possi bl e response on the client follow a Statel ess-Reconfigure
nessage - an |Informati on-request nessage.
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0 The server MJUST NOT include any other options in the Reconfigure
except as specifically allowed in the definition of individua
options.

0 The server sends Statel ess-Reconfigure nessage to its direct |oca
link using ALL_CLI ENT_MULTI CAST_ ADDRESS.

o Simultaneously, the server uses a Relay-Reply nmessage (as
described in Section 20.3 of [RFC3315]) to send the Statel ess-
Reconfigure nmessage to all relay agents in its static relay-agent-
destination record using the uni cast address of these rel ay
agents. The peer-address of the Rel ay-Reply nmessage MJUST be
filled by Rel ay-Reply message ALL_CLI ENT_MJULTI CAST_ADDRESS

Not es: since there is no previous Rel ay-Forward nessage that went
through nultiple relay agents and the server has to send the Rel ay-
Reply message through the return sane path, the server should be able
to send the Relay-Reply nessage to the relay agent that direct
connects with clients. Consequently, the Relay-Reply nessage SHOULD
NOT contain anot her Rel ay-Reply message.

The below is an exanple of a typical Relay-Reply nessage that
contains a Statel ess-Reconfigure nessage

nmsg-type: RELAY- REPLY

hop-count: 0

I i nk-address: 0

peer - address: ALL_CLI ENT_MULTI CAST_ADDRESS

Rel ay Message option: <Statel ess-Reconfigure nessage>

Servers MJST di scard any recei ved Statel ess-Reconfigure nessages.
5.2. Relay Agent Behavi or

The relay agent extracts the Statel ess-Reconfigure nmessage fromthe
Rel ay Message option and relays it to all clients. |If the relay
agent is attached to multiple links, it MJST broadcast the Statel ess-
Reconfi gure nmessage on every links. This behavior is conpliance with
nor mal behavior of relaying a Relay-reply nmessage, defined in

Section 20.2 of [RFC3315].

Rel ay agents MUST di scard any received Statel ess-Reconfigure
messages. By design, relay agents do not process any directly
recei ved Statel ess-Reconfi gure nessages.

The result is that the relay agent sends out a Statel ess-Reconfigure

message towards all client on the local l|ink using
ALL_CLI ENT_MJLTI CAST_ADDRESS.
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5.3. dient Behavior

Clients MJST discard any Statel ess-Reconfigure nmessages that neets
any of the follow ng conditions:

0 the message was not mnulticast to the client using
ALL_CLI ENT_MJLTI CAST_ADDRESS

o the message does not include a Server ldentifier option

o the nmessage contains a Reconfigure Message Option, defined in
Section 22.19 of [RFC3315].

Upon receipt of a valid Statel ess-Reconfigure nmessage, after a random
delay tinme, the client responds with an Information-request nessage.
The random delay tine is designed to avoid congested I nfornation-
request on the server. Wiile the transaction is in progress, the
client silently discards any Statel ess-Reconfigure nessages it
receives.

{Question to W5 No. 3} Should we define a maxi numtime of random del ay
time? |If yes, should it come fromserver by a new option?

6. Security Considerations

Mal i ci ous server sends Statel ess Reconfigure nmessage to cause al
clients response. There is the risk of denial of service attacks
agai nst DHCP clients and server. {Current auth nmechani sm cannot work
in this broadcast nodel, server public key nodel naybe work.}

Since the clients response to |Information-Request using the standard
mechani sm defined in [ RFC3315], the chance that receive wong
configuration information from malicious attackers does not raise.

7. | ANA Consi derations

Per this docunent, |ANA has assi gned one new wel | -known Milticast
Address in the "I Pv6 Milticast Address Space Registry" registry
(currently located at http://ww.iana. org/assi gnments/ipv6-nulticast-
addresses) for the following attribute:

ALL_CLI ENT_MULTI CAST_ADDRESS: (FFO2::xxxx, TBDl).
Per this docunent, |ANA has assigned one new DHCPv6 nessage type in
the "Dynam ¢ Host Configuration Protocol for |IPv6 (DHCPv6)" registry

(currently located at http://ww.iana. org/ assi gnment s/
dhcpv6-paraneters) for the following attribute:
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STATELESS- RECONFI GURE Message Type, TBD2.

{Question to W5 No.4} As raised in Question 2, if we support both
Trigger node and Push node, then there should be two kind of
correspondi ng nessages. W could use two nessage types to

di stinguish them or use a flag in one nessage type. Which is
better?
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