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Abst ract

This meno describes the dynamic allocation of shared | Pv4 addresses
to clients using the DHCPv4 protocol. Address sharing allows a
single I Pv4 address to be allocated to nultiple, active clients

si mul taneously, each client being differentiated by a unique set of
L4 source ports. The changes necessary to existing DHCPv4 client and
server behavi our are described and a new DHCPv4 option for
provisioning clients with shared | Pv4 addresses is included.

Due to the nature of sharing |IP addresses, there are necessarily sone
limtations to the applicability. This nmeno describes those
limtations and recomends suitable architectures and technol ogi es
wher e address sharing may be utilized.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths
be updated, replaced, or obsoleted by other docunents at any
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t is inappropriate to use Internet-Drafts as reference
or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 17, 2014.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
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1. Introduction

Shortages of available public |Pv4 addresses nmean that it is not

al ways possible for operators to allocate a full 1Pv4 address to
every custoner. This problemnay be particularly acute whilst the
operator is in the mgration phase froma native |Pv4d network to a
native | Pv6 network with | Pv4 provided as an overlay service. This
is likely to increase the requirenent on public | Pv4 addresses to
provide for both existing and transition networks.

Two main types of solution have energed to ease the probl em

1. Centralised Network Address Translation (NAT44) in the core
net wor k

2. Distributing the sane public IPv4 address to nultiple clients
usi ng non-overl apping | ayer 4 port sets.

The solution described in this meno is only suitable on the second
sol uti on.

[1-D.ietf-dhc-dhcpv4-over-dhcpv6] introduces a "DHCP 406 Server”

whi ch is capabl e of servicing both DHCPv6 [ RFC3315] and DHCPv4- over -
DHCPv6 requests. This enabl es the provisioning of DHCPv4 based
configuration to I Pv6 connected clients over |Pv6 only transport

net wor ks.

One of the benefits of the DHCPv4-over-DHCPv6 based approach is that
it allows the dynam c |leasing of |IPv4 addresses to clients, based on
exi sting nechani sns for address | ease nanagenent avail able in DHCPv4
servers. This can make nmuch nore efficient use of remaining public
| Pv4 addresses than static pre-allocation based approaches as only
IPv4 clients that are currently active need to be allocated
addresses. This nmeno uses the defined OPTI ON_PORTPARAMSV4 with
DHCPv4 over DHCPv6, achieving the dynam c |easing of the shared | Pv4
addr esses.

Due to the nature of address sharing in this manner, it is only
suitable for specific architectures based on the Address plus Port
Model (A+P) [RFC6346]. This nodel extends the unique identifier for
a client fromthe 32-bit 1Pv4 address to 48-bits by including the
16-bits of the layer 4 header. Each client is allocated a unique

bl ock of layer 4 ports, and the client will generally utilize these
restricted source ports by inplenmenting a NAPT44 funtion, translating
traffic fromthe original private |Pv4 source address and
unrestricted port to the allocated shared | Pv4 address and uni que
restricted port range. [I-D.ietf-softwi re-map] and

[I-D.ietf-softwi re-lwiover6] describe two inplenmented exanpl es of the
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A+P approach which nmay be suitable for shared, dynamic |Pv4
addr essi ng.

The use of shared addressing in other, nore traditional depl oynent
architectures nust be avoi ded due to the fundanental
inconpatibilities of assigning a the same /32 | Pv4 address to
multiple clients attached to the sanme | ayer 2 segnent.

This meno al so defines OPTI ON_PORTPARAMSV4, a DHCPv4 option for
assi gni ng non-overl apping layer 4 port sets during the |Pv4 address
al | ocati on process.

Al t hough DHCPv4 over DHCPv6 is used as the underlying DHCPv4
transport mechani smthroughout this docunment, OPTI ON_PORTPARAMSV4 may
al so be used in DHCPv4 over 1Pv6 [I-D.ietf-dhc-dhcpv4-over-ipv6] and
other DHCPv4 | Pv4 address all ocation nechanisns. The usage of

OPTI ON_PORTPARAMSV4 in those cases is out of scope of this docunent.

2. Functional Overview

Functionally, the dynam c allocation of shared | Pv4 addresses by the
DHCP 406 Server is quite simlar to the nornmal DHCPv4 server dynam c
al | ocation process described in [RFC2131]. The essential difference
is that the DHCP 406 Server MAY allocate the sane | Pv4 address to
nmore than one DHCP 406 client sinmultaneously, providing that each
address all ocation also includes a range of |ayer 4 source ports

uni que to that address (i.e. each PSID may only be allocated once per
/ 32 address).

To enable this, the DHCP 406 client needs to be extended to inplenent
OPTI ON_PORTPARAMSV4 (descri bed below). This option is used to
indicate to the DHCP 406 server the client’s support the dynamc

al l ocation of a shared | Pv4 address and al so for conveying the

all ocated PSID back to the client.

The server nust be extended to inplement OPTI ON_PORTPARAMSV4 so t hat
it can identify clients supporting shared, dynam c address | easing.
Wth this option, the server can dynamically maintain shared |Pv4
address | eases. The server nust also nanage uni que client |eases
based on the I Pv4 address and PSID tuple, instead of just |Pv4

addr ess.

3. dient-Server Interaction
Section 3 of [RFC2131] describes client-server interactions necessary
for | easing addresses. The follow ng sections describe the changes

necessary for the client and server to inplenent the dynanic
al | ocation of a shared |Pv4 address.
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3. 1.

Al'l ocating a Shared, Dynanic | Pv4 Address

Section 3.1 of [RFC2131] describes the client-server interaction for
all ocating an | Pv4 address. The process described bel ow detail the
changes necessary for the allocation of a shared | Pv4 address.

Usi ng DHCP 406, the followi ng DHCPv4 nessage flow is transported
wi t hi n t he DHCPV4- QUERY and DHCPV4- RESPONSE options, which are DHCPv6
options used for carrying DHCPv4 nmessages.

1.

Cui,

When the client constructs its DHCPv4 DHCPDI SCOVER nessage to be
transported within the DHCPv4-query nessage, the DHCPDI SCOVER
message MUST include the followi ng options: A client ldentifier
(constructed as per [RFC4361] and OPTI ON_PORTPARAMSV4 (descri bed
below). The client MAY insert a non-zero value in the PSID Len
field within OPTI ON_PORTPARAMSV4 to indicate the preferred size
of the restricted port range allocation to the DHCP 406 Server
Each DHCP 406 Server that receives the DHCPDI SCOVER nessage

wi thin the DHCPv4- query nessage responds with a DHCPOFFER nessage
that contains an available I Pv4 address in the 'yiaddr’ field.
The response MIST al so i ncl ude OPTI ON_PORTPARAMSV4 cont ai ning a
restricted port-range. |f the received OPTI ON PORTPARAMSV4 fiel d
contains a non-zero PSID Len field, the DHCP 406 Server MNAY

all ocate a port set of the requested size to the client
(depending on policy). The DHCPOFFER nessage is included into

t he DHCPv4-response nmessage and sent to the client.

The client evaluates all recei ved DHCPOFFER nessages and sel ects
one based on the configuration paraneters received, such as the
size of the offered port set. The client then sends a
DHCPREQUEST contai ning a server identifier and the correspondi ng
OPTI ON_PORTPARAMSV4 received in the DHCPOFFER nessage

The server identified in the DHCPREQUEST message (via the siaddr
field) creates a binding for the client. The binding includes
the client identifier, the |Pv4 address and the PSID. These
paraneters are used by both the server and the client to identify
a lease referred to in any DHCP nessages. The server responds
wi th a DHCPACK nessage containing the configuration parameters
for the requesting client. Optionally, the the server may al so
store the I Pv6 address that the client has bound the received

| Pv4 paranters to.

The client receives the DHCPACK nessage with the configuration
paranmeters. The client MJUST NOT performa final check on the
address, such as ARPing for a duplicate allocated address.

If the client chooses to relinquish its | ease by sending a
DHCPRELEASE nessage, the client MJST include the original client
identifier, the | eased network address and the all ocated
restricted source ports inlcuded in OPTI ON_PORTPARANMGV4.
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3.2. Reusing a Previously Allocated Shared, Dynanic |Pv4 address

If the client remenbers the previously allocated address and
restricted port range, then the process described in section 3.2 of

[ RFC2131] nust be foll owed. OPTI ON PORTPARAMSV4 MUST be included in
the nmessage flow, with the client’s requested port set being included
i n the DHCPDI SCOVER nessage.

4. Server Behavi or

The DHCP 406 Server MJST NOT reply with the OPTI ON_PORTPARAMSVA unti
the client has explicitly listed the option code in the Paraneter
Request List (Option 55) [RFC2132].

The DHCP 406 Server SHOULD reply with OPTI ON_PORTPARAMSV4 if the
client includes the option in its Paraneter Request List. 1In order
to achi eve the dynani ¢ nmanagenent of | Pv4 address and port set in the
address sharing environnent, the server MJUST run an address and port-
set pool that plays the sanme role as address pool in a regular DHCP
server. The server MJST use the conbination of address and PSID as
the key to maintain the state of a | ease, and | ook for an avail able

| ease for assignnment. The |easing database MJUST include the

i nformation of the address and PSI D.

When a server receives a DHCPDI SCOVER nmessage wth

OPTI ON_PORTPARAMSV4 i n the Parameter Request List froma client, the
server chooses an | Pv4 address and a port-set for the requesting
client. The logic of choosing is simlar to that in Section 4.3.1 of
[ RFC2131]. The difference is the server |ooks for the client’s

bi ndi ng or an avail able I ease in the server’s pool of addresses and
PSI Ds. After selecting an available 1 Pv4 address with a PSID, the
server sends a DHCPOFFER nessage to the requesting client.

When the server receives a DHCPREQUEST nessage with

OPTI ON_PORTPARAMSV4, the server MJUST determine the client’s state
according to related paranmeters (Section 4.3.2 of [RFC2131]) and the
val ue of OPTI ON_PORTPARANMSVA.

Upon reception of a DHCPRELEASE nmessage w th OPTI ON_PORTPARAMSV4, the
server | ooks for the |lease using the address in the nessage and the
PSI D val ue in the OPTI ON_PORTPARAMBV4, and nmarks it as unal |l ocat ed.

The port-set assignment MJST be coupled with the address assignnment
process. Therefore server MJST assign the address and port set in
the sane DHCP nessages. The |ease information for the address is
applicable to the port-set as well.
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4.1. Leasing Shared and Non-Shared | Pv4 Addresses from a Singl e DHCP
406 Server

A single DHCP 406 server may have clients that do not support

OPTI ON_PORTPARAMS as well as those that do. As the rules for the

al | ocation of shared addresses differ fromthe rules for full |1Pv4
address assignment, the DHCP 406 server MJST inplenment a nmechanismto
ensure that clients which do not support OPTI ON_PORTPARAMS do not
recei ve shared addresses. For exanmple two separate |Pv4 addressing
pool s could be used, one of which allocates |IPv4 addresses and PSI Ds
only to clients which have requested them

5. dient Behavior

The DHCP client applying for a port-set MJST include the

OPTI ON_PCORTPARAMSV4 code in the Paraneter Request List (Option 55).
The client retrieves a port set using the value contained in

OPTIl ON_PORTPARAMSV4.,

When the client renews or releases the DHCP | ease, it MJST put the
val ues of offset, PSID length and PSID into the OPTI ON_PORTPARAMSV4,
and send to the server within correspondi ng DHCPv4 nessages.

I n the DHCPDI SCOVER nessage, the client MAY use a non-zero val ue for
the PSID-len field within OPTI ON_PORTPARMAS. This is used by the
client to request a specific size of port-set (i.e. the number of
source ports that it will be allocated).

5.1. dient Usage of a Shared Address

As a single I Pv4 address is being shared between a nunber of
different clients, the allocated shared address is only suitable for
certain uses. The client MJST inplenment a function to ensure that
only the allocated |ayer 4 ports of the shared | Pv4 address are used
for sourcing new connecti ons.

The client MUST apply the following rules for any traffic to or from
the shared /32 | Pv4 address:

0 Only port-aware protocols or |ICVWP inplenenting [ RFC5508] MJST be
used

o Al connections originating fromthe shared | Pv4 address MJST use
a source port taken fromthe allocated restricted port range.

o0 The client MJUST NOT accept inbound connections on ports outside of
the allocated restricted port range.
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In order to prevent addressing conflicts which could arise fromthe
al l ocation of the same | Pv4 addreses, the client MJUST NOT configure
the received restricted | Pv4 address on-1ink

The mechani sm by which a client inplenents these rules is outside of
the scope of this docunent.

In the event that the DHCPv4 over DHCPv6 confi gurati on nechani sm
fails for any reason, the client MJUST NOT configure an | Pv4 |ink-
| ocal address [RFC3927] (taken fromthe 169.254.0.0/16 range).

6. Additional Changes to RFC 2131

In addtion to the changes nentioned el sewhere in this document, the
foll owi ng changes to the behavi our described in [RFC2131] are
necessary in order to inplenment dynanmc allocation of a shared | Pv4
addr ess.

Section 2.2 The client MJUST NOT probe a newy received | Pv4 address
(e.g. with ARP) to see if it is in use by another host.

Section 3.1 Item5. The client MUST NOT performa final check on the
assigned | Pv4 address.

7. DHCPv4 Port Paraneters Option

The Port Paramaters Option for DHCPv4 specifies the restricted set of
| ayer 4 source ports that are necessary to dynamcally allocate a
shared address. The option uses the sane fields as the MAP Port
Paraneters Option described in Section 4.4 of

[I-D.ietf-softw re-map-dhcp], inplenmented as a DHCPv4 option. This
is to maintain conpatibility with existing inplenentations.

The construction and usage of OPTI ON_PORTPARAMSV4 i s

0 1

2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| option-code | Length | of f set | PSI D- Len |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| PSI D |
B e o o o S S S S o T e R R e

Figure 1: DHCPv4 Port Paraneters Option

0 option-code: OPTI ON_PORTPARAMSV4 ( TBA)
o option-length: 3
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8.

8.

8.

o offset: (PSID offset) 8 bits long field that specifies the nuneric
value for the MAP algorithm s excluded port range/offset bits
(A-bits), as per section 5.1.1 in [I-D.ietf-softw re-map].

Al'l oned val ues are between 0 and 16, with the default val ue being
4 for a MAP client. This paraneter is unused by a Lightweight
4over6 client and should be set to O.

o PSIDlen: Bit length value of the nunber of significant bits in
the PSID field (al so known as "k’). Wen set to O, the PSID field
is to be ignored. After the first "a bits, there are k bits in
the port nunber representing valid of PSID. Subsequently, the
address sharing ratio would be 27k.

o PSID Explicit 16-bit (unsigned word) PSID value. The PSID val ue
algorithmically identifies a set of ports assigned to a CE. The
first k-bits on the left of this 2-octets field is the PSID val ue.
The remaining (16-k) bits on the right are padding zeros.

[I-D.ietf-softwire-map] (Section 5.1) provides a full description of
how the PSIDis interpreted by the client.

When receiveing the Port Paraneters option with an explicit PSID, the
client MIUST use this explicit PSID in configuring its DHCPv4 over
DHCPv6 interface.

Security Consideration
1. Denial-of-Service

The solution is generally vulnerable to DoS when used on a shared
medi um or when access network authentication is not a prerequisite to
| P address assignnment. The solution SHOULD only be used on point-to-
point links, tunnels, and/or in environnents where authentication at
link layer is perforned before |IP address assignment, and not shared
medi um

2. Port Random zation

Preserving port randoni zati on [ RFC6056] may be nore or less difficult
dependi ng on the address sharing ratio (i.e., the size of the port
space assigned to a CPE). The host can only random ze the ports
inside a fixed port range [ RFC6269].

More di scussion to inprove the robustness of TCP against Blind In-
W ndow Attacks can be found at [RFC5961]. O her neans than the

(I Pv4) source port randomi zation to provide protection agai nst
attacks should be used (e.g., use [I-D.vixie-dnsext-dns0x20] to
protect against DNS attacks, [RFC5961] to inprove the robustness of
TCP agai nst Blind | n-Wndow Attacks, use |Pv6).
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10.

11.

11.

A proposal to preserve the entropy when selecting port is discussed
in [I-D.baj ko-pri paddrassign].

| ANA Consi der ati ons

IANA is kindly requested to allocate the foll owi ng DHCPv4 option
code: TBD for OPTI ON_PORTPARAMSVA.

Acknowl edgenent s

This docunment is nmerged from|[|-D. sun-dhc-port-set-option] and
[I1-D. farrer-dhc-shared-address-| ease].

Ref er ences
1. Normative References

[I-D.ietf-dhc-dhcpv4-over-dhcpv6]
Sun, Q, Cui, Y., Siodelski, M, Krishnan, S., and I.
Farrer, "DHCPv4 over DHCPv6 Transport", draft-ietf-dhc-
dhcpv4- over - dhcpv6- 04 (work in progress), January 2014.

[I-D.ietf-softwre-nap]
Troan, O, Dec, W, Li, X, Bao, C, Mitsushim, S.,
Murakam , T., and T. Taylor, "Mapping of Address and Port
with Encapsul ation (MAP)", draft-ietf-softw re-nmap-10
(work in progress), January 2014.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC2131] Dronms, R, "Dynamic Host Configuration Protocol", RFC
2131, March 1997.

[ RFC2132] Al exander, S. and R Drons, "DHCP Options and BOOTP Vendor
Ext ensi ons", RFC 2132, March 1997.

[ RFC4361] Lenmon, T. and B. Sommerfeld, "Node-specific Cient
Identifiers for Dynam ¢ Host Configuration Protocol
Versi on Four (DHCPv4)", RFC 4361, February 2006.

[ RFC5961] Rammiah, A, Stewart, R, and M Dalal, "lInmproving TCP s
Robustness to Blind | n-Wndow Attacks", RFC 5961, August
2010.

[ RFC6056] Larsen, M and F. Gont, "Recommendations for Transport-
Prot ocol Port Random zation", BCP 156, RFC 6056, January
2011.

Cui, et al. Expi res August 17, 2014 [ Page 10]



Internet-Draft Dynam ¢ Shared | Pv4 All ocation February 2014

11.

[ RFC6269] Ford, M, Boucadair, M, Durand, A, Levis, P., and P.
Roberts, "lIssues with | P Address Sharing", RFC 6269, June
2011.

2. Informative References

[I-D. baj ko-pri paddrassi gn]
Baj ko, G, Savol ainen, T., Boucadair, M, and P. Levis,
"Port Restricted | P Address Assignnent”, draft-bajko-
pri paddrassign-04 (work in progress), April 2012.

[I-D. farrer-dhc-shared-address-| ease]
Farrer, |., "Dynanic Allocation of Shared |Pv4 Addresses
usi ng DHCPv4 over DHCPv6", draft-farrer-dhc-shared-
address-1 ease-00 (work in progress), June 2013.

[I-D.ietf-dhc-dhcpv4-over-i pv6]
Cui, Y., Wi, P., Wi, J., Lenon, T., and Q Sun, "DHCPv4
over | Pv6 Transport", draft-ietf-dhc-dhcpv4-over-ipv6-08
(work in progress), Cctober 2013.

[I-D.ietf-softw re-|wlover 6]
Cui, Y., Qong, Q, Boucadair, M, Tsou, T., Lee, Y., and
|. Farrer, "Lightweight 4over6: An Extension to the DS-
Lite Architecture", draft-ietf-softw re-Iwiover6-06 (work
in progress), February 2014.

[1-D.ietf-softw re-map-dhcp]
M ugal ski, T., Troan, O, Dec, W, Bao, C,
| eaf . yeh. sdo@nmei |l .com |., and X Deng, "DHCPv6 Options
for configuration of Softwi re Address and Port Mapped
Clients", draft-ietf-softw re-map-dhcp-06 (work in
progress), Novenber 2013.

[1-D. sun-dhc-port-set-option]
Qong, Q, Lee, Y., Sun, Q, Bajko, G, and M Boucadair,
"Dynami ¢ Host Configuration Protocol (DHCP) Option for
Port Set Assignnent", draft-sun-dhc-port-set-option-02
(work in progress), Cctober 2013.

[1-D.vixie-dnsext -dns0x20]
Vixie, P. and D. Dagon, "Use of Bit 0x20 in DNS Labels to
| rprove Transaction ldentity", draft-vixie-dnsext-
dns0x20-00 (work in progress), March 2008.

[ RFC3315] Droms, R, Bound, J., Volz, B., Lenon, T., Perkins, C.,
and M Carney, "Dynanic Host Configuration Protocol for
| Pv6 (DHCPv6)", RFC 3315, July 2003.

Cui, et al. Expi res August 17, 2014 [ Page 11]



Internet-Draft Dynam ¢ Shared | Pv4 All ocation February 2014

[ RFC3927] Cheshire, S., Aboba, B., and E. CGuttnan, "Dynanic
Configuration of |IPv4 Link-Local Addresses", RFC 3927, My
2005.

[ RFC5508] Srisuresh, P., Ford, B., Sivakumar, S., and S. Quha, "NAT
Behavi oral Requirements for |CW", BCP 148, RFC 5508,
April 2009.

[ RFC6346] Bush, R, "The Address plus Port (A+P) Approach to the
| Pv4 Address Shortage", RFC 6346, August 2011.

Aut hors’ Addr esses

Yong Cui

Tsi nghua Uni versity
Beijing 100084

P. R Chi na

Phone: +86-10-6260- 3059
Emai | : yong@snet 1. cs. tsi nghua. edu. cn

Q Sun
Tsi nghua University
Beijing 100084

P. R Chi na

Phone: +86-10-6278-5822

Enai | : sunqi @snet 1. ¢s. t si nghua. edu. cn
lan Farrer

Deut sche Tel ekom AG

CTO ATl, Landgrabenweg 151
Bonn, NRW 53227

Ger many

Email: ian.farrer @el ekom de
Yiu L. Lee

Contast

One Contast Center

Phi | adel phia PA 19103

USA

Enmai | : yiu_| ee@abl e. contast. com

Cui, et al. Expi res August 17, 2014 [ Page 12]



I nt

Cui,

ernet-Draft Dynam ¢ Shared | Pv4 All ocation

Q ong Sun

Chi na Tel ecom

Room 708, No. 118, Xi zhi nennei Street
Beijing 100035

P. R Chi na

Phone: +86-10-58552936
Emai | : sunqgi ong@tbri.comcn

Mohanmed Boucadai r
France Tel ecom

2330 Central Expressway
Rennes 35000

France
Enmai | : nohamed. boucadai r @r ange. com
et al. Expi res August 17, 2014

February 2014

[ Page 13]



