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Abst ract

DHCPv4 over DHCPv6 [I-D.ietf-dhc-dhcpv4-over-dhcpv6] describes one
possi bl e mechani smfor dynami cally configuring |IPv4 over an |IPv6 only
network. For DHCPv4 over DHCPv6 to function with some softwre
mechani sns, the operator nust obtain infornmation about the DHCP 406
client’s allocated | Pv4 address and PSID, as well as the /128 |Pv6
prefix that the client will use as the source of |Pv4-in-1Pv6 tunnel
This meno defines a DHCPv6 option to convey this | Pv6e prefix between

the DHCP 406 client and server. It is designed to work in
conjunction with the DHCPv4 | Pv4 address allocation process nessage
flow.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 16, 2014.
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

DHCPv4 over DHCPv6 [I-D.ietf-dhc-dhcpv4-over-dhcpv6] describes a
mechani sm for dynamically configuring | Pv4 over an | Pv6 only network
by transporting the conplete set of DHCPv4 nessages within a specific
pai r of DHCPv6 nessages. The | Pv4 configuration provisioned to the
DHCP 406 clients is then generally used for configuring |IPv4d over

| Pv6 services. |Pv4 addresses can be dynanically | eased to DHCP 406
clients in the sane manner as | Pv4 addresses are | eased to DHCPv4
clients in IPv4 networks. The main advantages to this approach is a
greater efficiency in the use of limted |IPv4 address resources over
| Pv6 net works.

Currently defined I Pv4d over IPv6 transition technol ogies are, by
design, quite prescriptive in the location of the tunnel endpoint
within the home network. The tunnel endpoint mnust usually be
configured on either the hone gateway device, or sourced froma very
specific I Pv6 tunnel prefix allocated to the hone network (and in
some cases, both). This is necessary to enable the end-to-end
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provi sioning chain between the | Pv4-over-1Pv6 client in the hone
networ k, the border router (the egress point fromthe |Pv4 over |Pv6
domain to the I Pv4-only domain) and the provisioning systens
responsi ble for configuring the functional el enents.

The dynamic | easing of | Pv4 addresses to clients alters this end-to-
end provisioning chain. It can no |onger be assumed that a Softw re
Initiator sourcing froma specific IPv6 prefix have to use a certain
| Pv6 address as the source for encapsulating its |IPv4 packets.
Therefore, a nmechanismis necessary to informthe service provider of
the binding between the allocated | Pv4 address (Il earnt through
DHCPv4) and the I Pv6 address that the | Pv4 over IPv6 client will use
for accessing |Pv4-over-1Pv6 services. The service provider can then
use this binding information to provision other functional elenents
it their network such as the border router accordingly.

A second benefit of such a mechanismis that it allows nuch nore
flexibility in the location of the |Pv4d over |IPv6 tunnel endpoint as
this will be dynamically signalled back to the service provider. The
DHCP 406 client and tunnel client could be run on end devices
attached to any valid IPv6 prefix allocated to an end-user, |ocated
anywhere within an arbitrary honme network topol ogy.

As The DHCP 406 server manages the | easing of |Pv4 addresses to the
DHCP 406 clients, which runs on the Softwire Initiators, it holds the
nost accurate | Pv4 | ease infornmation avail abl e across the | Pv6
networ k between the server and the client. It follows that the DHCP
406 server should also hold information about the /128 | Pv6 prefixes
that active clients are using, so that the server contains a single,
conprehensive and up to date dynam c | Pv4/|Pv6 binding table.

This meno describes a DHCPv6 option so that the server can indicate
to the client a preferred IPv6 prefix to use (if necessary) and for
the client to signal back the /128 IPv6 prefix that they will bind
the allocated I Pv4 configuration to. The DHCP 406 server then stores
this information al ongside the | Pv4 | ease information.

Current mechani snms suitable for extending to incorporate DHCPv4 over
DHCPv6 with dynami c | Pv4 address | easing include
[I-Dietf-softwire-map] and [I-D.ietf-softwi re-lwiover6]. For these
mechani snms to function, the operator needs the information about the
DHCP 406 client’s allocated | Pv4 address, PSID and also the /128 | Pv6
prefix that the client will use to source the IPv4-in-I1Pv6 tunne
endpoi nt .
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2. Applicabiliity

Al t hough DHCPv4 over DHCPv6 is used as the configuration protocol

t hroughout this docunent, the DHCPv6 option and provisioning process
which is described here nay al so be used with other DHCP based | Pv4
over |Pv6 configuration mechani snms, such as DHCPv4 over | Pv6
[I-D.ietf-dhc-dhcpv4-over-ipv6].

3. Solution Overview

The DHCPv6 option (OPTI ON_DHCPVAOV6 SADDR) described by this nmeno is
i ntended to be used al ongsi de the nornmal DHCPv4 | Pv4 address

al l ocati on nessage flow as described in [ RFC2131], in the context of
DHCPv4 over DHCPv6 [I-D.ietf-dhc-dhcpv4-over-dhcpv6] . It is a two-
way conmuni cation process, allow ng the service provider to
(optionally) indicate to the client a preferred prefix al ongside the
DHCPOFFER nessage, which can be used for binding the received | Pv4
configuration and sourcing tunnel traffic. Wen the client has
selected the I Pv6 prefix to bind the IPv4 configuration to, it passes
this back to the DHCP 406 server along with the DHCPREQUEST nessage.
This may be necessary if there are nmultiple IPv6 prefixes in use in
the custonmer network, or if the specific |IPv4d over IPv6 transition
mechani smrequires the use of a particular prefix for any reason

The foll owi ng di agram shows the client/server nessage flow and how
the different fields of OPTI ON DHCPVAOV6_SADDR are used. |In each
step, the relevant DHCPv4 nessage is given above the arrow and the
rel evant paramaters used in OPTI ON_DHCPVAOV6_SADDR s fi el ds bel ow t he
arr ow.
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OPTI ON_DHCPV40OV6_SADDR ( ci pv6- bound- prefix |
with client’s bound /128 |1 Pv6 prefix) |

DHCP 406 DHCP 406
dient Ser ver
| DHCPDI SCOVER |
Step 1 |-----mmmm e >|
| OPTI ON_DHCPV40OV6_SADDR (bl ank fi el ds) |
I I
| DHCPOFFER |
Step 2 | <-mrmmm e e |
| OPTI ON_DHCPVAOV6_SADDR (ci pv6-prefix-hint |
| with service provider’'s preferred prefix) |
I I
| DHCPREQUEST |
Step 3 |-----mm o >|
| OPTI ON_DHCPVAOV6_SADDR (ci pv6-bound-prefix |
| with client’s bound /128 |1 Pv6 prefix) |
I I
| DHCPACK |
Step 4 | <-mmmmm i m e e |
I
I
|

| Pv6/ 1 Pv4 Bi ndi ng Message Fl ow

The OPTI ON_DHCPVAOV6_SADDR (defined bel ow) option is included by the
DHCP 406 client w thin DHCPv4-query nmessages. The DHCP 406 server
MAY reply with this option wthin DHCPv4-response nessages.

The DHCP 406 Server and dient MAY inpl enent the
OPTI ON_DHCPV40OV6_SADDR option. |f used, this option MJST be present
within all future DHCPv4 over DHCPv6 transacti ons.

The option conprises of two prefixes (with associated prefix length
fields):

ci pv6-prefix-hint Used by the server to indicate a preferred prefix
that the client should use to bind I Pv4d
configuration to. |If this field contains a
prefix, the client MJST performa | ongest prefix
mat ch between ci pv6-prefix-hint and all prefixes
configured on the device. The selected prefix
MJUST then be used to bind the received | Pv4
configuration to. |If this field is left blank
then the client can select any valid |IPv6 prefix.

ci pv6- bound-prefix Used by the client to informthe DHCP 406 Server
of the IPv6 prefix that it has bound the |IPv4
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configuration to. This MJST be a /128 prefix
configured on the client.

4. DHCPv4 over DHCPv6 Source Address Option

The format of DHCPv4 over DHCPv6 Source address option is defined as
fol | ows:

0 1 2 3
01234567890123456789012345678901
B S S i s S e S e N i S N i b N S
OPTI ON_DHCPV40V6_ SADDR [ option-length [
T e e s e e T e e e i it SRR TR SR S
ci pv6-hintlen | |
R E S o ci pv6- prefix-hint
(variabl e | ength)
o e e e e e e e e e e b e e e e e e m e e e e e e e e e e e e
| ci pv6-boundl en |
i i T i ci pv6- bound- prefi x
(variabl e | ength)
B o o ks s S S e i el T R e S S e o o o o o =

T+ 4
1 1

0 option-code: OPTI ON_DHCPVAOV6_SADDR ( TBA)

o option-length: 2 + length of cipv6-prefix-hint + length of cipv6
-bound-prefix, specified in bytes.

0 cipv6e-hintlen: 8-bit field expressing the bit mask | ength of the
| Pv6 prefix specified in cipv6-prefix-hint.

0 cipvb-prefix-hint: The I Pv6 prefix that the server uses to
indicate the preferred prefix that the client should use to bind
| Pv4 configuration to.

0 cipv6-boundlen: 8-bit field expressing the bit mask |l ength of the
I Pv6 prefix specified in cipv6-bound-prefix. Default: 128.

0 cipv6-bound-prefix: The IPv6 prefix that the client is using to
bind the allocated | Pv4 configuration to.

5. Security Considerations
TBD
6. | ANA Consi derations

I ANA is requested to allocate the DHCPv6 option code:
OPTI ON_DHCPV40V6_ SADDR
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