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Abstract

This specification discusses requirenents for providing D aneter
security at the level of individual Attribute Value Pairs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 24, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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1. I nt roducti on

The Di aneter Base specification [2] offers security protection

bet ween nei ghboring D aneter peers and nmandates that either TLS (for
TCP), DTLS (for SCTP), or |Psec is used. These security protocols
offer a wide range of security properties, including entity

aut henti cation, data-origin authentication, integrity,
confidentiality protection and replay protection. They also support
a | arge nunber of cryptographic algorithns, algorithmnegotiation
and different types of credentials.

The need to also offer additional security protection of AVPs between
non- nei ghbori ng Di amet er nodes was recogni zed very early in the work
on Dianeter. This |lead to work on Di aneter security using the

Crypt ographi ¢ Message Syntax (CMS) [3]. Due to |lack of depl oynent
interest at that tine (and the conplexity of the devel oped sol ution)
the specification was, however, never conpl eted.

In the meanwhil e Di ameter had received a | ot of deployment interest
fromthe cellular operator community and because of the

sophi stication of those deploynents the need for protecting D aneter
AVPs between non-nei ghbori ng nodes re-surfaced. Since early 2000
(when the work on [3] was discontinued) the Internet comunity had
seen advances in cryptographic algorithnms (for exanple, authenticated
encryption algorithns) and new security buil di ng bl ocks were

devel oped.

This docunent collects requirenents for developing a solution to
protect D aneter AVPs.
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2. Term nol ogy

The key words 'MJUST', 'MJST NOT', 'REQUIRED , 'SHALL', ' SHALL NOT,
"SHOULD , ' SHOULD NOT', ' RECOWENDED , 'MAY', and "OPTIONAL' in this
specification are to be interpreted as described in [1].

Thi s docunent re-uses term nology fromthe D anmeter base
specification [2].

In the figures bel ow we use the synbols 'AVP' and ' {AVP}k’. AVP
refers to an unprotected AVP and {AVP}k refers to an AVP t hat
experiences security protection (using key "k") without further
di stingui shing between integrity and confidentiality protection.

3. Security Threats

The follow description ains to illustrate various security threats
that raise the need for protecting Diameter Attribute Value Pairs
(AVPs). Figure 1 illustrates an exanple D aneter topology where a

D aneter clients want to interact with the exanpl e.com hone domai n.
To interconnect the two visited networks a AAA interconnection
provi der, |abeled as AAA Broker, is used.

+000000000000000000+ + +
| Exanpl e. net | | |
| | | |
Hom e e oo - + Hom e e oo - + Hom e e oo - + Hom e e oo - +
| Di anet er | | Diameter +-------- +Di anet er | | Di anet er |
|dient 1+------ +Proxy Al| +------ +Proxy B +-------- +Proxy C|----+
IR + IR + | IR + IR +
| I | |
| Visited Domain 1 | | AAA Broker |
+000000000000000000+ + +

APV +

|

|
| |
| |
| |
| |
| |
| |
| o + Exanpl e. com | |
| |
| |
| |
|
|
|

| Di anet er | |
+000000000000000000+ | Server X+--+ I +
| Exanple.org | oo + | Di anet er |
| | R R +Proxy D |-+
e + e + | Di aeter| | e +
| Di anet er | | Di anet er | | Server Y+--+ |
[Cient 2+4------ +Proxy A2+-+ Fomma o + Home Dormai n [
Femmoo o + Femmo oo + LT+
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| Visited Domain 2 |
+000000000000000000+

Figure 1. Exanple D aneter Depl oynent.

Eavesdropping: Some Dianeter applications carry information that is

I nj

only intended for consunption by end points, either by the

D aneter client or by the D ameter server but not by
intermediaries. As an exanple, consider the D anmeter EAP
application [4] that all ows keying material for the protection of
air interface between the end device and the network access server
to be carried fromthe Dianmeter server to the Dianeter client
(using the EAP- Master- Session-Key AVP). The content of the EAP-
Mast er - Sessi on- Key AVP woul d benefit from protection agai nst
eavesdropping by internediaries. Oher AVPs mght also carry
sensitive personal data that, when collected by internediaries
allow for traffic anal ysis.

In context of the deploynment shown in Figure 1 the adversary
could, for exanple, be in the AAA broker network.

ection and Manipul ation: The D anmeter base specification nandates
security protection between nei ghboring nodes but Di aneter agents
may be conpromni sed or misconfigured and inject/mani pul ate AVPs.

To detect such actions additional security protection needs to be
applied at the Diameter |ayer

Nodes that could launch such an attack are any Di aneter agents
al ong the end-to-end conmmuni cati on path.

| mpersonation: |magine a case where a Di aneter nmessage from

Exanpl e. net contains information claimng to be from Exanpl e. org.
This would either require strict verification at the edge of the
AAA broker network or cryptographi c assurance at the D aneter

| ayer to provent a successful inpersonation attack.

Any Di anmeter realmcould | aunch such an attack aiming for
financial benefits or to disrupt service availability.

4., Scenarios for D aneter AVP-Level Protection

Thi

s scenario outlines a number of cases for deploying security

protection of individual D aneter AVPs.
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In the first scenario, shown in Figure 2, end-to-end security
protection is provided between the Dianeter client and the Di aneter
server. Diameter AVPs exchanged between these two Di ameter nodes are

pr ot ect ed.

oo + oo +
| Di areter| AVP, {AVP}k | Di anet er |
[Cient +--------mmm e mmmm oo +Server |
Hom e e oo - + Hom e e oo - +

Figure 2: End-to-End Dianeter AVP Security Protection.

In the second scenario, shown in Figure 3, a Diameter proxy acts on
behal f of the Dianeter client with regard to security protection. It
applies security protection to outgoing D aneter AVPs and verifies

i ncom ng AVPs.

Fom e e e - - + Fom e e e - - + Fom e e e - - +
| Di aneter| AVP | Di aneter| AVP, {AVP}k | Di anet er |
|dient +----- FProxy A +---------- L e +Server |
o m e e oo + o m e e oo + o m e e oo +

Figure 3: Mddle-to-End D anmeter AVP Security Protection.

In the third scenario shown in Figure 4 a Dianeter proxy acts on
behal f of the Di aneter server.

Fom e e e - - + Fom e e e - - + Fom e e e - - +
| O aneter| AVP, {AVP}k | Oi aneter| AVP | Di aneter|
[dient +-------mmmmmmo- L ----+Proxy D +----- +Server |
o m e e oo + o m e e oo + o m e e oo +

Figure 4: End-to-M ddle D anmeter AVP Security Protection.

The fourth and the final scenario (see Figure 5) is a conbination of
the end-to-niddl e and the middl e-to-end scenario shown in Figure 4
and in Figure 3. Froma deploynent point of viewthis scenario is
easier to acconplish for two reasons: First, Dianeter clients and

D aneter servers remain unnodified. This ensures that no

nodi fications are needed to the installed Dianeter infrastructure.
Second, key nmanagenent is also sinplified since fewer nunber of key
pairs need to be negotiated and provi si oned.
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R + R + R + R +
| Di aneter| AVP | Di aneter | AVP, {AVP}k | D aneter| AVP | Di anmeter
|dient +----- +Proxy A +-- ... ... .. ----+Proxy D +----- +Server

Hom e e oo - + Hom e e oo - + Hom e e oo - + Hom e e oo - +

Figure 5: Mddle-to-Mddle Dianmeter AVP Security Protection

Various security threats are mtigated by sel ectively applying
security protection for individual D aneter AVPs. W thout protection
there is the possibility for password sniffing, confidentiality

viol ation, AVP insertion, deletion or nodification. Additionally,
appl ying digital signature offers non-repudiation capabilities; a
feature not yet available in today’ s D aneter depl oynent.

Modi fication of certain Diameter AVPs may not necessarily be the act
of malicious behavior but could also be the result of

m sconfiguration. An over-aggressively configured firewalling

Di ameter proxy may al so renove certain AVPs. |n npst cases data
origin authentication and integrity protection of AVPs w |l provide
nmost benefits for existing deploynents with mininmal overhead and
(potentially) operating in a full-backwards conpati bl e manner

5. Requirenents

Requi rement #1: Solutions MJST support an extensible set of
cryptographi c al gorithns.

Motivation: Crypto-agility is the ability of a protocol to
adapt to evolving cryptographic algorithns and security
requi renents. This may include the provision of a nodul ar
mechanismto all ow cryptographic algorithns to be updated
wi t hout substantial disruption to deployed inpl enentations.

Requirement #2: Solutions MJST support confidentiality, integrity,
and data-origin authentication. Solutions for integrity
protection MIST work in a backwards-conpati ble way with existing
D aneter applications.

Requi rement #3: Solutions MJST support replay protection. Any
Di aneter node has an access to network time and thus can
synchroni se their clocks.

Requi rement #4: Solutions MJST support the ability to del egate
security functionality to another entity

Motivation: As described in Section 4 the ability to let a

D anmeter proxy to perform security services on behal f of al
clients within the sane adninistrative donmain is inportant for

Tschofenig, et al. Expires April 24, 2014 [ Page 6]



Internet-Draft D aneter AVP Level Security Cct ober 2013

i ncremental deployability. The same applies to the other
communi cati on side where a | oad bal ancer term nates security
services for the servers it interfaces

Requirement #5: Solutions MJST be able to selectively apply their
cryptographic protection to certain D anmeter AVPs.

Motivation: Some Di ameter applications assunme that certain AVPs
are added, renoved, or nodified by internediaries. As such, it
MUST be possible to apply security protection selectively.

Requi rement #6: Sol utions MJST recomend a nandat ory-to-inpl enent
crypt ographi c al gorithm

Motivation: For interoperability purposes it is beneficial to
have a mandatory-to-inpl enent cryptographic algorithm specified
(unl ess profiles for specific usage environnments specify

ot herwi se).

Requi rement #7: Solutions MJST support symmetric keys and asynmmetric
keys.

Motivation: Symmetric and asynmetric cryptographic al gorithns
provide different security services. Asynmetric algorithns,
for exanple, allow non-repudiation services to be offered.

Requi rement #8: A solution for dynam c key nmanagenent MJST be
included in the overall solution framework. However, it is
assuned that no "new' key nanagenent protocol needs to be
devel oped; instead existing ones are re-used, if at all possible.
Rekeyi ng could be triggered by (a) managenment actions and (b)
expiring keying material.

Requirenment #9: The ability to statically provisioned keys
(symmetric as well as asymetric keys) has to be supported to
simplify managenment for snall-scal e deploynents that typically do
not have a back-end network nanagenent infrastructure.

6. Open I|ssues

Open |ssue #1: Capability/Policy Discovery: This docunent talks

about selectively protecting Dianeter AVPs between different

D aneter nodes. A Dianeter node has to be configured such that it
applies security protection to a certain nunber of AVPs. A nunber
of policy related questions arise: Wat keying material should be
used so that the intended recipient is also able to verify it?
What AVPs shall be protected so that the result is not rejected by
the recipient? In case of confidentiality protection the D aneter

Tschofenig, et al. Expires April 24, 2014 [ Page 7]



Internet-Draft D aneter AVP Level Security Cct ober 2013

10.

10.

10.

node encrypting AVPs needs to know ahead of tine what other node
is intended to decrypt them Should the list of integrity
protected AVP be indicated in the protected payload itself (or is
it known based on out-of-band information)? |Is this policy /
capability information assuned to be established out- of - band
(manual ly) or is there a protocol nechanismto distribute this

i nformation?

Open | ssue #2: Command- Li ne Support: Should solutions allow the
provi sioning of long-termshared symmetric credentials via a
command-line interface / text file? This allows easier nanagenent
for small-scal e depl oynents.

Security Considerations

This entire docunent focused on the discussion of new functionality
for securing Dianeter AVPs sel ectively between non-nei ghboring nodes.
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Thi s docunment does not require actions by | ANA
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