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Abst r act

In large network deploynents, a single D aneter peer can support over
a mllion concurrent Dianeter sessions. Recent use cases have

reveal ed the need for Dianeter peers to apply the sane operation to a
| arge group of Di aneter sessions concurrently. The Diameter base
prot ocol commands operate on a single session so these use cases
could result in many thousands of command exchanges to enforce the
same operation on each session in the group. 1In order to reduce
signaling, it would be desirable to enable bulk operations on all (or
part of) the sessions managed by a Di aneter peer using a single or a
few conmand exchanges. This docunent specifies the Di aneter protocol
extensions to achieve this signaling optimzation.
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1. Introduction

In | arge network deploynents, a single D aneter peer can support over
a mllion concurrent Dianeter sessions. Recent use cases have
reveal ed the need for Dianeter peers to apply the sane operation to a
| arge group of Dianeter sessions concurrently. For exanple, a policy
deci sion point may need to nodify the authorized quality of service
for all active users having the same type of subscription. The

D anet er base protocol comuands operate on a single session so these
use cases could result in many thousands of command exchanges to
enforce the sane operation on each session in the group. |In order to
reduce signaling, it would be desirable to enabl e bul k operations on
all (or part of) the sessions nanaged by a Di aneter peer using a
single or a few command exchanges.

Thi s docunent describes nechani sns for grouping D aneter sessions and
appl yi ng D aneter commands, such as perform ng re-authentication, re-
aut hori zation, termnation and abortion of sessions to a group of
sessions. This docunent does not define a new Dianeter application
Instead it defines mechani sms, comands and AVPs that may be used by
any Diameter application that requires managenent of groups of

sessi ons.

These nechani sns take the follow ng design goals and features into
account:

o Mnimal inpact to existing applications

0 Extension of existing commands’ CCF with optional AVPs to enabl e
groupi ng and group operations

o Fall back to single session operation

o Inplicit discovery of capability to support grouping and group
operations
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses term nol ogy defined [ RFC6733].
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3. Protocol Overview
3.1. Building and Mdifying Session G oups

Client and Server can add a new Di aneter session to a group, e.g. in
case the subscription profile of the associated user has sinilar
characteristics as the profile of other users whose Di aneter session
has been added to one or nultiple groups. Such simlarities can be
for exanpl e maxi num bandw dt h bounds of each user in the a group
These users may share resources of, e.g., an access multipl exer
together with other users. Runtine adjustnents in the granted
bandwi dt h bounds or other Quality of Service related attributes can
be acconplished for the whole group by identifying the group in the
D aneter group command.

In case a user’s subscription profile changes during runtinme, either
node, a Dianeter Server or Dianeter client, nay decide to renove this
user’s Dianeter session fromthe session group. The user’s D aneter
session can be assigned to a different group, whose adjusted profile
mat ches the one of the different group. Both groups, the user’s
previous group and its new group, will be nodified m d-session.

In case of nobile users, a change in the node inplenenting the

D aneter client can happen, which has inpact to a group of sessions a
particular pair of Dianmeter client and server has in conmon. Due to
mobility, the nobile user’s session may get transferred to a new

D ameter client during runtinme w thout nmandating fromscratch

aut hori zation. Such scenario necessitates m d-session nodification.

3.2. Issuing G oup Conmands

A policy decision point nmay decide to term nate a group of sessions,
e.g. based on previous agreenment for tenporary authorization to
access a system Al D aneter sessions of associated users with such
tenporarily granted access will be added to a single D aneter session
group. After the time limt for the tenporary authorization has been
reached, the policy decision point can issue a single Session

Term nati on Request (STR) to the policy enforcenent point. The STR
command identifies the group of Di aneter sessions which are to be
term nated. The policy enforcenent point treats the STR as group
command and initiates ternmnation of all sessions in the group
Subsequently, the policy enforcenent point confirns successfu

term nation of these sessions to the policy decision point by sending
a single Session Ternination Answer (STA) command whi ch includes the
identifier of the group.
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3.3. Pernission Mbdel

A permi ssion nodel in the context of this draft defines the

perm ssion of Dianeter nodes to build new session groups, to add/
renove a session to/froma session group and to delete an existing
sessi on group.

This specification follows the nost flexible nodel where both, a

D anmeter client and a Dianeter server can build a new group and
assign a new identifier to that session group. Wen a Dianeter node
decides to issue a new session group, e.g. to group all sessions

whi ch share certain characteristics, the node nust identify itself in
the Dianmeterldentity el ement of the session group identifier

(Section 7.3) as owner of the group. The perni ssion nodel as per
this specification solely constrains the permission to close a
session group and rel ease the associated identifier to the group
owner .

Irrespective of the group ownership, as per this specification any
D aneter node has the permission to add/renove a session to/from an
exi sting session group. Also the nodification of groups in ternms of
nmovi ng a session fromone session group to a different session group
is permitted to any Dianeter node. The enforcenent of a nore
constrained nodel is left to the application and inplenentation

whi ch nmust then ensure that rel evant Di aneter nodes have the sane

vi ew of the perm ssion nodel, either through adm nistrative
configuration or protocol -based capability discovery. Details about
enforcing a nore constraint pernission nodel are out of scope of this
specification. For exanple, a nore constrained nodel could require
that a client MJUST NOT renbve a session froma group which is owned
by the server.
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4. Protocol Description
4.1. Session G ouping

Ei ther Dianeter peer can initiate assigning a session to a single or
mul ti pl e session groups. Modification of a group by renoving or
adding a single or nultiple user sessions can be initiated and
performed at runtinme by either Diameter peer. Dianmeter AAA
applications typically assign client and server roles to the Dianeter
peers, which are referred to as relevant Di aneter peers to utilize
session grouping and issue group commands. Section 5 describes
particul arities about session grouping and perform ng group conmands
when relay agents or proxies are depl oyed.

D ameter peers, which are group-aware, nust store and nmaintain a |ist
of all session groups to which at |east one session, for which the
peer holds a state, is assigned. Along with the group’s Session-1d,
a list of Dianeter sessions, which are assigned to the group, nust be
stored. This specification assunes that a session group is built and
handl ed between pairs of Di aneter nodes. Cdients and servers MJST
mai ntain Di aneter state of individual sessions grouped in a session

group.
4.1.1. Goup assignment at session initiation

To assign a session to a group at session initiation, a Dianeter
client sends a service specific request, e.g. NASREQ AAR [ RFC4005],
containing one or nore group identifiers. A Dianeter client as
sender of a command for session initiation can deternine one or

mul tiple groups to which the new session should be assigned. Each of
these groups need to be identified by a unique Session-G oup-1d
contained in a separate Session-Goup-Info AVP as specified in
Section 7.

The client nmay choose one or nultiple sessions froma |list of
exi sting session groups, irrespective of the group ownership.
Alternatively, the client may decide to create a new group and
identify itself in the Diameterldentity el enent of the

G oup- Session-1d AVP as per Section 7.3

The client MUST set the SESSI ON GROUP_ALLOCATI ON_ACTI ON of the

Sessi on- Group- Feat ure- Vector AVP in each appended Session-Goup-Info
AVP to indicate that the identified session should be added to the
identified session group.

If the Dianeter server receives a comand request from a Di aneter

client and the conmand conprises at | east one Session-G oup-1nfo AVP
havi ng the SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag of the Session-G oup-
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Feat ure-Vector AVP set, the server nust add the new session to each
of the one or nultiple identified session groups. 1In case one or
multiple identified session groups are not know to the server, the
server nust add the one or nultiple new groups to its locally

mai ntai ned |ist of session groups. Wen sending the response to the
client, e.g. a service-specific auth response as per NASREQ AAA

[ RFC4005], the server nust include all Session-G oup-Info AVPs as
received in the client’s request.

In addition to the one or nultiple session groups identified in the
client’s request, the server may decide to add the new session to one
or multiple additional groups. |In such case, the server add to the
response additional Session-G oup-Info AVPs, each identifying a
session group, to which the server has assigned the new session

Each of the Session-Goup-Info AVP added by the server, the

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag of the Sessi on- G oup- Feat ur e-
Vector AVP nust be set.

If the Dianeter server receives a conmand for session initiation from
a Dianmeter client and the command conprises at | east one Session-

G oup-Info AVP, but the one or nultiple Session-Goup-Info AVP do not
identify any session group to which the session should be assigned,
the server nay assign the new session to one or nultiple session
groups. Each session group, to which the server assigns the new
session, nmust be identified in a separate Session-G oup-Info AVP
havi ng the SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag of the associ ated
Sessi on- Group- Vect or AVP set.

If the Dianeter client receives a response to its previously issued
request fromthe server and the response conprises at |east one
Sessi on- G oup- I nfo AVP havi ng the SESSI ON_GROUP_ALLOCATI ON_ACTI ON
flag of the associ ated Sessi on- G oup- Feature-Vector AVP set, the
client nmust add the new session to all session groups as identified
in the one or multiple Session-Goup-Info AVPs

A Di aneter server receiving a command for session initiation which

i ncludes at | east one Session-Goup-Info AVP but the server does not
understand the semantics of this optional AVP because it does not
support group operations according to the specification in this
docunent, MJST ignore the optional group operations specific AVPs and
proceed with processing the comand for a single session

A Dianmeter client, which sent a request for session initiation to a
D aneter server and appended a single or multiple Session-Goup-Ild
AVPs but cannot find any Session-Goup-Info AVP in the associ ated
response fromthe Dianmeter server proceeds with processing the
command for a single session. Furthernore, the client keeps a log to
remenber that the server is not able to perform group operations.
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4.1.2. Renoving a session froma session group

When a Dianeter client decides to renove a session froma particul ar
session group, the client sends a service-specific re-authorization
request to the server and adds one Session-Goup-Info AVP to the
request for each session group, fromwhich the client wants to renove
the session. The session, which is to be renoved froma group, is
identified in the Session-1d AVP of the command request. The

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag of the Session- G oup- Feat ur e-
Vector AVP in each Session-Goup-Info AVP nust be cleared to indicate
renoval of the session fromthe session group identified in the
associ at ed Session-G oup-id AVP

When a Dianeter client decides to renove a session fromall session
groups, to which the session has been previously assigned, the client
sends a service-specific re-authorization request to the server and
adds a single Session-Goup-Info AVYP to the request which has the
SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared and the Session-Goup-Id
AVP omitted. The session, which is to be renoved fromall groups, to
whi ch the session has been previously assigned, is identified in the
Session-1d AVP of the command request.

If the Dianeter server receives a request fromthe client which has
at | east one Session-Goup-Info AVP appended with the

SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared, the server nust renove
the session fromthe session group identified in the associated
Session-Goup-1d AVP. If the request conprises at |east one Session-
G oup-info AVP with the SESSI ON GROUP_ALLOCATI ON _ACTION fl ag cl eared
and no Session-1d AVP present, the server nust renpve the session
fromall session groups to which the session has been previously
assigned. The server nust include in its response to the requesting
client all Session-Goup-ld AVPs as received in the request.

Wien the Di aneter server decides to renpbve a session fromone or

mul tiple particular session groups or fromall session groups to

whi ch the session has been assigned beforehand, the server sends a
Re- Aut hori zati on Request (RAR) to the client, indicating the session
in the requests Session-1d AVP. The client sends a Re-Authorization
Answer (RAA) to respond to the server’s request. The client
subsequently sends service-specific re-authorization request
containing one or nultiple Session-G oup-Info AVPs, each indicating a
session group, to which the session had been previously assigned. To
i ndi cate renoval of the indicated session fromone or nultiple
session groups, the server sends a service-specific auth response to
the client, containing a list of Session-Goup-Info AVPs with the
SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared and the Session-Goup-Id
AVP identifying the session group, from which the session should be
renoved. The server MAY include to the service-specific auth
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response a list of Session-Goup-Info AVPs with the

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag set and the Session-Goup-1d AVP
i dentifying session groups to which the session renai ns subscri bed.
In case the server decides to renove the identified session from al
session groups, to which the session has been previously assigned,
the server includes in the service-specific auth response at | east
one Session-Goup-Info AVP with the SESSI ON_GROUP_ALLOCATI ON_ACTI ON
flag cleared and Sessi on- G oup-1nfo AVP absent.

4.1.3. Md-session group assignnent nodifications

Ei ther Di aneter peer can nodify the group nenbership of an active
Di ameter session, irrespective of the group ownership.

To update an assigned group mid-session, a Diameter client sends a
service-specific re-authorization request to the server, containing
one or nultiple Session-Goup-Info AVPs with the

SESSI ON_ GROUP_ALLOCATI ON_ACTI ON fl ag set and the Session-Goup-1d AVP
present, identifying the session group to which the session should be
added. Wth the sane nessage, the client may send one or multiple
Sessi on-G oup-Info AVP with the SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag
cleared and the Session-Goup-1d AVP identifying the session group
fromwhich the identified session is to be renpbved. To renove the
session fromall previously assigned session groups, the client

i ncludes at | east one Session-Goup-Info AVP with the

SESSI ON_CGROUP_ALLOCATI ON_ACTION fl ag cl eared and no Session-Goup-Id
AVP present. Wen the server received the service-specific re-

aut hori zation request, it nust update its locally maintained view of
the session groups for the identified session according to the
appended Session-G oup-Info AVPs. The server sends a service-
specific auth response to the client containing one or nmultiple
Session-Goup-Info AVPs with the SESSI ON_ GROUP_ALLOCATI ON_ACTI ON fl ag
set and the Session-Goup-l1d AVP identifying the new session group to
whi ch the identified session has been added.

When a Dianeter server enforces an update to the assigned groups md-
session, it sends a Re-Authorization Request (RAR) nmessage to the
client identifying the session, for which the session group lists are
to be updated. The client responds with a Re-Authorization Answer
(RAA) nessage. The client subsequently sends service-specific re-
aut hori zati on request containing one or nultiple Session-Goup-Info
AVPs with the SESSI ON_GROUP_ALLOCATI ON_ACTI ON flag set and the
Session-Group-1d AVP identifying the session group to which the
session had been previously assigned. The server responds with a
service-specific auth response and includes one or nmultiple Session-
G oup-Info AVP with the SESSI ON GROUP_ALLOCATI ON _ACTION flag set and
the Session-Group-ld AVP identifying the session group, to which the
identified session is to be added. Wth the same response nessage,
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the server nmay send one or nultiple Session-Goup-Info AVPs with the
SESSI ON_CGROUP_ALLQOCATI ON_ACTION flag cl eared and the Session-G oup-1d
AVP identifying the session groups fromwhich the identified session
is to be renoved. Wen server wants to renove the session fromall
previously assigned session groups, it send at | east on Session-

G oup-Info AVP with the response having the

SESSI ON_GROUP_ALLCOCATI ON_ACTI ON flag cl eared and no Sessi on-G oup-1d
AVP present.

4.2. Session Gouping Capability Discovery
4.2.1. Inplicit Capability Discovery

By appending at | east one Session-G oup-Info AVP, the Dianeter client
announces its capability to support group operations according to the
specification in this docunent to the addressed D aneter server. |If
the Dianeter client supports group operations, it MJST append at

| east one Session-Goup-Info AVP to announce its capability to
support group operations.

A session-group aware Di ameter server receiving a command for session
initiation which includes at | east one Session-Goup-Info AVP | earns
about the sender’s capability to support group operations.

By appendi ng at | east one Session-Goup-Id AVP, the Di anmeter server
announces its capability to support group operations according to the
specification in this docunent to the addressed Di aneter client.

4.2.2. Explicit Capability Discovery

New Di amet er applications nay consider support for Di ameter session
groupi ng and for perform ng group commands during the standardi zation
process. Such applications provide intrinsic support for the support
of group commands and announce this capability through the assigned
application ID.

4.3. Releasing a Session Goup ldentifier

To cl ose a session group and rel ease the associ ated Session-Goup-Id
val ue, the owner of a session group appends a single Session-G oup-
Info AVP having the SESSI ON GROUP_STATUS IND flag cleared and the
Session-Group-1d AVP identifying the session group, which is to be
cl osed. The SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag of the associ ated
Sessi on- G oup- Feat ure- Vect or AVP MJST be cl eared.
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4.4. Perform ng Goup Operations
4.4.1. Sending G oup Conmands

Ei ther Di aneter peer can request the recipient of a request to
process an associated command for all sessions being assigned to one
or multiple groups by identifying these groups in the request. The
sender of the request appends for each group, to which the command
applies, a Session-Goup-Info AVP including the Session-G oup-1d AVP
to identify the associ ated session group. Both, the

SESSI ON_ GROUP_ALLOCATI ON_ACTION flag as well as the

SESSI ON_GROUP_STATUS I ND fl ag nust be set.

If the CCF of the request nandates a Session-1d AVP, the Session-Id
AVP MJST identify a single session which is assigned to at |east one
of the groups being identified in the appended Session-Goup-1d AVPs.

The sender of the request can indicate to the receiver how foll ow up
message exchanges shoul d be performed by appendi ng a Sessi on- G oup-
Action AVP. |If the sender wants the receiver to performfollow up
exchanges with a single command for all inpacted groups, the sender
sets the val ue of the Session-Goup-Action AVP to ALL_GROUPS (1). |If
foll ow up nmessage exchanges should be perfornmed on a per-group basis
in case nmultiple groups are identified in the group commuand, the

val ue of the Session-Goup-Action AVP is set to PER CROUP (2). A
val ue set to PER_SESSION (3) indicates to the receiver that all

foll ow up exchanges shoul d be performed using a single nessage for
each inpacted session.

If the sender wants the receiver of the request to process the
associ ated command solely for a single session does not append any
group identifier, but identifies the relevant session in the
Session-1d AVP.

4.4.2. Receiving Goup Comuands

A Di ameter peer receiving a request to process a command for a group
of sessions identifies the relevant groups according to the appended
Session-Goup-1d AVP in the Session-Goup-Info AVP. |f the received
request identifies nmultiple groups in nultiple appended Sessi on-
Group-1d AVPs, the receiver should process the associated conmmand for
each of these groups. if a session has been assigned to nore than one
of the identified groups, the receiver nust process the associ ated
command only once per session.

The Di aneter peer receiving a request which requests perforning the

command to at | east on session group SHOULD performfoll ow up nessage
exchanges according to the value identified in the Session-Goup-Info
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AVP.
4.4.3. FError Handling for G oup Comrands

When a Di aneter peer receives a request to process a command for one
or nore session groups and the result of processing the command is an
error that applies to all sessions in the identified groups, an
associ ated protocol error nmust be returned to the source of the
request. In such case, the sender of the request MJST fall back to
si ngl e-sessi on processing and the session groups, which have been
identified in the group command, MJUST be cl osed according to the
procedure described in Section 4.3.

When a Di aneter peer receives a request to process a command for one
or nore session groups and the result of processing the command
succeeds for sonme sessions identified in one or nultiple session
groups, but fails for one or nore sessions, the Result-Code AVP in
the response nessage SHOULD i ndi cate DI AVETER LI M TED SUCCESS as per
Section 7.1.2 of [RFC6733]. 1In case of limted success, the
sessions, for which the processing of the group command failed, MJST
be identified using a Fail ed-AVP AVP as per Session 7.5 of [RFC6733].

4.4.4. Single-Session Fall back

Ei ther Dianeter peer, a Dianeter client or a Dianeter server, can
fall back to single session operation by ignoring and omtting the
optional group session-specific AVPs. Fallback to single-session
operation is perforned by processing the D ameter conmand solely for
the session identified in the mandatory Session-1d AVP. The response
to the group command nust not identify any group but identify solely
the single session for which the command has been processed.
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5.

Operation with Proxies Agents

This specification assunmes in case of a present stateful Proxy Agent
between a Dianmeter client and a Dianeter server that the Proxy Agent
is aware of session groups and session group handling. The Proxy
MUST reflect the state of each session associated with a session
group according to the result of a group conmand operated between a
D aneter client and a server.

In case a Proxy Agent nani pul ates session groups, it MJST maintain
consi stency of session groups between a client and a server. This
applies to depl oynent where the Proxy Agent utilizes session grouping
and performi ng group commands with, for exanple, a D aneter server
whereas the Dianeter client is not group-aware. The sane applies to
depl oynent where all nodes, the Dianeter client and server, as well
as the Proxy Agent are group-aware but the Proxy Agent manipul ates
groups, e.g. to adopt different administrative policies that apply to
the client’s domain and the server’s domai n.
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6. Commands Formatting

Thi s docunment does not specify new Di ameter commands to enabl e group
operations, but relies on command extensibility capability provided
by the D aneter Base protocol. This section provides the guidelines
to extend the CCF of existing Dianmeter commands with optional AVPs to
enabl e the recipient of the conmmand to performthe comand to all
sessions associated with the identified group(s).

6.1. Formatting Exanple: G oup Re-Auth-Request

A request that one or nore groups of users are re-authentication is

i ssued by appending one or multiple Session-Goup-ld AVP(s) to the
Re- Aut h- Request (RAR). The one or multiple Session-G oup-ld AVP(Ss)
identify the associated group(s) for which the group re-

aut henti cati on has been requested. The recipient of the group
command initiates re-authentication for all users associated with the
identified group(s). Furthernore, the sender of the group re-

aut henti cation request appends a Session- G oup-Action AVP to provide
more information to the receiver of the command about how to

acconpl i sh the group operation.

The val ue of the mandatory Session-1d AVP MJST identify a session
associated with a single user, which is assigned to at |east one of
the groups being identified in the appended Session-Goup-1d AVPs.

<RAR> ::= D anet er Header: 258, REQ PXY >
Session-1d >

Ori gi n- Host  }
Oigin-Realm}

Desti nation-Real m}
Desti nati on- Host }

Aut h- Application-1d }
Re- Aut h- Request - Type }
User - Nane ]
Oigin-State-1d ]
Proxy-1nfo ]

Rout e- Record |

Sessi on-Group-1d ]
Sessi on- Group- Acti on |
AVP ]

* ok
it bt Lt et Eete Kt Ltk IV ANIVAN
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7. Attribute-Value-Pairs (AVP)

e e e e e e oo oo +
| AVP Flag rules |

B e +----+

AVP [ [ | SHOULD] MUST]|

Attribute Name Code Val ue Type | MJUST| MAY| NOT | NOT|
o m e m e e e e e e e e e e e e e e e e e e e e mmmmemea— o B +----+
| Sessi on-Group- I nfo TBD1 G ouped [ | P | | V |
| Sessi on- Group- Feat ure-Vector TBD2 Unsi gned32 | | P | | V |
| Sessi on-Group-1d TBD3 CctetString | | P | V |
| Sessi on- Group- Acti on TBD4 Unsi gned32 | | P | V |
e B i F--- -+

AVPs for the Dianeter G oup Signaling
7.1. Session-Goup-Info AVP

The Session-Goup-Info AVP (AVP Code TBDl) is of type G ouped. It
contains the identifier of the session group as well as an indication
of the node responsible for session group identifier assignnent.
Session-Goup-Info ::= < AVP Header: TBD1 >
< Sessi on- G oup- Feat ur e- Vector >
[ Session-Goup-ld ]
* [ AVP ]

7.2. Session- G oup- Feature-Vector AVP

The Sessi on- Group- Feat ure-Vector AVP (AVP Code TBD2) is of type
Unsi gned32 and contains a 32-bit flags field of capabilities
supported by the session-group aware node.

The followi ng capabilities are defined in this docunent:
SESSI ON_GROUP_ALLOCATI ON_ACTI ON (0x00000001)

This flag indicates the action to be perfornmed for the identified
session. Wen this flag is set, it indicates that the identified
D aneter session is to be added to the session group as identified
by the Session-Goup-1d AVP or the session’s assignenent to the
session group identified in the Session-Goup-l1d AVP is still
valid. When the flag is cleared, the identified D ameter session
is to be renoved fromat |east one session group. When the flag
is cleared and the Session-Goup-Info AVP identifies a particul ar
session group in the associ ated Session-Goup-1d AVP, the session
is to be renoved solely fromthe identified session group. Wen
the flag is cleared and the Session-Goup-Info AVP does not
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identify a particular session group (Session-Goup-Id AVP is
absent), the identified Dianeter session is to be renoved fromall
session groups, to which it has been previously assigned.

SESSI ON_GROUP_STATUS_| ND ( 0x00000010)

This flag indicates the status of the session group identified in
the associ ated Session-Goup-1d AVP. The flag is set when the
identified session group has just been created or is still active.
If the flag is cleared, the identified session group is closed and
the associated Session-Goup-1d is released. |f the Session-
Group-Info AVP does not conprise a Session-Goup-ld AVP, this flag
i s meani ngl ess and MJUST be ignored by the receiver.

7.3. Session-Goup-1d AVP

The Session-Goup-1d AVP (AVP Code TBD3) is of type UTF8String and
identifies a group of Dianmeter sessions.

The Session-Goup-1d MIST be globally and eternally unique, as it is
meant to uniquely identify a group of Dianeter sessions wthout
reference to any other infornmation.

The default format of the Session-Goup-id MIST conply to the fornmat
recommended for a Session-l1d, as defined in the section 8.8 of the
[RFC6733]. The Dianeterldentity el enent of the Session-Goup-1d MJST
identify the D ameter node, which owns the session group.

7.4. Session-Goup-Action AVP

The Session- G oup-Action AVP (AVP Code TBD4) is of type Unsigned32
and contains a 32-bit address space representing values indicating
how t he peer SHOULD i ssue foll ow up exchanges in response to a
command whi ch inpacts nulitple sessions. The follow ng val ues are
defined by this application:

ALL_CROUPS (1)
Fol | ow up exchanges should be perforned with a single nessage
exchange for all inpacted groups.

PER_GROUP (2)
Fol | ow up exchanges shoul d be perforned with a nessage exchange
for each inpacted group.

PER _SESSI ON ( 3)

Fol | ow up exchanges shoul d be perforned with a nessage exchange
for each inpacted session.
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8. Result-Code AVP Val ues

Thi s docunment does not define new Result-Code [RFC6733] val ues for
exi sting applications, which are extended to support group conmands.
Speci fication docunents of new applications, which will have

intrinsic support for group commands, nmay specify new Result- Codes.
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9. | ANA Consi derati ons
This section contains the nanmespaces that have either been created in
this specification or had their values assigned to existing
nanespaces nanaged by | ANA.

9.1. AVP Codes

This specification requires 1ANA to register the foll ow ng new AVPs
fromthe AVP Code nanespace defined in [ RFC6733].

0 Session-Goup-Info

0 Sessi on- G oup- Feat ur e- Vect or
0 Session-Goup-Id

0 Session-G oup-Action

The AVPs are defined in Section 7.
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10. Security Considerations

TODO
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Appendi x A, Sessi on Managenent -- Exenplary Session State Mchines
A.1. Authorization Session State Mchine

Section 8.1 in [ RFC6733] defines a set of finite state nmachi nes,
representing the life cycle of Dianmeter sessions, and which MJST be
observed by all Dianeter inplenentations that nake use of the

aut henti cati on and/ or authorization portion of a Dianeter
application. This section defines the additional state transitions
related to the processing of the new commands whi ch nmay i npact
mul ti pl e sessions.

The group nmenbership is session state and therefore only those state
machi nes from[RFC6733] in which the server is maintaining session
state are relevant in this docunment. As in [RFC6733], the term
Service-Specific belowrefers to a nessage defined in a Di aneter
application (e.g., Mbile |Pv4, NASREQ.

The followi ng state machine is observed by a client when state is
mai nt ai ned on the server. State transitions which are unnodified
from[RFC6733] are not repeated here.

A Dianeter group conmand in the following tables is differentiated
froma single-session related conmand by a preceding 'G. A Goup
Re- Aut h Request, which applies to one or nultiple session groups, has
been exemplarily described in Section 6.1. Such G oup RAR command is
denoted as 'GRAR in the following table. The same notation applies
to other conmands as per [RFC6733].

CLI ENT, STATEFUL

State Event Acti on New St at e
Idle Client or Device Requests Send Pendi ng
access service
specific
auth req
optionally
i ncl udi ng
groups
Open GASR received with Send GASA Di scon
Sessi on- Group- Acti on with
= ALL_ GROUPS, Resul t - Code
session is assigned to = SUCCESS
recei ved group(s) and Send GSTR

client will conply with
request to end the session
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GASR received with

Sessi on- G oup- Acti on

= PER_GROUPS,

session is assigned to
recei ved group(s) and
client will conply with
request to end the session
GASR received with

Sessi on- Group- Acti on

= PER_SESSI ON

session is assigned to
recei ved group(s) and
client will conply with
request to end the session

GASR recei ved

client will not conply with
request to end all session
in received group(s)

GSTA Recei ved

GRAR received with
Sessi on- G oup- Acti on

= ALL_GROUPS,

session is assigned to
recei ved group(s) and
client will perform
subsequent re-auth

GRAR received with
Sessi on- Group- Acti on

= PER_GROUP,

session is assigned to
recei ved group(s) and
client will perform
subsequent re-auth

GRAR received with
Sessi on- Group- Acti on

= PER_SESSI ON,

session is assigned to
recei ved group(s) and
client will perform
subsequent re-auth

GRAR received and client will

Send GASA
with
Resul t - Code
= SUCCESS,
Send GSTR
per group

Send GASA
with
Resul t - Code
= SUCCESS,
Send STR
per session

Send GASA
W th
Resul t - Code
I = SUCCESS

Di scon.
user/ devi ce

Send GRAA,
Send
service
specific
group
re-auth req

Send GRAA,
Send
service
specific
group
re-auth req
per group

Send GRAA,
Send
service
specific
re-auth req
per session

Send GRAA
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Di scon

Di scon

Open

I dl e

Pendi ng

Pendi ng

Pendi ng

Idle
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not perform subsequent with

re-auth Resul t - Code
I = SUCCESS,
Di scon.

user/ devi ce

Pendi ng Successful service-specific Provi de Open
group re-authorization answer service
recei ved.

Pendi ng Fai |l ed service-specific Di scon. Idle
group re-authorization answer wuser/device
recei ved.

The following state nachine is observed by a server when it is
mai ntaining state for the session. State transitions which are
unnodi fied from[RFC6733] are not repeated here.
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SERVER, STATEFUL

State Event Acti on New St at e
Idle Servi ce-specific authorization Send Open
request received, and user successfu
is authorized service
specific
answer
optionally
i ncl udi ng
groups
Open Server wants to termnate Send GASR Di scon
group(s)
Di scon GASA r ecei ved Cl eanup Idle
Any GSTR recei ved Send GSTA, Idle
Cl eanup
Open Server wants to reauth Send GRAR Pendi ng
group(s)
Pendi ng GRAA received with Result-Code Update Open
= SUCCESS sessi on(s)
Pendi ng GRAA received with Result-Code C eanup Idle
I = SUCCESS session(s)
Open Servi ce-specific group Send Open
re-aut hoi zati on request successfu
recei ved and user is service
aut hori zed specific
group
re-auth
answer
Open Servi ce-speci fic group Send Idle
re-aut horization request fail ed
received and user is service
not authorized specific
group
re-auth
answer,
cl eanup
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