I nt ernet Engi neering Task Force S. Cheshire
I nternet-Draft Appl e Inc.
I ntended status: Standards Track January 22, 2014
Expires: July 26, 2014

Hybrid Unicast/Milticast DNS-Based Service Di scovery
draft-cheshire-dnssd- hybrid-01

Abstract

Per form ng DNS-Based Service Discovery using purely link-loca
Mul ti cast DNS enabl es di scovery of services that are on the | oca
link, but not (without sone kind of proxy or simlar special support)
of services that are outside the local link. Using a very large
local link with thousands of hosts inproves service discovery, but at
the cost of large anpbunts of nulticast traffic.

Per f orm ng DNS-Based Service Discovery using purely Unicast DNS is
more efficient, but requires configuration of DNS Update keys on the
devices offering the services, which can be onerous for sinple
devices like printers and network cameras.

Hence a conproni se is needed, that provides easy service discovery
wi thout requiring either large anbunts of nulticast traffic or
onerous configuration

Status of this Meno
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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material or to cite themother than as "work in progress."
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents

(http://trustee.ietf.org/license-info) in effect on the date of

publication of this docunent. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.
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1. Introduction

Mul ticast DNS [ RFC6762] and its conpani on technol ogy DNS-based
Service Discovery [RFC6763] were created to provide |IP networking
with the ease-of-use and autoconfiguration for which Appl eTal k was
wel | known [ RFC6760] [ZC].

Section 10 ("Populating the DNS with Information") of the DNS-SD
specification [ RFC6763] discusses possible ways that a service' s PTR
SRV, TXT and address records can nake their way into the DNS
nanespace, including manual zone file configuration [ RFC1L034]

[ RFC1035], DNS Update [ RFC2136] [RFC3007] and proxies.

Thi s docunent specifies a type of proxy called a Hybrid Proxy that
uses Multicast DNS [ RFC6762] to discover Milticast DNS records on its
| ocal link, and nakes corresponding DNS records visible in the

Uni cast DNS nanespace

2. Conventions and Terninol ogy Used in this Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenent Levels" [RFC2119].

Mul ti cast DNS wor ks between a hosts on the sane link. A set of hosts
is considered to be "on the sane |link", if:

o0 when any host A fromthat set sends a packet to any other host B
in that set, using unicast, nulticast, or broadcast, the entire
i nk-1ayer packet payl oad arrives unnodified, and

0 a broadcast sent over that |ink by any host fromthat set of hosts
can be received by every other host in that set

The link-layer *header* may be nodified, such as in Token Ring Source
Routing [802.5], but not the link-layer *payload*. |In particular, if
any device forwardi ng a packet nodifies any part of the |IP header or

| P payl oad then the packet is no |longer considered to be on the sane
link. This neans that the packet may pass through devices such as
repeaters, bridges, hubs or switches and still be considered to be on
the sane Iink for the purpose of this docunent, but not through a
device such as an I P router that decrenents the TTL or otherw se

nmodi fies the I P header.
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3.

Hybrid Proxy Operation

Inits sinplest form each local link in an organi zation is assigned
a uni que Uni cast DNS domai n nane, such as "Building 1.exanple.com”
or "4th Floor.Building 1.exanmple.com"” (Gouping multiple l|oca

i nks under the sanme Unicast DNS domain nanme is to be specified in a
future conpani on docunent, but for the purposes of this docunent,
assune that each link has its own uni que Unicast DNS domai n nane.)

Each link in an organi zation has a Hybrid Proxy which serves it.
This function could be perforned by a router on that link, or, with
appropriate VLAN configuration, a single Hybrid Proxy could have a
| ogi cal presence on, and serve as the Hybrid Proxy for, multiple
links. In the organization s DNS server, NS records are used to
del egate ownership of each defined |ink name (e.g., "Building

1. exanple.com") to the Hybrid Proxy which serves that |ink

Domai n Enuneration PTR records [ RFC6763] are al so created to inform
clients of avail abl e Device Discovery donains, e.g.,

b. _dns-sd. _udp. exanpl e. com PTR  Building 1.exanple.com
PTR  Buil ding 2.exanple.com
PTR  Buil ding 3.exanple.com
PTR  Buil ding 4. exanpl e. com

I b. _dns-sd. _udp. exanpl e. com PTR  Building 1.exanple.com

When a DNS-SD client issues a Unicast DNS query to discover services
in a particular Unicast DNS (e.g., " _printer. _tcp.Building

1. exanple.com PTR ?") the nornmal DNS del egati on mechanismresults
in that query being served fromthe del egated authoritative nane
server for that subdomain, nanely the Hybrid Proxy on the link in
question. Like a conventional Unicast DNS server, a Hybrid Proxy

i mpl ements the usual Unicast DNS protocol [RFCL034] [RFC1035] over
UDP and TCP. However, unlike a conventional Unicast DNS server that
generates answers fromthe data in its manually-configured zone file,
a Hybrid Proxy generates answers by performing a Miulticast DNS query
(e.g., "_printer. _tcp.local. PTR ?") on its local link, and then
fromthe data in the Miulticast DNS replies it receives, generating
the correspondi ng Uni cast DNS reply.

Cheshire Expires July 26, 2014 [ Page 4]



Internet-Draft Hybrid uDNS/ nDNS Servi ce Di scovery January 2014

3.1. Data Transl ation

Generating the correspondi ng Unicast DNS reply involves, at the very
|l east, rewiting the "local" suffix to the appropriate Unicast DNS
domain (e.g., "Building 1.exanple.cont).

In addition it would be desirable to suppress Unicast DNS replies for
records that are not useful outside the local |link. For example, DNS
A and AAAA records for IPv4 link-1ocal addresses [RFC3927] and | Pv6

I ink-1ocal addresses [RFC4862] should be suppressed. Simlarly, for
sites that have multiple private address real ns [ RFC1918], private
addresses fromone private address real mshould not be comuni cat ed
toclients in a different private address realm

By the sanme |l ogic, DNS SRV records that reference target host nanes
that have no addresses usable by the requester should be suppressed,
and |ikewi se, DNS PTR records that point to DNS nanes with DNS SRV
records that reference target host names that have no addresses
usabl e by the requester should be al so be suppressed.

The sane reachability requirenent for advertised services al so
applies to the Hybrid Proxy itself. The mechanismspecified in this
docunent only works if the Hybrid Proxy is reachable fromthe client
maki ng the request.
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3.1.1. Application-Specific Data Transl ation

There may be cases where Application-Specific Data Translation is
appropri at e.

For exanple, AirPrint printers tend to advertise fairly verbose

i nformation about their capabilities in their DNS-SD TXT record.

This information is a | egacy fromLPR printing, because LPR does not
have in-band capability negotiation, so all of this information is
put in the DNS-SD TXT record instead. |PP printing does have in-band
capability negotiation, but for convenience printers tend to include
the same capability information in their | PP DNS-SD TXT records as
well. For local nDNS use this extra TXT record information is
inefficient, but not fatal. However, when a Hybrid Proxy aggregates
data frommultiple printers on a link, and sends it via unicast (via
UDP or TCP) this anpbunt of unnecessary TXT record information can
result in large replies. Therefore, a Hybrid Proxy that is aware of
the specifics of an application-layer protocol such as Apple’s
AirPrint (which uses IPP) can elide unnecessary key/value pairs from
the DNS-SD TXT record for better network efficiency.

Note that this kind of Application-Specific Data Translation is
expected to be very rare. It is the exception, rather than the rule.
This is an exanple of a comopn thene in conputing. It is frequently
the case that it is wise to start with a clean, layered design, with
cl ear boundaries. Then, in certain special cases, those |ayer
boundari es may be viol ated, where the performance and efficiency
benefits outwei gh the inel egance of the |layer violation

As in other sinmilar situations, these | ayer violations optional
They are done only for efficiency reasons, and are not required for
correct operation. A Hybrid Proxy can operate solely at the nDNS

| ayer, without any know edge of DNS-SD semantics, or of any DNS-SD
client semantics.
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3.2. Answer Aggregation

In a sinple analysis, sinply gathering nulticast answers and
forwarding themin a unicast reply seens adequate, but it raises the
question of how long the Hybrid Proxy should wait to be sure that it
has received all the Multicast DNS replies it needs to forma
complete Unicast DNS reply. If it waits too little tine, then it
risks its Unicast DNS reply being inconplete. If it waits too |ong,
then it creates a poor user experience at the client end.

This dilemma is solved by use of DNS Long-Lived Queries (DNS LLQ
[1-D.sekar-dns-11qg]. The Hybrid Proxy replies inmediately to the

Uni cast DNS query using the Milticast DNS records it already has in
its cache (if any). This provides a good client user experience by
provi ding a near-instantaneous response. Sinultaneously, the Hybrid
Proxy issues a Miulticast DNS query on the local link to discover if
there are any additional Multicast DNS records it did not already
know about. Should additional Milticast DNS replies be received,
these are then delivered to the client using DNS LLQ update nessages.
The tineliness of such LLQ updates is linmted only by the tineliness
of the device responding to the Milticast DNS query. If the
Mul ti cast DNS device responds quickly, then the LLQ update is
delivered quickly. If the Miulticast DNS device responds slowy, then
the LLQ update is delivered slowy. The benefit of using LLQ is that
the Hybrid Proxy can respond pronptly because it doesn't have to
delay its unicast reply to allow for the expected worst-case del ay
for receiving all the Multicast DNS replies. Even if a proxy were to
try to provide reliability by assum ng an excessively pessimstic
worst-case tine (thereby giving a very poor user experience) there
woul d still be the risk of a slow Milticast DNS device taking even

I onger than that (e.g, a device that is not even powered on until ten
seconds after the initial query is received) resulting in inconplete
replies. Using LLQs solves this dilemua: even very late replies are
not lost; they are delivered in subsequent LLQ update nessages.
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There are two factors that determine specifically howreplies are
generated. The first factor is whether the Hybrid Proxy already has
at least one record in its cache that positively answers the
question. The second factor is whether the query fromthe client

i ncludes the LLQ option (typical with long-lived service browsing PTR
queries) or not (typical with one-shot operations |like SRV or address
record queries).

0 No answer in cache; no LLQ option: Do | ocal nDNS query three
times, and then return NXDOVAIN i f no answer after three tries

o No answer in cache; with LLQ option: As above, do | ocal nDNS query
three times, and then return NXDOMAIN i f no answer after three
tries. However, the query renmains active for as long as the
client maintains the LLQ state, and if nDNS answers are received
| ater, LLQ update nessages are sent. (Reasoning: W don't need to
rush to send an enpty answer.)

0 At |east one answer in cache; no LLQ option: Send reply right away
to mninmse delay. No local nDNS queries are perforned.
(Reasoning: G ven RRSet TTL harnonisation, if the proxy has one
answer in its cache, it should have all of them)

0 At |east one answer in cache; with LLQ option: As above, send
reply right away to nmininise delay. However, the query remains
active for as long as the client maintains the LLQ state, and if
addi tional nDNS answers are received later, LLQ update nessages
are sent. (Reasoning: W want U that is displayed very rapidly,
yet continues to renmin accurate even as the network environnent
changes.)
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4. Inplenentation Status

Sone aspects of the nechani smspecified in this docunent already
exi st in deployed software. Sone aspects are new. This section
outlines which aspects already exist and which are new.

4.1. A ready |Inplenented and Depl oyed

Domai n enuneration discovery by the client (the "b._dns-sd._udp
queries) is already inplenented and depl oyed.

Uni cast queries to the indicated discovery domain is already
i mpl ement ed and depl oyed.

These are inplenmented and deployed in Mac OS X 10.4 and | ater

(including all versions of Apple iCGS, on all iPhone and i Pads), in
Bonj our for Wndows, and in Android 4.1 "Jelly Bean" (APl Level 16)
and | ater.

Domai n enuneration di scovery and uni cast queryi ng have been used for
several years at |ETF neetings to nmake Terminal Room printers

di scoverabl e fromoutside the Term nal room Wen you Press Cnd-P on
your Mac, or select AirPrint on your iPad or iPhone, and the Ternina
roomprinters appear, that is because your client is doing unicast
DNS queries to the | ETF DNS servers

4.2. Partially Inplenented

The current APls make nultiple donmains visible to client software,
but nost client U today |lunps all discovered services into a single
flat list. This is largely a chicken-and-egg problem Application
witers were naturally reluctant to spend tinme witing domai n-aware

U code when few custoners today would benefit fromit. If Hybrid
Proxy depl oyment becones common, then application witers will have a
reason to provide better U. Existing applications will work with

the Hybrid Proxy, but will show all services in a single flat list.
Applications with inproved U wll group services by domain.

The Long-Lived Query nechanism|[I|-D.sekar-dns-11q] referred to in
this specification exists and is deployed, but has not been
standardi zed by the IETF. It is possible that the | ETF nay choose to
standardi ze a different or better Long-Lived Query nechanism In
that case, the pragmatic depl oyment approach would be for vendors to
produce Hybrid Proxies that inplenent both the depl oyed Long-Lived
Query nechanism|[1-D.sekar-dns-11q] (for today’s clients) and a new

| ETF Standard Long-Lived Query nechanism (as the future long-term
direction).
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4.3. Not Yet Inplenented

The translating/filtering Hybrid Proxy specified in this docunent.
Once inplenented, such a Hybrid Proxy will immediately nake w de-area
di scovery available with today’s existing clients and devi ces.

A mechanismto 'stitch’ together nultiple ".local." zones so that

they appear as one. Such a mechanismw || be specified in a future
compani on docunent .
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5.

| Pv6 Consi derations

An | Pv4-only host and an | Pv6-only host behave as "ships that pass in

the night". Even if they are on the sane Ethernet, neither is aware
of the other's traffic. For this reason, each physical |ink nay have
*two* unrelated ".local." zones, one for |Pv4 and one for |Pv6.

Since for practical purposes, a group of IPv4-only hosts and a group
of IPv6-only hosts on the same Ethernet act as if they were on two
entirely separate Ethernet segnents, it is unsurprising that their
use of the ".local." zone should occur exactly as it would if they
really were on two entirely separate Ethernet segnents.

It will be desirable to have a nechanismto 'stitch' together these
two unrelated ".local." zones so that they appear as one. Such
mechanismw ||l need to be able to differentiate between a dual -stack
(v4/v6) host participating in both ".local." zones, and two different
hosts, one | Pv4-only and the other |Pv6-only, which are both trying
to use the sane nanme(s). Such a nmechanismwill be specified in a
future conpani on docunent.

Security Considerations
A service proves its presence on a local link by its ability to
answer link-local nulticast queries on that link. |If greater
security is desired, then the Hybrid Proxy nechani sm shoul d not be
used, and sonething with stronger security should be used instead,
such as authenticated secure DNS Update [ RFC2136] [ RFC3007].

Intel ectual Property Rights
Appl e has submitted an | PR di scl osure concerning the technique
proposed in this docunent. Details are available on the IETF IPR
di scl osure page [| PR2119].

| ANA Consi derations

Thi s docunent has no | ANA Consi der ati ons.
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