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Abstract

Multicast DNS will not nornally extend beyond the MAC Bridge. Such
limtations are problematic when desired services are beyond the
reach of nulticast nDNS. This docunent explores options for
overcomng this limtation.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 18, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

2.

2.

I nt roducti on

nDNS [ RFC6762] normally allows MAC entities to make their services
known on MAC Bridged LANs without use of centralized discovery
services. Milticast limts the range of this publication to LANs
able to forward nDNS frames. A Bridge is a mechanismtransparent to
end stations on LANs interconnected by Bridges designated to forward
franmes normally through participation in a Spanning Tree Al gorithm

A Bridge forwards franes based on prior source MAC associations with
incom ng franes on different LAN ports. Source MAC and LAN port
associations are recommended to expire in 300 seconds. Franes
contai ni ng source nmulticast MAC are silently discarded as invalid.
Frames containing a destination MAC on the same LAN port already
associated with the MAC are silently discarded. A valid incom ng
frame with a destination not previously associated with a different
LAN port is forwarded (flooded) to all other LAN ports, otherw se
when a MAC destination address is associated with a different LAN
port fromwhich the frane was received, the frane is selectively
forwarded to this port. Al broadcast and nulticast MAC are fl ooded
to all other LAN ports because the MAC does not represent a valid
source. Flooding operation may create a stormof replicated franes
havi ng an unknown MAC desti nati on whenever forwarding is enabl ed on
LAN ports connected in a | oop.

In | EEE 802. 11 wirel ess networks, nulticast frames are transmtted at
a low data rate supported by all receivers. Milticast on wreless
networ ks may thereby | ower overall network throughput. Sone network
adm nistrators block nmulticast traffic or convert it to a series of
i nk-1ayer unicast franes.

Wreless links may be orders of nmagnitude |less reliable than their
wired counterparts. To inprove transmission reliability, the | EEE
802. 11 MAC requires positive acknow edgenent of unicast frames. It
does not, however, support positive acknow edgenent of nulticast
frames. As aresult, it is conmon to observe nuch hi gher |oss of
mul ticast frames on wirel ess conpared agai nst w red network

t echnol ogi es.

Possi bl e Sol utions
1. Selective Forwardi ng based on | GWw or M.D snoopi ng

Internet Group Managenent Protocol (IGW) [RFC3376] supports
mul ticast on I Pv4 networks. Milticast Listener Discovery (MD)

[ RFC3810] supports multicast nmanagenent on | Pv6 networks using | CMPv6
messaging in contrast to |GW' s bare | P encapsulation. This
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managenment allows routers to announce their mnulticast nmenbership to
nei ghboring routers. To optim ze which LANs receive forwarded

mul ticast frames, |1 GWP or M.D snooping can be used to determ ne the
presence of listeners as a nmeans to permt selective forwardi ng of
nmul ti cast franes.

2.2. RBridge

RBri dges [ RFC6325] are conpatible with previous | EEE 802.1 customner
bridges as well as IPv4 and I Pv6 routers and end nodes. RBridges nay
support either | EEE 802.3 or other link technologies. RBridges are
invisible to current IP routers as bridges are and, |ike routers,
termi nate the Bridge spanning tree protocol. The RBridge design
supports VLANs and optim zation of the distribution of multi-
destination frames based on VLAN ID or on | P-derived nulticast

groups. It also allows unicast forwarding tables at transit RBridges
to be sized according to the nunber of RBridges (rather than the
number of end nodes), which allows their forwarding tables to be
substantially smaller than in conventional custoner bridges.

[ RFC3927] provides an overview of |Pv4 address conplexities related
with dealing with multiple segnments and interfaces. |Pv6 introduces
new paradi gns in respect to interface address assignnments which offer
scopi ng as explained in [ RFC4291]. The use of RBridge has the
capacity of greatly sinplifying this environment while al so
elimnating bottl enecks inposed by a Spanning Tree Al gorithm

If it can be determ ned an additional |ayer can be added within
RBridge to inplenent selective nulticast forwarding, input for this
ext ensi on should be defined to assist with nDNS nanagenent.

2.3. L2TP VPN

L2TP VPN [ RFC3931] with experinental [RFC4045] attenpt to handl e
mul ticast by mtigating redundant traffic which remains fairly
probl emati c.

2.4. VLAN

There are several products being introduced into the narket that
attenpt to solve the problemstated in the charter. They nornmally
use VLAN [ RFC5517] to selectively extend nulticast forwardi ng beyond
Bridge linmtations. This does not represent a general solution but
can support specific services being offered by dynanic devices within
a |l ocal |IP address space.
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2.5. Convert nDNS to DNS

Rat her than using MAC as an exchange basis, | P addresses nade visible
by DNS [ RFC1035] that conformwith [ RFC6763] can be used i nstead.
Direct access to an |P address is better assured with a single DHCP

[ RFC2131] or [RFC3315] server for IPv4 and | Pv6 respectively that
responds to interconnected networks. |In such a configuration, it is
possi ble to have DHCP i ndicate which DNS server is to be used as a
means to offer conbined |ocal and |Internet nanespace.

Aut omat i on needed to popul ate the information published in DNS
normal | y depends on Kerberos [RFC4120] and LDAP [ RFC2251] servers
supporting either a canpus or corporate network.

Aut omat ed conversion of nDNS into unicast DNS can be problematic from
a security standpoint as can the propagation of nulticast franes.
nDNS only requires conpliance with [ RFC5198] rather than | DNA2008

[ RFC5895]. This neans nDNS does not ensure instances are visually

uni que and nmay contain spaces and punctuati on not permnmitted by

| DNA2008. nDNS al so permits nanme conpression of SRV target names that
DNS currently does not ensure support.

Public Suffix lists might help sinplify the creation of A-Labels from
UTF-8 user input by offering matching items for user selection. A
Public Suffix list represents DNS domai n nanmes reserved for
registrations by appropriate authorities. This still |eaves the
domai n regi stered above the public suffix, but its validation should

i nvol ve fewer transactions

Repl aci ng ASCI | punctuation and spaces in the |label with the '’
character, except when | ocated as the | eftnost character, may reduce
some handling issues related to end of string parsing, since |abels
in DNS normal ly do not contain spaces or punctuation. Nevertheless,
DNS is able to handl e such | abels within sub-donains of registered
domai ns.

Services outside the ".local." domain nmay have applications obtaining
domai n search lists provided by DHCP ([ RFC2131] and [ RFC3315] for

I Pv4 and | Pv6 respectively or RA DNSSL [ RFC6106] al so for |Pv6.

I nternet domains need to be published in DNS as A-Label s [ RFC3492]
because | DNA2008 conpl i ance depends on A-|abel enforcenent by
registrars. Therefore A-Labels and not U Labels nust be published in
DNS for Internet domains at this time. There is also a DNS extension
to support the live browse feature found in nDNS.

The SRV schene used by nDNS has al so been widely adopted in the

Wndows OS since it offered a functional replacenent for Wndows
Internet Name Service (WNS) as their initial attenpt which | acked
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suf ficient name hierarchy.

It is unknown whether sufficient filtering of nDNS to expose just
those services likely needed will sufficiently protect wireless
networks. The extent RBridge use and sonet hi ng anal ogous to | GW or
M.D for selective forwarding nmight help to nmitigate otherw se
spurious traffic is unknown.

Open source of corporate server inplenentations based on a Debi an
distro are currently available with plug-ins able to support W ndows
and OS X

1. Reliable Wreless Milticast
[ RFC6951] transport protocol was designed to efficiently exchange
frames rather than byte streans. It can operate with partia
reliability [ RFC3758] while still allowi ng receivers to detect and

request specific lost frames. This might be possible while also
using multicast MACs and | P Addresses. This protocol currently has
not been structured to support nulticast. This transport also
extends the DNS 16 bit transacti onal nonce not even present in nDNS
with an additional 32 bit random session |D.

| ANA Consi der ati ons

Thi s docunment requires no | ANA consi deration.

Security Considerations

Layer 2 Bridging that might be used to extend nDNS is not inherently
secure. See [RFC6325] for a list of possible concerns and nitigation
net hods.

Conveying both the MAC and | P address beyond the LAN nmay enabl e
attacks that woul d have ot herw se been prevented.

Movi ng mDNS services into DNS MIUST only publish services able to
wi thstand this greater exposure.

Any query for a name ending with ".local." MJST be resolved using
nDNS.

It is not uncommon for CPE equi pment’s DNS settings being maliously
nodi fied. Oten this equiprment does not create or retain settings
| ogs, where a reset or power cycling renoves evidence of tanpering.
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Establishing ".local." as the first domain offered in a domain search
list could ensure local services receive higher priority, but such a
priority could also pernmt |ocal spoofing of services otherw se

resol ved using DNS. A priority on local resolution may also result
in a 3 second additional delay for global resolutions.
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