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Abst r act

In the current Internet, it is inplicitly assumed that a network node
is always active so that it can receive the incom ng packets at any
time. Current networking services and applications are conmonly
designed to be fully available at all tines with mniml response
times. This assunption keeps network nodes fromentering sl eeping
node in order to reduce energy consunption. Further, during sl eeping
nmode, network nodes nmay not immediately respond to the incom ng
packets or even lose them |If network nodes are allowed to go into a
sl eepi ng node, they can effectively reduce energy consunption during
idle period. Network proxy allows to del egate network node’s traffic
processing to an external systemw thin a network, so that the nodes
mai ntain network presence during their sleep. This docunent

descri bes conmmuni cati on mechani sm bet ween network nodes and proxy in
order to accelerate the w der deploynent of network proxy nechani sm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

I nformati on and Conmuni cati ons Technol ogy (ICT) sector is facing
rapid growth and consuming a |lot of power in order to provide |large
bandwi dt h and conpl ex application services.

According to an ITU-T report, wired and wirel ess networks consune

| arge anount of power and the amount of green-house gas eni ssions
caused by ICT sector is estimated 2% of total man-made em ssions. It
is also estimated that network sector including network equi prent and
equi pnent connected to networks contributes to 4% of world power
consunption. Further, it is observed that the power consunption is
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hi gher at access networks and users, so how to reduce the power
consunption in these areas is beconming an inportant issue [ITU].

According to recent surveys, network equi pnent show a constant power
consunption profile irrespective of their utilization level, i.e.
ener gy-agnostic power profile. Such equipnent represent the worst
case in ternms of utilization and power consunption profile. On the
contrary, ideally, energy-aware equi pment represent power consunption
pattern proportional to their utilization or offered |oad. Practica
approaches for realizing the energy-aware equi pnent are inplenenting
mul ti-stepped power profiles in order to adapt to the utilization

| evel [EPC][ G eenSurvey] [ EEEF].

There is another researh direction for inproving energy efficiency of
net wor k equi pment usi ng network proxy technol ogy
[I-D.winter-energy-efficient-internet][ PROXZZZY][ NCP]. Network proxy
descri bes technol ogi es that maintain network connectivity for other
devices so that these can go into | ow power sleep nodes. This mainly
targets the reduction of unnecessary energy waste through edge

devi ces.

There are typically two types of network proxies: internal and
external, respectively.

0o Internal Proxy: proxy functionality is inplemented within the ICT
product, such as network interface card.

0 External Proxy: proxy functionality is placed wthin other network
equi pnent such as switch and external server in networks

Thi s docunment describes a protocol that is need for comunication
bet ween external proxies and network hosts.

ECVA I nternational has published a proxying docunent [PROXZZZY].

This specification describes an overall architecture for network
proxying and provides capabilities that a proxy may expose to a host.
Al so, information that nust be exchanged between a host and a proxy,
and required and optional behavior of a proxy during its operation
are descri bed.

Wthin | ETF, there are several docunents related with the
functionality of network proxy

[ RFC6762] [ RFC6763] [ | - D. cheshi r e- edns0- owner-option]. These documents
defines DNS nessages-based service di scovery nechani sns, which can be
used for facilitating various services. These nmechanisnms nmay be used
for providing sone of network proxy functionality, but generalized
network proxy functionality is not fully supported.
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General i zed network proxy is capable of providing full network
presence for a broad range of network protocols and applications.

The generalized network proxy include a |ist of packet types that may
require routine reply, autogeneration, and wakeup, as well as the
detail ed steps and nethods for state information transfer each

requi res [EEEC].

It is well known that many network hosts are in active state in order
to maintain network presence and this behavior hinders hosts from
entering energy saving state. Even when a node is idle with no
runni ng applications, background traffic is received that needs to be
processed which inhibits the node fromsleeping. Network proxy is
one of the possible solutions for resolve this issue. The genera
framework of network proxy was devel oped, but the control and

communi cati on nechani sns bet ween network hosts and proxi es has not
been devel oped. Thus, in order to pronote the w der depl oynent of
net wor k proxy mechani sm the control and comruni cati on protoco
shoul d be specified.

Thi s docunment defines a control protocol for external network proxy
operation and rel evant messages in order to increase energy
efficiency of network hosts.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Overview of Network Proxy

Net work proxy refers to a set of mechani sms dedicated to put network
interfaces and network nodes into energy saving sl eeping node.

Energy consunption in sleeping node is | ess than active node in
general, so the longer the sl eeping periods is, the higher the

achi evabl e energy saving can be. The network proxy enabl es network
nodes to maintain network connectivity during sleep period. Figure 1
shows the typical operational scenario of network proxy [PROXZZZY].
When a host wants to enter sleeping node, the host delivers its
network status and state to a network proxy and goes into sl eeping
node. Then, the network proxy responds to periodic nessages on
behal f of the host in sleeping node. |If the proxy receives a nessage
that it cannot process, it sends a wake-up message to the host so
that the host can process the message after wake-up
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Figure 1: Operational scenario of network proxy

According to the survey, even though a host is in idle node,
background network traffic is received and needs to be processed,

whi ch prevents the host fromgoing into sleeping node. Also, it is
known that nost of the incoming traffic received during the host’s
idle period may be sinply dropped or do not require nore than a

m ni mal conputati on and response. For instance, npbst broadcast
packets or traffic related to port scanning may sinply be ignored.
Usual exchanges, such as Address Resol ution Protocol (ARP)
processing, Internet Control Message Protocol (ICWP) echo answering
or Dynami c Host Configuration Protocol (DHCP) rebinding, are sinple
tasks that could be easily performed directly by network proxy. The
i dea behi nd network proxy is delegating the processing of such
traffic. Processing can inply plain filtering or may require sinple
responses (e.g., in the case of ARP, | CWP, DHCP), or even nore
compl ex task. Such tasks can be del egated fromthe CPUs of hosts to
an external network proxy in networks [ G eenSurvey].

The following |ist summari zes requirenent status about what types of
protocol s network proxy should support [PROXZZZY]. Anong them this
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docunment describes ARP rel ated operation first and other mandatory
protocols will be defined | ater version of this docunent.

Mandatory 1: Media (802.3, 802.11)
Mandatory 2: |Pv4 ARP

Mandatory 3: | Pv6 Nei ghbor Di scovery
Mandatory 4: Wake Packets

Option 1. DNS

Option 2: DHCP

Option 3: 1GW

Option 4: MD

Option 5: Renote Access using SIP and | Pv4
Option 6: Renote Access using Teredo for |Pv6e
Option 7: SNW

Option 8: Service Discovery using nDNS
Option 9: Nane Resolution with LLM\R

4. Network Proxy Operation
This section describes network proxy operation between proxy server
and network nodes to support mandatory protocols. Figure 2 shows
net wor k proxy operations. Wen a network host wants to enter
sl eeping node in order to save energy, the host exchanges Proxy
Solicitation and Advertisenent nessages with network proxy in
network. Proxy may be inplenmented as a function within a switch or
router, or it may be inplemented as a separate server. Proxy
Solicitation message queries to network, whether network proxy
functionality can be supported within the host’s network. |If there
is a network proxy that can provide proxy functionality, it replies
to the host by using Proxy Advertisement nessage. Network proxy
supports required functional requirenments defined in [ PROXZZZY] in
order to support proxy operation
After the network proxy discovery procedure, the host sends Sl eep

Request nessage to network proxy. The Request nessage contains the
host’s state information such as MAC address(es), |P address(es),
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protocol operations to be delegated to the network proxy, and so on
After receiving the Sl eep Confirm nmessage fromthe network proxy, the
host enters sl eeping node. Then the network proxy responds to

i ncom ng packets to the sleeping host. By doing so, the host can

sl eep wi thout processing incomng packets. Wen the network proxy
receives a packet that it cannot process, the proxy sends a Wake-up
message to the sleeping host in order to wake it up. During its
wake-up process, proxy may buffer additional packets destined to the
sl eepi ng hosts. After the sleeping node wakes up, it exchanges the
update on the host’'s state information with the network proxy and
communi cates with renote hosts. Wen Sleep Tinmer expires, the

sl eepi ng host wakes up and sends a Wake-up Report nessage to the
networ k proxy. Then, the network proxy cleans up the state
informati on for the sleeping host and replies with Wake-up confirm
nmessage.

Note that Figure 2 shows network proxy high | evel operation and the
detail ed operations for mandatory and optional protocols specified in
[ PROXZZzY] are presented in the follow ng sections. Anpbng the

mandat ory and optional protocols, this document describes operations
for 1Pv4 ARP and DHCPv4. (Operations for other protocols will be
presented in the revised version of this docunent.
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Figure 2: Network proxy high | evel operation
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4.1. ARP Qperation

Figure 3 depicts network proxy operation for |1Pv4d ARP. A host
perfornms network proxy and proxy capability discovery procedures by
usi ng Proxy Solicitation/ Advertisenment neesages with Procy Service
Option. After the discovery procedure, the host and di scovered
network proxy perform Sl eep Request/Confirm procedure that exchanges
the host’s MAC address(es) and | P address(es) by using ARP
Configuration Option so that the host can enter sleeping node. Then
the network proxy discards ARP Request nessages sent from other hosts
in the network. By doing so, the host can sleep w thout receiving or
processi ng ARP broadcast nessage not destined to the node itself. |If
the network proxy receives an ARP request nessage for sleeping host,
it sends a reply nessage on behalf of the sleeping hosts using the
host’s MAC and | P address. \Wen the network proxy receives a packet
that it cannot process, the proxy wakes up the sl eeping hosts so that
the host can process the incom ng packet.
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Figure 3: Network proxy operation for |Pv4d ARP
4.2. DHCP Operation

Figure 4 depicts network proxy operation for DHCP. After the Sl eep
Request/ Confirm procedure that exchanges the host’'s DHCP-rel at ed
paraneters, the host enters sl eeping node. Wen 50% of DHCP Lease
Time for the sleeping host expires, the network proxy sends DHCP
Request nessage to the DHCP server and tries to renew the DHCP | ease
time on behalf of the sleeping host. |In case of successful DHCP
renewal , the sl eeping host can keep sl eeping node. However, in case
of DHCP renewal failure as shown in Figure 5, the network proxy
initiates wakeup procedure by sendi ng Wakeup packet to the sl eeping
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host. \When the sl eeping host wakes up, the network proxy delivers
the current DHCP state information to the host by using DHCP
Notification Option so that the host can performrel evant DHCP
operation.

Sl eepi ng Net wor k DHCP
Host Pr oxy Server
I I I
| Proxy Solicitation/ |
[ Adverti senment
| W Proxy Serv. Opt.
Comm e e e e oo >

I
I
I
I
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|
w DHCP Conf. Opt. |

I

|
I
I
I I
| |
| Confirm |
I I
I I

I
50% of DHCP Lease time
for sl eeping host expired

I
| DHCP Request for [

Sl eepi ng Host |

R ERPEEEEEEEE >
[ DHCP Ack [
| Sl eeping Host [
R |

Wakeup event | |

| | |
[ Wakeup Report/ [ [
| Confirm | |
| w DHCP Noti. Opt. | [
| <---mmmmmmme s >| I
I I I

Figure 4: Network proxy operation for DHCP renewal success
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Figure 5: Network proxy operation for DHCP renewal failure

5. Message Formats

Fi gure 6 depicts a new | CVP nessage for

message i s defined as foll ows.

Jeong
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Code [ Checksum [
B i i S S i I e i S S R L e e e e
| Transaction ID | Msg. Sub-Type | Length |

e e e e i e S S e o o R
| Option (variable size) |
B i S S T s i S T st i S S S S S S S S i

Figure 6: | CWP nessage for network proxy

Type <TBD> ( Network Proxy Request)
Code 0 Success
1 Fail
Checksum The 16-bit one’s conpl enment of the one’s

compl enent sum of the | CMP nessage, starting with
the 1 CWP Type.
Message Sub- Type Proxy Solicitation Message
Proxy Advertisement Message
Sl eep Request Message
Sl eep Confirm Message
Wakeup Report Message
Wakeup Confirm Message

ok wWNE

Transaction ID Uni que identifier created each tinme a host starts
proxy operation

Opti ons Options for Sub-Type nessages
Figure 7 shows the Option format for Sub-Type nmessages. The Option

format is defined as a TLV format.

0 1 2
01234567890123456789012
B R e o i i e e e
[ Type [ Length [ Data ...
I e E i o e L S R T

Figure 7: Option format

Type I ndi cates the particular sub-type option.
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Proxy Solicitation Option
Proxy Advertisenent Option
Sl eep Request Option

Sl eep Confirm Option
Wake-up Report Option
Wake-up Confirm Option

OO wWNE

Length Indicates the length (in bytes) of the data field
within this option. The | ength does not include
the Type and Length bytes.

Dat a The particular data associated with this option
This field nay be zero or nore bytes in | ength.
The format and length of the data field is
determ ned by the type and | ength fields.

5.1. Proxy Solicitation Message

A host that wants to go into sl eeping nodel sends a Proxy
Solicitation nmessage to discover a network proxy in the host’s
network. Proxy Solicitation message contains Proxy Solication Option
shown in Figure 8. It contains 2 bytes Identifier and 2 bytes
sequence nunber.

0 1 2 3
01234567890123456789012345678901
B s T e e e i T e s i sl sl S S S S S S S S
Opt. Type I Length | I dentifier |
e T S S S e i s i ol S S i S e S S S e i ot I S N
Sequence Number [

+-
+- +
B S T S S S e e O o

Figure 8: Proxy solicitation option
5.2. Proxy Advertisenment Message

Proxy Advertisement nmessage is used for notifying the Proxy Server’s
presence in network and it is periodically broadcasted to networks
and unicasted to a network node that sent a Proxy Solicitation
message. Proxy Advertisenent nessage it can contatin two options
Proxy Advertisenment Option and Proxy Service Option. Figure 9 shows
format for Proxy Advertisement Option that contains the address of
Proxy Server’s | P address(es) and Preference(s).
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0 1 2 3
01234567890123456789012345678901
B T s T S i S S S i (T S I S S S o S i
Opt. Type [ Length |  Num of Addr | Addr Entry Size
T i i i S T i i I S S S S
Lifetime | Proxy Address 1 |
Bl o Tk e e e L s e e s S e R i S e S e =
Proxy Address 1 | Address Preference 1 |
B T s T S i S S S i (T S I S S S o S i
Address Preference 1 [ Proxy Address 2 [
i i S S e S S e o i S SR SRR S
Proxy Address 2 [ Address Preference 2 [
T e i e e e e S R TR S R S SR S
I
+

+

Address Preference 2 |
B i i S Tk sl o S S S S S i S S S i e o

il el el Sl Tl

Figure 9: Proxy advertisenment option

Figure 10 indicates Proxy Service Option format that contains the
list of services and protocols supported by a proxy server. Service
Type indicate the mandatory and optional protocols specified in

[ PROXZZZY]

Type I ndi cates the service types supported by network
proxy in this docunent.

| Pv4 ARP
DHCPv 4

WN -

0 1 2 3

01234567890123456789012345678901
T S T i T S S s i S s
| Opt. Type | Length | Service Type 1 |
B i s T T S T et S S T S I T s sl s ol ST S S S
| | Service Type N |
B T i S S i S T h T i S S S S e

Fi gure 10: Proxy service option
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5.3. Sleep Request Message

Sl eep Request Message is unicasted to Network Proxy Server and it
inforns the host’s entering to sleep node. 1t also includes the
host’s context information for proxyed sprotocols. Figure 11 shows
Sl eep Request option header format. Request Option Type indicates
the type of service or protocol to be proxyed.

0 1 2 3
01234567890123456789012345678901
B e S i I S Tk ik S S S S S

| Opt. Type | Length | Req. Opt. Type|

+- -+

T S T S i S N St S T e 5

Figure 11: Sleep request option header fornat

5.3.1. | Pv4d ARP Configuration Option

Figure 12 shows the format of |Pv4 ARP Configuration Option included
within Sl eep Request Option. Hardware Address Type and Protocol Type
i ndi cate the hardware address type and the protocol address type of
ARP entry sleeping host’s ARP table. Hardware Length and Protocol
Length indicate the I ength of hardware address and protocol address
of sleeping host. Nunber of addresses indicates the nunber of

har dwar e and protocol pairs.
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0 1 2 3
01234567890123456789012345678901

B el o e e O
| HWAddr. Type

B T e it T s i o e it S R S
| Pr ot ocol Type | H WlLength | Protocol Len.

T e e e i e s s e Tk o o
| Nunber of Address | Sender Hardware Address 1

B o o ks s S S e i el T R e S S e o o o o o =
[ Sender Hardware Address 1 [ Sender Protocol Address 1

B T e b i i e e . S I SR S
| Sender Protocol Address 1 | Sender Hardware Address 2

T T e e o i e S S e R Ch o o SR
| Sender Hardware Address 2 | Sender Protocol Address 2

B o o ks s S S e i el T R e S S e o o o o o =
[ Sender Protocol Address 2 [ [
e e e e e e e e e e e e e e e e e e b e e e e e e e e e e e

Figure 12: 1Pv4 ARP configuration option
5.3.2. DHCP Configuration Option

Figure 13 shows the format of DHCP Configuration Oprtion included
within Sl eep Request Option. Total Lease Time and Lease Tinme Left
indicate the total address |ease time and remai ni ng address | ease
time in seconds. DHCP Server |P Address indicates the | Pv4 address
of DHCP server.

0 1 2 3
01234567890123456789012345678901
B S it S S

[ Al Zero [
B i i S S i I e i S S R L e e e e
| Total Lease Tine | Lease Tine Left |

T i S T iy S S S S S
| DHCP Server | P Address |
B i S S T s i S T st i S S S S S S S S i
Fi gure 13: DHCP Configuration Option
5.4. Sleep Confirm Message
Figure 14 describes the format for Sleep Confirm nessage that is sent

froma Proxy Server to Cient as a response of Sleep Request nessage.
Sl eep Confirm message contains Sleep Confirm Option. Code indicates
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the result of Sleep Request operation. O indicates success and 1
indicates failure. dient lIdentifier is a unique ID for identifying
Client and will be allocated by Proxy Server

0 1 2 3

01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Opt. Type | Code | Checksum |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Client Identifier | Al'l zero |
B E e r e s i s i o T T s S S S S 2

Figure 14: Sleep confirmoption
5.5. Wakeup Report Message

Fi gure 15 describes the format for Wakeup Report message that is sent
by a client to Proxy Server in order to notify the wakeup event of
the client. It is unicasted to the Proxy Server. Cient Identifier
is the sane Identifier assigned by Sleep Confirm nessage.

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Opt. Type [ Code [ Checksum [
i i i i U S S S S S i i U S il St MR R NNy
[ Client Identifier [ Al zero |
i I S i i S i i i S e k. e

Fi gure 15: Wakeup report option
5.6. Wakeup Confirm Message

Figure 16 shows the format for Wakeup Confirm nmessage that is
unicasted to a Cient as a reply of the Cient’s Wakeup Report
message. It contains Wakeup Confirm Option. Code O neans success
and 1 neans failure. dient Identifier is the same lIdentifier
assi gned by Sleep Confirm nessage.
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Opt. Type [ Code [ Checksum [
T T e b i i o s i e
[ Client Identifier [ Req. Opt. Type [
i T e e i i e S S e T S SIS

Figure 16: Wakeup confirm option
5.6.1. DHCP Notification Option

Figure 17 describes the format for DHCP Notification Option included

wi t hi n Wakeup Confirm nmessage. It is sent by a Proxy Server to the
waken host in order to notify the DHCP lease tine information to the
host. It is unicasted to the host.

0 1 2 3

01234567890123456789012345678901
B S T S S e T A i i i S S

| Code | Total Lease Tine |
B o i T e e S e S i T S R S e S e e sl S B T S
| Lease Tine Left | Al'l zero |

T S S i o S S e e T S i S S S S S S i

Figure 17: DHCP notification option

Code 1: DHCP Renewal Success
2: DHCP Renewal Failure

6. Usecases of Network Proxy
[ TBD|

7. Security Considerations
[ TBD|

8. | ANA Consi derati ons

[ TBD
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