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Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This docunent is a product of the EMAN Worki ng G oup. Conments
shoul d be addressed to the authors or the nmailing list at
eman@etf.org

This Internet-Draft will expire on July 15, 2014.
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This meno defines a portion of the Managenent |nformation Base (M B),

the GreenUsage M B, for use with network rmanagenent protocols
in the Internet community. In particular, the G eenUsage M B

can be used to monitor the power-on/power-off status of electrical

devi ces.
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1.

2.

2.

2.

The | nternet-Standard Managenment Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).

bjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

1. The G eenUsage nonitoring concept

Moni tor the power-on/power-off status of electrical devices. If a
device is in power-on state beyond business hours, it is wasteful
usage of electricity. The G eenUsage concept ains to nonitor and
reduce this wastage.

The GreenUsage-M B is sinple and easy to use and devel op. The

G eenUsage-M B ains to reduce the wastage of existing network
systens in easy way. The G eenUsage-MB is a sinple structure,

but ALL connected devices can be nonitored based on their network
activity.

Thi s docunment defines a set of managed objects (MXs) that can be used
to nonitor the power-on/power-off status of electrical devices.

2. Term nol ogy

El ectrical device: a device that consunes electricity. Power-

on/ power -of f status indicates whether the device is powered on or

not. Often it is not possible to get a direct indication of whether a
device is powered on or not. But indirect neans may be used to infer
t he power-on/power-off status of a device. For exanple, if a device
shows sone network activity, it can be inferred that the device is
powered on. Note that it is difficult to infer that a device is
powered off. Also, there may be several states between power-on and
power-off e.g. sleep state, power-saving state etc.

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [RFC2119].
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3. GeenUsage Mbonitoring Requirenments

Mul tipl e mechani sms may be used to determ ne whether a device is
powered on or not. The nechanisns will depend on the nature of the
device. Since the nunber of devices may be very large, the
identification, usage type, and location of devices needs to be
addressed with care.

4. M B Design
The basic principle has been to keep the MB as sinple as possible
and at the same tine to make it effective enough so that the
essential needs of nonitoring are net.

The GreenUsage-M B is conposed of the follow ng

- device Table: a list of the devices that will be nonitored
- deviceStatus Table: the power-on/power-off status of the devices
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5. M B Definitions

5.1. The GreenUsage M B

GREENUSAGE-M B DEFINITIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY, m b-2, Unsigned32, OBJECT- TYPE
FROM SNWVPv2- SM -- RFC 2578
Ti reSt anp, MacAddr ess, TEXTUAL- CONVENTI ON
FROM SNWPv2- TC -- RFC 2579
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF -- RFC 2580

SnipAdmi nStri ng
FROM SNWVP- FRAMEWORK- M B

greenUsageM B MODULE- | DENTI TY
LAST- UPDATED "201401120000Z" -- 12th January, 2014
ORGANI ZATI ON " PREDI CT Wor ki ng G oup”
CONTACT- | NFO
" Takuo Suganuna
Post al : Tohoku University.
2-1-1 Katahira
Aoba- ku, Sendai, Japan 980-8577.
Tel : +81-22-217-5081
Fax: +81-22-217-5080
E-mai | : suganunma@ sc. t ohoku. ac. | p

Naoki Nakarnura
Postal : Tohoku Uni versity.
2-1 Seiryo-machi,
Aoba- ku, Sendai, Japan 980-8575.
Tel : +81-22-717-8024
Fax: +81-22-717-8024
E-mai | : nakarmura@red. t ohoku. ac. j p

Satoru | zum
Post al : Tohoku University.
2-1-1 Katahira
Aoba- ku, Sendai, Japan 980-8577.
Tel : +81-22-217-5080
Fax: +81-22-217-5080
E-mail: izum @hiratori.riec.tohoku.ac.jp

H roshi Tsunoda

Postal : Tohoku Institute of Technol ogy.
35-1, Yagi yana Kasum -cho
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Tai haku- ku, Sendai, Japan 982-8577
Tel : +81-22-305-3411
E-mail: tsuno@nieice.org

Masahi ro Mat suda
Postal : Tohoku Institute of Technol ogy.
35-1, Yagi yanma Kasum -cho
Tai haku- ku, Sendai, Japan 982-8577
Tel : +81-22-305- 3424
E-mai | : nmat suda@ohtech.ac.jp

Kohei Onhta
Postal : Cyber Sol utions Inc.
6-6-3, Mnam Yoshinari
Aoba- ku, Sendai, Japan 989-3204.
Tel : +81-22-303-4012
Fax: +81-22-303-4015
E-mai | : kohei @ysol s. com

Support Group E-mail: XXXXXXXXXXXXXX

DESCRI PTI ON
"This MB nodule is for nonitoring the power-on/power - of f
status of electrical devices.

Copyright (C) The IETF Trust (2012). This version of
this MB nodule is part of RFC XXXX; see the RFC itself for
full legal notices.

-- RFC Ed.: replace XXXX with the actual RFC number & renove this
-- note
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REVI SI ON "2014011200002" -- 11th January, 2014
DESCRI PTI ON

"added devi ceMdnitoring to Gunttat usDet ecti onMet hod”
REVI SI ON "201301080000Z" -- 8th January, 2013
DESCRI PTI ON

"added gunDevUsageCreat edTi neStanp to usage table"
REVI SI ON "201207070000Z" --  7th July, 2012
DESCRI PTI ON

"The initial version, published as draft-suganuna-greenm b-00.txt"

-- RFC Ed.: replace XXXX with the actual RFC number & renove this
-- note

c:={ mb-2 YYY1l } -- WIIl be assigned by | ANA

-- 1 ANA Reg.: Please assign a value for "YYY1" under the
-- 'mb-2" subtree and record the assignment in the SM
-- Nunbers registry.

-- RFC Ed.: Wen the above assignnent has been nade, please
-- remove the above note

-- replace "YYY1" here with the assigned val ue and

-- renove this note.

@untt at usDet ecti onMet hod :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The object specifies the technol ogy which is used
to detect the power-on/power-off status of a device.
The enunerated val ues and the correspondi ng
technol ogy are as foll ows:

reserved (0): reserved (Not used)
ar pSensi ng (1): arp packets fromthe
devi ce

nei ghbor Di scover ySensi ng (2): nei ghbor discovery
packets fromthe device

i cnpEchoPr obi ng (3): I1CWP echo packets
swi tchMbni toring (4): switch nonitoring
devi ceMdni toring (5): the direct nmonitoring of

devi ce status such as CPU
| oad and nenory usage
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SYNTAX | NTEGER

{
reserved (0),
ar pSensi ng (1),
nei ghbor Di scoverySensi ng (2),
i cmpEchoPr obi ng (3),
swi tchMbni toring (4),
devi ceMdni toring (5)

}

GumDevi ceStatus ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The object represents the power-on/power-off
status of a nonitored device.

unknown (0)

power On (1): device is powered on
power O f (2): device is powered off

sl eepMbde (3): device is in sleep node
power Savi nghbde (4): device is in

power savi ng node

SYNTAX | NTEGER

{
unknown (0),
power On (1),
power O f (2),
sl eepMode (3),
power Savi nghbde (4)
}
-- The GREENUSAGE M B has the following 3 primary groups
gumNoti fications OBJECT IDENTIFIER ::= { greenUsageM B 0 }
guntbj ect s OBJECT IDENTIFIER ::= { greenUsageMB 1 }
gunConf or mance OBJECT IDENTIFIER ::= { greenUsageMB 2 }
gunmDevi ceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF GunDevi ceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table nodels the device |ist

Entries in this table are required to survive
a reboot of the managed entity.
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::={ guntbjects 1}

gunmDevi ceEntry OBJECT- TYPE

SYNTAX GunDevi ceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This entry represents a conceptual row in the

gumDevi ce table. It represents a device that
will be nonitored for power-on/power-off status.

I NDEX { gumDevicel D }

::={ gunDeviceTable 1}

@QunDevi ceEntry :: =

January 2014

SEQUENCE {
gunDevi cel D Unsi gned32,
gunDevi ceNane SnnpAdmi nStri ng,
gumDevi ceMacAddr ess MacAddr ess,

gunDevi ceType
gunDevi celLocati on

SnpAdmi nStri ng,
SnnpAdmi nStri ng

}

gunmDevi cel D OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A unique arbitrary identifier for this device."
::= { gunDeviceEntry 1}

gunmDevi ceNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..64))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Adninistratively assigned textual name of this
device. "

::={ gunDeviceEntry 2 }

gunmDevi ceMacAddr ess OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"MAC Address of this device.

If there is no MAC address,
i naccessible."

this object will be
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::= { gunDeviceEntry 3}

gunmDevi ceType OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..64))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Admi ni stratively assigned textual description about
usage type of this device.”
::= { gunDeviceEntry 4 }

gunmDevi celLocati on OBJECT- TYPE
SYNTAX SnipAdmi nString (SIZE(1..64))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Admi nistratively assigned textual |ocation
nane of this device."
::= { gunDeviceEntry 5}

gumDevUsageTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GQumbDevUsageEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table nodel s the device usage status

Entries in this table are required to survive
a reboot of the managed entity.

::={ guntbjects 2}

gunbDevUsageEntry OBJECT- TYPE

SYNTAX GunDevUsageEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This entry represents a conceptual row in the

gumDevUsage table. It represents a power-on/power - of f
status of a nonitored device.

I NDEX { gunDevicel D, gunmDevUsageDet| D }

::={ gunDevUsageTable 1 }

GumDevUsageEntry :: =

SEQUENCE {
gunmDevUsageDet | D @untt at usDet ect i onMet hod,
gunbDevUsageDet St at us GunDevi ceSt at us,
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gumDevUsageDet Ti meSt anp Ti meSt anp,
gumDevUsageCr eat edTi meSt anp Ti neSt anp

gunbDevUsageDet | D OBJECT- TYPE
SYNTAX @untt at usDet ect i onMet hod
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The detection nmethod by which the usage status is
conput ed. "
::= { gunDevUsageEntry 1 }

gunDevUsageDet St at us OBJECT- TYPE
SYNTAX @unDevi ceSt at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"the usage status of the device."
::={ gunDevUsageEntry 2 }

gunmDevUsageDet Ti neSt anp OBJECT- TYPE

SYNTAX Ti neSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"the time at which the usage status of the
devi ce was conputed. "

;.= { gunDevUsageEntry 3 }

gumDevUsageCr eat edTi meSt anp OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"the time at which the entry of usage table created."
::= { gunDevUsageEntry 4 }

-- Units of conformance
gunr oups OBJECT | DENTI FI ER : :
gunConpl i ances OBJECT | DENTI FI ER ::

{ guntConfornance 1}
{ guntConfornance 2}

gunCbj ect sG oup OBJECT- GROUP
OBJECTS {
gumDevi ceNane,
gunDevi ceMacAddr ess,
gunmDevi ceType,
gunDevi celLocati on,
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gunmbDevUsageDet St at us,
gunmDevUsageDet Ti meSt anp,
gunmDevUsageCr eat edTi neSt anp

}
STATUS current
DESCRI PTI ON
" A collection of objects for basic G eenUsage
moni toring. "
:={ guntzroups 1}

-- Conpliance statenents
gunmConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
whi ch i npl enent the GREENUSAGE-M B

MODULE -- this nodule
MANDATORY- GROUPS { gunthj ect sG oup

}
::={ gunConpliances 1}

END
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6

Security Considerations
There are no managenent objects defined in this MB nodule with a
MAX- ACCESS cl ause of read-write.
Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:
gunmDevi ceNane,
gunmDevi ceMacAddr ess,
gunDevi ceType
gumDevi celLocati on,
gunmbDevUsageDet St at us,
gunmDevUsageDet Ti neSt anp,
gunmDevUsageCr eat edTi neSt anp
The above objects may be be used to identify users and their
activities. Thus these objects may be considered to be
particularly sensitive and/or private.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOVWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cati on and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

| ANA Consi der ati ons

I ANA shoul d assign
1. a base arc in the '"mb-2" (standards track) QD
tree for the ’'greenUsageM B° MODULE-| DENTI TY defined in the
GREENUSAGE- M B.
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