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Abst ract

Thi s docunment defines a reference path for Large-scal e Measurenent of
Br oadband Access Performance (LMAP) and measurenent points for
commonly used performance netrics. Qher sinilar neasurenent
projects may al so be able to use the extensions described here for
measur enent point |ocation. The purpose is to create an efficient
way to describe the location of the measurenment point(s) used to
conduct a particul ar nmeasurenent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 10, 2015.
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1. Introduction

Thi s docunment defines a reference path for Large-scal e Measurenent of
Br oadband Access Performance (LMAP) or simlar neasurement projects.
The series of IP Performance Metrics (I PPM RFCs have devel oped terns
that are generally useful for path description (section 5 of
[RFC2330]). There are a limted nunber of additional terns needing
definition here, and they will be defined in this neno.
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The reference path (See section 3.1 and Figure 1 of [Y.1541],

i ncludi ng the acconpanyi ng di scussion) is usually needed when
attenpting to comuni cate precisely about the conponents that
conprise the path, often in terns of their nunmber (hops) and
geographic location. This neno takes the path definition further, by
establishing a set of neasurenment points along the path and ascri bing
a uni que designation to each point. This topic has been previously
devel oped in section 5.1 of [RFC3432], and as part of the updated
framework for conposition and aggregation, section 4 of [RFC5835].
Section 4.1 of [RFC5835] defines the term "neasurenent point".

Measurement points and the paths they inhabit are often described in
general terns, like "end-to-end", "user-to-user", or "access". These
ternms alone are insufficient for scientific nethod: What is an end?
Where is a user located? |Is the hone network included?

As an illustrative exanple, consider a neasurenent agent in an LMAP
system Wen it reports its nmeasurenment results, rather than
detailing its I P address and that of its neasurenent peer, it may
prefer to describe the neasured path segment abstractly (perhaps for
privacy reasons). For instance "from a nmeasurenment agent at a home
gateway to a neasurenent peer at a DSLAM'. This nmeno provides the
definition for such abstract 'neasurenent points’ and therefore the
portion of ’'reference path’ between them

The motivation for this neno is to provide an unanbi guous franework
to descri be measurenent coverage, or scope of the reference path.
This is an essential part of the neta-data to describe neasurenent
results. Measurenents conducted over different path scopes are not a
valid basis for performance conparisons. W note that additiona
nmeasur enent context information may be necessary to support a valid
compari son of results.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Purpose and Scope

The scope of this meno is to define a reference path for LMAP
activities with sufficient |level of detail to determine the |ocation
of different nmeasurenment points along a path wi thout anbiguity.
These conventions are likely to be useful in other measurenent
projects as well, and in describing the applicabl e neasurenent scope
for some netrics
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The connection between the reference path and specific network
technologies (with differing underlying architectures) is within the
scope of this nethod, and exanples are provided. Both wired and

wi rel ess technol ogi es are in-scope.

The purpose is to create an efficient way to describe the |ocation of
t he measurenent point(s) used to conduct a particul ar nmeasurenent so

that the measurenent result will adequately described in ternms of
scope or coverage. This should serve many neasurenent uses
i ncl udi ng:

di agnostic: where the sane netric would be nmeasured on different
sub- pat hs bounded by neasurenment points (see Section 4.10
of [ RFC5835] ), for exanple to isolate the sub-path contributing the
majority of inpairment |evels observed on a path.

conmparison: where the sane netric nmay be neasured on equi val ent
portions of different network infrastructures, for exanple to
compare the performance of wired and wirel ess hone network
t echnol ogi es.

3. Terns and Definitions

This section defines key terns and concepts for the purposes of this
neno.

3. 1. Ref erence Path

A reference path is a serial conbination of hosts, routers, swtches
I inks, radios, and processing elenents that conprise all the network
el ements traversed by each packet in a flow between the source and
destination hosts. A reference path also indicates the various
boundari es present, such as adm nistrative boundaries. A reference
path is intended to be equally applicable to all IP and link-Iayer
net wor ki ng technol ogi es. Therefore, the conponents are generically
defined but their functions should have a clear counterpart or be
obviously onitted in any network architecture.

3.2. Subscriber

An entity (associated with one or nore users) that is engaged in a
subscription with a service provider. The subscriber is allowed to
subscri be and un-subscribe to services, and to register a user or a
list of users authorized to enjoy these services. [QL741] Both the
subscri ber and service provider are allowed to set the limts
relative to the use that associated users make of subscri bed
services
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3.3. Dedicated Conponent (Links or Nodes)

3. 4.

3.5.

3.

3.

6

7

Al'l resources of a Dedicated Conponent (typically a link or node on
the Reference Path) are allocated to serving the traffic of an

i ndi vi dual Subscriber. Resources include transm ssion tinme-slots,
gqueue space, processing for encapsul ati on and address/ port
translation, and others. A Dedicated Conponent can affect the
performance of the Reference Path, or the performance of any sub-path
where the component is involved.

Shar ed Conponent (Links or Nodes)

A component on the Reference Path is designated a Shared Conponent
when the traffic associated with multiple Subscribers is served by
conmon resour ces

Resource Transition Point

A point between Dedi cated and Shared Conmponents on a Reference Path
that may be a point of significance, and is identified as a
transition between two types of resources.

Servi ce Denmrcation Point

This is the point where service nanaged by the service provider
begins (or ends), and varies by technology. For exanple, this point
is usually defined as the Ethernet interface on a residential gateway
or nmodem where the scope of a packet transfer service begins and
ends. In the case of a WFi Service, this would be an Air Interface
within the intended service boundary (e.g., walls of the coffee
shop). The Denmarcation Point nay be within an integrated endpoint
using an Air Interface (e.g., Long-Term Evol ution User Equiprment, LTE
UE). Ownership does not necessarily affect the demarcation point; a
Subscri ber may own all equi pnent on their premses, but it is likely
that the service provider will certify such equi pnent for connection
to their network, or a third-party will certify standards conpliance.

Managed and Un- Managed Sub- pat hs

Service providers are responsible for the portion of the path they
manage. However, nobst paths involve a sub-path which is beyond the
management of the subscriber’s service provider. This neans that
private networks, wreless networks using unlicensed frequencies, and
the networks of other service are designated as Un-managed sub- paths.
The Service Demarcation Point always divides Managed and Un- managed
sub- pat hs
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4. Reference Path

This section defines a reference path for Internet conmunication.

Subsc. -- Private -- Private -- Service-- Intra IP -- GRA -- Transit

devi ce Net #1 Net #2 Demar c. Access e GRA GW
Transit -- GRA -- Service -- Private -- Private -- Destination
GRA GW GwW Demar c. Net #n Net #n+1 Host

GRA = G obally Routable Address, GWN= Gat eway

The followi ng are descriptions of reference path conponents that may
not be clear fromtheir name al one.

0 Subsc. (Subscriber) device - This is a host that nornally
originates and term nates conmuni cati ons conducted over the IP
packet transfer service.

o0 Private Net #x - This is a network of devices owned and operated
by the Internet Service Subscriber. |In sonme configurations, one
or nore private networks and the device that provides the Service
Demar cati on point are collapsed in a single device (and ownership
may shift to the service provider), and this should be noted as
part of the path description.

0 Intra IP Access - This is the first point in the access
architecture beyond the Service Denmarc. where a globally routable
| P address is exposed and used for routing. |In architectures that
use tunneling, this point may be equivalent to the dobally
Rout abl e Address Gateway (GRA GN. This point could al so collapse
to the device providing the Service Demarc., in principle. Only
one Intra | P Access point is shown, but they can be identified in
any access network

0 GRA GWN- the point of interconnection between a Service Provider’s
adm nistrative domain and the rest of the Internet, where routing
will depend on the GRAs in the | P header

o Transit GRA GN- If one or nore networks intervene between the
Service Provider’s access networks of the Subscriber and of the
Destination Host, then such networks are designated "transit" and
are bounded by two Transit GRA GW
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Use of multiple IP address fanilies in the nmeasurenent path nust be
noted, as the conversions between | Pv4 and | Pv6 certainly influence
the visibility of a GRA for each fanmly

In the case that a private address space is used throughout an access
architecture, then the Intra | P Access points nmust use the sane
address space as the Service Demarcation point, and the Intra IP
Access points nust be selected such that a test between these points
produces a useful assessnment of access performance (e.d., includes
bot h shared and dedi cated access |ink infrastructure).

5. Measurenent Points

A key aspect of neasurenent points, beyond the definition in section
4.1 of [RFC5835], is that the innernost |IP header and hi gher |ayer

i nformati on nust be accessible through sone neans. This is essential
to neasure IP netrics. There may be tunnels and/or other |ayers

whi ch encapsul ate the innernost | P header, even addi ng another |IP
header of their own.

In general, neasurement points cannot al ways be | ocated exactly where
desired. However, the definition in [ RFC5835] and the discussion in
section 5.1 of [RFC3432] indicate that all owances can be nade: for
exanple, it is nearly ideal when there are deterninistic errors that
can be quantified between desired and actual measurenment point.

The Figure below illustrates the assignment of nmeasurenment points to
sel ected conponents of the reference path.

Subsc. -- Private -- Private -- Service-- Intra |IP -- GRA -- Transit
devi ce Net #1 Net #2 Demar c. Access en GRA GW
np000 npl00 npl50 npl190 np200
Transit -- GRA -- Service -- Private -- Private -- Destination
GRA GW GwW Denar c. Net #n Net #n+1 Host
npXx90 np890 np800 np900

GRA = d obally Routabl e Address, GW = Gat eway
Figure 1

Each neasurenent point on a specific reference path MIST be assi gned
a unique nunber. To facilitate interpretation of the results, the
measuring organisation (and whoever it shares results with) MJST have
an unanbi guous understandi ng of what path or point was neasured. In
order to achieve this, a set of nunbering recomendations follow
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When communi cating the results of measurenents, the measuring

organi zati on SHOULD supply a diagramsimilar to Figure 1 (with the
technol ogy-specific information in examples that follow), and MJST
supply it when additional neasurenent point nunbers have been defined
and used, with sufficient detail to identify neasurenent |ocations in
t he path.

I deal ly, the consuner of measurenment results would know the | ocation
of a measurenent point on the reference path fromthe neasurenent
poi nt nunber al one, and the recommendati ons bel ow provide a way to
acconplish this goal. Although the initial nunbering nmay be fully
compliant with this system network growh, consolidation, and re-
arrangenent, or circunstances such as ownershi p changes, coul d cause
gaps in network nunmbers or non-nonotonic nmeasurenent point nunber
assignnents along the path over time. These are exanpl es of
reasonabl e causes for nunbering deviations which nust be identified
on the reference path diagram as required above.

Whi | st the nunbering of a nmeasurenent point is in the context of a
particular path, for sinplicity the neasuring organi sati on SHOULD use
the sanme nunbering for a device (playing the sane role) on all the
measur enent paths through it. Simlarly, whilst the neasurenent
poi nt nunbering is in the context of a particular neasuring

organi sation, organi zations with sinilar technol ogi es and
architectures are encouraged to coordi nate on | ocal nunbering and

di agr ans.

The measur enent point nunbering system npXnn, has two i ndependent
parts:

1. The X in nmpXnn indicates the network nunber. The network with
the Subscriber’s device is network 0. The network of a different
organi zation (adm nistrative or ownership domai ns) SHOULD be
assigned a different nunber. Each successive network nunber
SHOULD be one greater than the previous network’s nunber. Two
circunmstances nake it necessary to designate X=9 in the
Destination Host's network and X=8 for the Service Provider
network at the Destination

A.  The nunber of Transit networks i s unknown.
B. The nunmber of Transit networks varies over tine.

2. The nn in nmpXnn indicates the measurenent point and is |ocally-
assigned by network X. The follow ng conventions are suggest ed:
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A. 00 SHOULD be used for a nmeasurenent point at the Subscriber’s
device and at the Service Demarcation point or GNnearest to
the Subscriber’s device for Transit NetworKks.

B. 90 SHOULD be used for a neasurenent point at the GWof a
network (opposite fromthe Subscriber’s device or Service
Demarc.).

C. In nost networks, measurement point nunmbers SHOULD
nmonot onically increase fromthe point nearest the
Subscriber’s device to the opposite network boundary on the
pat h (see bel ow).

D. Wien a Destination host is part of the path, 00 SHOULD be
used for a nmeasurenment point at the Destination host and at
the Destination's Service Denarcation point. Measurenent
poi nt nunbers SHOULD nonotonically increase fromthe point
nearest the Destination’s host to the opposite network
boundary on the path ONLY in these networks. This
directional nunbering reversal allows consistent 00
designation for end hosts and Service Demarcs.

E. 50 MAY be used for an internediate neasurenent point of
significance, such as a Network Address Transl ator (NAT).

F. 20 MAY be used for a traffic aggregation point such as a
DSLAM wi t hi n a net wor k.

G Any ot her neasurenent points SHOULD be assi gned unused
i ntegers between 01 and 99. The assignnent SHOULD be stable
for at least the duration of a particular neasurenment study,
and SHOULD avoi d nunbers that have been assigned to other
| ocations within network X (unless the assignnment is
considered sufficiently stale). Sub-networks or donains
within a network are useful |ocations for neasurenent points.

When supplying a diagram of the reference path and nmeasurenent

poi nts, the operator of the neasurenment system MJST indicate: the

ref erence path, the nunbers (npXnn) of the neasurenent points, and
the technol ogy-specific definition of any neasurenment point other
than X00 and X90 with sufficient detail to clearly define its

|l ocation (simlar to the technol ogy-specific exanples in Section 6 of
thi s docunent).

If the nunber of intermedi ate networks (between the source and
destination) is not known or is unstable, then this SHOULD be

i ndi cated on the diagramand results from neasurenent points within
t hose networks need to be treated with caution
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Not es:

(0]

The term nol ogy "on-net" and "off-net"” is sonmetines used when
referring to the Subscriber’s Internet Service Provider (1SP)
measur enent coverage. Wth respect to the reference path, tests
bet ween nmpl00 and npl90 are "on-net".

W dely depl oyed broadband I nternet access neasurenents have used
pass-t hrough devices[ SK] (at the subscriber’s location) directly
connected to the service demarcation point: this would be |ocated
at npl00.

The networ ki ng technol ogy nust be indicated for the neasurenent
poi nts used, especially the interface standard and confi gured
speed (because the neasurenent connectivity itself can be a
limting factor for the results).

If it can be shown that a |ink connecting to a neasurenent point
has reliably deterninistic performance or negligible inpairnments,
then the renpote end of the connecting link is an equival ent point
for sonme met hods of neasurenment (although those met hods shoul d
describe this possibility in detail; it is not in-scope to provide
such nethods here). |In any case, the presence of a |ink and

cl ai med equi val ent neasurenent point nust be reported.

Some access network architectures may have an additional traffic
aggregati on devi ce between npl00 and npl50. Use of a neasurenent
point at this location would require a | ocal nunber and di agram

A Carrier Grade NAT (CG\) deployed in the Service Provider’'s
access network woul d be positioned between npl00 and npl190, and
the egress side of the CGN may be designated npl50. npl50 is
generally an intermedi ate nmeasurenent point in the sane address
space as npl90

In the case that private address space is used in an access
architecture, then npl00 may need to use the same address space as
its "on-net" measurenent point counterpart, so that a test between
these points produces a useful assessnent of network performance.
Tests between np000 and npl00 could use a different private
address space, and when the globally-routable side of a CGNis at
npl50, then the private address side of the CGN could be
designated npl149 for tests with npl00

Measurenment points at Transit GRA GA are nunbered npX00 and
nmpX90, where X is the | owest positive integer not already used in
the path. The GWof the first transit network is shown, with
poi nt nmp200 and the last transit network GWVw th npXx90.
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6. Transl ation Between Reference Path and Various Technol ogi es
This section and those that follow are intended to provi de exanpl e
mappi ngs between particul ar network technol ogi es and the reference
pat h.

We provide an exanple for 3G Cellul ar access bel ow.

Subscriber -- Private --- Service ------------- GRA --- Transit
devi ce Net #1 Demar c. GW GRA GW
nmp000 nmpl00 nmpl190 nmp200
| UE | __ RAN+Core | GGSN__

| _ Managed sub-path__ |

GRA = dobally Routable Address, GW= Gateway, UE = User Equi pnent,
RAN = Radi o Access Network, GGSN = Gateway GPRS Support Node

We next provide an exanple of DSL access. Consider the case where:

0 The Custoner Prem ses Equi pnent (CPE) has a NAT device that is
configured with a public |IP address.

o0 The CPE is a hone router that has al so an incorporated a WFi
access point and this is the only networking device in the hone
network, all endpoints attach directly to the CPE though the WFi
access.

W believe this is a fairly common configuration in some parts of the
world and fairly sinple as well.

This case would map into the defined reference neasurenent points as

foll ows:
Subsc. -- Private -- Private -- Service-- Intra IP -- GRA -- Transit
devi ce Net #1 Net #2 Denar c. Access e GRA GW
np000 np100 np150 np190 np200
[--UE--|------------ CPE/ NAT-------- [------ | -BRAS-| ------ |

[------ DSL Net wor k- - - |
| __Managed sub-path__|

GRA = dobally Routabl e Address, GW= Gateway, BRAS = Broadband
Renot e Access Server

Consi der next another access network case where:
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0 The Custoner Prem ses Equi pnent (CPE) is a NAT device that is
configured with a private | P address.

0 There is a Carrier Grade NAT (CGN) | ocated deep in the Access ISP
net wor k.

0o The CPE is a hone router that has al so an incorporated a WFi
access point and this is the only networking device in the hone
network, all endpoints attach directly to the CPE though the WFi
access.

We believe this is becoming a fairly comon configuration in sone
parts of the world.

This case would map into the defined reference neasurenent points as

foll ows:
Subsc. -- Private ------------- Service-- Intra IP -- GRA -- Transit
devi ce Net #1 Demar c. Access e GRA GW
np000 np100 np150 np190 np200
[--UE--|------------ CPE/ NAT-------- [------ [-CON- | ------ |

| -- Access Network---|
| _Managed sub-path__ |

GRA = G obally Routabl e Address, GWN= Gat eway
7. Exanple Resource Transition

This section gives an exanple of Shared and Dedi cated portions with
the reference path. This exanple shows two Resource Transition
Poi nt s.

Consi der the case where

0 The CPE consists of a wired Residential GWand nodem (Private
Net #2) connected to a WFi access point (Private Net#1). The
Subscri ber device (UE) attaches to the CPE though the WFi access.

o The WFi subnetwork (Private Net#1) shares unlicensed radio
channel resources with other WF access networks (and potentially
other sources of interference), thus this is a Shared portion of
t he path.

0 The wired subnetwork (Private Net#2) and a portion of the Service
Provider’s Network are Dedi cated Resources (for a single
Subscriber), thus there is a Resource Transition Point between
(Private Net#1) and (Private Net#2).
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0 Subscriber traffic shares common resources with other subscribers
upon reaching the Carrier Gade NAT (CAN), thus there is a
Resource Transition Point and further network conponents are
desi gnat ed as Shared Resources

W believe this is a fairly common configuration in parts of the
wor | d.

This case would map into the defined reference neasurenent points as

foll ows:
Subsc. -- Private -- Private -- Access -- Intra IP -- GRA -- Transit
devi ce Net #1 Net #2 Demar c. Access en GRA GW
np000 np100 np150 np190 np200
[--UE--|------------ CPE/ NAT-------- [------ [-CON- | ------ |
[ W Fi | 1000Base-T | -- Access Network---|
| - Shared--| RT| ------ Dedi cated------ | RT |----- Shared------ C

Un- managed sub-path

GRA = dobally Routable Address, GWN= Gateway, RT = Resource
Transition Point

8. Security considerations

Speci fication of a Reference Path and identification of neasurenent
points on the path represent agreenments anobng interested parties, and
they present no threat to the inplenmentors of this nmeno, or to the
Internet resulting frominplementation of the guidelines provided

her e.

Attacks at end hosts or identified neasurenent points are possible.
However, there is no requirenent to include |IP addresses of hosts or
other network devices in a reference path with nmeasurenent points
that is conpliant with this menbo. As a result, the path diagrans
wi t h neasurenment point designation nunbers do not aid such attacks.

Most network operators’ diagrans of reference paths will bear a close
resenbl ance to simlar diagrans in relevant standards or other
publicly avail abl e docunents. However, when an operator nust include
atypical network details in their diagram e.g., to explain why a

| onger | atency neasurenment is expected, then the diagramreveal s sone
topol ogi cal details and should be marked as confidential and shared
with others under a specific agreenent.

When consi dering privacy of those involved in neasurenent or those
whose traffic is nmeasured, there may be sensitive information
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10.

11.

11.

11.

conmuni cated to recipients of the network diagrans illustrating paths
and neasurenment points described above. W refer the reader to the
privacy considerations described in the Large Scal e Measurenent of

Br oadband Performance (LMAP) Framework [I-D.ietf-I| map-franmework],

whi ch covers active and passive neasurenent techni ques and supporting
mat eri al on neasurenent context. For exanple, the value of sensitive
i nformati on can be further diluted by sumarising nmeasurenent results
over many individuals or areas served by the provider. There is an
opportunity enabled by form ng anonymty sets described in [ RFC6973]
based on the reference path and neasurenent points in this neno. For
exanpl e, all neasurenents fromthe Subscriber device can be
identified as "np000", instead of using the |IP address or other
device informati on. The sane anonyni sation applies to the Internet
Service Provider, where their Internet gateway would be referred to
as "npl90”.

| ANA Consi derati ons
Thi s neno makes no requests for | ANA consideration.
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