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Abstract

Hybrid nmeasurenent is the conbination of netrics derived from passive
and active neasurenment to produce a neasurenent result. This
docunent di scusses use cases for hybrid neasurement using netrics
defined within the | PPM franework, and di scusses requirenents for the
definition of passive nethodol ogies for selected | PPMnetrics.
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(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

1. Introduction

Hybrid measurement is the conbination of nmetrics derived from passive
and active neasurenent to produce a neasurenent result. This

conbi nation can be either spatial or tenporal. For exanple, one way
delay to a given endpoint could be derived from passive nmeasurenents
froma sanple of renote endpoints with which traffic is frequently
exchanged, and supplenented with active neasurenents from endpoints
with less frequent traffic, to build a "delay nmap" to a certain point
in the network. On the tenporal side, |oss or delay netrics could be
passi vel y neasured and stored over tinme to provide a baseline against
whi ch activel y-nmeasured | oss or delay netrics could be conpared
during troubl eshooting, in order to determ ne whether a specific path
or path segnment is contributing to an observed performance problem

The | PPM wor ki ng group has produced a franmework [ RFC2330] for and
rich set of well-defined netrics (e.g. [RFC2679], [RFC2680]) for IP
performance neasurenent using active nmethods, and protocols for
measuring them These netrics could formthe basis of a platformfor
hybrid neasurenment, provided that passively-derived netrics were
defined to conpatible with the correspondi ng activel y-derived
metrics; or alternately, provided that nethodol ogies for passive
measur enent can be defined for each of the existing active netrics to
be used, such that those nethodol ogi es produce values for the netrics
equi valent to the active nethodol ogy for the same netric paraneters,
gi ven sonme assunptions about the packet streamto be observed to
performthe passive neasurenent, and given tol erances for uncertainty
in the results.

2. Pr obl em St at enent

Conplicating the definition of hybrid nmeasurenments is that passive
measur enent nust make do with the traffic that is observable, while
active nmeasurenent has some control over the traffic observed
Measurenents for some set of paraneters are not possible if no
suitable traffic is observed, and the timng of the neasurenent
cannot be controlled. Placenent of the observation points for
passi ve measurenent along a path additionally introduces uncertainty
in the results. For exanple, passive one-way del ay neasurenent could
be perfornmed using two neasurenent points, one close to each
endpoint, with synchroni zed cl ocks, conparing the observation tines
of packets via their hashes. This will not produce a value which is
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directly conparable to a Type- P- One-way- Del ay neasured as specified
in section 3.6 of [RFC2679], because it will not account for the one-
way-del ay fromthe source to the source-side observation point, or
fromthe destination-side observation point to the destination. Any
specification of hybrid nmeasurenent using | PPM netrics nust handl e

t hese conplications.

The proposed specification entails:
o Definition of scenarios and requirenents for hybrid neasurenent.

0 Selection of existing IPPMnetrics to be used for the active side
of hybrid neasurenments to neet these requirenents.

o Definition of equival ent passive measurenent nethodol ogi es for
each selected netric, specifically addressing the assunptions
about the observed packet stream which nust hold for the netric to
be valid, and with a specific allowance for the nmeasurenent and/or
estimation of uncertainty due to uncontrollable conditions or
observation point placenent.

o Definition of netrics based on these passive nethodol ogi es, or
nmodi fication of the definition of existing netrics to add passive
nmet hodol ogi es.

o Definition of nethods for compari son between active and passive
metrics allowi ng for estimted uncertainty.

o Definition of nethods for spatial and tenporal conposition of
active and passive netrics together allowi ng for estinmated
uncertainty.

3. Selected | PPM Metrics

[EDI TOR' S NOTE: this section will contain information on the netrics
sel ected for passive nmeasurenent, and initial discussion of passive
measur enent net hodol ogies for them Metric definition will
presumably be left for a future docunent.]

3.1. Packet Loss

In order to perform packet |oss nmeasurenents on a live traffic flow,
di fferent approaches exist. An approach is to count the nunber of
packets sent on one end, and the nunber of packets received on the
other end. Packet |oss over a path is the difference between the
nunber of packets transnitted at the starting interface of the path
and received at the ending interface of this path.
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3.1.1. Passive Masurenent Mt hod

In order to count the nunmber of packets sent and received and to
conpare two counters, it is required that the two counters refer
exactly to the sane set of packets. One difficulty is it is hard to
determi ne exactly when to read the counter since a flowis
continuous. A possible solutionis to virtually split the flowin
consecutive blocks by periodically inserting a delimting packet, so
that each counter refers exactly to the sane bl ock of packets.
However, delimting the flow using specific packets requires
generating additional packets within the flow and requires the

equi prent to be able to process those packets. In addition, the

met hod is vulnerable to out of order reception and the | oss of
delimting packets.

An existing nethod by "coloring" |IP packets for perfornmance
measurenent is introduced in [I-D.tenpia-opsawg-p3m. This "col ored"

based approach doesn’t use delinmiting packets. Instead, it "colours"
the packets so that the packets belonging to the same block will have
the sane "colour", while consecutive blocks will have different

col ours. Each change of colour represents a sort of auto-
synchroni zati on signal that guarantees the consistency of
measur enents taken by different devices along the path.

3.2. One-way Del ay

| PPM has defined a protocol for active one way del ay measurenent
OMMP in [ RFC4656] It consists of a control protocol for negotiating
measur enent sessions and a data plane protocol for test packets.
OMMP is an active protocol nmeaning that the one delay is nmeasured
for artificial packets the are generated for this purpose.

It woul d be natural to pursue passive and/or hybrid approaches for
measuring one way delay. 1In this case, the goal would be to neasure
one way delay for packets that are flowi ng through the network. This
can be achi eved by defining two observation points that will record
the packets they see and the corresponding tinestanps. This
information will be used to determ ne the one way del ay of the
observed packets, simlarly than in the active nmeasurement approach
In order to do that, it is necessary to identify which packets are
the ones that the nmeasurenment will be perfornmed with. One way to do
this is to define a certain flow of packets and then record sone
fields of the packets that are unlikely to change during its journey
through their journey between the observation points. One the
packets have been properly identified, and the tinestanp information
about them has been recorded in the observation points, it should be
possible to calculate the one way delay for the observed packets.
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If defining a passive netric for one way delay is deenmed interesting,
it would be then needed to performa gap analysis for the additiona
protocols that are needed for this. As the passive approach would

al so need to negotiate nmeasurenent sessions, it may be worth
exploring the re use of OMM for this. Sinilarly, both observation
poi nts shoul d agree what packet flow will be used for the

measur enent, so additional negotiation is needed. Finally, |IPFIX
could be used to report the results so that the actual delay can be
cal cul at ed

An additi onal exercise that would be then relevant is to understand
how conpar abl e are neasurenments obtai ned through the active and
passi ve nmeasurenents. In particular, depending on the packet
frequency, it may or may not be possible to achieve the different
packet streans available in active measurements.

A hybrid approach for measuring one way del ay seens attractive as it
woul d be possible to neasure reliably one way delay reusing the
packets available in the network when they exist and generating
artificial traffic when they don’t exist. This requires careful
consideration in order to obtain the desired packet streams and it is
likely to require additional control protocol to specific the hybrid
neasur enent .

3.3. Round-trip Del ay

Round-trip delay is used to neasure the expected tinme for network
i nteracti on between two hosts on a network; conceptually, it is
equi valent to Delay in each direction between the two hosts.

Active nmeasurenment of round-trip delay as defined in [ RFC2681]
requires the observation of test packets transmitted in both
directions between two endpoints across a network, a "source" host,
whi ch sends the first packet, and a "destination" host, which
receives the first test packet and sends a test packet back to the
source in reply. The round-trip delay is then calculated as the

di fference between the tine at which the reply is received at the
source and the tine at which the original test packet was sent from
this same source

| PPM has defined the Two-VWay Active Measurenent Protocol (TWAMP)

[ RFC5357] for round trip delay neasurement. TWAMP is essentially an
extension of OMMP for the IPPMround-trip delay nmetric. Like OMM
TWAMP consists of a control protocol to negotiate active perfornmance
measur enent sessions, and a test protocol for transm ssion of actua

test packets.
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TWAMP i s defined for active performance netrics, which nmeans that the
Round-trip delay is nmeasured for packets the are generated
specifically for this purpose.

3.3.1. Passive Measurenent Method

The passive approach for measuring Round-trip delay woul d consist on
measuring this delay for existent packets in contrast with the active
approach in which test packets are generated. Similarly to the

met hod used for neasuring One-way Delay, for Round-trip Delay it
woul d be needed to define two observation points that will record the
packets they see and the correspondi ng tinestanps.

The procedure for passive nmeasurement of round-trip delay is simlar
to the procedure for active nmeasurenent: a packet sent froma source
to a destination is recorded; that packet causes the destination to
send a reply back to the source. This reply is also recorded. The
packets are identifiable at the source in order to correl ate each
packet of the round trip in order to calculate a del ay.

There are two potential architectures here; one utilizing a source
bservation Point (OP) placed topologically close to the source of
traffic, and one utilizing an additional destination OP placed
topologically close to the destination of traffic.

In order to be able to neasure the Round-trip Delay of the observed
packets, it would be necessary to identify which packets will be used
to performthe neasurenent.

4. Met hodol ogy

For certain performance netrics, many passive nmeasurenent
met hodol ogi es may exist. This section give the fuctional reqgirenents
and desi gn considerations of the passive neasurenent nethodol ogy.

4.1. Measurenent Session Managenent

A measurenment session refers to the period of tinme in which
measurenent for certain performance netrics is enabled over a
forwarding path. When an interface on the nmeasurenent node is
activated, the interfaces start collecting statistics. Wen both the
upstream and downstream neasurenent interfaces are activated, the
measur enent session starts. During a neasurenent session, data from
two active interfaces are periodically collected and the perfornmance
metrics, such as loss rate or delay, are derived. A neasurenent
session SHOULD be started either proactively or on denmand.
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4.1.1. Measurenent Configuration

A measur enment session can be configured statically. In this case,
network operators activate the two interfaces or configure their
paraneter settings on the rel evant nodes either manually or
automatically through agents of network managenent system (NVS).
Alternatively, a neasurenment session can be configured dynanically.
In this case, an interface may coordi nate another interface on its
forwarding path to start or stop a session. Accordingly, the format
and process routines of the measurenent session control packets need
to be specified. The delivery of such packets SHOULD be reliable and
it MJST be possible to secure the delivery of such packets.

4.2. Measurenent Result Report

Performance reports contain streans of neasurenent data over a period
of time. A data collection agent MAY actively poll the nonitoring
nodes and col |l ect the nmeasurenment reports fromall active interfaces.
Al ternatively, the nonitoring nodes might be configured to upload the
reports to the specific data collection agents once the data become
avail able. To save bandwi dth, the content of the reports m ght be
aggregated and conpressed. The period of reporting SHOULD be able to
be configured or controlled by rate limtation nmechani sns.

4.3. Synchroni zation

During a measurenent session, data fromthe active upstream and
downstreaminterfaces are periodically collected and the perfornmance
metrics are derived. Certain synchronization nechenismis required
to ensure the data are correlated. This may further requires that

t he upstream and downstreaminterfaces having a certain tine
synchroni zati on capability (e.g., supporting the Network Tine

Prot ocol (NTP) [RFC5905], or the | EEE 1588 Precision Tine Protocol
(PTP) [I| EEE1588].) For packet del ay neasurenent, this requirenent
for tinme synchronization is already present.

4.4. Scalability

The measur enent net hodol ogy MUST be scal able. A service provider
production network usually conprises of thousands of nodes. G ven
the scale, the collecting, processing and reporting overhead of

per formance neasurenent data SHOULD NOT overwhel m either nonitoring
nodes or managenent nodes. The volune of reporting traffic should be
reasonabl e and not cause any network congestion
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4.5, Robustness

The measurenents MJST be i ndependent of the failure of the underlying
network. For exanple, the correct nmeasurenent result SHOULD be
generated even if sonme nmeasurenent coordinating packets are |ost;
invalid performance reports should be able to be identified in case
that the underlying network is undergoing drastic changes. |If
dynani ¢ nmeasurement configuration is supported, the delivery of
measur enent session control packets SHOULD be reliable so that the
measur enent sessions can be started, ended and perforned in a
predi ct abl e nmanner.

4.6. Security

The measur enent net hodol ogy MUST not inpose security risks on the
network. For exanple, the nonitoring nodes should be prevented from
bei ng exploited by third parties to control neasurenent sessions
arbitrarily, which night make the nodes vul nerable for DDoS attacks.
I f dynamic configuration is supported, the neasurenent session
control packets need to be encrypted and aut henti cat ed.

5. Security Considerations

[EDI TOR' S NOTE: this section will discuss general security

consi derations of using passive neasurenent for performance, both on
the potential for attacks against the nmeasurenent systemas well as
the potential for privacy or security threats posed by the

measur enent systemitself.]

6. | ANA Consi derations
Thi s docunent contains no considerations for | ANA
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