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Abst r act

Thi s docunment di scusses the use of the 3GPP Ceneric Bootstrapping
Architecture (GBA) for authenticating and securing constrained
devices. Wile GBA re-uses the 3GPP credentials, it does not require
mobi | e network access, such as LTE, but requires only IP
connectivity. Though building devices that enploy GBA is obviously
wel | known, this docunent specifically focuses on techni ques
necessary to mininmze menory and energy consunption which is
essential for constrained device networks.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 17, 2014.
Copyright Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunent.

Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty
described in the Sinplified BSD License.
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1.

I nt roducti on

Generic Bootstrapping Architecture (GBA) is part of the 3GPP standard
[ 3gppt s33220] based on 3GPP Aut hentication and Key Agreenent (3GPP
AKA). GBA is an application independent nechanismto provide a
client application (running on the User equipnent (UE)) and an
application server with a shared session secret. This shared session
secret can subsequently be used to authenticate and protect the
communi cati on between the client application and the application
server. GBA authentication is based on the permanent secret shared
between the UE's Universal Integrated Grcuit Card (U CC), for
exanple SIMcard, and the corresponding profile information stored
within the cellular network operator’s Home Subscriber System (HSS)
dat abase. The permanent shared secret is used to generate a time-
limted master key on the UE and the network operator. The UE and
networ k operator derive a session key fromthe nmaster key, and the
networ k operator distributes this to the appropriate application
server. This session key can then allow authentication and
protection of the comrunication channel between the UE and
application server. Figure 1 provides a high-Ievel overview of GBA
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User Equi pnent Net wor k Oper at or Application Server
I
---- Authentication request --->
I
I
SRR Challenge ----------- |
—————————— Response ----------->

<- Bootstrapping ID, lifetine --

———————— Service request with Bootstrapping ID ----->

<-- Bootstrapping --

I
| <-
[ I D
I
| --- Session key --->
I
R
S Confirmation to UE ------------- [
I I
_ I I
<======== Secure Session Key Established ===========>

Figure 1: Hi gh Level Overview of GBA

As shown in Figure 1, the UEinitially identifies itself to the

net wor k operator and requests for authentication. The network
operator responds by sending a challenge that can be correctly
responded to, only with the pernmanent secret stored on the U CC. The
UE responds to the chall enge using the pernanent secret on the U CC
The network operator then verifies the response and if it is found to
be valid, it derives a master key and returns a bootstrapping IDto
the UE. The UE then derives a session key fromthe master key and
initiates a secure connection with the application server with which
it wants to comuni cate and provi des the bootstrapping |ID obtained in
the previous step. The application server uses the bootstrapping ID
to obtain a session key fromthe network operator. The session key
is derived fromthe naster key by the network operator. The network
operator authenticates the application server before generating and
reveal ing the session key. Once the application server is
authenticated, it receives the session key. The application

aut henticates the original nessage fromUE with this session key. |If
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aut henticated correctly, the application server sends a confirmation
message to the UE indicating that it can now protect the

communi cation with the session key. VWhile in this scenario, the UE
is responsible for initiating secure conmunication with the
application server, the GBA standard also allows the application
server to informthe UE to perform GBA authentication for access to
the requested resource. In 3GPP term nology, the application server
is referred to as Network Application Function (NAF) and the cellul ar
operator interface is referred to as Bootstrappi ng Server Function
(BSF). The bootstrapping IDis known as the Bootstrapping
Transaction ldentifier (B-TID)

The current GBA standard requires HTTP and TCP along with crypto
algorithnms |ike AES and MD5 to be supported on the UE. VWile the

i npl ement ati on details may be obvious for a UE, using GBA for

aut henti cation and channel security on resource-constrai ned devices
may be non-trivial. This draft provides inplenentation guidelines
for using GBA authentication on resource-constrai ned devi ces.

1.1. Term nol ogy

This draft uses terninol ogies for constrained devices defined in
[I-D.ietf-Iw g-termn nol ogy].

1.2. Rational for using GBA

In principle, GBA can be used to protect any application traffic,
e.g. with TLS, as GBA provides shared keys for applications to use.
Usi ng shared keys avoids the need for conplex cal cul ati ons of
asymetric crypto and the need for verifying certificate chains and
checking revocation lists. |Instead, GBA relies on the security
infrastructure of the network operator. Even though GBA re-uses the
credentials stored on the U CC, use of GBA does not require nobile
networ k access, such as LTE, but requires only IP connectivity to the
network operator infrastructure. As the credentials of the UCC are
used by GBA, there is no need to renenber or store passwords to
authenticate to applications, and in principle a button-free

aut henti cati on can be i npl enent ed.
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2

Reason for |ow power inplenentation of GBA

As explained in [I-D.draft-ietf-Iw g-cellular-00] there are many
situations where focus on a | ow energy consuning i nplenmentation is
unnecessary. This would be the case, when for exanple, the devices
are connected to the nmain, or receive power over w red conmunications
medi a, such as in Power-over-Ethernet (PoE) devices. Such devices
require a limted anmount of optim zation for energy efficiency.
Simlarly, devices that are directly connected to the mains do not
require extreme optim zations and/or hacks for saving power. Al so
devi ces that can gather power from energy harvesting do not
necessarily need optim zation techni ques.

However, wi relessly connected battery powered sensors and actuators
are the future and existence of wired infrastructure for

conmuni cati on or power mght be inpossible or inpractical. Such
devices require highly efficient inplenentations of security and
networ k protocols as changing batteries frequently is not possible
because of the sheer nunber of devices and the fact that sone of
these devices may be physically inaccessible once install ed.

Unfortunately, nuch of our current network and security technology is
built with different objectives in mind. Networked devices are
assunmed to be "always on", and require frequent re-charging.

However, nost sensor and actuator applications require long battery
lifetimes, in the order of years or even a decade, if not |onger.
Wi |l e sone devices may already reach nulti-year lifetinmes with

conti nuous inprovenent in | ow power electronics and radi o technol ogy,
it is rather reasonable to note that battery lifetines are generally
too short currently. Therefore, to use GBA as a nechanismfor secure
boot st rappi ng for constrai ned device applications, a nore focused
effort is required to ensure an energy-efficient inplenmentation

This meno is a first step for defining considerations and gui delines
to achieve an energy-efficient GBA inplenentation
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3. Inplenmentation Considerations

In this section we describe inplenmentation guidelines that apply to
GBA on constrai ned devices in particular but can be used in genera
for inplementing other sinilar related network protocols.

3.1. Full HTTP stack is not needed

GBA relies on HITP digest authentication and requires the client to
i mpl ement an HTTP stack. Although HTTP client libraries for
constrai ned devices [snall-http] are avail able, they are often
unnecessary. This is because the nunber of HITP nmessages required
for a GBA-run is small and having an entire library consumes nore
menory than the tenplates for these nessages. Thus, the required
messages can be handcrafted and sent over TCP. Thanks to the plain
text nature of HTTP/1.1 this is rather easy to do. An exanple of a
m nimalistic HITP packet is shown here:

char httpFirstRequest Format[82] = "GET /naf/resource HTTP/1.1\r\n"
"Host: pl123. exanpl e. net: 8080\ r\n"
"Connection: Keep-Alive\r\n"
"\r\n";

Sinmlarly, the response can easily be parsed fromthe packets
received fromthe transport |ayer without necessarily performng al
error checks. If an unknown packet or unknown data is received, the
application can sinply re-start fromthe first exchange.

3.2. Resource-Constrained AES inplenmentations are wi dely avail abl e

AES is rather easy to inplenment. There are many open source

i mpl ement ati ons avail abl e specifically for resource-constrained
environments [gl adman], [avr-crypto-lib]. There are severa
resources [jpkaps06],[shamm d] that show that AES can be i npl enented
with | ow nmenory and energy consunption. Al so nmany constrained
devices and platfornms such as the McaZ notes are equi pped with an
AES hardware engine as part of the |EEE 802.15.4 (Zi gbee)-conpliant
RF nodul e.

3.3. Purging unnecessary functionality fromnenory after bootstrapping

Once a GBA bootstrapping round has finished, only the session key
(KsNAF) and B-TID need to be retained in the nmenory. Optinally, the
mast er key (Ks) and the key derivation function can be retained in
the menory if the device will be connecting to nultiple NAFs. If a
GBA run is only used for authentication, then all GBA rel ated code
can be purged fromthe nenory. This neans that any libraries or code
used for application, transport or cryptography during a GBA run can
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be purged and | oaded back into the menory when the lifetine of the
key expires. This is especially useful with long lived session keys
as the device can switch to other application (CoAP) and routing/
transport (RIPL/UDP) protocol after secure bootstrapping.

3.4. Conplete State Machine or Conplex Error Handling Are Not Needed

A typical GBA inplenentation requires a state-machine to track
messages that have been sent and received fromthe BSF and NAF.
However, inplenenting such a state-nmachine with appropriate error
handl i ng can be rather conplex for resource-constrai ned device. It
is therefore advisable for such devices to inplenent a sinple hard
fail-over starting fromthe first message in case of an error
unknown packet or tineout. However, there also needs to be a limt
to the nunber of fail-overs as the device mght drain its battery
fromtoo many failed GBA authentication tries.
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4.

| mpl ement ati on Status

In this section we describe our GBA inpl enentation that was devel oped
for prototypi ng GBA on constrai ned devices using the principles
described in the previous section. W used an Ardui no Mega

prototypi ng board [nega] and an Ethernet Shield for conmunication.
The Mega board has an 8-bit ATnmega2560 mi croprocessor.

For AES, we used Brian d adman’s byte oriented AES inpl enentation
[gladman]. Similarly, we used easily available C inplenentations of
SHA256 [sha256] and MD5 [nd5]. The default Ethernet and TCP
libraries available with the Arduino platformwere used for

conmuni cati on.

We tested this GBA inplenentation agai nst standard 3GPP BSF and NAF
interfaces running on our public servers. The sequence of nessages
for the resource-constrained (sensor/actuator) device in our

i mpl enmentation is as follows:
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Sensor/

Act uat or BSF NAF
| | |
[-------------- HTTP GET /naf/resource -------------- >|

| |
S R TR 401 Unaut horized --------------- [

<-mmmm-- 200 with B-TID -------- |
|
---- HTTP GET usernanme=B- Tl D passwor d=KsNAF -------- >
I
I
S R 200 OK -------mmmmmma - |
| |
<=========== Secure Sessi on Key Established ========>

Figure 2: Prototype nmessage sequence

The sensor/actuator begins by contacting the service with which it

wi shes to communicate (NAF in 3GPP term nology). This neans that the
sensor sends a HTTP GET for the resource which it wi shes to access.
The service/ NAF in-turn replies with a HITP 401 Unauthorized with
WAV Aut henti cate indicating that it requires digest authentication
for access to that resource. The HITP response header al so contains
the real mprefixed with "3GPP-Bootstrapping@ to indicate that a GBA
run can be perforned to obtain the appropriate keys for digest

aut hentication. The sensor then contacts the BSF hosted by the
operator by sending a HTTP GET. This again results in a 401

unaut hori zed with the HTTP header containing "al gorithmAKAv1- MD5"

i ndi cating that AKA authentication needs to be run. The sensor then
creates and sends another HTTP GET containing the usernane and
password from AKA to the BSF. The BSF now replies with an 200 K
message whose body contains the B-TID and the lifetime for which the
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B-TID and the derived nmaster key (Ks) would be valid. Finally, the
sensor contacts the service/NAF with a HTTP GET containing the B-TID
as the usernane and KsNAF as the password. KsNAF is obtained from
the master key Ks and the fully qualified domain name (FQDN) of the
NAF. If the service/ NAF replies with a 200 OK, the sensor is assured
of successful authentication. The sensor and NAF can then use the
session key for TLS/DTLS in PSK node. This key can al so be used for
message | evel encryption and/or integrity protection by using, for
exanpl e, the EAX [m hir04] node

Sone approximate results fromour prototype are listed in the table

bel ow
o e e e e e e e e e e e e mm e e e aa—a S +
| RAM consunpt i on | <5 kB
{ ROM consunpti on { 44 kB
I Time for 1 GBA run I 1.5 s
I Energy (W=U* | * t) I 150mJ I
{ Addi tional HTTP nessages sent/received { 8 {
et e e aaao-- Fommmm +

Prototype Details
Table 1

U=Cperating Voltage (5V), I=Current drawn (0.02A for Atnega2560),
t=Execution tinme (1.5 s)

The energy estimate and tinme for 1 GBA run would vary significantly
depedi ng on the network access (which in our case was Ethernet).
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5. Future standardi zati on work

Wil e we have shown how the current GBA standard can be used as a
met hod for secure bootstrapping of constrai ned devices, it wuld al so

useful in future for 3GPP and | ETF to define GBA over protocols other
than HTTP/ TCP
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6

Security Considerations

GBA is used for authenticating a device based on the 3GPP
subscription credentials stored in the device. Nornally the
credentials are stored on a U CC, but also enbedded U CCs (eU CC) are
possible. eU CCs are targeted for scenarios where the 3GPP
subscription shoul d be changeabl e renmpotely, w thout having to

physi cal ly exchange the card in the device. Both U CCs and eUl CCs
provi de hardware based protection for the subscription credentials
used for authentication in 3GPP networks. However, in addition it is
al so essential to protect the access to the (e)U CC from applications
to protect against Man-in-the-Mddle (MtM type of attacks

[ 3gppt r 33905] .

If a UCC or eUCCis not available, GBA digest is an option

[ 3gppt s33220] . GBA digest uses SIP digest credentials, basically a

user nane/ password pair and secret deducted fromTLS, to do GBA. The
security requirement defined by 3GPP for the SIP digest credentials

are that they need to be securely stored within the term nal
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