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Abst r act

Thi s docunent describes how Mbile Ad Hoc Networks (MANETs) are
typically managed, in ternms of pre-depl oynent managenent, as well as
rational e and means of nonitoring and nanagenent of MANET routers
running the routing protocol OLSRv2 and its constituent protoco
NHDP. Apart from pre-depl oynent managenent for setting up IP
addresses and security related credentials, O.SRv2 only needs routers
to agree one single paraneter (called "C'). Oher paraneters for

t weaki ng networ k performance may be deternined during operation of
the network, and need not be the same in all routers. This, using
M B nodul es and rel at ed managenent protocols such as SNWP (or

possi bly other, less "chatty", protocols). In addition, for
debuggi ng purposes, nonitoring data and perfornmance rel ated counters
can be sent to the Network Managenent Station (NMS) via standardized
managenent protocol s.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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1. Introduction

The MANET routing protocol O.SRv2 [OLSRv2], as well as its
constituent parts NHDP [ RFC6130], [ RFC5497], [RFC5148], [RFC5444],
[ RFC6622bi s], [OLSRv2-integrity], is designed to autononously

mai ntain routes across a dynami c network topology. OLSRv2 is
designed so as to nmininmze operator intervention throughout the
duration of a network deploynent, and to allow for heterogeneous
configuration of routers within the sane network depl oynment: nost
configuration values are either of |ocal significance only (e.qg.
message jitter paraneters) or, when they are not, are carried in
control signals exchanged between routers (e.g., information validity
time).

Al'l the sanme, a small set of configuration options nmust be
established in each router prior to deploynent, with sone requiring
agreenent anong all the routers within the same depl oynent.

Furt hernore, throughout the duration of a network depl oynent,

ext ernal nanagenent and nonitoring of a network may be desirable,
e.g., for performance optinizati on or debuggi ng purposes.

1.1. Statenment of Purpose

Depl oyments of COLSRv2 are diverse, and may include conmunity

net wor ks, constrained environnments, tactical networks, etc. Each
such environnent may present distinctly different requirenments as to
managenent and nonitoring

This docunment does therefore explicitly not pretend to provide an
exhaustive description of how all OLSRv2 network depl oynents shoul d
be managed and nonitored - and does, specifically, not prescribe any
managenent nodel
What this docunent does, however, is to present how sonme OLSRv2
net wor k depl oynments are nmanaged and nonitored, using well-established
managenent patterns and wel | - known protocols.

2. Term nol ogy
Thi s docunent uses termninology from[O.LSRv2], [RFC6130], and
[ RFC5497] .

3. Pre-Depl oynent Managenent

Prior to operation of an CLSRv2 network, or nore precisely, prior to
proper operation of OLSRv2 and its constituent parts, certain
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paraneters need to be configured on each router. The follow ng
sections describe the required pre-depl oynent managenent.

3.1. Lower Layer Alignnent

Interoperability between routers requires alignnent of |ower protoco
| ayers below OLSRv2. In particular, all routers in the same MANET
topol ogy must be pre-configured to use the sane I P address fanily
(IPv4d or IPv6). In a single OLSRv2 topology, it is not possible to
m x | Pv4 and | Pv6 addresses, notably because [ RFC5444] nessages can
contain either IPv4 *or* | Pv6 addresses, but not both at the sanme
time. It is, however, possible to run two instances of OLSRv2, one
i nstance for |IPv4 and another one for IPv6, within the sane network.

In addition to the I P address famly, other |ower |ayer paraneters
may al so need to be aligned, e.g., radio channel selections. A
single OLSRv2 topol ogy may, of course, span different link |ayers (or
the sane link layer with different configuration settings such as
crypt ographi ¢ keys) when routers in the topol ogy have O.SRv2
interfaces towards these different link |ayers.

3.2. Interface Addresses

According to [ RFC6130], and as used by [O.SRv2], each interface of a
router nust be configured with at | east one |IP address. [RFC6130]
provi des gui dance as to the characteristics of such | P addresses,
including the (limted) conditions under which an | P address may be
configured on nultiple interfaces.

Whi |l e automatic configuration of | P addresses on router interfaces is
not excluded, currently no address autoconfiguration protocols have
been standardi zed (in the IETF) to acconplish this. As a
consequence, static configuration, or proprietary (as in: non-
standardi zed) protocols ensure this.

Note that this required pre-deploynent of interface addresses does
not include "external" |IP addresses, i.e., |IP addresses that are
configured on | ocal non-MANET interfaces or | P addresses fromrenote
destinations reachable through this router (i.e., addresses for which
this router serves as gateway). These can be added or renoved
dynanmically during runtine of OLSRv2. Such local non-MANET interface
addresses are nanaged by way of the Local Interface Set (as defined
in [RFC6130]) and renote addresses by way of the Attached Network Set
(as defined in [OLSRv2]).
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Security Mterial

Security material (keys, algorithns, etc.) nust be avail able for
generating Integrity Check Values (ICVs) for outgoing contro
messages, and to allow validating I1CVs in incomng control nessages
[ RFC6622bi s] [OLSRv2-integrity].

The appropriate way of making such security material available is
dependent on the depl oyment type. For exanple, community networks
(such as "Funkfeuer", http://funkfeuer.at), do currently not use any
security at all. Oher deploynent types nmay use a sinple manual
shared key distribution mechanism or nmay use a proprietary key
distribution protocol. Tactical networks have nuch nore stringent
requirenents for distributing key material, e.g., using manua
distribution of the keys on encrypted USB keys, and wth defensive
mechani sns (up to and includi ng nechani sns i nvol vi ng depl eted
uranium if the keys are conpronised.

In general, Automatic Key Managenment (AKM as well as static/manual

or ot her out-of-band nmechani sms, can be vi able options for
distributing keys. Currently, no standardi zed AKM nechani sm f or
MANETs exist. |If the | ETF standardi zes such nechanisns in the
future, for deploynment types where such is appropriate, these can be
used for distributing keys. Until such time, nmanual key distribution
as well as proprietary nmechani snms, prevail.

The inportant point to nmake here, however, is that by whichever
met hod (automatic/ manual, dynamic/static, ... ) a key and other
security material is nade avail able, the security mechani sns of
OLSRv2, as defined by [OLSRv2-integrity], will be able to properly
use it for generating and validating |Cvs.

The Val ue of C

The only pre-depl oynent configuration paraneter that directly inpacts
protocol operation is the value of C. This value is used by each
router for calculating the representation of interval and validity
time, as included in control nessages. All routers in a depl oynent
must agree on the value of C, as described in [ RFC5497].

How do we Manage MANETs?

A depl oyed OLSRv2 network is, as previously discussed, operating
aut ononously, but occasionally with internal or external managenent
operations being desirable, described in the followi ng two sections.
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4.1. Internal Managenent

I nternal managenent describes a | ocal process running on an router
that automatically (i.e., wi thout external nessaging or human
interaction) nodifies the configuration of OLSRv2 based on different
environnmental factors. For exanple, the HELLO interval nay be
updat ed according to the rate of topol ogy changes neasured (or
inferred: after all, the M in MANET is for "Mbility") locally: if
the rate is high, then a nore frequent HELLO update assures that
routes are nore accurate. At a lower rate of topol ogy changes,
network capacity and energy capacity of the router nmay be conserved
by increasing the HELLO interval

Dependi ng on the use case, many di fferent automatic configuration
agents can be envisioned. As paraneters in NHDP and OLSRv2 are
either only used locally or, in the case of HELLO | NTERVAL and
REFRESH | NTERVAL, are selected locally and then included in the
messages exchanged between adjacent routers in their HELLO nessages,
none of these automatic |ocal configuration methods needs necessarily
to be standardized: different routers doing different things wll

i nt eroperate.

4.2. External Managenent

For the depl oynments described by this docunent (but see Section 6),
ext ernal nanagenent operations are undertaken by a central Network
Management Station (NVS).

The M B nodul es devel oped for OLSRv2 [ OLSRv2-M B] and for its
constituent protocol NHDP [RFC6779] are verbose, in as nmuch as that
they expose for interrogation the conplete protocol and router state,
as well as enable setting all paraneters (timer intervals, tine-outs,
jitter values etc.). They do explicitly not enable setting the val ue
of C (as that is required to be constant and uni form across the
network, see Section 3.4), nor distributing security nmaterial (see
Section 3.3).

In sone deploynments, the NM5 communi cates with individual routers by
way of SNWMP - and, nore commonly, by way of "proprietary” sinpler

| ess verbose and (often) |ess secure protocols, and over UDP. Note
that this does not constitute a recomendation, but rather an
observation that (apparently) SNWMP has found | ess application in
MANETS.

The predecessor of OLSRv2, OLSR [ RFC3626] did not have an associ ated
M B nodul e. Many depl oynments of COLSR did not support network
managenent operations per se (i.e., configuration-on-launch was the
way in which routers in these depl oynents were managed). Those
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i mpl enent ati ons and depl oynents of COLSR that did support network
managenment operations used a sinilar architecture to the one
described in this docunent, but with "proprietary” protocols and APIs
for paraneters and router states, "proprietary" data-nodels, etc. It
can be speculated that the "proprietary" protocols used for

conmuni cati on between the NVMS and the M B nodul es on each router al so
for CLSRv2, in part, exist as inherited fromthe protocols used for
OLSR

Finally, it is unconmon to see an NVMS permanently active in a
depl oyed OLSRv2 network; rather, on an "ad hoc" basis an NMB is
i ntroduced into the network, paraneters configured or state

i nterrogated, follow ng which the NV5 di sappears.

5. Wat and Wiy do we Manage and Nbnitor?

As indicated earlier, OLSRv2 and its constituent protocol NHDP, are
reasonably robust with respect to paraneter values: a deployment can
operate with different paraneters used in different routers in the
same network. That being said, adapting these paraneters according
to circunstances is (often) desired. For exanple, in a stable
network (such as a wired network), TC nessages nay be sent
infrequently and with long validity times, whereas in a highly
dynani ¢ network (such as in a vehicular network) TC nessages nay need
to be sent nore frequently and HELLO nessages for discovering the

| ocal topology (alnobst) continuously. 1In a simlar vein, the nessage
em ssion intervals and the information validity tinmes should al so be
commensurate with the avail able network capacity: mllisecond

i nterval s between TC nmessages, for exanple, will consune all
avai | abl e network capacity whereas hourly intervals will be

i nappropriate even for a static and stable, wired, network (by way of
simply new routers arriving in the network, which will not "learn”
the network topol ogy before undue | ong del ays).

Thi s adaptati on may happen autononously by a central NMS nonitoring
and adopting the paraneters globally, autononously by an NM5 in each
router, monitoring its local topology (and its stability) and
adapting paraneters locally, or by nmanual operator intervention

G ven the dynami c and evol utive topol ogy of OLSRv2 networks, a highly
desirabl e property of an NMS is the ability to display and offer
visibility of the current network status - for exanple, to display a
graphi cal map of which routers are currently part of the network. As
a proactive protocol, OLSRv2 naintains, in each router, a topol ogy
map i ncluding all destinations and a subset of the |links present in
the network (particularly true in a very dense network). A typica
feature of an NMS is to inquire as to the topology map of a single
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router. A slightly less typical feature is to inquire all (or, at
| east, many) routers in a network, with the purpose of presenting a
compl et e topol ogy map.

In addition to actively nonitoring an OLSRv2 network, erroneous or
unusual conditions on an router can be flagged to nanagement, e.g.
detection of an unusually high nunber of 1-hop or 2-hop nei ghborhood
changes in a short amount of time, indicating potential problens in
that area of the network. [RFC6779] and [OLSRv2-M B] facilitate
proactively sending "notifications" (also known as traps) fromthe
router towards an NM5. The M B nodul es defined in [ RFC6779] and
[OLSRv2-M B] allow for defining both the threshold and the tine

wi ndow of how many tines this erroneous condition may occur in the
time wi ndow before the notification is sent to the NM5. Once the NVS
receives a notification, a network operator may investigate if there
is a problemthat needs to be resolved, e.g., by changing paraneters
via the above-described external nanagenent.

6. This Docunment does not Constrain how to Manage and Monitor MANETS

As explained in Section 1, this docunent describes how, what and why
sonme (typical) OLSRv2 networks are nanaged and nonitored as of early
2014. As such, the docunent is reflexive, not prescriptive: it does
not stipulate requirements for how to manage OLSRv2 networ ks, nor
does it claimto be a conplete list of all nanagement patterns or
protocols. Oher ways of managi ng an OLSRv2 network are very well

i magi nable - now, or in future depl oynents of OLSRv2.

As an exanpl e of such a "future nanagenent scenario", rather than
managi ng and nonitoring routers froma central NMS, a distributed,
aut ononous managenent system between multiple routers can be
envisioned. |In particular, nonitoring data that is used to debug
network problens and to tweak inefficiencies could be distributed
anongst a group of routers in the same network. This would both
address problens of single point of failure when using only a single
NMS, as well provide additional information about groups of nultiple
routers, rather than a single router. An exanple use for such a
distributed information flow would be to identify areas of a network
wherein, e.g., due to different router densities, nessage sending
interval parameters could be exchanged and opti mal val ues negoti at ed
bet ween routers, so as to obtain locally optimzed performance.

Whi |l e such a managenent nodel is highly interesting, it is also at
present entirely fictional - at |east outside the real mof research
It is included to, both, indicate directions being explored (but not
exploited), and to insist that the intent of this docunent is not to
prescri be how MANETs are to be nanaged, in the presence or in the
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future, but to describe the (known) state of how MANETs are managed,
presently.
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