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1. Introduction

This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols. |In particular it defines
obj ects for nmanaging nmulticast LDP point-to-nultipoint (P2MP) and
mul ti point-to-multipoint (MP2MP) Label Switched Paths. The MB
nodul e defined in this docunent is extension of LDP MB defined in
RFC3815 whi ch supports only for LDP point-to-point LSPs.

The RFC3815 describes only unicast Managed objects for the Labe
distribution protocol. The RFC6388 describes LDP protoco
extenstions for the point to multipoint and nultipoint to nultipoint
LSPs. The RFC 6826 describes nulticast LDP inband signalling for
P2MP and MP2MP LSPs.

Thi s docunent defines a MB nodul e for managi ng and controlling nlLDP
P2MP and MP2MP LSPs. It builds on the objects and tables defined in
[ RFC3815] for niDP M B.

2. The Internet-Standard Managenment Framewor k

[[anchor3: The title and text for this section has been copied from
the official boilerplate, and should not be nodified unless the

of ficial boilerplate text fromthe OPS Area web site has changed
See RFC4818 section 3.1 for a discussion of the boilerplate
section.]]

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP)
bjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .
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4. Overview

Thi s docunment focusses on the managenent of follow ng nulticast LDP
(mLDP) features, which were defined after unicast LDP [ RFC5036].

RFC6388: Label Distribution Protocol Extensions for Point-to-
Mul tipoint and Multipoint-to-Miltipoint Label Switched Paths.

RFC6826: Ml tipoint LDP In-Band Signaling for Point-to-Miltipoint
and Multipoint-to-Miltipoint Label Sw tched Paths.

RFC7060: Using LDP Miltipoint Extensions on Targeted LDP Sessi ons.
[ MOFRR] Multicast only Fast Re-Route draft-ietf-rtgwg-nofrr-03 .
[ MLDP_NODE_PROT] niDP Node Protection.

For all the above features, the nmiLDP M B needs to include the
follow ng information:

- Session Capability (P2MP, MP2MP) information: configured
capability, negotiated capability.

- mLDP FECs: include opaque information (Generic LSP Identifier,
source and group address) and MoFRR enabl e.

- Primary and backup upstream sessi on when niLDP MdFRR enabl ed.
- Active and inactive upstream session for nake before break.
- nLDP Traffic stats per nLDP Fec: The traffic stats for nLDP fec.

- mLDP Traffic stats per per Interface: The nmLDP traffic stats per
Interface.

- Traps when nLDP Fec LSP up, down.
5. Future Considerations

Any new opaque TLVs added for any other nlDP fetures, the opaque
val ue object in the npl sM dpFecTabl e need to be enhanced accordingly.

6. Structure of the MB Mdul e
This section describes the structure of the nL,DP MB. In this MB
MPLS- MLDP- STD- M B, scal ar objects, table objects and notifications

are defined. Followi ng section describes in details about each
obj ect.
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6.

6.

7.

1. Summary of nLDP Scal ar Objects

New scal ar objects npl sM dpP2npCapabl e and npl sM dpMp2npCapabl e are
defined to provide the nLDP capabilities of P2MP, MP2MP support.

New scal ar objects npl sM dpMobCapabl e and npl sM dpMobTi ne are defi ned
to provide MBB capability information.

New scal ar obj ect npl sM dpNunfFecs which will give the total nunber of
nmLDP FECs setup on the LSR

Anot her New scal ar obj ect nplsM dpNunfFecsActive, which will give the
total nunber of active nmLDP FECs.

New scal ar objects npl sM dpPl r Capabl e, npl sM dpMt Capabl e,
nmpl sM dpPr ot Lsr Capabl e and npl sM dpNodePr ot Capabl e are defined to
provi de nLDP node protection capabilities.

2. Summary of nlLDP Table Objects

mpl sLdpPeer Capabi lityTabl e to include peer capability infornmation.

mpl sM dpSessi onStatsTable : This table contains the nunber of nlDP
FECs received and advertised to particular LDP session.

mpl sM dpFecTabl e: This table is simlar to point to point
mpl sLdpFecTabl e and wi |l have nlDP specific Fec information.

nmpl sM dpFecBranchStatsTable : This table contains the traffic
statistics for the given nLDP FECs on particular interface.

nmpl sM dpFecUpstreanSessTabl e : I ncludes the upstream session info for
the particular nLDP Fec and al so includes the primary or backup
upstream session, that nay be used for nlLDP MFRR

mpl sM dpl nterfaceStatsTable : This table contains the traffic
statistics for all nliDP rel ated FECs.

mLDP Scal ar Obj ects
There are ten scalars, listed below are defined for this MB nodul e.
1. npl sM dpP2nmpCapabl e
The mpl sM dpP2nmpCapabl e scal ar obj ect denotes whether the LSR is

capabl e of supporting nulticast LDP with Point-to-Miltipoint
capability.
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7.2. npl sM dpM2npCapabl e
The mpl sM dpMdp2npCapabl e scal ar obj ect denotes whether the LSRis

capabl e of supporting nmulticast LDP with Ml tipoint-to-Miltipoint
LSPs.

7.3. npl sM dpMobCapabl e
The mpl sM dpMibCapabl e scal ar obj ect denotes whether the LSR s
capabl e of supporting nmulticast LDP with MBB (nake before break)
feature mentioned in the section 8 of RFC 6388 .

7.4. npl sM dpMdbTi ne
The mpl sM dpMibTi me scal ar obj ect denotes MBB time for which LSRis
wai ting for MBB Ack from upstream node. This timer helps LSR to
prevent waiting indefinitely for the MBB Notification from upstream
node.

7.5. npl sM dpNunfecs

The npl sM dpNunfecs provides a read-only counter of the nunber of
m.DP FECs setup on this LSR

7.6. npl sM dpNunfecsActi ve

The mpl sM dpNunfecsActive provides a read-only counter of the nunber
of mLDP FECs Active on this LSR

~

. 7. npl sM dpPI rCapabl e

The npl sM dpPl r Capabl e scal ar obj ect denotes whether the LSR s
capabl e of supporting PLR capability as specified in the section 5.1
of [ MLDP_NCDE_PROT]

~

. 8. npl sM dpMt Capabl e
The mpl sM dpMpt Capabl e scal ar obj ect denotes whether the LSR s
capabl e of supporting MPT capability as specified in the section 5.2
of [ MLDP_NCDE_PROT]

7.9. npl sM dpProt Lsr Capabl e

The mpl sM dpPr ot Lsr Capabl e scal ar obj ect denotes whether the LSRis

capabl e of supporting the "Protected LSR' capability as specified in
the section 5.3 of [ MLDP_NODE_ PROT]

Ki shore Tiruveedhul a, et al. Expires August 18, 2014 [ Page 7]



Internet-Draft nLDP M B February 2014

7.10. npl sM dpNodePr ot Capabl e

The mpl sM dpNodePr ot Capabl e scal ar obj ect denotes whether the LSR is
capabl e of supporting the "Node Protection" capability as specified
in the section 5.4 of [ M.DP_NCDE_PROT]

8. nlLDP Table bjects
8.1. LDP Peer Capability Tabl e npl sLdpPeer CapabilityTabl e

The new tabl e npl sLdpPeer CapabilityTable is read-only table, which
contains | earned capability information fromLDP peer. This table
augrment s the npl sLdpPeer Tabl e, which is defined in RFC 3815.

8.2. nlLDP Session Stats Tabl e: npl sM dpSessi onSt at sTabl e

The npl sM dpSessionStatsTable is a read-only table which contains
mLDP statistical information on sessions. This table augnents the
nmpl sLdpSessi onSt at sTabl e, which is defined in the RFC 3815.

8.3. nlLDP Fec Table: nplsM dpFecTabl e

The npl sM dpFecTable is a table which contains FEC (Forwardi ng

Equi val ence O ass) information relating to point to nulti-point and
mul tipoint to rmultipoint LDP LSP. Each entry/row represents a single
FEC Elenent. This table is simlar LDP LSP FEC Tabl e,

mpl sLdpLspFecTabl e, which is defined in the RFC 3815, which

associ ates FECs with the LSPs.

8.4. nlLDP Fec Branch Traffic statistics Table:
nmpl sM dpFecBr anchSt at sTabl e

This tabl e npl sM dpFecBranchSt at sTabl e gives the information about
nunber of packets and nunber of bytes sent out on particualr
downstream sessi on or on outgoing interface.

8.5. nlLDP Fec Upstreaam Session Tabl e: npl sM dpFecUpst r eanSessTabl e
The mpl sM dpFecUpstreantSessTabl e is a read-only table which contains
nmLDP upstream session information for nLDP Fec. This table is simlar
to npl sl nSegnent LdpLspTabl e. This table will also have infornation
about prinmary, backup upstream session, and al so indi cates whet her
the label is in MBB request or MBB Ack received state.

8.6. nlLDP Interface Traffic statistics Tabl e:
nmpl sM dpl nt er f aceSt at sTabl e

This table npl sMdplnterfaceStatsTabl e gives the information about
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10.

number of nmLDP packets and nunber of nLDP bytes sent and received on
particualr interface for all nLDP FECs.

The nlLDP Notifications

The RFC 3815 defined sone of the notifications related to session and
P2P Fec. In this MB, the followi ng notification added to support
mLDP f eat ures.

The npl sM dpFecUp and npl sM dpFecDown notifications are generated
when nmLDP FEC changes the state to UP and Down.

Rel ati onship to Gther M B Mdul es

This section describes relationshi ps between MB tables defined in
this docunent as part of MPLS-M.DP-STD-M B, and the tables defined in
MPLS- LDP- STD-M B [ RFC3815] and MPLS-LSR-STD-M B [ RFC3813] .

The Figure 1 shows the diagrammatic representation of the

rel ati onshi p between MPLS-M.DP-STD-M B, MPLS-LDP-STD-M B and MPLS-
LSR-STD-MB. An arrow in the Figure shows that the MB table pointed
fromcontains a reference to the MB table pointed to.
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10.1. Diagrammatic Representation

nmpl sM dpFecTabl e

%
mpl sLdpLspFecTabl e

I
|
| mpl sM dpFecUpst r eanSessTabl e
+

I
--->npl sXCTabl e- - + |
I I
I I
I I
| mpl sM dpFecBranchSt at sTabl e

I I

I I

I I

npl sl nSegnent Tabl e<------ + |

I I

v I

nmpl sQut Segnent Tabl e<- +

Figure 1 : Dependenci es Between M B Tabl es

Figure 1
10.2. Relationship to the LSR MB
The LSR M B [ RFC3813] have bel ow tabl es, which cross connects the
i ncom ng |l abel to outgoing label. Below Tables will be used for nlLDP
also in the simlar way as in the point to point LDP LSPs.
nmpl sXCTabl e
npl sl nSegnent Tabl e

mpl sQut Segnent Tabl e
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10.3. Relationship to the LDP M B

The M B nodul e defined in this docunent is extension of MPLS-LDP-STD
M B to support nulticast LDP features.

Bel ow optional tables in MPLS-LDP-STD-MB, will also be used in nlLDP
for associating the nLDP LSPs to LSR-M B tabl es.

mpl sLdpLspFecTabl e
nmpl sl nSegnent LdpLspTabl e
nmpl sQut Segnent LdpLspTabl e

11. Mul ti cast MPLS Label Distribution Protocol MB Definitions

MPLS- MLDP- STD-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Unsi gned32, Counter32, Counter64, TineTicks

FROM SNWPv2- SM -- RFC 2578
MODULE- COVMPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- RFC 2580
Trut hval ue, RowSt atus, StorageType, TinmeStanp

FROM SNWPv2- TC -- RFC 2579

I nt erfacel ndex
FROM | F-M B -- [ RFC2020]

mpl sSt dM B, Ml sLdpl dentifi er
FROM MPLS-TC- STD-M B -- RFC 3811

Mpl sl ndexType
FROM MPLS-LSR- STD-M B -- RFC 3813

I ndexI| nt eger, | ndexl nt eger Next Free
FROM DI FFSERV- M B -- RFC 3289

I net Addr ess, | net AddressType
FROM | NET- ADDRESS- M B -- RFC 4001

nmpl sLdpSt dM B
FROM MPLS- LDP- STD-M B -- RFC 3815

npl sM dpSt dM B MODULE- | DENTI TY
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i={ nplsStdM B 99 }
-- RFC Editor. Please replace 99 with the codepoint issued by | ANA
-- and renove this note.

-- Top level components of this M B nodul e.

-- notifications

nmpl sM dpNot i fications OBJECT IDENTIFIER ::= { nplsMdpStdM B 0 }
-- tables, scalars

mpl sM dpScal ar s OBJECT IDENTIFIER ::={ nplsMdpStdMB 1 }
npl sM dpObj ect s OBJECT IDENTIFIER ::= { nplsMdpStdM B 2 }

-- MPLS nLDP LSP scal ars.

nmpl sM dpP2npCapabl e OBJECT- TYPE
SYNTAX | NTEGER {
enabl e(1),
di sabl e(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object provides the P2MP capability of the LSR"

REFERENCE
"Section 2.1 of [RFC6388]."

.= { mplsMdpScalars 1}
mpl sM dpMp2npCapabl e OBJECT- TYPE
SYNTAX | NTEGER {
enabl e(1),
di sabl e(2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object provides MP2MP capability of the LSR "

REFERENCE
"Section 3.1 of [RFC6388]."
2= { mplsMdpScalars 2 }

mpl sM dpMobCapabl e OBJECT- TYPE
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SYNTAX | NTEGER {
enabl e(1),
di sabl e(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object provides MBB (nmake before break) capability of the LSR "

REFERENCE
"Section 8.3 of [RFC6388]."

::={ nplsMdpScalars 3}

mpl sM dpMobTi me OBJECT- TYPE
SYNTAX Unsi gned32 (1..300)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 32-bit unsigned integer value provides the tinme for waiting VBB
Ack
from upstream node. "

DEFVAL { 30 }
::={ mplsMdpScalars 4 }

mpl sM dpNuntecs OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of nldp FECs setup on this device. "
::={ nplsMdpScalars 5}

nmpl sM dpNunfecsActi ve OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of mLdp FECs Active on this device. The mLDP FEC is
considered active if the npl sM dpFecOperStatus is up(l)."

::={ mplsMdpScalars 6 }

nmpl sM dpPI r Capabl e OBJECT- TYPE
SYNTAX I NTEGER {
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enabl e(1),
di sabl e(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object provides Point of Local Repair (PLR)
capability of the LSR "

REFERENCE
"Section 5.1 of [ M.DP_NCDE PROT]."

::={ mplsMdpScalars 7 }

mpl sM dpMpt Capabl e OBJECT- TYPE
SYNTAX | NTEGER {

enabl e(1),

di sabl e(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object provides Merge Point (MPT) capability of the LSR"

REFERENCE
"Section 5.2 of [MDP_NODE_PROT]."

::={ mplsMdpScalars 8 }

nmpl sM dPr ot Lsr Capabl e OBJECT- TYPE
SYNTAX | NTEGER {
enabl e(1),
di sabl e(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object provides Protected LSR capability."

REFERENCE
"Section 5.3 of [ M.DP_NCDE PROT]."

:={ nplsMdpScalars 9 }
nmpl sM dPr ot NodePr ot Capabl e OBJECT- TYPE
SYNTAX | NTEGER {

enabl e(1),
di sabl e(2)
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}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object provides Node Protection capability of the LSR "

REFERENCE
"Section 5.3 of [M.DP_NODE_PROT]."

::={ nplsMdpScalars 10 }
-- End of MPLS nlLDP scal ars.

-- MPLS nLDP tabl es.

-- The MPLS LDP Peer Capability Table

nmpl sLdpPeer Capabi | i t yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sLdpPeer CapabilityEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table will have | earned information relating to M dp.
= { mplsMdpojects 1}

nmpl sLdpPeer Capabi | i tyEntry OBJECT- TYPE
SYNTAX Mpl sLdpPeer Capabi l i tyEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a single Peer which is related
to a Session. This table is augnented by
t he npl sLdpSessi onTabl e. "
| NDEX { npl sLdpEntityLdpld,
nmpl sLdpEnti t yl ndex,
nmpl sLdpPeer Ldpl d }

::={ nplsLdpPeerCapabilityTable 1 }

npl sLdpPeer Capabi l i tyEntry ::= SEQUENCE {
nmpl sLdpPeer Ldpl d Mpl sLdpl denti fier,
nmpl sLdpPeer Capabi lity I nt eger 32,

}

npl sLdpPeer Capabi l ity OBJECT- TYPE
SYNTAX BITS {

Ki shore Tiruveedhul a, et al. Expires August 18, 2014 [ Page 16]



Internet-Draft nLDP M B February 2014

none (0),

p2mp (1),

np2np( 2) ,

nbb  (3),
upstream| abel -assi gnnent  (4),
dynam ¢ (5),

plr (6),

mt (7),

prot-Isr (8),

node- prot (9)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
" This will indicate the LDP capability information about peer

p2np i ndi cates peer supports P2MP Capability.

nmp2np i ndi cates peer supports MP2MP Capability.

nbb i ndi cates peer supports MBB Capability.
upstream| abel - assi gnment i ndi cates peer supports Upstream | abe
assi gnnent Capability.

dynam c indi cates peer supports dynam c Capability.

REFERENCE

"RFC6388, Section 2.1 for P2MP Capability TLV.

and the section 3.1 for MP2MP Capability TLV.

The RFC6388 for MBB Capability TLV.

RFC5561 Section 9 for Dynamic Capability Announcenent TLV.
RFC6389 Section 3 for Upstream Label Assignnent Capability TLV.
M_DP_NODE _PROT section 5 for PLR capability, MPT capability,
The Protected LSR and The Node Protection Capability. "

::={ mplsLdpPeerCapability 2 }

-- The MPLS nlDP Session Statistics Table

mpl sM dpSessi onSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sM dpSessi onStat seEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Atable of statistics related to nLDP on Sessi ons.
This tabl e AUGVENTS the npl sLdpSessi onStatsTable.”
:={ mplsMdpojects 2 }

nmpl sM dpSessi onSt at sEntry OBJECT- TYPE
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SYNTAX Mpl sM dpSessi onSt at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table represents nlLDP statistical
i nformati on on a single session between an LDP
Entity and LDP Peer."

AUGVENTS { npl sLdpSessi onStatsEntry }
::={ nplsnmM dpSessi onStatsTable 1 }

Mpl sM dpSessi onStatsEntry :: = SEQUENCE {
mpl sM dpSessi onSt at sNunfFecsSent Count er 32,
mpl sM dpSessi onSt at sNumvbbReqSent St at e Count er 32,
mpl sM dpSessi onSt at sNunfecsRcvd Count er 32,

nmpl sM dpSessi onSt at sNumvbbReqRcvdSt at e Count er 32,
nmpl sM dpSessi onSt at sNumvbbReset AckByTi ner Count er 32

}
nmpl sM dpSessi onSt at sNunfFecsSent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object counts the nunber of nLDP FECs sent on this
session. If the FECis withdrawn, then this nunber is
decr enent ed.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
nmpl sLdpSessi onDi sconti nui tyTi me."

::={ nplsM dpSessionStatsEntry 1 }

nmpl sM dpSessi onSt at sNumvbbReqSent St at e OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object counts the nunber of nLDP FECs sent on this

session and waiting for MBB Ack. This counter will get increnmented

when MBB req sent for a |label on this session and will get
decrenent ed when the MBB Ack received.

::={ nplsM dpSessionStatsEntry 2 }
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nmpl sM dpSessi onSt at sNunfFecsRecvd OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object counts the nunber of nlLDP FECs received on this
session. |If the FECis withdrawn fromthe downstream session,
then this is decrenented.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of

nmpl sLdpSessi onDi sconti nui tyTi me."

::={ mplsM dpSessionStatsEntry 3 }

nmpl sM dpSessi onSt at sNumvbbReqRcvdSt at e OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object counts the nunber of nLDP FECs received on this
session and waiting for sending MBB Ack. This counter will get
i ncremented when MBB req is received for a label on this session
and will get decrenmented when the MBB Ack sent."

::= { nplsMdpSessionStatsEntry 4 }

nmpl sM dpSessi onSt at sNumvbbReset AckBy Ti mer OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object counts the nunber nmLDP FECs for which the MBB Ack is
reset by MBB tiner, in which the LSRis waiting for MBB ack.

::={ mplsM dpSessionStatsEntry 5 }

-- Mpls nLDP FEC Tabl e

nmpl sM dpFecTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sFecEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
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"This table represents the FEC
(Forwar di ng Equi val ence d ass)
I nformation associated with an nLDP LSP."

:={ mplsMdpojects 3}

nmpl sM dpFecEntry OBJECT- TYPE
SYNTAX Mpl sM dpFecEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each row represents a single nLDP FEC El enent."
| NDEX { npl sM dpFecl ndex }

::={ nplsMdpFecTable 1 }

Mol sM dpFecEntry ::= SEQUENCE {
nmpl sM dpFecl ndex I ndexI nt eger,
mpl sM dpFecType | NTEGER,
mpl sM dpFecRoot Addr Type I net Addr essType,
nmpl sM dpFecRoot Addr | net Addr ess,
mpl sM dpFecQpaqueType | NTECGER,
mpl sM dpFecOpaqueCGenLspl d Unsi gned32,
nmpl sM dpFecOpaqueTr ansi t Sour ceCr Bi di r Addr Type | net Addr essType,
nmpl sM dpFecOpaqueTr ansi t Sour ceOr Bi di r Addr | net Addr ess,
mpl sM dpFecOpaqueTr ansi t G oupAddr Type I net Addr essType,
mpl sM dpFecOpaqueTr ansi t G oupAddr | net Addr ess,
nmpl sM dpFecAdni nSt at us | NTECGER,
mpl sM dpFecQper St at us | NTECGER,
mpl sM dpFecMoFr r | NTEGER,
mpl sM dpFeclLsr St at e | NTEGER,
mpl sM dpFecUpTi ne Ti meSt anmp
}
npl sM dpFecl ndex OBJECT- TYPE
SYNTAX | ndexl| nt eger
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index which uniquely identifies this entry."

c:={ npl sMdpFecEntry 1}

nmpl sM dpFecType OBJECT- TYPE
SYNTAX | NTEGER {

p2m( 6),
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nmp2nmpUpst reanm( 7),
np2npDownst r ean( 8)

MAX- ACCESS read-only

STATUS current

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The type of the FEC. If the value of this object
is 6, then it is P2MP Fec Type, and 7, 8 are correspond to
MP2MP upstream and downstream type."

REFERENCE
"RFC6388, Section 2.2. The P2MP FEC El enent and the section 3.3
for the MP2MP Fec el enents."

::={ nplsM dpFecEntry 2 }

npl sM dpFecRoot Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of this object is the type of the
Internet address. The value of this object,
deci des how t he val ue of the npl sM dpFecRoot Addr obj ect
is interpreted.”

REFERENCE
"RFC6388, Section 2.2. The P2MP FEC El ement and the section 3.3
for the MP2MP Fec el enents.”

::={ mplsM dpFecEntry 3 }

nmpl sM dpFecRoot Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of this object is interpreted based
on the value of the npl sM dpFecRoot Addr Type obj ect.
This is ingress node address for the nlLDP LSP."

REFERENCE
"RFC6388, Section 2.2. The P2MP FEC El enent and the section 3.3
for the MP2MP Fec el enents."

::={ nplsM dpFecEntry 4 }

Ki shore Tiruveedhul a, et al. Expires August 18, 2014 [ Page 21]



Internet-Draft nLDP M B February 2014

mpl sM dpFecOpaqueType OBJECT- TYPE
SYNTAX | NTEGER {
genericlLspld(1),
transitl pv4Source(3),
transitl pv6Source(4),
transitl pv4Bidir(5),
transitl pv6eBidir(6)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This is opaque type of the nLDP FEC. The value of this object is

shown bel ow.

1 - The Generic LSP ldentifier
3 - Transit | Pv4 Source TLV
4 - Transit |Pv6 Source TLV
5 - Transit |Pv4 Bidir TLV
6 - Transit |IPv6e Bidir TLV.
= { nplsMdpFecEntry 5 }
mpl sM dpFecOpaqueGenLspl d OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned integer value which is to represent Generic
LSP ID. This value is only valid if the nplsM dpFecOpaqueType is
genericlLspld(1), otherwise O nust be returned."

REFERENCE
"RFC6388, Section 2.3.1."

::={ nplsM dpFecEntry 6 }

nmpl sM dpFecOpaqueTr ansi t Sour ceOr Bi di r Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object is the type of the
Internet address. The value of this object,
deci des how t he value of the nplsM dpFecOpaqueTransitSourceO Bidir
Addr
object is interpreted.”
REFERENCE
"RFC6826, Section 3.1."
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::={ npl sM dpFecEntry 7 }

mpl sM dpFecOpaqueTr ansi t Sour ceOr Bi di r Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object is interpreted based
on the value of the npl sM dpFecOpaqueTransit Sour ceOr Bi di r Addr Type
object. This is source node address for the nlLDP inband LSP."

REFERENCE
"RFC6826, Section 3.1."

::={ mplsM dpFecEntry 8 }

mpl sM dpFecOpaqueTr ansi t G oupAddr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of this object is the type of the
Internet address. The value of this object,
deci des how t he value of the nplsM dpFecOQpaqueTransit G oupAddr
object is interpreted.”

REFERENCE
"RFC6826, Section 3.2."

::={ nplsM dpFecEntry 9 }

mpl sM dpFecOpaqueTr ansi t G oupAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of this object is interpreted based
on the value of the nplsM dpFecOpaqueTransit G oupAddr Type
object. This is group node address for the nLDP inband LSP."

REFERENCE
"RFC6826, Section 3.2."

::={ mplsM dpFecEntry 10 }

nmpl sM dpFecAdni nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
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up(1), -- ready to pass data
down( 2) -- out of service
}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Indicates the adnin status of this nmLDP FEC "
DEFVAL { up }
::={ nplsMdpFecEntry 11 }

nmpl sM dpFecOper St at us OBJECT- TYPE

SYNTAX | NTEGER {
up(1), -- ready to pass data
down( 2) -- out of service

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indi cates the actual operational status of this nLDP Fec."

::={ nplsMdpFecEntry 12 }

nmpl sM dpFecMoFrr OBJECT- TYPE
SYNTAX | NTEGER {

enabl e(1),

di sabl e(2)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object provides whet her MoFRR enabled for this niDP FEC.
on this nLDP FEC. As nentioned in the section 3.2 of [ MoFRR],
When this is enabl ed, then nLDP nay sel ect two upstream sessions,
one is priamy and other one is backup. The backup traffic is
di scarded when the prinmary upstream session is UP. \Wen the
primary upstream sessi on goes down, the traffic fromthe backup
upstream session will be forwarded to downsteam

::={ nplsMdpFecEntry 13 }

mpl sM dpFecLsr St at e OBJECT- TYPE
SYNTAX | NTEGER {
egress(1),
bud(2),
transit(3),
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i ngress(4)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the role of FEC either egress, bud, transit or ingress"

::={ mplsM dpFecEntry 14 }

nmpl sM dpFecUpTi ne OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This values shows Fec UP tinme. This is tinme since nplsM dpFecQper St at
us is UP."

::={ nplsMdpFecEntry 15 }

-- MPLS nLDP LSP Branch Traffic Stats Tabl e.

nmpl sM dpFecBranchSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mpl sM dpFecBranchStat sentry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides nLDP Fec branch MPLS Traffic Stats
i nformation."

o= { mplsMdpojects 4}

nmpl sM dpFecBr anchSt at sentry OBJECT- TYPE
SYNTAX Mpl sM dpFecBranchSt at seEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created by the LSR for each
downstream branch (out-segnment) fromthis LSR for this nlLDP
LSP. Each downstream session may represent a single out-segnent.

Each entry in the table is indexed by the four identifiers
of the mLDP LSP, and the out-segnent that identifies the
out goi ng branch."

| NDEX { npl sLdpEnti tyLdpld,
nmpl sLdpEnti tyl ndex,
nmpl sLdpPeer Ldpl d,
nmpl sM dpFecBr anchFecl ndex,
nmpl sM dpFecBr anchQut Segl ndex
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}
::={ mpl sM dpFecBranchStatsTable 1 }
Mpl sM dpFecBranchStat sentry ::= SEQUENCE {
nmpl sM dpFecBr anchFecl ndex Mol sl ndexType,
nmpl sM dpFecBr anchQut Segl ndex Mpl sl ndexType,
nmpl sM dpFecBr anchSt at sPacket s Count er 64,
mpl sM dpFecBr anchSt at sByt es Count er 64,
npl sM dpFecBranchSt at sDi scontinuityTi me Ti meStanp
}
nmpl sM dpFecBr anchFecl ndex OBJECT- TYPE
SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This index identifies the nLDP FEC entry in the
npl sM dpFecTable. This is same as npl sM dpFecl ndex. "
::={ mpl sM dpFecBranchStatsEntry 1 }
nmpl sM dpFecBr anchQut Segl ndex OBJECT- TYPE
SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object identifies an outgoing branch fromthis nlLDP LSP
Its value is unique within the context of the nLDP LSP.
This contains the same val ue as the npl sQut Segment I ndex in the
MPLS- LSR- STD- M Bs npl sQut Segnent Tabl e. "
::={ nplsM dpFecBranchStatsEntry 2 }
nmpl sM dpFecBr anchSt at sPacket s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represent the 64-bit value, which gives the nunber
of packets forwarded by the mLDP LSP onto this branch.

Thi s object should be read in conjunction with

nmpl sM dpFecBr anchSt at sDi scontinuityTinme. "

::={ nplsM dpFecBranchStatsEntry 3 }

Ki shore Tiruveedhul a, et al. Expires August 18, 2014 [ Page 26]



Internet-Draft nLDP M B February 2014

nmpl sM dpFecBr anchSt at sByt es OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object represent the 64-bit value, which gives the nunber
of bytes forwarded by the nmLDP LSP onto this branch.

Thi s object should be read in conjunction with

nmpl sM dpFecBr anchSt at sDi scontinuityTinme. "

::={ nplsMdpFecBranchStatsEntry 4 }

sM dpFecBranchSt at sDi sconti nui tyTi ne OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme on the npbst recent occasion at which

any one or nore of this rows Counter32 or Counter64 objects
experienced a discontinuity. If no such discontinuity has
occurred since the last re-initialization of the |ocal
managenent subsystem then this object contains a zero
val ue. "

::={ nplsMdpFecBranchStatsEntry 5 }

nmp

-- End of npl sM dpFecBranchSt at sTabl e

-- MPLS nLDP LSP Upstream Session Tabl e.

nmpl sM dpFecUpst reanSessTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Ml sM dpFecUpst reanSessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides nLDP Fec upstream Session information."

:={ mplsMdpojects 5}

nmpl sM dpFecUpst reanSessEntry OBJECT- TYPE
SYNTAX Mpl sM dpFecUpst reanSessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created by the LSR for each
upstream session (in-segnent) fromthis LSR for this nLDP
LSP. Each upstream session nmay represent a single in-segnent.
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Each entry in the table is indexed by the four identifiers
of the nmLDP LSP, and the in-segment that identifies the
incomng traffic.”

| NDEX { npl sLdpEntityLdpld,
nmpl sLdpEnti tyl ndex,
nmpl sLdpPeer Ldpl d,
mpl sM dpFecUpst r eanSessFecl ndex,
mpl sM dpFecUpst r eanSessl| nSegl ndex

}
::={ mpl sM dpFecUpstreanSessTable 1 }

Mpl smLdpFecUpst reanSessEntry :: = SEQUENCE ({
mpl sM dpFecUpst r eanSessFecl ndex Mpl sl ndexType,
nmpl sM dpFecUpst r eanSessl| nSegl ndex Mol sl ndexType,
nmpl sM dpFecUpst r eanSessPri mary | NTECGER,
nmpl sM dpFecUpst r eanSessActi ve | NTECGER,
nmpl sM dpFecUpst r eanSessPacket s Count er 64,
mpl sM dpFecUpst r eanSessByt es Count er 64,
mpl sM dpFecUpst r eanSessDi sconti nuityTi ne Ti meStanp
}
mpl sM dpFecUpst r eanSessFecl ndex OBJECT- TYPE
SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This index identifies the nLDP FEC entry in the
mpl sM dpFecTabl e. "
::={ mpl sM dpFecUpstreanSessEntry 1 }
mpl sM dpFecUpst r eanSessl| nSegl ndex OBJECT- TYPE
SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object identifies an upstream session fromthis nLDP LSP
Its value is unique within the context of the nLDP LSP.

This contains the same val ue as the npl sl nSegnentlndex in the
MPLS- LSR- STD- M Bs npl sl nSegnent Tabl e. "

::={ npl sM dpFecUpstreanSessEntry 2 }

mpl sM dpFecUpst reanSessPri mary OBJECT- TYPE
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SYNTAX | NTEGER {
primary(1),
backup(2)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This indicated wether the received traffic fromupstreamis
primary or backup. This is valid only if the MFRR
(nmpl sM dpFecMbFrr) is enabled on this FEC "

::={ mpl sM dpFecUpstreanSessEntry 3 }

mpl sM dpFecUpst r eanSessActi ve OBJECT- TYPE
SYNTAX | NTEGER {
active(l),
i nactive(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This indicates whether the upstream session is active, neans the
LSR programmed the forwarding engine to receive the traffic from
this upstream session. This will be Inactive if the LSRis wating
for MBB Ack."

::={ mpl sM dpFecUpstreanSessEntry 4 }

nmpl sM dpFecUpst r eanSessPacket s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represent the 64-bit value, which gives the nunber
of packets received by the niLDP LSP fromthis upstream
session. This object should be read in conjunction with
nmpl sM dpFecUpst r eanSessDi sconti nuityTi ne. "

::={ mpl sM dpFecUpstreanSessEntry 5 }

mpl sM dpFecUpst r eanSessByt es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represent the 64-bit val ue, which gives the nunber
of bytes received by the nLDP LSP fromthis upstream
session. This object should be read in conjunction with
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nmpl sM dpFecUpst r eanSessDi sconti nuityTi ne. "
::={ mpl sM dpFecUpstreanSessEntry 6 }

mpl sM dpFecUpst reanSessDi sconti nuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the npbst recent occasion at which
any one or nore of this rows Counter32 or Counter64 objects
experienced a discontinuity. If no such discontinuity has
occurred since the last re-initialization of the |oca
managenent subsystem then this object contains a zero
val ue. "

::={ npl sM dpFecUpstreanSessEntry 7 }

-- End of npl sM dpFecBranchSt at sTabl e

-- MPLS nLDP Interface Traffic Stats Tabl e.

nmpl sM dpl nterfaceStatsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Ml sM dpl nterfaceStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides nLDP Traffic Stats on specified interface."

o= { mplsMdpojects 6 }

mpl sM dpl nterfaceSt at sentry OBJECT- TYPE
SYNTAX Mpl sM dpl nterfaceStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table is created by the LSR for each
downstream branch (out-segnment) fromthis LSR for this nlLDP

LSP. Each downstream session may represent a single out-segnent.
Each entry in the table is indexed by the four identifiers

of the mLDP LSP, and the out-segnent that identifies the

out goi ng branch."

| NDEX { npl sM dpl nt er f acel ndex
}

:={ nplsMdplnterfaceStatsTable 1 }
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Mpl sM dpl nterfaceStatsEntry ::= SEQUENCE {
nmpl sM dpl nt er f acel ndex I nt erfacel ndex,
mpl sM dpl nt er f aceSt at sSent Packet s Count er 64,
nmpl sM dpl nt er f aceSt at sSent Byt es Count er 64,
nmpl sM dpl nt er f aceSt at sRecvPacket s Count er 64,
npl sM dpl nt erf aceSt at sRecvByt es Count er 64
}
mpl sM dpl nt er f acel ndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This index identifies the specific interface.

::={ mplsMdplnterfaceStatsEntry 1 }

nmpl sM dpl nt er f aceSt at sSent Packet s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is 64 bit value, which gives the nunber of packets
forwarded by all mLDP LSPs onto this interface."

::={ mplsMdplnterfaceStatsEntry 2 }

nmpl sM dpl nt er f aceSt at sSent Byt es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is 64 bit value, which gives the nunber of bytes
forwarded by all nmlLDP LSPs onto this interface."

:={ nplsMdplnterfaceStatseEntry 3 }

mpl sM dpl nt er f aceRecvPacket s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is 64 bit value, which gives the nunber of packets
received by all nLDP LSPs fromthis interface.”

c:={ nplsMdplnterfaceStatsEntry 4 }
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nmpl sM dpl nt er f aceSt at sRecvByt es OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is 64 bit value, which gives the nunber of bytes
received by all mLDP LSPs fromthis interface."

::={ mplsMdplnterfaceStatsEntry 5 }
-- End of nplsM dplnterfaceStatsTabl e
-- Notifications.

mpl sM dpFecUp NOTI FI CATI ON- TYPE
OBJECTS {
nmpl sM dpFecAdni nSt at us,
mpl sM dpFecQper St at us

}
STATUS current
DESCRI PTI ON
"This notification is generated when a npl sM dpFecOper St at us
obj ect changes fromdown to up."

c:={ nplsMdpNotifications 1 }
npl sM dpFecDown NOTI FI CATI ON- TYPE
OBJECTS
nmpl sM dpFecAdni nSt at us,
mpl sM dpFecQper St at us

}
STATUS current
DESCRI PTI ON
"This notification is generated when a npl sM dpFecOper St at us
obj ect changes fromup to down."
c:={ nplsMdpNotifications 2 }

-- BEnd of notifications.

12. Security Considerations

This MB nodul e is useful for the configuration of certain objects
and nonitoring of nLDP LSPs.

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
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M B nodule is inplemented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNMP SET operations.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o npl sM dpFecTabl e

o npl sLdpPeer CapabilityTabl e

o npl sM dpSessi onSt at sTabl e

o npl sM dpFecBranchSt at sTabl e

o npl sM dpFecUpst r eanSessTabl e

o nplsMdplnterfaceStatsTabl e

o npl sM dpNunfecsConfi gured

o npl sM dpNunfFecsActi ve

o npl sM dpMbTi e

Above listed tables and objects show infornmation about the nmlLDP LSPs,
its route through the network, and its traffic statistics. Know edge
of this information could be used to conpronise the network, or
simply to breach confidentiality. |[If an Adm nistrator does not want
to reveal this information, these tables and objects should be

consi dered sensitivel/vul nerabl e.

SNMP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this

M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [RFC3410]), and inplenentations claimnmng
conpliance to the SNMPv3 standard MJUST include full support for

aut hentication and privacy via the User-based Security Mdel (USM
[ RFC3414] with the AES ci pher algorithm|[RFC3826]. |Inplenmentations
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13.

14.

15.

15.

MAY al so provide support for the Transport Security Mdel (TSM
[ RFC5591] in conbination with a secure transport such as SSH
[ RFC5592] or TLS/ DTLS [ RFC6353].

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them

| ANA Consi derations
This is new MPLS M B nodul e, contained in this document and ANA is
requested to assign an oid under the nplsStdM B subtree to the MPLS-
MDLP- STD-M B nodul e specified in this docunent.
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