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Abst ract

Thi s docunment describes a new Port Control Protocol (PCP) option
called TUNNEL ID. It serves for identifying a Third Party in
addition to the nmeans that PCP's THH RD PARTY option already provides
for that purpose

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 17, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The | ETF has specified the Port Control Protocol (PCP) ([RFC6887]) to
control how packets are translated and forwarded by a PCP-controlled
devi ce such as a network address translator (NAT) or firewall.

This draft focuses on the application of PCPs TH RD PARTY option
that is used when the PCP client sends requests that concern other
internal hosts than the host of the PCP client. This is, for
exanple, the case if port mapping requests for a carrier grade NAT
(CA\) are not sent fromPCP clients at the subscribers, but froma
portal of the carrier at which subscribers can request port mappings.

The i ssue addressed by the TUNNEL ID option is that there are CGN\
depl oynents that do not distinguish internal hosts by their IP
address only, but use further identifiers for unique subscriber
identification. This is, for exanple, the case if a CGN\ supports
overl apping private |IP address spaces according to [ RFC1918] for
internal hosts of different subscribers. Then different interna
hosts are identified and mapped at the CGN by their |IP address and an
additional ID, for exanple, the ID of a tunnel between the CGN and
the subscriber. In such cases, the |P address contained in the

THI RD_PARTY option is not sufficient. An additional identifier needs
to be carried by the PCP protocol in order to uniquely identify the
Internal Host. The TUNNEL I D option serves this purpose.
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The TUNNEL_I D option is defined for use in conbination with the
THI RD_PARTY option for the PCP opcodes MAP and PEER

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

The ternminol ogy defined in the specification of PCP [ RFC6887]
appl i es.

3. Target Scenario

This section illustrates the use of the TUNNEL ID option in a
scenario for a port nmapping requests via a carrier portal

The scenario shown in Figure 1 has a carrier operating a CGN and a
portal for subscribers to request port mappings at the CG\N. The
portal comunicates with the CGN using PCP. For this purpose the
portal is co-located with a PCP client and the CGN is co-located with
a PCP server. The way subscribers interact with the portal for
requesting port mapping for their internal hosts is not specified in
this scenario.

S +
| Carrier [ ==== | P packet tunnel (s)
| - - + | bet ween subscri ber

T + | | Subscriber | | and CGN

| Subscri ber oo + Portal | ] #### PCP conmuni cati on
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[ [ | +----- R + | (unspeci fied)
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Figure 1: Carrier portal for port nmapping requests

The internal hosts use private | P addresses as specified in

[ RFC1918]. Since there is no NAT between the internal host and the
CGN, there is an overlap of addresses used by internal hosts at
different subscribers. That is why the CGN needs nore than just the
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internal host’s I P address to distinguish internal hosts at different
subscribers. A commonly depl oyed nmethod for solving this issue is
using an additional identifiers for this purpose. A very good
candidate for this additional identifier at the C&Nis the ID of the
tunnel that connects the CGN to the subscriber’s network.

Requests for port nappings fromthe portal to the CGN need to
uniquely identify the internal host for which a port mapping is to be
established or nodified. Already existing for this purpose is the
THI RD_PARTY option that can be used to specify the internal host's IP
address. The TUNNEL I D option is introduced for carrying the
additional (tunnel) information needed to identify the internal host
in this scenario.

The additional identifier for internal hosts needs to be included in
MAP requests fromthe PCP client in order to uniquely identify the

i nternal host that should have its address mapped. This is the
purpose that the new TUNNEL_ID serves in this scenario. It carries
the additional identifier, that is the tunnel 1D, that serves for
identifying an internal host in conmbination with the internal host’s
(private) IP address. The |IP address of the internal host is
included in the PCP client’s mapping requests by using the

THI RD_PARTY opti on.

The information carried by the TUNNEL_ID is not just needed to
identify an internal host in a PCP request. The CGN needs this
information in its internal mapping tables for translating packet
addresses and for forwardi ng packets to subscriber-specific tunnels.
4.  For mat

The TUNNEL_ID option is formatted as shown in Figure 2

0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
| Option Code | Reserved [ Option Lengt h=16 [
B i s T T S T et S S T S I T s sl s ol ST S S S
I I
[ TUNNEL_I D (128 bits) [
I I
I I
e e e e i e s S e R CE o o R

Figure 2: TUNNEL_ I D Option

0 Option Nane: TUNNEL_ID
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o Number: TBD
0 Purpose: ldentifies a request of an external |IP address and port.

o Valid for opcodes: MAP, PEER, and all other for which the
THI RD_PARTY option is valid for.

0 Length: 16 octets

o My appear in: Request. Mist appear in response if it appeared in
the associ ated request.

o Maxi mum occurrences: 1
The fields are as foll ows:

0 TUNNEL_ID: A vendor specific tunnel identifier that can be used to
identify a subscriber’s CGN session and the port ranges to apply
this request to.

The tunnel identifier field can contain any vendor specific value to
identify a tunnel. The option nunber is in the mandatory-to-process
range (0-127), neaning that a request with a TUNNEL I D option is
executed by the PCP server if and only if the TUNNEL_ID option is
supported by the PCP server

5. Behavi or

The follow ng sections describe the operations of a PCP client and a
PCP server when generating the request and processing the request and
response.

5.1. Cenerating a Request

In addition to generating a PCP request that is described in

[ RFC6887] the following has to be applied. The TUNNEL I D option can
be used together either with a PCP MAP or PEER opcode. |t MJIST be
used in conbination with the TH RD _PARTY option which provides an IP
address and port entered by the subscriber. The TUNNEL_I D option
hol ds the respective tunnel identifier to allow the CGN to uniquely
identify the internal host (specified in the TH RD _PARTY option) for
which the port mapping is to be established or nodified. |If the
tunnel identifier is shorter than 128 bits then the TUNNEL_I D option
field is to be filled up with | eading zeros up to 128 bits.
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5.2. Processing a Request

The TUNNEL_I D option is in the mandatory-to-process range and if the
PCP server does not support this option it MJST return an
UNSUPP_OPTI ON response. |f the provided TUNNEL ID i s unknown/
unavail abl e the PCP server MJUST return a TUNNEL | D UNKNOWN response.

5.3. Processing a Response

If the PCP client receives a TUNNEL | D UNKNOMN response back for its
previous request it SHOULD report an error nessage. To where to
report an error nessage is inplenentation dependent.

6. Alternative

An alternative to identify a tunnel affiliation in the given scenario
could be using the DESCRIPTION ([I-D.ietf-pcp-description-option])
option to carry a tunnel 1D option. The DESCRI PTION option is to
allow a text description to be attached to a port mapping. But using
the DESCRI PTI ON option for a tunnel |ID might not be appropriate
because it specifies using UTF-8 and another requirement is that the
description text nust not be null term nated, which cannot always be
met .

7. | ANA Consi derati ons

The following PCP Option Code is to be allocated in the mandatory-to-
process range:

TUNNEL_I D
[ NOTE for I ANA: Pl ease allocate a PCP Option Code at http://
WWW. i ana. or g/ assi gnnent s/ pcp- par anet er s/ pcp- par anet er s. xn #opti on-
rul es]
The following PCP Result Code is to be allocated:
TUNNEL_| D_UNKNOMN
[ NOTE for I ANA: Please allocate a PCP Result Code at http://
WWW. i ana. or g/ assi gnnent s/ pcp- par anet er s/ pcp- paranet ers. xm #resul t -
codes]
8. Security Considerations
As this option is related to the use of the TH RD _PARTY option the

correspondi ng security considerations apply. Especially, the network
on which the PCP nessages are sent nust be fully trusted.
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