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Abst ract

It is often desirable for an application server to permt a flow
across a firewall, as happens today when a firewall includes an
Application Layer Gateway (ALG function. However, an ALG has
several weaknesses.

Thi s docunent describes a cryptographic technique for an application
server to pernit a flow across a firewall. This technique uses QAuth
and a new PCP opti on.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 9, 2014.
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This docunment is subject to BCP 78 and the | ETF Trust’s Lega
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carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

It is desirable for a third party to permt flows across a firewall
A typical use-case is a SIP proxy (which is aware of legitimte
calls) which is not co-located with a firewall. Today, this
functionality is provided by a firewall inplenenting a SlIP-aware
Application Layer Gateway function, which exam nes the SIP signaling
to that SIP proxy and opens the appropriate pinholes for the RTP
medi a. This has disadvantages, as described in detail in section
Section 3.

Thi s docunment addresses requirenent "Third Party Authorization”
explained in section 4 of [I-D.reddy-pcp-auth-req].

Thi s docunment proposes that a PCP [ RFC6887] client conmunicate with
an QAuth Authorization Server to obtain a cryptographic token for its
media flow That token is included in the PCP request and vali dated
by the PCP server.

Note: There is no relationship with the TH RD PARTY option defined in
[ RFC6887], which serves a different purpose. TH RD _PARTY Option for
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MAP and PEER Opcodes described in [ RFC6887] is only applicable when
all entities i.e the PCP client, PCP server and Application Server,
are deployed within the same adm nistrative domain. Since PCP server
does not listen on a public interface, an Application Server outside
the site will not be able to use TH RD PARTY option to request
services on behalf of the client.

2. Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

WebRTC Server: A web server that supports WbRTC
[I-D.ietf-rtcweb-overview .

3. Probl em St at enent

To protect networks using real-time comruni cations, firewalls or
session border controllers [ RFC5853] are typically depl oyed.
Firewal | s usually inplenent Application Layer Gateway functionality,
whi ch intercepts and anal yzes session signaling traffic such as
Session Initiation Protocol (SIP) [RFC3261] nessages and creates a
dynani ¢ mapping to pernmit the corresponding nedia traffic. In
particular, a firewall extracts media transport addresses, transport
protocol and ports from session description and creates a dynanic
mapping for nedia to flow through. This nodel will not work in the
fol |l owi ng cases:

1. Session signaling is end-to-end encrypted (say, using TLS)

2. Firewall does not understand the session signaling protocol, or
extensions to the protocol, used by the endpoints.

3. Session signaling and nedia traverse different firewalls (e.qg.
signaling exits a network via one firewall whereas media exits a
network via a different firewall)

When an enterprise depl oys WbRTC, the above problens are rel evant
because:

1. Session signaling between WebRTC application running in a browser
and a web server will use TLS

2. WebRTC does not enforce a particul ar session signaling protocol

therefore, a firewall is unlikely to understand the signaling
pr ot ocol
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3. Session signaling and peer-to-peer nmedia may traverse different
firewalls.

As aresult firewalls block nedia traffic.

A mtigation to the problens above is for an enterprise to deploy a
TURN server in the DMZ and have WDbRTC clients use the TURN server
The use-case explained in Section 4.2.5.1 of
[I-D.ietf-rtcweb-use-cases-and-requirenents] refers to deploying a
TURN [ RFC5766] server to audit all nedia sessions frominside the
conpany prenises to any external peer.

However, using TURN for all such communication causes sone probl ens
for an enterprise network adm ni strator

o0 Enterprise firewalls would typically have granular policies to
permit calls initiated using selected WbRTC servers (Dr. Good) it
trusts and block the rest (Dr. Evil).

0 A TURN server just provides a 5-tuple (source |P address,
destination |IP address, protocol nunber, source port nunber, and
destination port nunber) for auditing and no other details of the
WebRTC or SIP server being used to establish the call

0 A TURN server could increase nedia |atency as explained in section
4.1.2.2 of [RFC5245].

0 A TURN server could either be located in the DMZ of the enterprise
network or located in the public Internet. |If the TURN server is
located in the public Internet it conmes at a high cost to the
provi der of the TURN server, since the server typically needs a
hi gh- bandwi dt h connection to the Internet as explained in the
Introduction of [RFC5766]. As a consequence, it is best to use a
TURN server only when a direct conmunication path cannot be found.
When the client and a peer use |CE to deternine conmmunication
path, ICE will use hol e punching techniques to search for a direct
path first and only use a TURN server when a direct path cannot be
f ound.

0 Oher limtations of TURN are explained in section 2.6 of
[ RFC5766]. For exanple the value of Diffserv field may not be
preserved, Explicit Congestion Notification (ECN) field may be
reset etc.
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Sol ution Overvi ew

In the bel ow topol ogy, the main functional elenents involved are
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Figure 1. WebRTC server in a different adm nistrative donain

In the topol ogy, a WebRTC Server is deployed in a third party network
trusted by the Enterprise. For the two endpoints to successfully
establish nedia sessions, a firewall needs to permt |CE [ RFC5245]
connectivity checks and subsequent nedia traffic.

In such a scenario this specification proposes that a PCP client
foll ows the steps described bel ow

1. The PCP client nmakes a PCP request wi thout any authorization. |If
the PCP server returns an AUTHORI ZATI ON REQUI RED error nessage,
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the PCP client concludes that the PCP server is mandating the use
of third party authorization.

2. The PCP client then obtains a cryptographic token froman QAuth
2.0 Authorization server.

3. The PCP client sends a PCP request including the cryptographic
token in the TOKEN ACCESS option, defined below. Alternatively,
the PCP client could first obtain a cryptographic token fromthe
QAuth 2.0 Authorization server and send the PCP request with the
TOKEN_ACCESS option by default.

4. The PCP server uses the TOKEN _ACCESS option to performthird
party authorizati on.

The techni que proposed in the specification can be used by any other
Application Function trusted by the network to permt time-bound,
encrypted, peer-to-peer traffic.

5. Obtaining a Token Usi ng QAuth
This section explains QAuth 2.0 authorization framework [ RFC6749] to
solve the "Third Party Authorization" requirenent explained in
section 4 of [I-D.reddy-pcp-auth-req].

The followi ng mappi ng of QAuth concepts to PCP is used :

Fom e e e e oo o e e e e e e e e e ao oo +
| QAut h | PCP |
+ + +
| dient | PCP dient |
o e e e e e e e e e oo B +
| Resource owner | Authorization Server. For |
[ | exanmple the WebRTC server |
O S +
| Authorization server | Authorization server. |
T e +
| Resource server | PCP Server |
e e e e e e e e o e e e e e e e e e e m o +

Figure 2: QAuth term nol ogy mapped to PCP term nol ogy

Using the QAuth 2.0 authorization framework, a PCP client (third-
party application) obtains limted access to a PCP server (resource
server) on behalf of the WbRTC server (resource owner or

aut hori zation server). The PCP client requests access to resources
controlled by the resource owner (WbRTC server) and hosted by the
resource server (PCP server). The PCP client obtains an access
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token, lifetinme, and other access attributes |ike the PCP options and
opcodes that the PCP client is permitted to use fromthe

aut hori zation server. The PCP client conveys the token in the PCP
ACESS TOKEN option to access the protected resources hosted by the
resource server (PCP server). The PCP server validates the token and
takes appropriate action e.g., allows the PCP request to create

mappi ngs on the PCP server.

R >| Authorization
| Server |

| (WebRTC Server) | Aut hori zati on

I
| |
[ [ | <--+ | (e.g Permt MAP/ PEER)
(1) I AEEEEEE R + I (4)
Access [ [ [
Token | Get Token | |
Request | Resource | |
I (3) | I
I I I
I Y
Fom oo - +---+ oo mmm = - - - +
I I (2) I I
| | PCP Request + Access | |
| PCP | Token | PCP |
| dient I >| Server |
| (Alice) | PCP Response (5) | (Firewall)
Ko e e e e e e e e e e e e e = =
AR \ IR \
User Alice

Figure 3: Interactions

QAuth in [ RFC6749] defines four grant types. This specification uses
the QAuth grant type "Inplicit" explained in section 1.3.2 of

[ RFC6749] where the PCP client is issued an access token directly.
The scope of the access token explained in section 3.3 of [ RFC6749]
MJUST be PCP

5.1. ACCESS TOKEN Option

This specification defines a new PCP ACCESS TOKEN Option that is
descri bed i nFigure 4.
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Figure 4: PCP ACCESS TOKEN Option
The fields are descri bed bel ow

Option Length: 16 bits. |Indicates the |length of the enclosed data,
in octets. Variable, but MJST NOT be O.

Domai n Nanme Length: Length of the 'Domain Name’ field in octets.
Reservedl: set to O by sender and ignored by the receiver

Server Domain Nane: The domain nane of the Authorized Server that
generated the access token

Ti mestanp: 64-bit unsigned integer field containing a tinmestanp.
The val ue indicates the tine since January 1, 1970, 00: 00 UTC, by
using a fixed point format. |In this format, the integer nunber of
seconds is contained in the first 48 bits of the field, and the
remai ning 16 bits indicate the nunber of 1/64K fractions of a
second (Native format - UniXx).

Lifetime: The lifetine of the access token since the response was
generated, in seconds. For exanple, the value 3600 indicates one
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hour. The Lifetinme value SHOULD be equal to the "expires_in"
paraneter defined in section 4.2.2 of [RFC6749].

key id: Kkey id, which is an identifier generated by the
aut hori zation server. It generates this key id by conputing a
hash over the access token using SHA-1 and truncating the hash to
96 bits (retaining the left nost bits).

access token length: Length of the access token field in octets.
QAut h does not inpose any limtation on the I ength of the access
token but since PCP nessages cannot exceed 1100 octets (Section 7
of [RFC6887]), access token length needs to be restricted to fit
wi t hi n the nmaxi mum PCP nessage size. The access token is defined
in section 1.4 of [RFC6749]. TBD : what is the recomrended/
maxi mum t oken length for PCP. W need a discussion of this
maxi mum | ength and anal ysis of what that neans

Reserved3: set to O by sender and ignored by the receiver

access token: The access token issued by the authorization server.
Option Name: ACCESS TOKEN

Nunmber: TBA in the nandatory-to-process range (| ANA)

Purpose: This option conveys the token granted by the authorization
server for third party authorization

Valid for Opcodes: MAP, PEER

May appear in : request. May appear in response only if it appeared
in the associ ated request.

Maxi mum occurrences : 1
5.2. Cenerating the ACCESS TOKEN option

The mechani smused by an QAuth client to obtain a token fromthe
QAut h authorization server is outside the scope of this docunent.

The QAuth client could obtain the token via in-band signaling or an
excl usi ve out-of-band protocol. This specification uses the token
type Handl e described in [RFC6819]. A handle token is a reference to
sone internal data structure within the QAuth authorization server
the internal data structure contains the attributes of the token such
as all owed PCP Opcode or PCP Option, etc. The PCP client, after
receiving the access token fromthe QAuth authorization server
generates the ACCESS TOKEN option which is included in the PCP
request to the PCP server
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5.3. PCP server processing ACCESS_TOKEN option
A PCP server perforns processing in the order described bel ow

When a PCP server receives a PCP request with an ACCESS TOKEN option
it will verify that the access token is valid. To address replay
attacks, the PCP server MJST performthe follow ng check :

When a PCP request with an ACCESS TOKEN Option is received, the
received tinestanp (TSnew in the Tinestanp field) is checked and the
cryptographic token is accepted if the tinmestanp is recent enough to
the reception time of the PCP request, RDnew :

Lifetime + Delta > abs(RDnew - TSnew)

The RECOMMENDED val ue for the allowed Delta is 5 seconds. |f the
timestanp is NOT within the boundaries then discard the PCP request
wi t h AUTHORI ZATI ON- FAI LED error response defined in
[I-D.ietf-pcp-authentication].

After the validation described above, the PCP server conmmuni cates
with the authorization server in order to validate the token and
obtai n token-bound data. The nechani smfor comunication is outside
the scope of this document. The PCP server nakes a request to the
aut hori zation server to validate the token but produces no other data
with the request. |If the token is successfully validated, the

aut hori zation server just returns the token bound authorization data
in the response. The PCP server then matches this authorization data
with what is requested in the PCP request sent by the PCP client. |[If
the aut horization sets match, the PCP server honors the PCP request
made by the PCP client.

If the token is invalid or the request exceeds what is authorized by
the token then the PCP server generates an AUTHORI ZATI ON- FAI LED error
response. An exanple might be that an QAuth authorization server
permits creating 5 mappings, and the PCP request nade by the client
is trying to create a 6th napping.

Handl e token type was selected for the foll owi ng reasons

1. The Authorization Server can informthe PCP server to revoke the
access token after the call is termnated. This mechani sm
ensures that even if the PCP client does not close the dynanic
mappi ng created, the PCP server based on the revocation
notification fromthe Authorization Server can close the dynamc

mappi ng.
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2. A PCP-controlled Firewall with restrictive policies may al so want
to validate with the Authorization Server if the selected
candidate pairs in the final offer/answer match the 5-tuple {dest
addr, source addr, protocol, dest port, source port} sessions
traversing the Firewall. This validation ensures that the PCP
client is using the token only to send and receive the nmedia
streans finalized in the call to the renote peer. Thus the PCP
server can make sure that the token cannot be used for anything
el se.

3. If PCP authentication [I-D.ietf-pcp-authentication] is used then
the PCP server nmay also validate with the authorization server if
the access token is issued and used by the sane user or not.

Anot her approach, not discussed in this docunent, is a self-contained
token where all the information necessary to authenticate the
validity of the token is contained within the token itself. This
approach has the benefit of avoiding a protocol between the PCP
server and the QAuth authentication server for token validation, thus
reduci ng latency. However, this approach has the drawback of needing
a |l arge PCP packet to accommpdate the token and requiring the

aut hori zation server to generate its nessage integrity over exactly
the PCP fields, in the sane order, that will be sent by the PCP
client. Because PCP nessages are limted to 1100 octets, using the
handl e approach is nore flexible and the trade-off for additiona

| atency is reasonable. The other disadvantages of self-contained
tokens, such as difficulties with revocation etc., are discussed

i n[ RFC6819] .

5.4. Processing the PCP response

Upon receiving a PCP response, the PCP client perforns the nornal
processing described in Section 8.3 of [RFC6887]. |If the PCP
response was SUCCESS (0), the PCP server has deternined that the
token is valid. |If the PCP response was AUTHORI ZATI ON- FAI LED, it

i ndi cates that the token could be invalid, expired or the PCP request
exceeded what is authorized by the token

6. PCP Server and Proxy behavi or

The ACCESS TOKEN option is nmandatory-to-process (its nost significant
bit is clear). Thus, per existing behavior described in [ RFC6887], a
PCP server receiving this option MJST return the error

MALFORMED OPTION if the option contents are nal forned, or
UNSUPP_OPTION if the option is unrecognized, uninplenented, or
disabled, or if the client is not authorized to use the option
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7

A PCP Proxy MJST follow the rules nmentioned in section of 7 of
[I-D.ietf-pcp-proxy] when the processing the ACCESS TOKEN option

Usage with PCP Aut hentication nmechani sm

The followi ng steps MUST be foll owed when PCP third party
aut hori zation is used with PCP authentication nechani sm

0 PCP client MIST send the access token after successful EAP
aut hentication. This provides integrity protection for
ACCESS_TOKEN opti on

o |If PCP Auth session lifetime expires before the authorization
token expires and the PCP client, PCP server fail to trigger re-
aut henti cation then dynam ¢ mappi ngs created because of third
party authorizati on MIST be del et ed.

Security Considerations

Security considerations discussed in [ RFC6887] and PCP aut henti cation
[I-D.ietf-pcp-authentication] are to be taken into account. [If |eft
unprotected the Authorization server could present a neans for an
attacker to poll a series of possible token values, fishing for a
valid token. Therefore, the Authorization Server SHOULD i ssue
special credentials to PCP server to access it and the comunication
bet ween PCP server and Authorization server MJST be protected using
TLS.

A PCP server will delete explicit dynam c nmappings after the lifetine
of the cryptographic token expires. The PCP client nust obtain a new
crypt ographi c token fromthe authorization server before the current
token becones invalid or expires. The PCP client nust propagate the
new crypt ographic token to the PCP server to refresh lifetinme of

mappi ngs before the current token becones invalid or expires. The
PCP server in addition to tinestanp checking can also maintain a
cache of used kid as an effective counternmeasure agai nst replay

att acks.

Di scussion: If the additional |atency needs to be avoided and it is
perm ssible to create a PCP napping briefly for PCP clients, an

i mpl ementation could create PCP nmappings while the token is being
val i dated. The PCP server could create a nmapping i nmedi ately, send a
PCP response and in parallel start verification of the token. If the
verification request times out or returns a failure response, the PCP
mappi ng can be destroyed and a PCP mappi ng update is sent to the PCP
client. The PCP server while waiting for the validation response to
arrive from Authorization server can either drop or buffer the
traffic matching the nmappi ng creat ed.
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9.

10.

11.

11.

| ANA Consi der ati ons

We request | ANA register the PCP option ACCESS TOKEN and the result
code AUTHORI ZATI ON_REQUI RED in [pcp-registry].
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