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Abst ract

Thi s docunment proposes the use of QAuth to obtain and validate
epheneral tokens that can be used for TURN authentication. The usage
of epheneral tokens ensure that access to a TURN server can be
controlled even if the tokens are conpronmi sed, as is the case in
WebRTC where TURN credentials nust be specified in Javascript.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 21, 2014.
Copyright Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Traversal Using Relay NAT (TURN) TURN [ RFC5766] is a protocol that is
often used to inprove the connectivity of P2P applications. By

provi ding a cl oud-based relay service, TURN ensures that a connection
can be established even when one or both sides is incapable of a

di rect P2P connection. However, as a relay service, it inposes a
nontrivial cost on the service provider. Therefore, access to a TURN
service is al nost al ways access-control |l ed.

TURN provi des a nechanismto control access via "long-term usernane/
password credentials that are provided as part of the TURN protocol

It is expected that these credentials will be kept secret; if the
credentials are discovered, the TURN server could be used by

unaut hori zed users or applications. However, in web applications,
ensuring this secrecy is typically inmpossible. To address this
probl em and the ones described in [I-D.ietf-tram auth-problens], this
docunent proposes the use of third party authorization using QAuth
for TURN
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To achieve third party authorization, a resource owner e.g. WDbRTC
server, authorizes a TURN client to access resources on the TURN
server.

Using QAuth, a client obtains an epheneral token from an

aut hori zation server e.g. WDbRTC server, and the token is presented
to the TURN server instead of the traditional mechani smof presenting
user nane/ password credentials. The TURN server validates the
authenticity of the token and provides required services.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

0 WebRTC Server: A web server that supports WbRTC
[I-Dietf-rtcweb-overview.

0 Access Token: QAuth 2.0 access token

o mac_key: The session key generated by the authorization server
Note that the lifetinme of the session key is equal to the lifetine
of the access token

0 kid: An ephemeral and unique key identifier. The kid also allows
the resource server to select the appropriate keying material for
decrypti on.

3. Solution Overview

This specification uses the token type 'Assertion’ (aka self-
cont ai ned token) described in [ RFC6819] where all the information
necessary to authenticate the validity of the token is contained
within the token itself. This approach has the benefit of avoiding a
protocol between the TURN server and the authorization server for
token validation, thus reducing | atency. The exact nechani sm used by
a client to obtain a token fromthe QAuth authorization server is

out side the scope of this docunent. For exanple, a client could nmake
an HTTP request to an authorization server to obtain a token that can
be used to avail TURN services. The TURN token is returned in JSON
along with other QAuth Paraneters |ike token type, nac_key, kid,
token lifetime etc. The client is oblivious to the content of the
token. The token is enbedded within a TURN request sent to the TURN
server. Once the TURN server has determned the token is valid, TURN
services are offered for a determ ned period of tine.
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Figure 1: TURN Third Party Authorization

Note : An inplenentation may choose to contact the WbRTC server to
obtain a token even before it nakes an allocate request, if it knows
the server details before hand. For exanple, once a client has

|l earnt that a TURN server supports Third Party authorization froma
WebRTC server, the client can obtain the token before making
subsequent all ocate requests.

For exanple, the client |earns the TURN server nane
"turnl@xanpl e. cont’ from TH RD- PARTY- AUTHORI ZATI ON attri bute val ue
and nakes the followi ng HTTP request for the access token using
transport-layer security (with extra |ine breaks for display purposes

only):
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POST / o/ oaut h2/token HTTP/ 1.1

Audi ence: turnl@xanpl e.com

Cont ent - Type: application/x-wwform url encoded
ti mest anp=1361471629

grant _type=inplicit

Fi gure 2: Request

If the client is authorized then the authorization server issues an
access token. An exanple of successful response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control : no-store

{

"access_token":
" U2FsdGVk X18gJK/ kkWhRenf Hgl r VTISpS6y U32k mHnOr f Gyl 3nllgQ 1j RPsr OuBb
Hct uycAgsf RX7nJW2Bduk Gy KMXSi NGNnBzi gk Aof P6+Z3vkJ1Q6pWbf SRr oOkVBNn"
"token_type":"mc",
"expires_in": 1800,
"kid":"22Blj xW93h/ | gwEb",
"mac_key":"v51N620VB5ky M/f TI 080"

Fi gure 3: Response

Access token and other attributes issued by the authorization server
are explained in Section 6. 2.

4. (Obtaining a Token Using QAuth

A TURN client should know the authentication capability of the TURN
server before deciding to use third party authorization with it. A
TURN client initially nmakes a request w thout any authorization. |If
the TURN server supports or mandates third party authorization, it
will return an error nessage indicating support for third party

aut hori zation. The TURN server includes an ERROR-CODE attribute with
a value of 401 (Unauthorized), a nonce value in a NONCE attribute and
a SOFTWARE attribute that gives information about the TURN server’s
software. The TURN servers al so includes additional STUN attribute
THI RD- PARTY- AUTHORI ZATI ON signaling the TURN client that the TURN
server supports third party authorization
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The foll owi ng mappi ng of QAuth concepts to WbRTC i s used

e e e e e e e e o e e e e e e e e e e m o +
[ QAut h [ WebRTC [
+ + +
| Cient | WebRTC client [
T e +
| Resource owner | WebRTC server |
e e e e e e e e o e e e e e e e e e e m o +
| Authorization server | Authorization server [
O S +
| Resource server | TURN Server [
T e +

Figure 4: QAuth term nol ogy mapped to WeDbRTC t erm nol ogy

Using the QAuth 2.0 authorization framework, a WbRTC client (third-
party application) obtains linited access to a TURN (resource server)
on behal f of the WbRTC server (resource owner or authorization
server). The WDbRTC client requests access to resources controlled
by the resource owner (WbRTC server) and hosted by the resource
server (TURN server). The WDbRTC client obtains access token,
lifetinme, session key (in the mac_key paraneter) and key id (kid).
The TURN client conveys the access token and other QAuth parameters

| earnt fromthe authorization server to the resource server (TURN
server). The TURN server obtains the session key fromthe access
token. The TURN server validates the token, conputes the nessage
integrity of the request and takes appropriate action i.e pernmits the
TURN client to create allocations. This is shown in an abstract way
in Figure 5.
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Figure 5: Interactions

QAuth in [ RFC6749] defines four grant types. This specification uses
the QAuth grant type "Inplicit" explained in section 1.3.2 of

[ RFC6749] where the WbRTC client is issued an access token directly.
The scope of the access token explained in section 3.3 of [ RFC6749]
MJUST be TURN.

4.1. Key Establishnent

The TURN and aut hori zation servers MJST establish a symmetric key
(K), using an out of band mechanism Symmetric key MJST be chosen to
ensure that the size of encrypted token is not |arge because usage of
asymmetric keys will result in large encrypted tokens which may not
fit into a single STUN nessage. The AS-RS, AUTH keys will be derived
fromK AS-RS key is used for encrypting the self-contained token
and nessage integrity of the encrypted token is cal culated using the
AUTH key. The TURN and aut hori zation servers MJST establish the
symretric key over an authenticated secure channel. The

est abli shnent of symretric key is outside the scope of this
specification. For exanple, inplenentations could use one of the
foll owi ng nmechanisnms in to establish a symmetric key.
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4.

4.

1.1. DSKPP
The two servers could choose to use Dynamic Symmetric Key
Provi si oni ng Protocol (DSKPP) [RFC6063] to establish a symetric key
(K). The encryption and MAC algorithns will be negotiated using the
KeyProvd ientHell o, KeyProvServerHell o nessages. A unique key
identifier (referred to as KeylD) for the symetric key is generated
by the DSKPP server (i.e. Authorization server) and signalled to the
DSKPP client (i.e TURN server) which is equivalent to the kid defined
in this specification. The AS-RS, AUTH keys woul d be derived from
the synmetric key using (HVAC)-based key derivation function (HKDF)
[ RFC5869] and the default hash function is SHA-256. For example if
the input symretric key (K) is 32 octets length, encryption algorithm
is AES 128 CBC and HMAC al gorithmis HVAC SHA-256-128 then the
secondary keys AS-RS, AUTH are generated fromthe input key K as
fol l ows
1. HKDF-Extract(zero, K) -> PRK
2. HKDF- Expand(PRK, zero, 16) -> AS-RS key
3. HKDF- Expand(PRK, zero, 32) -> AUTH key
1.2. HITP interactions

The two servers could choose to use REST APl to establish a symetric
key. To retrieve a new symetric key, the TURN server makes an HITP
GET request to the authorization server, specifying TURN as the
service to allocate the symmetric keys for, and specifying the nanme
of the TURN server. The response is returned with content-type
"application/json", and consists of a JSON object containing the
symretric key.
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Request

service - specifies the desired service (turn)
nane -  TURN server nane be associated with the key

exanpl e: CET /?servi ce=t ur n&nane=t ur n1@xanpl e. com

Response

key - Long-term key (K)

ttl - the duration for which the key is valid, in seconds.
exanpl e:
{
"key" :
" ESI zRFVnd4i ZABEi MORVZgKn6W LaTC1FXAghRWTzkBGNaaN496523W | SKer Li "
"ttl" : 86400,
"kid" :"22BIjxU93h/ | gwEb"
}

The AS-RS, AUTH keys are derived from K using HKDF as di scussed in
Section 4.1.1. Authorization server nust al so signal a uni que key
identifier (kid) to the TURN server which will be used to select the
appropriate keying material for decryption. The default encryption
algorithmto encrypt the sel f-contained token could be Advanced
Encryption Standard (AES) in Ci pher Bl ock Chaining (CBC) node
(AES_128_CBC). The default HVAC algorithmto calculate the integrity
of the token could be HVAC SHA-256-128. In this case AS-RS key

| ength nust be 128-bit, AUTH key | ength nmust be 256-bit (section 2.6
of [ RFC4868]).

4.1.3. WManual provisioning
TURN and aut horization servers could be manually configured with a
symretric key (K) and kid. The default encryption and HVAC
al gorithnms could be AES 256_CBC, HVAC- SHA- 256- 128
Note : The mechani sns specified in Section 4.1.2 Section 4.1.3 are

easy to inplenent and deploy conpared to DSKPP but | ack encryption
and HVAC algorithmagility.
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5. Form ng a Request

When a TURN server responds that third party authorization is
required, a TURN client re-attenpts the request, this tine including
access token and kid val ues in ACCESS- TOKEN and USERNAME STUN
attributes. The TURN client includes a MESSAGE-| NTECGRI TY attribute
as the last attribute in the message over the contents of the TURN
message. The HMAC for the MESSAGE-I NTEGRITY attribute is conputed as
described in section 15.4 of [RFC5389] where the mac_key is used as
the input key for the HVAC conputation. The TURN client and server
will use the mac_key to conpute the nessage integrity and doesn't
have to perform MD5 hash on the credenti al s.

6. STUN Attributes

The following new STUN attributes are introduced by this
specification to acconplish third party authorization

6.1. TH RD- PARTY- AUTHORI ZATI ON

This attribute is used by the TURN server to informthe client that
it supports third party authorization. This attribute value contains
the TURN server name. The TURN server may have tie-up with nmultiple
aut hori zation servers and vice versa, so the client MJST provide the
TURN server nanme to the authorization server so that it can sel ect
the appropriate keying material to generate the self-contained token
The THI RD- PARTY- AUTHORI ZATI ON attri bute is a conprehensi on-optiona
attribute (see Section 15 from [ RFC5389]).

6.2. ACCESS- TGKEN

The access token is issued by the authorization server. QAuth does
not inpose any limtation on the |length of the access token but if
path MIU i s unknown then STUN nessages over |Pv4 would need to be

| ess than 548 bytes (Section 7.1 of [RFC5389]), access token length
needs to be restricted to fit within the maxi mum STUN nessage si ze.
Note that the self-contained token is opaque to the client and it
MUST NOT examine the ticket. The ACCESS-TOKEN attribute is a

conpr ehensi on-optional attribute (see Section 15 from [ RFC5389]).

The token is structured as foll ows:
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struct {
opaque {
ushort key_Il engt h;
opaque mac_key[ key | engt h];
opaque tinestanp[8];
| ong lifetinme,;
} encrypted_bl ock;
opaque mac[ mac_| engt h];
} token;

Figure 6: Self-contained token fornat
The fields are described bel ow

key length: Length of the session key. Key length of 160-bits MJST
be supported (i.e only 160-bit key is used by HVAC-SHA-1 for
message integrity of STUN nessage). The key length facilitates
the hash agility plan discussed in section 16.3 of [RFC5389].

mac_key: The session key generated by the authorization server.

Ti mestanp: 64-bit unsigned integer field containing a tinestanp.
The val ue indicates the tine since January 1, 1970, 00: 00 UTC, by
using a fixed point format. |In this format, the integer nunber of
seconds is contained in the first 48 bits of the field, and the
remaining 16 bits indicate the nunber of 1/64K fractions of a
second (Native format - Unix).

Lifetime: The lifetime of the access token, in seconds. For
exanpl e, the value 3600 indicates one hour. The Lifetinme val ue
SHOULD be equal to the "expires_in" paranmeter defined in section
4.2.2 of [RFC6749].

mac: The Hashed Message Aut hentication Code (HVAC) is cal cul ated
with AUTH key over the encrypted portion of the token and the TURN
server name (N) conveyed in the TH RD PARTY- AUTHORI ZATI ON r esponse
Encryption is applied before authentication on the sender side
and conversely on the receiver side. The length of the nac field
is known to the TURN and aut hori zation server based on the
negoti ated MAC al gorithm

For exanple the encryption process can be illustrated as foll ows.
Here C, N denote the ciphertext and TURN server nane.

0 C = AES 128 CBC(AS-RS, encrypted_bl ock)

0 mac = HVAC SHA-256-128(AUTH, C| | N)
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The token MUST be encoded as defined in Section 4 of [RFC4648] and
then encrypted using the synmetric | ong-term key established between
the resource server and the authorization server, as shown in

Figure 5 as AS-RS key. HVAC is conputed using the encrypted portion
of the token and TURN server name to ensure that the client does not
use the sane token to gain illegal access to other TURN servers
provided by the sanme administrative domain. This attack is possible
when multiple TURN servers in a single administrative domain share
the sanme synmetric key with the authorization server. Since the
access token is valid for a specific period of tinme the resource
server MJST cache it so that it need not to be provided in every
request within an existing allocation. The access token can be re-
used for multiple Allocate requests to the same TURN server

The TURN client MJST include the ACCESS- TOKEN attribute only in
Al'l ocate and Refresh requests.

7. Receiving a request with ACCESS- TOKEN attri bute

The TURN server, on receiving a request with ACCESS- TOKEN attri bute,
perfornms checks listed in section 10.2.2 of [RFC5389] in addition to
the following steps to verify that the access token is valid:

0 TURN server selects the keying material based on kid signalled in
the USERNAME attri bute.

o It perforns the verification of the token nmessage integrity by
cal cul ating HVAC over the encrypted portion in the sel f-contained
token and TURN server nane using AUTH key and if the resulting
val ue does not match the nmac field in the self-contained token
then it rejects the request with an error response 401
(Unaut hori zed).

0 TURN server obtains the mac_key by retrieving the content of the
access token (which requires decryption of the self-contained
t oken using the AS-RS key).

o The TURN server verifies that no replay took place by performng
the foll ow ng check:

* The access token is accepted if the tinestanp field (TS) in the
sel f-contained token is recent enough to the reception tinme of
the TURN request (RDnew) using the following fornula: Lifetinme
+ Delta > abs(RDnew - TS). The RECOMMENDED val ue for the
allowed Delta is 5 seconds. If the timestanp is NOT within the
boundari es then the TURN server discards the request with error
response 401 (Unauthori zed).
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10.

o0 The TURN server uses the mac_key to compute the nessage integrity
over the request and if the resulting value does not nmatch the
contents of the MESSACE-INTEGRITY attribute then it rejects the
request with an error response 401 (Unauthori zed).

o If all the checks pass, the TURN server continues to process the
request. Any response generated by the server MJST include the
MESSAGE- | NTECGRI TY attribute, conputed using the mac_key.

The lifetinme provided by the TURN server in the Allocate and Refresh
responses MJST be less than or equal to the lifetime of the token

Changes to TURN d i ent

0 A TURN response is discarded by the client if the val ue conputed
for message integrity using nac_key does not match the contents of
t he MESSAGE- | NTEGRI TY attri bute.

o |If the access token expires then the client MJST obtain a new
token fromthe authorization server and use it for new
allocations. The client MJST al so use the new token to refresh
existing allocations. This way client has to maintain only one
token per TURN server.

Security Considerations

When QAuth is used the interaction between the client and the

aut hori zati on server requires Transport Layer Security (TLS) with a
ciphersuite offering confidentiality protection. The session key
MUST NOT be transnitted in clear since this would conpletely destroy
the security benefits of the proposed schene. |[If an attacker tries
to replay nmessage with ACCESS- TOKEN attribute then the server can
detect that the transaction ID as used for an old request and thus
prevent the replay attack.

Security considerations discussed in [I-D.ietf-oauth-v2-http-mac] and
[ RFC5766] are to be taken into account.

| ANA Consi der ations

I ANA is requested to add the following attributes to the STUN
attribute registry [iana-stun],

o THI RD- PARTY- AUTHORI ZATI ON

0 ACCESS- TCKEN
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