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Abst ract

This specification defines a set of requirenents and facilities
designed to inprove enmail privacy. This provides nmechanisns intended
to increase use of already depl oyed Transport Layer Security (TLS)
technol ogy, provide a nodel for nail user agents privacy assurance,
and enable mail service providers to advertise inproved TLS privacy
facilities.
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Copyright Notice
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include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Software that provides enmail service via Internet Message Access
Protocol (IMAP) [RFC3501], Post Ofice Protocol (POP) [RFC1939]

and/ or Sinple Mail Transfer Protocol (SMIP) [ RFC5321] usually has
Transport Layer Security (TLS) [RFC5246] support but often does not
use it in a way that maxinizes end-user privacy. This specification
proposes changes to emnil software and depl oynents intended to

i ncrease the use of TLS and record when that use occurs.

In brief, this neno now reconmends that:

0o MJAs associate a privacy assurance level with each mail account,
and the default privacy level requires use of TLS with certificate
validation for all TCP connections;

0 TLS on a well-known port ("Inplicit TLS') be supported for | MAP,
POP, and SMIP Submi ssion [ RFC6409] for all electronic mail user
agents (MJAs), servers, and service providers;

0 MJAs and mail protocol servers cooperate (via mechani sns defined
in this specification) to upgrade security/privacy feature use and
record/indicate that usage appropriately.

| mproved use of TLS with SMIP for nessage relaying is described in a
separate docunent [I-D.ietf-dane-smntp-wth-dane].

The recomendations in this neno do not replace the functionality of,
and are not intended as a substitute for, end-to-end encryption of
electronic mail.

This draft is subject to change. |Inplenentation of this proposal is
not recomrended at this tinme. Please discuss this proposal on the
ietf-uta mailing list.

Conventions and Termi nol ogy Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

This specification expresses syntax using the Augnented Backus- Naur
Form ( ABNF) as described in [ RFC5234], including the core rules in
Appendi x B and rules from [ RFC5322].

In exanples, "C:" and "S:" indicate lines sent by the client and
server respectively. If asingle "C" or "S:" label applies to
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multiple lines, then the line breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.

3. Ml Account Privacy Assurance Leve

The configuration necessary for a mail account includes an emil
address, connection information and authentication credentials for at
| east one nail access server (I MAP or POP) and at |east one SMIP
submi ssion server. A nmail user agent (MJA) typically supports one or
nore mail account configurations. MJAs conpliant with this

speci ficati on MIST associate a privacy assurance |level with each mail
account. MJAs MJST inpl enent a high privacy |level as described in
the next section.

MJUAs SHOULD continuously indicate to the user the privacy for an
account’s connections (e.g., via a lock icon, background col ors and
indications simlar to those commonly used in web browsers for this
purpose). Note that this could be higher than the |evel set at
account configuration but never lower. If nultiple active
connections are associated with an account or view, the indication
shoul d match the privacy |evel provided by the |least private
connecti on.

Account configuration occurs when an MJA is first used to access a
particul ar service, when a user wi shes to access or subnmt mail
through servers in addition to those specified or found during first
use, or when a user explicitly requests to change account
configuration paraneters such as server nanes, user nanes, passwords
client certificates, etc. Account configuration can be entirely
manual (entering server names explicitly) or partially automated via
a mechani sm such as DNS SRV records [RFC6186]. MJAs SHOULD use the
hi gh privacy assurance |evel as the default for newy configured
accounts.

3.1. High Privacy Assurance

A mai|l account has a high privacy assurance when the foll ow ng
conditions are met on all TCP server connections associated with an
account. This includes connections to POP, | MAP and SMIP submi ssion
servers as well as any other associated protocols defined now or in
the future. Exanples of protocols associated with a nmail account

i ncl ude managesi eve [ RFC5804] and MIQP [ RFC3887].

0 TCP connections MJST attenpt to negotiate TLS via either Inplicit
TLS Section 4 or STARTTLS
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0 MJAs MUST inplenment [I-D. nelnikov-email-tls-certs] and PKI X
[ RFC5280] .

o MJAs MAY inpl ement DANE [ RFC6698] .

0 User agents MJST abort a TLS session if the TLS negotiation fails
or the server’s certificate or identity fails to verify. A user
may reconfigure the account to | ower the expected |level of privacy
i f he/she chooses. Reduction of expected account privacy MJST NOT
be done on a click-through basis.

The end user is part of the systemthat protects the user’s privacy
and security. As aresult, it's critical not to present the end user
with a sinple action that reduces their privacy in response to
certificate validation failure. An MJA which offers a user actions
such as "connect anyway", "trust certificate for future connections"
or "lower privacy assurance for this account” in response to
certificate validation failure is not providing a high privacy
assurance as defined in this section and thus does not conply with
this docunment. Exanples of acceptable actions to offer would be
"work offline", "try again later"”, and "open service provider status
web page".

3.2. Certificate Pinning

MJUAs MAY inplement certificate pinning as part of account setup, but
MUST NOT offer this as an option in response to a failed certificate
validation for an existing account. Certificate pinning occurs when
the user agent saves a server certificate with the account settings
and trusts that certificate for subsequent connections to that
server. An MJA that allows certificate pinning MIST NOT allow a
certificate pinned for one account to validate connections for other
accounts.

A pinned certificate is subject to a nan-in-the-niddle attack at
account setup tinme, and |lacks a nmechanismto revoke or securely
refresh the certificate. Therefore use of a pinned certificate does
not provide a high privacy assurance and an MJA MJUST NOT indicate a
hi gh privacy | evel for an account or connection using a pinned
certificate.

3.3. Low Privacy Assurance

MJUAs MAY inplement a | ow privacy assurance |level for accounts. At
this level, the MJA MIST attenpt to negotiate TLS, but MAY ignore
server certificate validation failures. MJAs MAY support use of
connections without TLS, but if they do they SHOULD attenpt TLS first
i f avail able and MJUST i npl ement code to reconnect without TLS if TLS
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negotiation fails for reasons other than certificate validity.

Note that if the TLS certificate is not successfully validated as
described in Section 3.1 or a version of SSL/TLS prior to TLS 1.0 is
used, the client MJST NOT present a high privacy indication for the
account or connection.

3.4. Oher Privacy Assurance Levels

This specification is not intended to limt experinentation and

i nnovation with respect to user privacy. As a result nore privacy
assurance levels are permtted. However, |levels below the "Il ow
privacy assurance" described in the previous section are discouraged
and inpl enenters are cautioned that end users may be confused by too
many privacy | evels.

4. Inplicit TLS

Previ ous standards for use of email protocols with TLS used the
STARTTLS nechani sm [ RFC2595], [ RFC3207], and [ RFC3501]. Wth
STARTTLS, the client establishes a clear text application session and
determ nes whether to issue a STARTTLS comuand based on server
capabilities and client configuration. |If the client issues a
STARTTLS command, a TLS handshake follows that can upgrade the
connection. Wile this mechani sm has depl oyed, an alternate
mechani sm where TLS i s negotiated i medi ately at connection start on
a separate port (referred to in this docunent as "Inplicit TLS") has
depl oyed nore successfully. To increase use of TLS, this
specification recormends use of inplicit TLS by new POP, | MAP and
SMIP Subni ssi on sof t ware.

4.1. Inplicit TLS for POP

When a TCP connection is established for the "pop3s" service (default
port 995), a TLS handshake begins inmediately. dients MJST

i npl ement the certificate validation mechani sm described in

[1-D. el ni kov-email-tls-certs]. Once the TLS session is established,
POP3 [ RFC1939] protocol messages are exchanged as TLS application
data for the remai nder of the TCP connection. After the server sends
a +OK greeting, the server and client MJST enter AUTHORI ZATI ON st at e,
even if client credentials were supplied during the TLS handshake.

See Section 9.1.1 for additional information on client certificate
aut hentication. See Section 11.3 for port registration infornmation.
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Implicit TLS for | MAP

When a TCP connection is established for the "imaps" service (default
port 993), a TLS handshake begins i mediately. dients MJST

i mpl ement the certificate validation nechani smdescribed in [ RFC3501]
and SHOULD i npl ement the certificate validation nmechani sm described
in [1-D. nelnikov-email-tls-certs]. Once the TLS session is

est abli shed, | MAP [ RFC3501] protocol messages are exchanged as TLS
application data for the remainder of the TCP connection. |If client
credentials were provided during the TLS handshake that the server
finds acceptable, the server MAY issue a PREAUTH greeting in which
case both the server and client enter AUTHENTI CATED state. |If the
server issues an OK greeting then both server and client enter NOT
AUTHENTI CATED st at e.

See Section 9.1.1 for additional information on client certificate
aut hentication. See Section 11.4 for port registration infornation.

Implicit TLS for SMIP Subni ssi on

When a TCP connection is established for the "subm ssions" service
(default port 465), a TLS handshake begins immediately. dients MJST
i npl ement the certificate validation nmechani smdescribed in

[1-D. mel nikov-email-tls-certs]. Once a TLS session is established,
nmessage subni ssion protocol data [ RFC6409] is exchanged as TLS
application data for the renai nder of the TCP connection. (Note: the
"submi ssions" service nane is defined in section 10.3 of this
docunent, and follows the usual convention that the nane of a service
| ayered on top of Inplicit TLS consists of the nane of the service as
used without TLS, with an "s" appended.)

Note that the subm ssions port provides access to a Mail Submi ssion
Agent (MSA) as defined in [ RFC6409] so requirements and
recomendations for MSAs in that docunent apply to the subnmi ssions
port, including the requirenent to inplenment SMIP AUTH [ RFC4954].

See Section 9.1.1 for additional information on client certificate
aut hentication. See Section 11.5 for port registration infornmation.

Inmplicit TLS Connection Closure for POP, | MAP and SMIP

Wien a client or server wi shes to close the connection, it SHOULD
initiate the exchange of TLS close alerts before TCP connection
term nation. The client MAY, after sending a TLS close alert,
gracefully close the TCP connection w thout waiting for a TLS
response fromthe server
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5. Email Security Upgrading Using Security Latches

Once an inproved enmail security or privacy nechanismis depl oyed and
ready for general use, it is desirable to continue using it for al
future email service. For exanple, TLS is w dely deployed in enail
software, but use of TLS is often not required. At the tine this is
witten, deployed mail user agents (MJAs) [RFC5598] usually make a
determnation if TLS is avail able when an account is first configured
and may require use of TLS with that account if and only if it was

initially available. [|f the service provider nmakes TLS avail abl e
after initial client configuration, many MJAs will not notice the
change.

Alternatively, a security feature may be purely opportunistic and

t hus subject to downgrade attacks. For exanmple, at the tine this was
witten, nost TLS stacks that support TLS 1.2 will fallback to TLS
1.0 without alerting the client of the reduced security. Thus a
variety of active attacks could cause the loss of TLS 1.2 benefits.
Only if client policy is upgraded to require TLS 1.2 can the client
prevent all downgrade attacks. However, this sort of security policy
upgrade will be ignored by nost users unless it is automated.

This section describes a mechanism called "security |atches", which
is designed to pernit an MJA to recogni ze when a service provider has
conmitted to provide certain server security features, and that it's
safe for the client to change its configuration for that account to
require that such features be present in future sessions with that
server. Wen an MJA inplenents both privacy assurance |evels and
security latches, then both the end-user and the service provider

i ndependently have the ability to inprove the end-user’s privacy.

Note that security latches are a mechanismsimlar to HTTP Strict
Transport Security (HSTS) [RFC6797] but are extensible.

5.1. Email Security Tags

Each security latch is given a name known as an email security tag.
An email security tag is a short al phanuneric token that represents a
security facility that can be used by an | MAP, POP or SMIP Submi ssi on
session. Wen a server advertises a security tag it is nmaking a
commitnent to support that security facility indefinitely and
recomendi ng that the client save that security tag with the account
configuration and require that security feature for future
connections to that server. \When a security tag is saved by the
client in this way, it is then considered |latched. For the "tlsl10"
and/or "tlsl2" tags, the client SHOULD refuse to connect to the
server unless the appropriate |evel of TLS is successfully
negotiated. |If these tags are still advertised by the server after
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negotiation, the client SHOULD | atch these tags. Oher security tags
are latched if they are advertised by the server, TLS is active and
the client successfully authenticates the server with the TLS
session. Once a security tag is latched, all subsequent connections
to that host require that security feature. For this privacy
protection to work as desired clients MJST NOT offer a click-through-
t o-connect action when unable to achi eve connection security matching
the | atched security tags.

An identifier for a security tag has the follow ng fornmal syntax:
security-tag = ALPHA *63(ALPHA/ DT/ "-" [ " ")
5.2. Initial Set of Email Security Tags

This section describes an initial set of email security tags. The

| ANA Considerations Section 11 defines a registry so that nore tags
can be defined in the future. The initial set of tags are defined in
Section 11.2 and include tls10, tlsl12, tls-cert and tls-dane-tlsa.

5. 3. Server DEEP St at us

Servers supporting this extension MJST advertise a DEEP status. This
status includes a list of security-tags the server adm nistrator has
explicitly configured as recommended for use by end-users (the |ist
MAY be enpty), an optional https Uniform Resource Locator (URL)

[ RFC2818] that the client can save and subsequently resolve for the
user in the event of a security connection problem and the DEEP
status can be extended by future updates to this specification. DEEP
status has the follow ng formal syntax:

EXTCHAR = 0x20-21 / 0x23-2E / 0x30-3B / 0x3D-40
/ 0x5B-60 / 0x7B-7E
; printable characters excluding " \ < and ALPHA

deep- ext end EXTCHAR * (EXTCHAR / ALPHA / "<"

; clients MUST ignore, for future extensibility

deep-status [ deep-tag *(SP deep-tag)]

deep-tag deep-https / security-tag / deep-extend
deep- htt ps = "<" <URI from RFC 3986 with https schene> ">"
The syntax for a Uniform Resource Identifier (URI) is defined in

[ RFC3986]. Protocol extensions to advertise DEEP status are defined
in Section 7.
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If the client successfully negotiates TLS and authenticates the
server (e.g., via tls-cert, tls-dane-tlsa or SCRAM SHAl-PLUS with
channel bindings [ RFC5802]), then the client SHOULD record the
server’'s DEEP status information in the account configuration wth
the server’s hostnane. Qherwi se, the client SHOULD i gnore the
server-provi ded DEEP status except for the "tls10" and "tlsl12"
security tags

5.4. Email Security Tag Latch Failures

When a security tag latch has been set for connections froma client
to a server and the property identified by that tag is no | onger

avail able, this results in a connection failure. An MJA SHOULD
informthe user of a potential threat to their privacy and offer to
resol ve a previously-recorded DEEP status https URL if one is
avai l able. An MJA m ght suggest del eting the account and re-creating
it as a cunbersonme nechanismto reset the |atches. MJAs are

di scouraged fromoffering a |lightweight option to reset or ignore

| atches as this defeats the privacy benefit they provide to end
users.

6. Recording TLS Cipher Suite in Received Header

The ESMIPS transm ssion type [ RFC3848] provides trace information
that can indicate TLS was used when transferring mail. However, TLS
usage by itself is not a guarantee of privacy or security. The TLS
ci pher suite provides additional information about the |evel of
privacy or security nade available for a connection. This defines a
new SMIP "t s" Received header additional-registered-clause that is
used to record the TLS ci pher suite that was negotiated for the
connection. The value included in this additional clause SHOULD be
the regi stered cipher suite name (e.g.

TLS DHE RSA W TH_AES 128 CBC SHA) included in the TLS cipher suite
registry. In the event the inplenentation does not know t he nane of
the cipher suite (a situation that should be renedied pronptly), a
four-digit hexadeci mal cipher suite identifier MAY be used. The ABNF
for the field foll ows:

tls-cipher-clause = CFWS "tls" FW5 tls-cipher

tls-cipher = tls-cipher-suite-nane / tls-cipher-suite-hex

tl s-ci pher-nane ALPHA *(ALPHA / DIGT / "_")

; as registered in I ANA ci pher suite registry

tls-ci pher-hex = "0x" 4HEXDI G
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7. Extensions for DEEP Status and Reporting

This meno defines optional nechanisns for use by MJAs to communi cate
DEEP status to servers. One purpose of such mechanisns is to permt
servers to determ ne which and how nany clients have | atched security
facilities, and thus, to pernit operators to be aware of potentia

i mpact to their users should support for such facilities be changed.
For | MAP, the existing ID command is extended to provide this
capability. For SMIP Subnission, a new CLI ENT comrand is defi ned.

No similar mechanismis defined for POP in this version of the nmeno

to keep POP sinpler, but one nmay be added in the future if deened
necessary.

In addition, for each of | MAP, POP, and SMIP, a new DEEP capability
is defined so the client can access the DEEP st at us.

7.1. | MAP DEEP Extension

When an | MAP server advertises the DEEP capability, that indicates
the I MAP server inplenents IMAP4 | D [RFC2971] with additional field
val ues defined here. This is grouped with the ID command because
that is the existing | MAP nechanismfor clients to report data for

server logging, and provides a way for the server to report the DEEP
st at us.

deep Fromserver to client, the argument to this IDfield is the
server DEEP status. Servers MJST provide this information in
response to an | D conmand.

latch Fromclient to server, this is a space-separated |ist of
security tags the client has latched for this server. Servers NMAY
record this information so admi nistrators know the expected
privacy level of the client and can thus act to avoid security
latch failures (e.g., by renewi ng server certificates on tine,
etc).

latch-fail Fromclient to server, a space-separated list including
one or nore security tag the client has |latched that the client
was unable to achieve. This allows clients to report errors to
the server prior to termnating the connection to the server in
the event an acceptable privacy |evel is unavail able.

security-tags Fromclient to server, this is a space-separated |ist
of security tags the client supports that are not |atched.
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tls Server-side | MAP proxies that accept TLS connections from
clients and connect in-the-clear over a fully private secure
network to the server SHOULD use this field to report the tls-
ci pher (syntax as defined in Section 6) to the server

| MAP clients SHOULD use the IMAP I D command to report latch failures
and determine the server DEEP status. Clients MAY use the |ID comrand
to report other latch or security tag information. |MAP servers MJST
i npl ement the ID command at |east to report DEEP status to clients.

<client connected to port 993 and negoti ated TLS successful | y>
S: * OK [CAPABILITY | MAP4revl DEEP | D AUTH=PLAI N
AUTH=SCRAM SHA- 1] hell o
C. a001 ID ("nane" "Denmo Mail" "version" "1.5" "latch"
"t1s10 tls-cert"” "security-tags" "tlsl2")
S: * ID ("nane" "Deno Server" "version" "1.7" "deep-status"
"<https://ww. exanpl e. com privacy-support. htm >")
S: a001 OK I D conpl et ed

Exanple 1

This exanple shows a client that successfully negotiated TLS version
1.0 or later and verified the server’'s certificate as required by

| MAP. The client supports TLS 1.2. However, even if the client
successfully negotiated TLS 1.2, it will not latch that security tag
automatically because the server did not advertise that tag. If the
client successfully validated the server certificate, it will latch
the provided URL.

<client connected to port 993 and negoti ated TLS successful | y>

S: * OK [CAPABILITY | MAP4revl DEEP | D AUTH=PLAI N
AUTH=SCRAM SHA- 1] hell o

C. a001 ID ("nane" "Denmo Mail" "version"” "1.5" "latch-failure"
"tls-cert")

S: * ID ("nane" "Deno Server" "version" "1.7" "deep-status"

"t1s10 <https://ww. exanpl e.coni privacy-support. htm >")
S: a001 OK I D conpl et ed
C. a002 LOGOUT

Exanpl e 2

Thi s exanpl e shows a client that negotiated TLS, but was unable to
verify the server’s certificate. The latch-failure inforns the
server of this problem at which point the client can disconnect. |If
the client had previously latched a URI for privacy problens from
this server, it could offer to resolve that URI. However, the deep-
status in this exchange is ignored due to the latch failure.
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<| MAP Proxy connected over private network on port 143, there is
a client connected to the proxy on port 993 that negotiated TLS>
S: * OK [CAPABILITY | MAP4revl DEEP | D AUTH=PLAI N

AUTH=SCRAM SHA- 1] hell o
C. a001 ID ("nane" "Denmo Mail" "version" "1.5" "latch"

"tIsl0 tls-cert" "security-tags" "tlsl2"

"tls" "TLS RSA WTH AES 128 CBC SHA")
S * ID ("nanme" "Deno Server" "version" "1.7" "deep-status”

"t1s10 tls-cert <https://ww. exanpl e. con support.htnl >")

a001 K I D conpl et ed

2

Exanpl e 3

Thi s exanpl e shows the connection froman | MAP proxy to a back-end
server. The client connected to the proxy and sent the I D command
shown in exanple 1, and the proxy has added the "tls" itemto the ID
command so the back-end server can |og the cipher suite that was used
on the connection fromthe client.

7.2. POP DEEP Ext ensi on

POP servers supporting this specification MIUST i npl enent the POP3
ext ensi on nmechani sm [ RFC2449]. POP servers MJST advertise the DEEP
capability with an argunment indicating the server’s DEEP stat us.

<client connected to port 995 and negoti ated TLS successful | y>
. +OK POP server ready
CAPA
+OK Capability list follows
TOP
SASL PLAI N SCRAM SHA- 1
RESP- CODES
Pl PELI NI NG
Ul DL
DEEP t1s10 tlsl12 <https://ww. exanpl e. coni privacy-support. htn >

»

Exanpl e

After verifying the TLS server certificate and issuing CAPA, the
client can latch any or all of the DEEP status. |If the client
connects to this same server later and has a privacy failure, the
client can direct the user’s browser to the previously-latched URI
where the service provider may provide advice to the end user.
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7.3. SMIP DEEP Extension

SMIP Submi ssion servers supporting this specification MIST i npl enent
the DEEP SMTP extension. The nane of this extension is DEEP. The
EHLO keyword val ue is DEEP and the deep-status ABNF is the syntax of
the EHLO keyword paraneters. This does not add paraneters to the
MAI L FROM or RCPT TO commands. This also adds a CLI ENT comrand to
SMIP which is used to report client information to the server. The
formal syntax for the conmand foll ows:

deep-cnd = "CLI ENT" 1*(SP deep- par anet er)

deep- par anet er = nane / version / latch / latch-fai
/ security-tags / tls / future-extension

nane = "nanme=" esnt p-val ue

version = "version=" esntp-val ue

| at ch = "latch=" security-tag *("," security-tag)
| atch-fail = "latch-fail =" security-tag

*("," security-tag)

security-tags "security-tags=" security-tag

*("," security-tag)

tls = "tls=" tls-cipher

f ut ur e- ext ensi on esnt p- par am

esnt p- param = <as defined in RFC 5321>

esnt p-val ue = <as defined in RFC 5321>
The CLI ENT comand paraneters |isted here have the sane neani ng as
the paranmeters used in the | MAP DEEP extension (Section 7.1). The

server responds to the CLIENT command with a "250" if the command has
correct syntax and a "501" if the command has incorrect syntax.
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<client connected to port 465 and negoti ated TLS successful | y>
S: 220 exanpl e.com Deno SMIP Submi ssi on Server

C. EHLO client. exanpl e. com

S: 250-exanpl e. com

S: 250-8BI TM ME

S: 250- PI PELI NI NG

S: 250- DSN

S: 250- AUTH PLAIN LOG N

S: 250-DEEP tl1s10 tls-cert <https://ww. exanpl e.conm status. htm >
S: 250-BURL imap

S: 250 SIZE O

C. CLI ENT name=deno_subnit version=1.5 |atch=tls10,tls-cert
security-tags=tlsl2

S: 250 &K

Exanpl e
7.4. SMIP Error Extension

Al t hough this docurment focuses on SMIP Submi ssion, it is possible to
use security latches for SMIP transport as well. Wen MIA transport
fails due to a security latch, the MIA MJST use the SMIP enhanced
status code X. 7. TBD. The SMIP notary response [ RFC3464] for a
security latch failure MJST include an additional "SMIP-Security-
Latch" recipient-specific header field that includes a space-
delimted list including one or nore security latch that failed. The
ABNF for this new field foll ows:

CFW\8 <defined in RFC 5322>

FW5 = <defined in RFC 5322>

snt p-security-latch " SMIP- Security-Latch:" CFWS

security-tag *(FW5 security-tag)

8. Use of SRV records in Establishing Configuration

This section updates [RFC6186] by changing the preference rules and
addi ng a new SRV service |abel _submssions. tcp to refer to Message
Submi ssion with inplicit TLS

User - configurabl e MJAs SHOULD support use of [RFC6186] for account
setup. However, when using configuration information obtained by
this method, MJAs SHOULD default to a high privacy assurance | evel
unl ess the user has explicitly requested reduced privacy. This will
have the effect of causing the MJA to ignore advertised
configurations which do not support TLS, even when those advertised
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configurations have a higher priority than other advertised
configurations.

When using [ RFC6186] configuration information, Miil User Agents
SHOULD NOT aut onatically establish new configurations that do not
require TLS for all servers, unless there are no advertised
configurations using TLS. |If such a configuration is chosen, prior
to attenpting to authenticate to the server or use the server for
message submi ssion, the MJA SHOULD warn the user that traffic to that
server will not be encrypted and that it will therefore likely be

i ntercepted by unauthorized parties. The specific wording is to be
determined by the inplementation, but it should adequately capture
the sense of risk given the w despread incidence of mass surveill ance
of email traffic.

When establishing a new configuration for connecting to an | MAP, POP
or SMIP Submi ssion server, an MJA SHOULD NOT blindly trust SRV
records unless they are signed by DNSSEC and have a valid signature.
I nstead, the MJA SHOULD warn the user that the DNS-advertised
mechani sm for connecting to the server is not authenticated, and
request the user to manually verify the connection details by
reference to his or her nmail service provider’s docunentation

Simlarly, an MJA MJUST NOT consult SRV records to deterni ne which
servers to use on every connection attenpt, unless those SRV records
are signed by DNSSEC and have a valid signature. However, an MJA NAY
consult SRV records fromtine to tine to deternmine if an MSP's server
configuration has changed, and alert the user if it appears that this
has happened. This can also serve as a neans to encourage users to
upgrade their configurations to require TLS if and when their NMSPs
support it.

9. Inplenentation Requirenents

This section details requirements for inplenmentations of electronic
mai | protocol clients and servers. A requirement for a client or
server inplenmentation to support a particular feature is not the same
thing as a requirenent that a client or server running a conformng

i npl ementation be configured to use that feature. Requirenents for
Mai |l Service Providers (MSPs) are distinct fromrequirenents for
protocol inplenmentations, and are listed in a separate section.

9.1. Al Inplementations (Oient and Server)

These requirenents apply to MJAs as well as POP, | MAP and SMIP
Subm ssion servers
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9.

9.

o Al inplenmentations MJST be configurable to support inplicit TLS
using the TLS 1.2 protocol or later [RFC5246] including support
for the mandatory-to-inplenent TLS 1.2 cipher suite
TLS_RSA W TH_AES_128_CBC_SHA.

o | MAP inplenentations MJST support the | MAP4revl nandatory-to-
i mpl ement ci pher suite TLS RSA WTH RC4_128 MD5 for any
connections made or received via | MAP al though this MAY be
di sabl ed by default.

o Al inplenentations MJST be configurable to require TLS before
perform ng any operation other than capability di scovery and
STARTTLS

1.1. dient Certificate Authentication

MJUAs and nmil servers MAY inplenent client certificate authentication
on the inplicit TLS port. Servers MJST NOT request a client
certificate during the TLS handshake unl ess the server is configured
to accept some client certificates as sufficient for authentication
and the server has the ability to determne a mail server

aut hori zation identity matching such certificates. Howto nmake this
determination is presently inplenentation specific. dients MIUST NOT
provide a client certificate during the TLS handshake unl ess the
server requests one and the client has deternmined the certificate can
be safely used with that specific server, OR the client has been
explicitly configured by the user to use that particular certificate
with that server. How to nake this determination is presently

i mpl ementation specific. |If the server accepts the client’s
certificate as sufficient for authorization, it MJUST enable the SASL
EXTERNAL [ RFC4422] mechanism  An | MAPS server MAY issue a PREAUTH
greeting instead of enabling SASL EXTERNAL. A client supporting
client certificate authentication with inplicit TLS MJST i npl enent
the SASL EXTERNAL [ RFC4422] nechani sm using the appropriate

aut henti cati on conmand (AUTH for POP3 [ RFC5034], AUTH for SMIP

Subni ssi on [ RFC4954], AUTHENTI CATE for | MAP [ RFC3501]).

2. Mil Server Inplenmentation Requirenments

These requirenents apply to servers that inplenment POP, | MAP or SMIP
Submi ssi on.

0 Servers MJIST inplenment the DEEP extension described in Section 7
o | MAP and SMIP submi ssion servers SHOULD i mpl enent and be

configurable to support STARTTLS. This enables discovery of new
TLS availability, and can increase usage of TLS by | egacy clients.
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9. 3.

Servers MJST NOT advertise STARTTLS if it is unlikely to succeed
based on server configuration (e.g., there is no server
certificate installed).

SMIP nmessage subni ssion servers that have negotiated TLS SHOULD
add a Received header field to the message including the tls
cl ause described in Section 6.

Servers MJST be configurable to include the TLS ci pher information
in any connection or user logging or auditing facility they
provi de.

Mai | User Agent |nplementation Requirenents

This section describes requirenments on Mail User Agents (MJAs) using
| MAP, POP, and/or Subnission protocols. Note: Requirenents
pertaining to use of Subnission servers are also applicable to use of
SMIP servers (e.g., port 25) for nmail subm ssion

0

User agents SHOULD indicate at configuration tine, the expected
| evel of privacy based on appropriate security inputs such as
whi ch security latches are pre-set, the nunber of trust anchors
certificate validity, use of an extended validation certificate,
TLS version supported, and TLS ci pher suites supported by both
server and client.

MJAs SHOULD det ect when STARTTLS and/or inplicit TLS becones
avail able for a protocol and set the tlsl0 latch if the server
advertises that |atch.

Whenever requested to establish any configuration that does not
require both TLS and server certificate verification to talk to a
server or account, an MJA SHOULD warn its user that his or her
mai |l traffic (including password, if applicable) will be exposed
to attackers, and give the user an opportunity to abort the
connection prior to transm ssion of any such password or traffic.

MJAs SHOULD i npl emrent the "tls12" security latch (the TLS library
has to provide an APl that controls pernissible TLS versions and
communi cates the negotiated TLS protocol version to the
application for this to be possible).

See Section 3 for additional requirements.
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9. 4.

9. 5.

10.

10.

10.

Non- confi gurabl e MJAs and nonstandard access protocols

MJUAs whi ch are not configurable to use user-specified servers MIJST
i npl ement TLS or sinmilarly other strong encryption mechani sm when
communi cating with their nmail servers. This generally applies to
MJAs that are pre-configured to operate with one or nore specific
services, whether or not supplied by the vendor of those services.

MJAs usi ng protocols other than | MAP, POP, and Subm ssion to
communi cate with nmail servers, MJST inplenment TLS or other simlarly
robust encryption nmechanismin conjunction with those protocols.

DEEP Conpliance for Anti-Virus/Anti-Spam Software and Services

There are multiple ways to connect an Anti-Virus and/or Anti-Spam
(AVAS) service to a mail server. Sone nechani sns, such as the de-
facto nmlter protocol do not inpact DEEP. However, sone services use
an SMIP relay proxy that intercepts mail at the application layer to
performa scan and proxy to the real MIA. Depl oyi ng AVAS services in
this way can cause nmany problens [RFC2979] including direct
interference with DEEP and privacy reduction. An AVAS product or
service is considered DEEP conpliant if all | MAP, POP and SMIP-

rel ated software it includes is DEEP conpliant and it advertises al
security latches that the actual MIA advertises

Mai |l Service Provider Requirenents

This section details requirenents for providers of | MAP, POP, and/or
SMIP submi ssion services, for providers who claimto conformto this
speci fication.

1. Server Requirenents

Mai | Service Providers MJST use server inplenentations that conform
to this specification.

2. MSPs MJST provide Subm ssion Servers

Thi s docunent updates the advice in [RFC5068] by nmaking Inplicit TLS
on port 465 the preferred subm ssion port.

Mai |l Service Providers that accept mail subnissions from end-users
using the Internet Protocol MJST provide one or nore SMIP Submi ssion
servers for this purpose, separate fromthe SMIP servers used to
process incomng mail. Those subm ssion servers MJST be configured
to support Inplicit TLS on port 465 and SHOULD support STARTTLS if
port 587 is used.

Moore & Newman Expi res February 17, 2015 [ Page 20]



Internet-Draft Depl oyabl e Enhanced Enail Privacy (DEEP) August 2014

10.
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10.

10.

MSPs MAY al so support submi ssion of nessages via one or nore
designated SMIP servers to facilitate conpatibility with | egacy MJAs.

Di scussion: SMIP servers used to accept incomng mail or to relay
mai | are expected to accept nail in cleartext. This is inconpatible
with the purpose of this neno which is to encourage encryption of
traffic between mail servers. There is no such requirenment for nail
submi ssion servers to accept mail in cleartext or without

aut henti cation. For other reasons, use of separate SMIP subm ssion
servers has been best practice for many years

3. TLS Server Certificate Requirenents

MBPs MUST maintain valid server certificates for all servers. Those
server certificates SHOULD present DNS-1Ds and SRV-I1Ds conforming to
[ RFC6125] and which will be recogni zed by MJAs neeting the
requirenents of that specification. |In addition, those server
certificates MAY provide other DNS-1Ds, SRV-1Ds, or CN-1Ds needed for
compatibility with existing MJAs.

If a protocol server provides service for nore than one mail domain,
it MAY use a separate |P address for each domain and/or a server
certificates that advertises nmultiple donmains. This will generally
be necessary unless and until it is acceptable to inpose the
constraint that the server and all clients support the Server Nane

I ndi cation extension to TLS [ RFC6066] .

4. Recommended DNS records for nmail protocol servers

This section discusses not only the DNS records that are recomrended,
but also inplications of DNS records for server configuration and TLS
server certificates.

4.1. MX records

It is recommended that MSPs advertise MX records for handling of

i nbound mail (instead of relying entirely on A or AAAA records), and
that those MX records be signed using DNSSEC. This is nentioned here
only for conpleteness, as handling of inbound mail is out of scope
for this docunent.

4.2. SRV records

MBPs SHOULD advertise SRV records to aid MJAs in determ nation of
proper configuration of servers, per the instructions in [ RFC6186].

MBPs SHOULD advertise servers that support Inplicit TLS in preference
to those which support cleartext and/or STARTTLS operation
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10.
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11.

11.

4.3. TLSA records

MBPs SHOULD adverti se TLSA records to provide an additional trust
anchor for public keys used in TLS server certificates. However,
TLSA records MJUST NOT be advertised unless they are signed using
DNSSEC

4.4. DNSSEC

Al'l DNS records advertised by an MSP as a neans of aiding clients in
communi cating with the MSP's servers, SHOULD be signed usi ng DNSSEC

5. MSP Server Mnitoring

MSPs SHOULD regul arly and frequently nmonitor their various servers to
make sure that: TLS server certificates remain valid and are not

about to expire, TLSA records nmatch the public keys advertised in
server certificates, are signed using DNSSEC, server configurations
are consistent with SRV advertisenments, and DNSSEC si gnhatures are
valid and verifiable. Failure to detect expired certificates and DNS
configuration errors in a tinmely fashion can result in significant

| oss of service for an MSP's users and a significant support burden
for the MSP.

6. Advertisement of DEEP status
MSPs SHOULD adverti se a DEEP status that includes tlsl10, tls-cert and
an HTTPS URL that can be used to informclients of service outages or
probl ens inpacting client privacy. Note that advertising tls-cert is
a conmitnment to maintain and renew server certificates
7. Require TLS
New servers and services SHOULD be configured to require TLS unl ess
it’'s necessary to support |egacy clients or existing client
configurations.

| ANA Consi derations
1. Security Tag Registry
| ANA shall create (has created) the registry "Email Security Tags".

This registry is a single table and will use an expert review process
[ RFC5226]. Each registration will contain the follow ng fields:
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Nanme: The nane of the security tag. This follows the security-tag
ABNF.

Description: This describes the nmeaning of the security tag and the
conditions under which the tag is |atched.

I ntended Usage: One of COWMON, LIM TED USE or OBSOLETE.
Ref erence: Optional reference to specification
Submitter: The identify of the submitter or submitters.

Change Controller: The identity of the change controller for the
registration. This will be "IESG' in case of registrations in
| ETF- pr oduced docunents.

The expert reviewer will verify the tag nane foll ows the ABNF, and
that the description field is clear, unanbi guous, does not overlap
exi sting depl oyed technol ogy, does not create security or privacy
probl ens and appropriately considers interoperability issues. Email
security tags intended for LIMTED USE have a | ower review bar
(interoperability and overlap issues are |ess of a concern). The
revi ewer may approve a registration, reject for a stated reason or
reconmend the proposal have standards track review due to inportance
or difficult subtleties.

St andards-track registrations may be updated if the rel evant
standards are updated as a consequence of that action. Non-
standards-track entries may be updated by the listed change
controller. The entry’s nane and subnitter nmay not be changed. In
exceptional cases, any aspect of any registered entity may be updated
at the direction of the IESG (for exanple, to correct a conflict).

2. Initial Set of Security Tags

This docunment defines four initial security tags for the security tag
registry as foll ows:

Nanme: tlsl10

Description: This indicates TLS version 1.0 [ RFC2246] or |ater was
negoti ated successfully including negotiation of a strong
encryption layer with a symmetric key of at |east 128 bits. This
tag does not indicate the server certificate was valid. This tag
is latched if the client sees this tag in the advertised server
DEEP status provided after successfully negotiating TLS version
1.0 or later.

Moore & Newman Expi res February 17, 2015 [ Page 23]



Internet-Draft Depl oyabl e Enhanced Enail Privacy (DEEP) August 2014

I ntended Usage: COMVON

Ref erence: RFC XXXX (this docunent once publi shed)

Submitter: Authors of this docunent

Change Controller: |ESG

Nanme: tlsl2

Description: This indicates TLS version 1.2 [RFC5246] or |ater was
negoti ated successfully including negotiation of a strong
encryption layer with a symmetric key of at |east 128 bits. This
tag does not indicate the server certificate was valid. This tag
is latched if the client sees this tag in the advertised server
DEEP status provided after successfully negotiating TLS version
1.2 or later.

I ntended Usage: COMVON

Ref erence: RFC XXXX (this docunent once publi shed)

Submitter: Authors of this docunent

Change Controller: |ESG

Nanme: tls-cert

Description: This tag indicates that TLS was successfully negoti ated
and the server certificate was successfully verified by the client
usi ng PKI X [ RFC5280] and the server certificate identity was
verified using the algorithm appropriate for the protocol (see
Section 4). This tag is latched if the client sees this tag in
the advertised server DEEP status after successfully negotiating
TLS and verifying the certificate and server identity.

I ntended Usage: COMVON

Ref erence: RFC XXXX (this docunent once publi shed)

Submitter: Authors of this docunent

Change Controller: |ESG
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Nanme: tls-dane-tlsa

Description: This tag indicates that TLS was successfully negoti ated
and the server certificate was successfully verified by the client
usi ng the procedures described in [ RFC6698] and the server
certificate identity was verified using the algorithm appropriate
for the protocol (see Section 4). This tag is latched if the
client sees this tag in the advertised server DEEP status after
successfully negotiating TLS and verifying the certificate and
server identity.

I ntended Usage: COMVON

Ref erence: RFC XXXX (this docunent once publi shed)
Submitter: Authors of this docunent

Change Controller: |ESG

3. POP3S Port Registration Update

I ANA is asked to update the registration of the TCP well-known port
995 using the followi ng tenplate ([RFC6335]):

Servi ce Nane: pop3s

Transport Protocol: TCP

Assi gnee: | ETF <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Description: POP3 over TLS protoco

Ref erence: RFC XXXX (this docunment once published)

Service Name: pop3s

Transport Protocol: TCP

Assi gnee: | ETF <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Descri ption: POP3 over TLS protoco

Ref erence: RFC XXXX (this docunment once published)

4. |1 MAPS Port Registration Update

| ANA is asked to update the registration of the TCP wel |l -known port
993 using the following tenplate ([ RFC6335]):

Service Name: imaps

Transport Protocol: TCP

Assi gnee: | ETF <iesg@etf.org>
Contact: |ESG <iesg@etf.org>
Description: | MAP over TLS protoco
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Ref erence: RFC XXXX (this docunment once published)

Servi ce Nane: inmaps

Transport Protocol: TCP

Assi gnee: | ETF <iesg@etf.org>

Contact: | ESG <iesg@etf.org>

Description: | MAP over TLS protoco

Ref erence: RFC XXXX (this docunment once published)

5. Submi ssions Port Registration

| ANA i s asked to assign an alternate usage of port 465 in addition to
the current assignment using the followi ng tenplate ([ RFC6335]):

Servi ce Nanme: subm ssions

Transport Protocol: TCP

Assi gnee: | ETF <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Description: Message Submni ssion over TLS protoco
Ref erence: RFC XXXX (this docunment once published)

Servi ce Name: submni ssions

Transport Protocol: TCP

Assi gnee: | ETF <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Description: Message Subm ssion over TLS protocol
Ref erence: RFC XXXX (this docunment once published)

This is a one tine procedural exception to the rules in RFC 6335.
This requires explicit | ESG approval and does not set a precedent.

Hi storically, port 465 was briefly registered as the "sntps" port.
This registration made no sense as the SMIP transport MX
infrastructure has no way to specify a port so port 25 is always
used. As a result, the registration was revoked and was subsequently
reassigned to a different service. In hindsight, the "sntps"

regi stration should have been renaned or reserved rather than
revoked. Unfortunately, sonme wi dely deployed mail software
interpreted "smps" as "subm ssions” [RFC6409] and used that port for
emai | subm ssion by default when an end-user requests security during
account setup. |If a new port is assigned for the subm ssions
service, enail software will either continue with unregi stered use of
port 465 (leaving the port registry inaccurate relative to de-facto
practice and wasting a well-known port), or confusion between the de-
facto and registered ports will cause harnful interoperability
problens that will deter use of TLS for nmessage subm ssion. The

aut hors believe both of these outcomes are | ess desirable than a wart
in the registry docunenting real-world usage of a port for two
purposes. Al though STARTTLS-on-port-587 has depl oyed, it has not
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repl aced depl oyed use of inplicit TLS submi ssion on port 465.
6. DEEP | MAP Capability

Thi s docunent adds the DEEP capability to the | MAP capabilities
registry. This is described in Section 7.1

7. DEEP POP3 Capability

Thi s docunent adds the DEEP capability to the POP3 capabilities
registry

CAPA Tag: DEEP

Arguments: deep-status

Added Commrands: none

St andard Conmands affected: none

Announced status / possible differences: both / may change after
STLS

Commands Valid in States: NA

Speci fication Reference: This docunent
Di scussion: See Section 7.2.

8. DEEP SMIP EHLO Keyword

Thi s docunment adds the DEEP EHLO Keyword to the SMIP Service
Extension registry. This is described in Section 7.3.

9. SMIP Enhanced Status Code

Thi s docunment adds the following entry to the "SMIP Enhanced Status
Codes" registry created by [ RFC5248].

Code: X 7.7TBD (I ANA, please assign the next avail abl e nunber)

Sanpl e Text: Message Transport Failed due to m ssing required
security.

Associ ated Basic Status Code: 450, 454, 550, 554
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Description This code indicates an SMIP server was unable to forward
a message to the next host necessary for delivery because it
required a higher level of transport security or privacy than was
avail able. The tenporary formof this error is preferred in case
the problemis caused by a tenporary administrative error such as
an expired server certificate.

Ref erence This docunent

Submitter C. Newran

Change Controller |ESG

10. MAIL Parameters Additional -registered-cl auses Sub-Registry

This docunent adds the following entry to the "Additional -registered-
cl auses" sub-registry of the "MAIL Paraneters" registry, created by

[ RFC5321]:

Cl ause Nane: tls

Description: |Indicates the TLS cipher suite used for a transport
connecti on.

Syntax Summary: See tls-cipher ABNF Section 6

Ref erence: This docunent.

Security Considerations

This entire docunent is about security considerations. 1n general
this is targeted to inprove nmail privacy and to nmitigate threats
external to the email system such as network-1evel snooping or
interception; this is not intended to mtigate active attackers who
have conproni sed service provi der systens.

It could be argued that sharing the nanme and version of the client
software with the server has privacy inplications. Although
providing this information is not required, it is encouraged so that
mai | service providers can nore effectively informend-users running
old clients that they need to upgrade to protect their privacy, or
know which clients to use in a test deploynment prior to upgrading a
server to have higher security requirenents

Ref er ences
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Appendi x A, Design Considerations

This section is not normative.

The first version of this was witten i ndependently from

draft-noore-enuail-tls-00.txt; subsequent versions nerge ideas from

both drafts.

One author of this docunent was al so the author of RFC 2595 that
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becane the standard for TLS usage with POP and | MAP, and the other
aut hor was perhaps the first to propose that idea. |n hindsight both
aut hors now believe that that approach was a m stake. At this point
the authors believe that while anything that nakes it easier to
deploy TLS is good, the desirable end state is that these protocols
al ways use TLS, leaving no need for a separate port for cleartext
operation except to support legacy clients while they continue to be
used. The separate port nodel for TLS is inherently sinmpler to

i npl ement, debug and deploy. It also enables a "generic TLS | oad-
bal ancer" that accepts secure client connections for arbitrary foo-
over-TLS protocols and forwards themto a server that may or nay not
support TLS. Such | oad-bal ancers cause nmany probl ens because they
violate the end-to-end principle and the server loses the ability to
| og security-relevant information about the client unless the
protocol is designed to forward that information (as this
specification does for the cipher suite). However, they can result
in TLS depl oynment where it would not otherw se happen which is a
sufficiently inportant goal that it overrides the problens.

Al t hough STARTTLS appears only slightly nore conpl ex than separate-
port TLS, we again |learned the | esson that conplexity is the eneny of
security in the formof the STARTTLS command injection vulnerability
(CERT vul nerability I D #555316). Although there’'s nothing inherently
wong with STARTTLS, the fact it resulted in a comon inplenmentation
error (made independently by multiple inplenenters) suggests it is a
| ess secure architecture than Inplicit TLS

Section 7 of RFC 2595 critiques the separate-port approach to TLS
The first bullet was a correct critique. There are proposals in the
http community to address that, and use of SRV records as described

in RFC 6186 resolves that critique for email. The second bullet is
correct as well, but not very inportant because useful depl oynent of
security layers other than TLS in email is small enough to be

effectively irrelevant. The third bullet is incorrect because it

m sses the desirable option of "use and latch-on TLS if avail abl e".
The fourth bullet may be correct, but is not a problemyet with
current port consunption rates. The fundanmental error was
prioritizing a perceived better design based on a nostly valid
critique over real-world deployability. But getting security and
privacy facilities actually deployed is so inportant it should trunp
design purity considerations.

Appendi x B. Open | ssues

There are many open issues with this docunent. Here is an attenpt to
enunerate sonme of them
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o0 Port 465 is presently used for two purposes: for submi ssions by a
| arge number of clients and service providers and for the "urd"
protocol by one vendor. Actually docunenting this current state
is controversial as discussed in the | ANA considerations section
However, there is no good alternative. Registering a new port for
submi ssi ons when port 465 is widely used for that purpose already
will just create interoperability problens. Registering a port
that’'s only used if advertised by an SRV record (RFC 6186) woul d
not create interoperability problenms but would require all client
and server deploynents and software to change significantly which
is contrary to the goal of pronoting nore TLS use. Encouraging
use of STARTTLS on port 587 would not create interoperability
probl ens, but is unlikely to have inpact on current undocunented
use of port 465 and nakes the guidance in this docunent |ess
consi stent.

o Discussion of pinning certificates is new and nmay be inadequate.
Suggestions to inprove the text are wel cone.

0 This docunent should reference draft-ietf-uta-tls-bcp and possibly
ot her gui dance docunents. Suggested text on where/how to
reference this and possibly other TLS gui dance (e.g., nust
staple). would be wel cone.

0 One author believes that the security latch nodel is conplenentary
with draft-ietf-dane-sntp-wth-dane-02 but hasn’t thought about
the issues in depth. W welcome feedback on this point.

o0 The three involved authors are willing to nerge
draft-nel ni kov-email -tls-certs into this docunent. However, this
will take time so we are only willing to do so if there is rough
consensus on the decision (so it’s a one tine action) and doing so
will not significantly delay publication.

o It mght nake sense to split this in two or nore docunents if it's
getting too long to evaluate in one I|ETF last call. In
particular, it nmight make sense to put inplenentation requirenments
and service provider requirenents in separate docunents. The
authors prefer to edit one document for now and defer discussion
of splitting the docunent until all technical issues are resolved.

0 The use of SRV records [RFC6186] for account setup or refresh is
presently not secure fromDNS active attacks unless DNSSEC i s
used. As this docunment is now focusing on MJA security/privacy,
di scussing how to do SRV record account setup or account refresh
securely, probably using DANE, would be in scope for this
docunent. It has been suggested that we add this.
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(o]

Thi s docunment does not cover use of TLS with SMIP rel ay.

Appendi x C. Change Log

Changes since -01:

0

(0]

Updat ed abstract, introduction and docunent structure to focus
nmore on mail user agent privacy assurance.

Added enmi| account privacy section, also noving section on
account setup using SRV records to that section

Fi ni shed witing | ANA consi derations section

Renove provi sional concept and instead have server explicitly list
security tags clients should |atch.

Added note that rules for the subm ssions port follow the sane
rul es as those for the submt port.

Ref erence and update advice in [ RFC5068].
Fixed typo in Client Certificate Authentication section

Renmoved tls-pfs security latch and all nention of perfect forward
secrecy as it was controversi al

Added reference to HSTS

Changes since -00:

(0]

(0]

Rewote introduction to nmerge ideas fromdraft-noore-email-tls-00.

Added Inplicit TLS section, Account configuration section and | ANA
port registration updates based on draft-noore-email-tls-00.

Add protocol details necessary to standardize inplicit TLS for
POP/ | MAP/ submi ssi on, using ideas from
dr aft - nel ni kov-pop3-over-tls.

Reduce initial set of security tags based on feedback

Add deep status concept to allow a wi ndow for software updates to
be backed out before | atches make that problematic, as well as to
provi de service providers with a nechanismthey can use to assi st
custoners in the event of a privacy failure.
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0 Add DNS SRV section fromdraft-noore-enail-tls-00.
o Wite nost of the mi ssing | ANA considerations section.

0 Rewite nost of inplenentation requirenments section based nore on
draft-noore-emuail-tls-00. Renove new ci pher requirements for now
because those may be dealt with el sewhere.
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