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Abst ract

Thi s docunent describes TLS server identity verification procedure
for SMIP Submi ssion, | MAP, POP and ManageSi eve clients. It replaces
Section 2.4 of RFC 2595.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 2, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. I nt roducti on

Thi s docunent describes the updated TLS server identity verification
procedure for SMIP Submi ssion [ RFC4409] [ RFC3207], | MAP [ RFC3501],
POP [ RFC1939] and ManageSi eve [ RFC5804] clients. 1t replaces
Section 2.4 of RFC 2595.

Note that this document doesn’t apply to use of TLS in MIA-to- MTA
SMTP.

The main goal of the docunment is to provide consistent TLS server
identity verification procedure across nultiple email related
protocols. This should nmake it easier for Certificate Authorities
and |1 SPs to deploy TLS for email use, and would enable email client
devel opers to wite nore secure code.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Email Server Certificate Verification Rules

During a TLS negotiation, an enail client (i.e., an SMIP, | NMAP, POP3
or ManageSi eve client) MJST check its understanding of the server
host nane agai nst the server’s identity as presented in the server
Certificate nessage, in order to prevent nan-in-the-mddle attacks.
Mat ching is perforned according to the rules specified in Section 6
of [RFC6125], including "certificate pinning" and the procedure on
failure to match. The follow ng i nputs are used by the verification
procedure used in [ RFC6125]:

1. The client MJST use the server hostnane it used to open the
connection as the value to conpare agai nst the server nane as
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expressed in the server certificate (the reference identity).
The client MJUST NOT use any form of the server hostnane derived
froman insecure renote source (e.g., insecure DNS | ookup).
CNAME canoni cal i zation is not done.

The rul es and guidelines defined in [ RFC6125] apply to an emil
server certificates, with the follow ng supplenental rules:

1. Support for the DNS-ID identifier type (subjectAl tName of dNSNane
type [RFC5280]) is REQURED in Enmail client software
i mpl ementations. Certification authorities that issue Email -
specific certificates MJUST support the DNS-ID identifier type.
Service providers SHOULD include the DNS-1D identifier type in
Certificate Signing Requests.

2. Support for the SRV-ID identifier type (subjectAl tNane of SRVNane
type [RFC4985]) is REQU RED for enmil client software
i npl ementations. Certification authorities that issue enmail -
specific certificates MJUST support the SRV-ID identifier type.
Service providers SHOULD include the SRV-ID identifier type in
Certificate Signing Requests. List of SRV-ID types for email
services is specified in [ RFC6186]. For ManageSi eve the val ue
"sieve" is used.

3. URI-IDidentifier type (subjectAl tNane of
uni f or MResourcel dentifier type [ RFC5280]) MJST NOT be used by
clients for server verification.

4. For backward conpatibility with depl oyed software CN-1D
identifier type (CN attribute fromthe subject nanme, see
[ RFC6125]) MAY be used for server identity verification.

5. Email protocols allow use of certain wilcards in identifiers
presented by email servers. The "*" wildcard character MAY be
used as the | eft-nost nane conponent of DNS-ID or CN-ID in the
certificate. For exanple, a DNS-ID of *.exanple.comwould match
a. exanpl e.com foo.exanple.com etc. but would not match
exanple.com Note that the wildcard character MJST NOT be used
as a fragnent of the |left-nost nane conponent (e.g.,

*00. exanpl e.com f*o.exanple.com or foo*.exanple.con).

4. Exanpl es

Consi der an | MAP-accessible email server which supports both | MAP and
| MAPS (| MAP-over-TLS) at the host "mmil.exanple.net"” servicing email
addresses of the form "user @xanpl e.net"” and di scoverable via DNS SRV
| ookups on the application service nane of "exanple.net". A
certificate for this service needs to include SRV-I1Ds of
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7.

_imap. exanpl e.net" and " _i naps. exanpl e. net" (see [ RFC6186]) al ong
with DNS-1Ds of "exanple.net" and "mail.exanple.net". It mght also
include CN-1Ds of "exanple.net” and "nmil.exanple.net" for backward
conpatibility with deployed infrastructure.

Consi der an SMIP Subm ssion server at the host "submit.exanple.net"
servicing email addresses of the form "user @xanpl e.net" and
di scoverabl e via DNS SRV | ookups on the application service name of

"exanple.net". A certificate for this service needs to include SRV-
I Ds of " _submi ssion. exanple.net" (see [RFC6186]) along with DNS-1Ds
of "exanple.net" and "subnit.exanple.net". It might also include CN\

| Ds of "exanple.net" and "submit.exanple.net" for backward
compatibility with deployed infrastructure.

| ANA Consi derations
Thi s docunment doesn’t require any action from | ANA

Security Considerations
The goal of this docunent is to inmprove interoperability and thus
security of enmmil clients wishing to access email servers over TLS
protected enmil protocols, by specifying a consistent set of rules
that email service providers, email client witers and certificate
authorities can use when creating server certificates
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