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Abst ract

Thi s docunment provides reconmendations for the use of Transport Layer
Security (TLS) in the Extensible Messagi ng and Presence Protoco
(XMPP). This docunent updates RFC 6120.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 5, 2014.
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This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
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1. I nt roduction

The Extensibl e Messagi ng and Presence Protocol (XMPP) [RFC6120]
(along with its precursor, the so-called "Jabber protocol") has used
Transport Layer Security (TLS) [RFC5246] (along with its precursor,
Secure Sockets Layer or SSL) since 1999. Both [RFC6120] and its
predecessor [ RFC3920] provi ded recomendati ons regardi ng the use of
TLS in XMPP. In order to address the evolving threat nodel on the
Internet today (see, for exanple, [I-D. tranmell-perpass-ppa]), this
docunent provi des stronger recommendations (see al so
[I-D.sheffer-tls-bcp]). This docunment updates [RFC6120].

2. Term nol ogy

Various security-related terns are to be understood in the sense
defined in [ RFC4949].

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .
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3. Discussion Venue

The di scussion venue for this docunent is the mailing list of the
XMPP Wor ki ng Group, for which archives and subscription infornmation
can be found at [1]. Discussion nmght also occur on the mailing |ist
of the UTA Working G oup, for which archives and subscription

i nformati on can be found at [2].

4. Recommendati ons
4.1. Support for TLS

Support for TLS (specifically, the XMPP profile of STARTTLS) is
mandat ory for XMPP inplenentations, as already specified in [ RFC6120]
and its predecessor [RFC3920].

If the server to which an XMPP client or peer server connects does
not offer a streamfeature of <starttls xm ns="urn:ietf:paramnms:xm:ns
cxmpp-tls’/> (thus indicating that it is an XMPP 1.0 server that
supports TLS), the initiating entity MJST NOT proceed with the stream
negoti ati on and MJST instead abort the connection attenpt. Although
XMPP servers SHOULD include the <required/> child elenent to indicate
that negotiation of TLS is nandatory, clients and peer servers MJST
NOT depend on receiving the <required/> flag in deternining whether
TLS will be enforced for the stream

4.2. Protocol Versions
| mpl enent ati ons MUST foll ow the recomendati ons in
[1-D.sheffer-tls-bcp] as to supporting various TLS versions and
avoi ding fallback to SSL.

4.3. Cipher Suites

| mpl enent ati ons MUST foll ow the recomendati ons in
[I1-D. sheffer-tls-bcp].

4.4. Public Key Length

| npl enent ati ons MUST foll ow the recomendati ons in
[I-D.sheffer-tls-bcp].

4.5. Conpression

| mpl enent ati ons MUST foll ow the recomendati ons in
[I-D.sheffer-tls-bcp].
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XMPP supports an application-layer conpression technol ogy [ XEP-0138],
whi ch nmi ght have slightly stronger security properties than TLS (at

| east because it is enabled after SASL authentication, as described
in [ XEP-0170]).

4.6. Session Resunption

| mpl enent ati ons MUST foll ow the recomendati ons in
[I-D.sheffer-tls-bcp].

Use of session IDs [ RFC5246] is RECOMMENDED i nstead of session
tickets [RFC5077], since XMPP does not in general use state
managemnment technol ogi es such as tickets or "cookies" [RFC6265].

Note that, in XMPP, TLS session resunption can be used in concert
with the XMPP Stream Managenent extension; see [ XEP-0198] for further
detail s.

4.7. Authenticated Connections

Both the core XMPP specification [ RFC6120] and the "Certl D'
specification [ RFC6125] provide recommendati ons and requirenents for
certificate validation in the context of authenticated connections.
Thi s docunent does not supersede those specifications. Werever
possible, it is best to prefer authenticated connections (along with
SASL [ RFC4422]), as already stated in the core XMPP specification

[ RFC6120]. In particular, clients MJST authenticate servers.

4.8. Unaut henticated Connections

G ven the pervasi veness of passive eavesdroppi ng, even an

unaut henti cated connection m ght be better than an unencrypted
connection (this is simlar to the "better than nothing security”
approach for | Psec [RFC5386]). |In particular, because of current

depl oynent chal | enges for authenticated connections between XMPP
servers (see [I-D.ietf-xnmpp-dna] for details), it m ght be reasonable
for XMPP server inplenentations to accept unauthenticated connections
when the Server Dial back protocol [XEP-0220] is used for weak
identity verification; this will at |east enable encryption of
server-to-server connections. Unauthenticated connections include
connecti ons negoti ated using anonynous Diffie-Hellman al gorithns or
usi ng self-signed certificates, anbng other scenari os.

4.9. Server Nane |ndication

Al though there is no harmin supporting the TLS Server Nane
I ndication (SNI) extension [RFC6066], this is not necessary since the
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same function is served in XMPP by the "to’ address of the initia
stream header as explained in Section 4.7.2 of [RFC6120].

4, 10. Human Factors

It is RECOWENDED that XMPP clients provide ways for end users (and
that XWMPP servers provide ways for adm nistators) to conplete the
foll owi ng tasks:

o Determne if a client-to-server or server-to-server connection is
encrypted and aut henti cat ed.

0o Determne the version of TLS used for a client-to-server or
server-to-server connection.

0 |Inspect the certificate offered by an XMPP server

0 Determine the cipher suite used to encrypt a connection

0o Be warned if the certificate changes for a given server.
5. I nplenentation Notes

Some governnents enforce |egislation prohibiting the export of strong
crypt ographi ¢ technol ogies. Nothing in this document ought to be
taken as advice to violate such prohibitions.

6. | ANA Consi derations
Thi s docunent requests no actions of the | ANA
7. Security Considerations

As noted in "A Threat Mdel for Pervasive Passive Surveill ance"
[I-D. trammel | - perpass-ppa]), the use of TLS can help linit the

i nformati on available for correlation to the network and transport

| ayer headers as opposed to the application layer. As typically
depl oyed, XMPP technol ogi es do not | eave application-layer routing
data (such as XMPP "to’ and ’'froni addresses) at rest on intermedi ate
systens, since there is only one hop between any two gi ven XMPP
servers. As aresult, encrypting all hops (sending client to
sender’s server, sender’'s server to recipient’s server, recipient’s
server to recipient’s client) can help to linit the anount of

"met adat a" that mght |eak

It is possible that XMPP servers thensel ves m ght be conpromsed. In

that case, per-hop encryption would not protect XMPP comuni cati ons,
and even end-to-end encryption of (parts of) XWMPP stanza payl oads
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8.

8.

8.

woul d | eave addressing information and XMPP roster data in the clear.
By the sanme token, it is possible that XMPP clients (or the end-user
devi ces on which such clients are installed) could al so be

conprom sed, leaving users utterly at the nercy of an adversary.

This docunent, along with actions currently being taken to strenthen
the security of the XMPP network, do not assune w despread conpromi se
of XWMPP servers and clients or their underlying operating systens or
hardware. Thus it is assuned that ubiquitous use of per-hop TLS
channel encryption and nore significant depl oynent of end-to-end

obj ect encryption technologies will serve to protect XWMPP

communi cations to a neasurabl e degree, conpared to the alternatives
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