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Abstr act
ESP is a | Psec protocol that takes as input a Cear Text Data and
out puts an encrypted ESP packet according to |IPsec rules and

paraneters stored in different |Psec databases.

Di et - ESP conpresses the ESP fields. However, Diet-ESP does not

consi der conpression of the Clear Text Data. |Instead, if conpression
of the Clear Text Data is expected protocols |ike ROHCoverl| Psec can
be used.

ROHCover | Psec remains conplex to inplenent in |oT devices, as states,
and negotiations are involved between the conpressors and
deconpressors of the two |oT devices. Mst of this conplexity can be
avoi ded by considering the paranmeters that have been negotiated by

| Psec.

Thi s docunent describes an extension of the Diet-ESP Context that
enabl es the conpression of the Cear Text Data, w thout inplenenting
t he conpl ex ROHCoverl Psec franmework. As opposed to ROHCoverl| Psec the
conpression is not generic and as such all comunication will not
benefit fromthis conpression. However, we believe this extension
addresses nost of 10T comuni cati ons.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Requirements notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described i n[ RFC2119].
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2. Introduction

Diet-ESP [I-D.nglt-ipsecne-di et-esp] describes how to conpress ESP
fields. Fields are conpressed according to a Diet-ESP Context.

Di et - ESP has been described as a specific ROHC [ RFC5795] franework
that has no IR | R-DYN nor any feed back ROHC message. It works in
the Unidirectional node of operation (U node), and all necessary
paraneters are transmtted via the Diet-ESP Context that is

negoti ated between the two peers. As a result Diet-ESP defines a
very specific and sinplified ROHC franmework whi ch nakes possible to
i mpl ement Diet-ESP wi thout inplenenting the whol e ROHC.

In fact, Diet-ESP avoids ROHC complexity as a | ot of paraneters have
al ready been negotiated with | KEv2 [ RFC5996] .

Thi s docunent describes the Diet-ESP Payl oad Conpression Extension.
It does not consider the conpression of the ESP fields. Instead, it
goes one step further and descri bes how to conpress the O ear Text
Data or ESP Payl oad before it is encrypted by Diet-ESP. The C ear
Text Data is generally constituted by an I P packet with IP -- if

| Psec tunnel node is used --, transport and application |ayers.
Simlarly to Diet-ESP, conpression takes advantage of the |Psec
paraneters -- like | P addresses, transport |ayer paraneters -- that
have been negotiated in order to establish the Security Association
-- via IKEv2 for exanple. 1In addition, simlarly to Diet-ESP, the
conmpression is described using the ROHC terni nol ogy, but uses a very
specific and sinplified ROHC framework of Diet-ESP. This makes
possi bl e conpression of the Cear Text Data w thout inplenenting a
whol e ROHC framewor k for ROHCoverl Psec [ RFC5856] .

[I-D.nglt-ipsecne-diet-esp] clarifies the interactions of Diet-ESP
with ROHC and 6LOWPAN. The Diet-ESP extension explained in this
docunent replaces ROHCoverl Psec and 6LoWPANover| Psec, protocols which
offers simlar functionality w thout using the | Psec databases. The
Di et - ESP Payl oad Conpressi on Extension uses the | Psec databases to
avoi d conpl ex di al ogues between conpressors and deconpressors.

The Diet-ESP Payl oad Conpression Extension can be described as
fol | ows:

- 1. Definition or Diet-ESP paranmeters: COVPRESS ESP_PAYLQAD,
CHECKSUM LSB and SEQUENCE_NUMBER LSB. COWMPRESS_ESP_PAYLQAD
i ndi cates the peers expect the Clear Text Data to be conpressed,
CHECKSUM LSB and SEQUENCE NUMBER LSB are additional paranmeters to
performthe conpression.

- 2. Definition of a Diet-ESP Payl oad Conpression al gorithm
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The remai ni ng of the docunent is as follows. Section 4 describes the
new parameters for the Diet-ESP Context. Section 5 describes the
protocol. Section 6, Section 7, Section 7 and Section 9 describe the
conpression of the IP layer and the transport |ayer (UDP, UDP-Lite.

3. Term nol ogy
Di et - ESP Context: Like defined in Diet-ESP docunent.
SPD: Security Policy Database
SAD: Security Association Database
TS: Traffic Selector of a Security Association.
LSB: Least Significant Byte
MSB: Most Significant Byte
4. Diet-ESP Context Extension

This section describes the additional paraneters of the D et-ESP
Context to inplenent the ESP Payl oad Conpression extension.

| COWPRESS ESP_PAYLOAD | Defines the use of the Traffic Sel ector [
| | for (de-)conpression. |
| CHECKSUM LSB | LSB of the UDP, UDP-Lite or TCP checksum |
| SEQUENCE NUMBER LSB | LSB of the TCP Sequence Number. |

Tabl e 1: Diet-ESP Cont ext.

COMPRESS_ESP_PAYLOAD:
Defines if the ESP Payl oad MJST be conpressed or not. Note that
as detailed later, conpression of the ESP Payload requires that IP
addresses, or protocols are unique in the Security Association
Dat abases. |f not the conpression does not conpress does not
out put a conpressed ESP Payl oad.

CHECKSUM L SB:
If an inner header provides a checksumthis can be conpressed by
the LSB nechanism How the checksumis conpressed is specified by
the related profiles, e.g. UDP Section 7 , UDP-Lite Section 8 and
TCP Section 9.
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5.

SEQUENCE_NUMBER_LSB
If an inner header provides a Sequence Number, one MAY choose to
use the SN stored in the SA for conpression. Therefore the
context provides the LSB of the Sequence Nunber which is used by
all profiles, defining the Sequence Nunber as conpressed with LSB
e.g. TCP Section 9.

Pr ot ocol Overvi ew

The Diet-ESP Payl oad Conpression is described by the pseudo code in
Figure 1. The Cear Text Data is conpressed only if
COWRESS_ESP_PAYLOAD is set. Qherwise, it is left unchanged. Wen
COVWPRESS_ESP_PAYLQOAD is set, conpression is performed on the IP and
transport layer if and only if two conditions are net. First the

| ayer nmust exist. This means for exanple that the IP |layer is
conpressed only for the tunnel node. Then, the |ayer can be
compressed if and only if the values are uniquely derived fromthe

| Psec dat abases. Mre specifically, if a SPD match occurs with at

| east two different values, then the conpression do not occurs.

As a result, the IP layer can be conpressed only if the |IP address
appears as a Traffic Selector. |If the Traffic Selector is defined as
a subnetwork, a SPD match occurs with nore then one | P address, and
then no conpression occurs. Sinmilarly, the transport layer is
compressed if and only if it appears as a Traffic Selector. |If a SPD
mat ch occurs with different transport protocol then the conpression
of the transport |ayer does not occurs.

The Diet-ESP Payl oad Conpression is straight forward, but nmay at sone
point not fits all the needs. At sone point using alternative
conpressi on as those proposed by RCHCoverl Psec may be preferred. In
these cases, Diet-ESP Payl oad Conpressi on MJST NOT be performed and
COVPRESS_ESP_PAYLOAD MUST be unset.
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i f COVPRESS_ESP_PAYLOAD i s set
proceed to Diet-ESP Payl oad Conpression
el se:
clear text data is | eft unchanged.

def diet_esp_payl oad _conpression(clear_text data, \
CHECKSUM LSB, \
SEQUENCE_NUMBER L SB) :
if clear_text_data has IP layer and \ ## i.e. |Psec node Tunnel node
I P address is a Traffic Selector: ## subnets are not considered
conpress the I P |ayer
if clear _text _data has transport |ayer and \
transport layer is a Traffic Sel ector:
conpress transport |ayer

Figure 1: Diet-ESP Payl oad Conpressi on Pseudo Code

Roughly speaking Diet-ESP is able to renove all header fields which
have uni que val ues inside the Security Association Database. Mbst
probably they are stored in the Traffic Selector, which defines the
traffic which has to be secured with I Psec. Table 2 shows sone
header fields which can be adopted fromthe Traffic Selector. The
tabl e provides the ROHC cl ass of these values, as we use the ROHC
term nol ogy to describe the conpression algorithns.

Fom e e e e e e e e oo Fomm e e e o - B +
| Field | Protocol | ROHC cl ass |
Fom e e e e oo oo Fom e o - S +
| I'P version | IP/IPv6 | STATI C- KNOMN |
| Source Address | IP/IPv6 | STATIC DEF |
| Destination Address | IP/1Pv6 | STATIC DEF |
| Next Header | 1P/ 1Pv6 | STATIC |
| Source PORT | UPD/ TCP | STATIC DEF |
| Destination PORT | UPD/ TCP | STATIC DEF |
oo [ SR o +

Table 2: This values are carried in the Security Association.
6. | P Layer Conpression

This section describes how the conpression of the IP layer is
performed. The conpression of this |layer nostly occurs when the
peers have negotiated the |IPsec tunnel node.

The basic idea for IP layer conpression is to renmove the IP | ayer
before Diet-ESP encrypts the Clear Text Data. Simlarly, for

i ncom ng packet, Diet-ESP decrypts the ESP packet, and restores the

I P layer by reading the IP address in the | Psec SAD. However, the IP
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address is not sufficient to restore the conplete | P header as other
fields nmust be considered. To appropriately describes the
compression of the IP layer, this section uses the ROHC term nol ogy
and describes the associated profile.

The I P header is classified as shown in Table 3

B s B o m e e oo o - Fomm e e e o - +
| Field | dass | Conpression | Diet-ESP | Data |
[ [ | Method | ROHC class | origin [
. S . . . +
| Version | STATIC | renoved | STATIC | TS |
| Traffic | CHANG NG | renoved | | NFERRED | outer IP

| dass I I I I I
| Fl ow Label | STATIC DEF | renoved | STATICG-DEF | outer IP |
| Payl oad | NFERRED | renoved | | NFERRED | outer IP |
| Length I I I I I
| Next Header | STATIC | renoved | STATIC | TS |
| Hop Limt | RACH | renoved | | NFERRED | outer IP |
| Source | STATIC DEF | renoved | STATIGDEF | TS |
| Address | | | | |
| Destination | STATIC DEF | renoved | STATICG-DEF | TS [
| Address | | | | |
. N . . . N T +

Tabl e 3: Header classification for | Pv6.

Ver si on:
The I P version is specified in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Traffic d ass:
Traffic Class can be read fromthe outer | P header. Therefore the
classification is changed to | NFERRED.

Fl ow Label
Fl ow Label can be read fromthe outer | P header. Therefore the
classification is changed to | NFERRED

Next Header
The Next Header is stored in the protocol of the Traffic Sel ector
and is fixed. It can be copied to the ROHC context, before the

first packet is sent/received.

Hop Limt
The Hop Limt can be read fromthe outer | P header. Therefore the
classification is changed to | NFERRED.
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Sour ce Address:
The Source Address is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Destinati on Address:
The Destination Address is fixed in the SA and can be copied to
the ROHC context, before the first packet is sent/received.
7. UDP Transport Layer Conpression

This section shows the conpression of ESP payload for all ROHC
profiles including an UDP header.

The UDP header is classified as shown in Table 4

e e e - Fom e e o [ S Fom e e e oo Fom e e o +
| Field | dass | Conpr. | Diet-ESP ROHC | Data |
| | | Method | class | origin [
. - Fommemeeeas . Fommemmeeaaa +
| Source Port | STATIC-DEF | renoved | STATI C- DEF | TS |
| Destination | STATIC- DEF | renoved | STATI G- DEF | TS |
| Port I I I I I
| Length | INFERRED | renoved | | NFERRED | I'P payload |
I I I I | length I
| Checksum | RREGULAR | LSB | | NFERRED | calc. [
o m e e oo o - s B B s +

Tabl e 4: Header classification for UDP

Source Port:
The Source Port is fixed in the SA and can be copied to the ROHC
context, before the first packet is sent/received.

Destination Port:
The Destination Port is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Lengt h:
The I ength of the UDP header can be calculated |ike: |IP header -
| P header length. Therefore there is no need to send it on the
wire and it is defined as | NFERRED.

Checksum
The checksum can be cal cul ated by Di et-ESP and proved by comnparing
the LSB sent on the wire. The nunber of bytes sent on the wire
can be 0, 1 and 2 stored in CHECKSUMLSB. If 0 LSB is chosen, the
checksum MUST be deconpressed with the value 0. |If the UDP
i mpl ement ati on of the sender chose to disable the UDP checksum by
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8.

setting the checksumto O Diet-ESP SHOULD be used with
CHECKSUM LSB = 0.

UDP-Lite Transport Layer Conpression

This section shows the conpression of ESP payload for all ROHC
profiles including an UDP-Lite header

The UDP header is classified as shown in Table 5

. S . . I +
| Field | dass | Conpression | Diet-ESP | Data |
[ [ | Method | ROHC class | origin [
B s B o m e e oo o - Fomm e e e o - +
| Source Port | STATIC DEF | renoved | STATIGDEF | TS |
| Destination | STATIC DEF | renoved | STATICGDEF | TS [
| Port I I I I I
| Checksum | RREGULAR | LSB | RREGULAR | calc [
| Coverage I I I I I
| Checksum | RREGULAR | LSB | | NFERRED | calc |
S Fom e e o S TSRS Fom e - +

Tabl e 5: Header classification for UDP-Lite.

Source Port:
The Source Port is fixed in the SA and can be copied to the ROHC
context, before the first packet is sent/received.

Destination Port:
The Destination Port is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Checksum Cover age
The Checksum specifies the nunber of octets carried by the UDP-
Lite checksum It can have the sane value as the UDP length (0 or
UDP | ength) or any val ue between 8 and UDP length. This field is
compressed with CHECKSUM LSB of 0, 1 or 2 bytes. If O or 1 LSBis
chosen, the field MJST be deconpressed with the UDP length. |If 2
LSB is chosen, the checksum has to carry this behaviour

Checksum
The checksum can be cal cul ated by Diet-ESP and proved by conparing
the LSB sent on the wire. The nunber of bytes sent on the wre
can be 0, 1 and 2 stored in CHECKSUM LSB. If 0 LSB is chosen, the
checksum MUST be deconpressed with the value 0. If an UDP-lite
i npl ementati on of the sender chose to disable the UDP checksum by
setting the checksumto O Diet-ESP SHOULD be used with
CHECKSUM LSB = 0.
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TCP Transport Layer Conpression
This section shows the conpression of ESP payload for all ROHC

M gaul t & GQuggenos

profiles including a TCP header. The ROHC cont ext
whil e the Diet-ESP context exchange,

is partly filled
wher ef ore sone val ues can be

renoved. Since TCP is not stateless only fields with the conpression
met hods 'renoved’ and 'LSB' are allowed to be conpressed, the other
fields MIUST be sent on the wre unconpressed.

The UDP header is classified as shown in Table 6

o e e e oo - TS S TS TR +
| Field | dass | Conpression | Diet-ESP | Data |
| | | Met hod | ROHC class | origin |
e e e e e oo - Fom e e o TSRS Fom e e o Fomm e o +
| Source Port | STATIC-DEF | renoved | STATIC-DEF | TS [
| Destination | STATIC-DEF | renoved | STATIC-DEF | TS |
| Port I I I I I
| Sequence Nunber | CHANG NG | LSB | CHANGNG | ESP SN |
| Acknow edgenent | INFERRED | N A | INFERRED | |
| Num | | | | |
| Data O fset | CHANGNG | NA | CHANG NG | [
| Reserved | CHANGNG | NA | CHANG NG | |
| OR flag | CHANGNG | NA | CHANG NG | [
| ECE flag | CHANGNG | NA | CHANG NG | [
| URG fl ag | CHANGGNG | NA | CHANG NG | |
| ACK flag | CHANGNG | NA | CHANG NG | |
| PSH flag | CHANGNG | NA | CHANG NG | [
| RST flag | CHANGNG | NA | CHANG NG | [
| SYN flag | CHANGNG | NA | CHANG NG | |
| FINflag | CHANGNG | NA | CHANG NG | [
| W ndow | CHANGGNG | NA | CHANG NG | |
| Checksum | RREGULAR | LSB | NFERRED | calc. |
| Ugent Pointer | CHANGANG | NA | CHANG NG | [
| Options | CHANGNG | NA | CHANG NG | [
o e e e oo - TS S TS TR +

Tabl e 6: Header classification for TCP.
Source Port:
The Source Port
cont ext

is fixed in the SA and can be copied to the ROHC
before the first packet is sent/received.

Destination Port:
The Destination Port
ROHC cont ext,

is fixed in the SA and can be copied to the
before the first packet is sent/received.

Sequence Nunber:
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The Sequence Nunber can be conpressed with a LSB by using the SN
stored in the SA for the renmaining M5B not sent on the wire.

Checksum
The checksum can be cal cul ated by Di et-ESP and proved by conparing
the LSB sent on the wire. The nunber of bytes sent on the wre
can be 0, 1 and 2 stored in CHECKSUM LSB. If O LSB is chosen, the
checksum MUST be deconpressed with the value 0. If an UDP-lite
i npl ement ati on of the sender chose to disable the UDP checksum by
setting the checksumto O Diet-ESP SHOULD be used with
CHECKSUM LSB = 0.

10. | ANA Consi derations

There are no | ANA consideration for this docunent.
11. Security Considerations
12. Acknow edgnent

The current draft represents the work of Tobias Guggenps while his
internship at Orange [ GUGGL4]

Diet-ESP is a joint work between Orange and Ludwi g- Maxim | i ans-
Uni versitaet Minich. W thank Daniel Pal omares and Carsten Bornmann
for their useful remarks, comments and gui dance.

13. References
13.1. Normmtive References

[I-D.mglt-ipsecne-diet-esp]
M gault, D., Guggenos, T., and D. Pal omares, "Diet-ESP: a
flexible and conpressed format for |Psec/ESP", draft-nglt-
i psecne-di et-esp-00 (work in progress), March 2014.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3095] Bormann, C., Burneister, C, Degernmark, M, Fukushinma, H,
Hannu, H., Jonsson, L-E., Hakenberg, R, Koren, T., Le,
K., Liu, Z, Martensson, A, Myazaki, A, Svanbro, K,
W ebke, T., Yoshimura, T., and H Zheng, "RObust Header
Conpression (ROHC): Franmework and four profiles: RTP, UDP,
ESP, and unconpressed", RFC 3095, July 2001.

M gaul t & GQuggenos Expi res January 3, 2015 [ Page 11]



Internet-Draft Di et - ESP July 2014

[ RFC3843] Jonsson, L-E. and G Pelletier, "RObust Header Conpression
(ROHC): A Conpression Profile for IP", RFC 3843, June
2004.

[ RFC4019] Pelletier, G, "RObust Header Conpression (ROHC): Profiles
for User Datagram Protocol (UDP) Lite", RFC 4019, April
2005.

[ RFC5225] Pelletier, G and K Sandlund, "RObust Header Conpression
Version 2 (ROHCv2): Profiles for RTP, UDP, IP, ESP and
UDP- Lite", RFC 5225, April 2008.

[ RFC5795] Sandlund, K., Pelletier, G, and L-E. Jonsson, "The RObust
Header Conpression (ROHC) Framework", RFC 5795, March
2010.

[ RFC5996] Kaufnan, C., Hoffnman, P., Nir, Y., and P. Eronen,

"I nternet Key Exchange Protocol Version 2 (IKEv2)", RFC
5996, Septenber 2010.

[ RFC6846] Pelletier, G, Sandlund, K, Jonsson, L-E., and M West,
"RObust Header Conpression (ROHC): A Profile for TCP/IP
(ROHC-TCP) ", RFC 6846, January 2013.

13.2. Informational References

[ GUGGL4] GQuggenos, TG, "Diet-ESP: Applying |IP-Layer Security in
Constrai ned Environnents (Masterthesis)", Septenber 2014.

[ RFC5856] Ertekin, E., Jasani, R, Christou, C, and C. Bornann,
"Integrati on of Robust Header Conpression over |Psec
Security Associations", RFC 5856, My 2010.

Appendi x A.  Interaction with ROHC profiles

Each ROHC profile defines conpression rules for a set of protocol

headers.

Table 7 clarifies how ROHC profiles can be mapped to Diet-

ESP payl oad conpressi on.
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R T o e e e e oo - R T +
| Profile | ROHC | Protocol | RFC | Diet-ESP |
| Nunber | version | | | conpression |
[ S Fomm e - S [ S Fom e e e oo +
| 0x0000 | ROHC | unconpressed IP | [RFC3095] | no |
| | | | | conpression |
| 0x0001 | ROHC | RTP/ UDP/IP | [RFC3095] | not used [
| 0x1001 | ROHCv2 | RTP/ UDP/IP | [RFC5225] | not used [
| 0x0002 | ROHC | UbP/IP | [RFC3095] | UDP and IP in |
[ [ [ [ | Tunnel Mode [
| 0x1002 | ROHCv2 | UDP/IP | [RFC5225] | UDP and IP in |
| | | | | Tunnel Mbode [
| 0x0003 | ROHC | ESP/IP | [RFC3095] | not used [
| 0x1003 | ROHCv2 | ESP/IP | [RFC5225] | not used [
| 0x0004 | ROHC | IP | [RFC3843] | IP in Tunnel |
I I I I | Mode I
| 0x1004 | ROHCV2 | IP | [RFC5225] | I P in Tunnel |
I I I I | Mode I
| 0x0006 | ROHC | TCP/IP | [RFC6846] | TCP and IP in

| | | | | Tunnel Mbde |
| 0x0007 | ROHC | RTP/UDP-Lite/lIP | [RFC4019] | not used [
| 0x1007 | ROHCv2 | RTP/UDP-Lite/lIP | [RFC5225] | not used [
| 0x0008 | ROHC | UDP-Litel/lP | [RFC4019] | UDP-Lite and |
| | | | | 1P in Tunnel |
I I I I | Mode I
| 0x1008 | ROHCv2 | UDP-Lite/lP | [RFC5225] | UDP-Lite and |
| | | | | TP in Tunnel |
I I I I | Mode I
R TS o e e e e o - R o e oo +

Table 7: Overview over currently existing ROHC profil es.
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