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Abst r act
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A challenging part with constructing an LLN with nodes frommultiple
vendors is providing enough security context to each node such that

t he network conmuni cation can formand renmain secure.
smal | and have no operator interfaces at all, and even if they have
debug interfaces (such as JTAG with personnel trained to use that,
doing any kind of interaction involving electrical connections in a

dirty

It

network that does not

environnent such as a factory or refinery is hopel ess.

Mbst LLNs are

is necessary to have a way to introduce new nodes into a 6tisch

i nvol ve any direct nanipul ati on of the nodes

thenselves. This act has been called "zero-touch" provisioning, and
does not occur by chance, but requires coordi nation between the

it

manuf act urer of the node,

the service operator running the LLN, and

the installers actually taking the devices out of the shipping boxes.

1.1.

For the process described in this docunment to work,
about available infrastructure are made.

Assunpt i ons

some assunptions
These are perhaps nore than

assunptions, but rather architectural requirenents; the exact
operation of said infrastructure to be defined in a subsequent
docunent .

I'n
in

network protocols in order that they roles can

the diagrans and text that follows entities are naned (and defi ned
the term nology section). Unless otherw se stated these are
rol es, not actual machi nes/systens. The roles are seperated by
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di fferent systems, not because they have to be. Different

depl oynents will have different scaling requirenments for those
entities. Smaller deploynents m ght co-located nmany rol es together
into a single ruggedi zed platform while other depl oynents m ght
operate all of the roles on distinct, nultiply-redundant server
classes located in a fully equi pped datacentre.

2. Term nol ogy and Rol es

Most termi nol ogy should be taken from[I-D.ietf-6tisch-architecture]
and from[I-D.ietf-6tisch-6top-interface] and

[I-D. wang-6ti sch-6top-sublayer]. As well, nmany terns are taken from
[ RFCE775] .

The follow ng rol es/things are defined:

PCE the Path Conputation Engine. This entity reaches
out to each of the nodes in the LLN, and
configures an appropriate schedul e usi ng 6top

Aut hz Server/ ACE the Authorization Server. This offloads
cal cul ati on of access control |ists and ot her
access control decisions for constrainted nodes.
See [I-D.seitz-ace-probl emdescription]

JCE the Join Coordination Entity. This acronymis
chosen to parallel the PCE

802. 1AR a certificate created according the specification
in [| EEE. 802. 1AR]

j oi ni ng node The newl y unboxed constrai ned node that needs to
j oin a network.

j oi n assi stant A constrai ned node near the joining node that
will act as it's first 6LR, and will relay
traffic to/fromthe joining node.

j oi n networ k A 802. 15. 4e networ k whose encryption and
aut hentication key is "JO N6TI SCH".

production network A 802.15.4e network whose encryption/
aut henti cation keys are determ ned by sone
algorithm There may have network-w de group
keys, or per-link keys.
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3.

Architectural requirenents of join protocol

This section works fromthe ultimte goal, and goes backwards to
prerequisit actions. Section 6 presents the protocol from beginning
to end order.

The ultimte goal of the join protocol is to provide a new node with
enough locally significant security credentials that it is able to
take part in the network directly. The credentials may vary by

depl oynent. They can be:

1) a network-w de shared symetric key

2) alocally significant (one-level only) 802.11AR type DevlD
certificate

G ven one of the the above, there are a nunber of possible protocols
that can be used to generate | ayer-2 sessions keys for the node,
i ncl udi ng:

1) Mesh Link Exchange [I|-D. kel sey-i nt area-nmesh-1ink-establishnent]
2) work in 802.15.9

3) Security Framework and Key Managenent Protocol Requirenments for
6Ti SCH [ | - D. ohba-6ti sch-security] (this docunment provides the
phase 0 required)

4) Layer-2 security aspects for the | EEE 802. 15. 4e MAC
[1-D. piro-6tisch-security-issues]

The intermedi ate goal of the join protocol is to enable a Join
Coordination Entity (JCE) to reach out to the new node, and instal
the credentials detail ed above. The JCE nust authenticate itself to
the joining node so that the joining node will know that it has
joined the correct network, and the joining node nust authenticate
itself to the JCE so that the JCE will know that this node belongs in
the network. This two way authentication occurs in the 6top/ CoAP/
DTLS session that is established between the JCE and the joining
node.

[I-D.ietf-6tisch-6top-interface] presents a way to interface to a
6top MB. [I-D.ietf-6tisch-coap] explains howto access that MB
usi ng CoAP. That nodel is to be extended to include security
attributes for the network. The JCE would therefore reach out to the
j oi ning node and sinply provision appropriate security properties
into the joining node, nuch like the PCE will provision schedul es.
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Thi s 6t op-based secure join protocol has defined a push nodel for
security provisioning by the JCE. This has been done for three
reasons:

1) 6tisch nodes already have to have a 6top CoAP server for schedul e
provi si ng

2) this permts the JCE to nanage how many nodes are trying to join
at the sane tine, and limt how nuch bandw dth/energy is used for
the join operation, and also for the JCE to prioritize the join
order for nodes.

3) meking the JCE initiate the DTLS connection significantly
simplies the certificate chains that nust be exchanged as the
nmost constrained side (the joining node) provides it’s
credentials first, and lets the nuch richer JCE figure out what
kind of certificate chain will be required to authenticate the
JCE. In EAP-TLS/ 802.1x situations, the TLS channel is created in
the opposite direction, and it would have to conplete in a
tentative way, and then further authorization occur in-band.

In order for a 6top/DTLS/ CoAP connection to occur between the JCE and
the joining node, there needs to be end-to-end | Pv6 connectivity

bet ween those two entities. The joining node will not participate in
the route-over RPL nmesh, but rather will be seen by the network as
bei ng a 6l owpan only | eaf - node.

There are sone alternatives to having full end to end connectivity
whi ch are discussed in the security considerations section

The specific nechanismto enable end to end connectivity with the JCE
are still open but will consist of one of:

(1) [IPIP tunnel between Join Assistant and JCE
(2) using straight RPL routing: the Join Assistant sends a DAO
(3) wusing a separate RPL DODAG for join traffic

(4) establishing a specific nmulti-hop 6tisch track for join traffic
for each Join Assistant

O these mechani sms, the only one which does not require additiona
state on the Join Assistant (which is also a constrained device) is
(1) and (2). Mechanism (2) additionally requires no specific state
on the Join Assistant. Mechanism (2), in a non-storing DODAG
requires additional state on the DODAG root (6LBR) only; while
mechani sm (1) requires a sinmlar amount of state on the JCE. For
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depl oynents where the JCE is part of the 6LBR, the anmount of state is
simlar, but in any case, the 6LBR is assumed to be a non-constrai ned
node.

As long as the Join Assistant does not do any kind of statefu
firewalling, the IPIP tunnel and the DAO (2) nethod can be done by
the Join Assistant statelessly. Upward traffic fromthe Join Network
must be restricted to a 6tisch slotfrane(s) to which join traffic is
wel come, no tunnelling is necessary as the upwards routes are all in
pl ace. A destination address ACL on traffic fromthe Join Network
restricts the Joining Nodes to sending traffic only to the address of
the JCE. (If JCE and 6LBR are colocated, then this is the address in
the ABRO, if they are not colocated, then this address needs to have
been provisioning in the Join Assistant when it joined, or could be
carried in a new RA option)

When using option (2), networks that have storing node DODAGs wil |
consune routing resources on all internedi ate nodes between the Join
Assi stant and the DODAG root. This resource will be depleted without
any authentication, and this threat is detail ed bel ow.

Continuing to work backwards, in order the JCE reach out to provision
the Joining Node, it needs to know that the new node is present.

This is done by taking advantage of the 6l omPAN Address Resol ution
Option (ARO (section 4.1 [RFC6775]). The ARO causes the new address
to al so be sent up to the 6LBR for duplicate detection using the DAR/
DAC nmechani sm The 6LBR sinply needs to tell the JCE about this
using a protocol that needs to be defined, but could be either DAR or

In addition to needing to know the joining devices address fromthe
DAR/' NS, the JCE al so needs to know the joining node’ IDeviD. If the
IDeviDis less than 64 bits, then it is possible that it could be

pl aced into the EU -64 option of the ARO or the QU of the
[1-D.thubert -6l owpan-backbone-router] EARO. The JCE needs to know
the joining node’s IDeviD to know if this is device that it should
even attenpt to provision; and if so, it may need to retrieve an
appropriate certificate chain (see
[I-D.richardson-6tisch-idevid-cert]) fromthe Factory in order for
the JCE to prove it is the legitinmte owner of the joining node.

Prior to being able to announce itself in a NS, the joining node
needs to find the Join Network. This is done by listening to an

ext ended beacon which are broadcast in designated slotframes by Join
Assi stants. The Extended Beacon provides a way for the Joini ng Node
to synchronize itself to the overall tineslot schedul e and provides
an Al oha period in which the Joi ning Node can send a Router
Soliticiation, and receive an appropriate Router Advertisenent giving
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3.

4.

4.

4.

the Joining Node a prefix and default route to which to send join
traffic.

It may be possible to elimnate a nessage exchange if space for a
Rout er Advertisenent can be found as part of the Join Network

Ext ended Beacon. This Enhanced Beacon woul d be distinct to the Join
Net wor k, and woul d be encrypted with the well-known Join Network key.

1. prefixes to use for join traffic

What prefix would the joining node for comunication? There are
three options:

(1) just use link-local addresses (requires all traffic be tunnel ed)

(2) wuse a prefix specifically for join traffic (nmay be easier with a
j oi n-only DODAG

(3) wuse the sane prefix as the rest of the traffic (my require nore
compl ex ACLs, and leaks information to attackers)

security requirenents
1. threat nodel

There are three kinds of threats that a join process nust deal wth:
threats to the joining node, threats to the resources of the network,
and threats to other joining nodes.

1.1. threats to the joining node

A node nmay be taken out of it’s box by a malicious entity and powered
on. This could happen during shipping, while being stored in a

war ehouse. The device may be subject to physical theft, or the goa
of the attacker may be to turn the device into a trojan horse of sone
kind. Physical protection of the device is out of scope for this
docunent; this document will henceforth assume that the device is
seal ed in sone tanper-evident way and this docunent deals with
attacks over the network.

An attacker nmay attenpt to convince the joining node that it is the
legitimate Production Network; this is done by putting up a
legitimate | ooking Join Network, and followi ng the protocol as
described in this docunent. The Joining Node can not know if it has
the corrrect Production Network until steps 11-13, when it attenpts
to validate the CientCertificate provided by the JCE
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4.

1.

When the joining node deternines that this is the incorrect network,
it must renenber the PANID of the network that it has attenpted to
join, and then look for another network to try. 1t SHOULD have sone
limt as the nunber of tines it will try before going back to sleep
or shutting down, and it SHOULD take care not to consune nore than
some specified percentage of any battery it night have.

Shoul d a nmalicious production network be present at the sane tine/
pl ace as the legitimte production network, a the malicious agent
could intercept and replay various packets fromthe proper join
network, but ultimately this either results in a jamr ng-Ilike denia
of service, and/or the the CientCertificate will not validate.

It is alegitimte situation for there to be nmultiple possible join
net wor ks, and the joining node may have to try each one before it
finds the network that it the right one for it. The incorrect, but
non-mal i ci ous networks will not attenpt the 6top provisioning step
and SHOULD return a negative result in steps 8/ 9, refusing the node’'s
NS. Those incorrect networks will be recognize that the node does
not belong to them because they will be able to see the Joining
Node’s IDeviD in the ARO of step 4.

2. threats to the resources of the network

The production network has two inportant resources that may be
attacked by malicious Joining nodes: 1) energy/bandw dth, 2) nenory
for routing entries.

A malicious joining node could send many NS nessages to the Join

Assi stant (from nmany nade up addresses), which would send nany NS/ DAR
messages to the 6LBR, and this woul d consunme bandwi dth, and therefore
energy fromthe nmenbers of the mesh along the path to the 6LBR  This
can be mtigated by limted the total bandw dth avail able for

j oi ni ng.

A malicious joining node could send many NS nessages, and if the 6LBR
agreed to accept the new node (by IDeviD), then the Join Assistant
woul d MAY inject routing information into nmesh for the Joining node.
Non-storing DODAGs store are routing information in the DODAG Root
(probably the 6LBR), which is generally not a constrai ned node.
Storing DODAGs store routing entries at all nodes up to the DODAG
and those are constrai ned nodes. Using a separate Join DODAG and
havi ng that DODAG be non-storing will reduce any inpact on

i nternmedi ate nodes, but it does cause resources to be used for the
second DODAG and it may have a code inpact if the nodes ot herw se
woul d not inplenent non-storing RPL.
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4.1.3. threats to other joining nodes

A joining node (or the nodes of a malicious network, co-located near
the legitimte production network) may nount attacks on legitinmate
nodes whi ch have not yet joi ned.

The malicious nodes may attenpt to perform 6top operations agai nst
the joining node to keep it frombeing able to respond to the
legitimate 6top session fromthe legitimate JCE. During the Join
phase, the Joining node MJUST have all other resources and protocols
turned off, even if they would nornally be accessible as read-only
unaut henti cat ed CoAP resources.

Mal i ci ous nodes could use the Join Network to nount various DTLS
based attacks agai nst the joining node, such as sending very |ong
certificate chains to validate. One might think to limt the length
of such chains, but as shown in [I-D.richardson-6tisch-idevid-cert]
the chain may as a long as the supplier chain, plus may include
additional certificates due to resales of plants/equipnent/etc.
Validating froma trusted certificate down to the specific
certificate which proves ownership would elimnate randomcertificate
chains, but the attacker could just feed the joining node legitimte
chains that it observed (and replayed) fromthe legitimate JCE. This
does no good; the Joining node finds that the DTLS connection is
invalid, but it may significantly run batteries down.

4.2. inplenentation cost
(storage of security material, conputational cost)
4.3. denial of service
ot her communi cation inpacts of security protocol nechanics
5. protocol requirenents/constraints/assunptions
5.1. inline/offline

dependenci es on centralized or external functionality, inline and
of fline

6. time sequence di agram
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+--- - - + [ S, + [ R + R +
| | | | | JAN | | Joining |
| JCE | | 6LBR | | Assistant| | Node |
oo oA + | (proxy) | I I

| | Fomm e + Fomm e eaaan +

I I I I

I I I ------- BEACON (1)---------- >I

| | | <----Router Solicitation----]|

[ [ | ---Router Advertisenent---->|

I I I I

| | | <------ CERTI FI CATE---------- |

I I I REQUEST (2) I

I I I I

I I I I

[ [ [------- CERTI FI CATE--------- >|

| | | RESPONSE (nul tiple) |

I I I (packet s) I

| | [ <----- JO N REQUEST (4) ----- |

| | A |

I | <---NS (DAR) (5)----- I I

D | |

| |

I |----NS (DAC)-(8)---->| I

I I oo + I I

| | <DAO-| nesh | <--DAO -| |

| | -DAO- | node |--DACK->| |

I | ACK +------ + I I

| | [------- JON ACK (9)-------- >|

I I I I

I I I I

| (10) R 6top----(11)----- >|

| | | DTLS |

| < (13) | <--------- CoAP----(12)------ |

I

| | (many packets) |

Figure 1. Message sequence for JO N nessage

6.1. explanation of each step
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6.1.1. step (1): enhanced beacon

A 6tisch join/synchroni zati on beacon is broadcast periodically, and
is authenticated with a symetric "beacon key":

wel | known JO N key, such "JO N6TI SCH
anot her key, provisioned in advance (OOB)

a shared symmetric key derived frompublic part of top |leve
certificate (a closely held "secret")

The purpose of this key is not to provide a high Ievel of assurance,
but rather to filter out 6tisch traffic fromanother randomtraffic
that may be sharing the sanme radi o frequencies.

These beacons are used for JO N purpose only, and are not related to
t he Enhanced Beacons used in the rest of 6tisch

6.1.2. step (1B): send router solicitation

The j oi ning node sends a router solicitation during the Al oha period
of the beacon.

6.1.3. step (1C): receive router advertisenent

The j oi ni ng node receives a router advertisenment fromthe Join
Assistant. It could include 6CO options to hel p conpress packets,
and should contain a prefix appropriate for join traffic.

6.1.4. step (2): acquire authorizer key

Step (4) will involve doing a public key encryption to node
perform ng the authorization nmanagenent role. |In order to do this,
the new node needs to know the public key of the nmanager, and so in
this step it requests that certificate fromthe nei ghbour that that
it received the beacon from

This step is optional, and it’s benefit has not been denonstrated by
a real world use case, but has been retained for now

6.1.5. step (3): receive authorizer key
t he proxy nei ghbour sends the key in one or nore nmessages, along with
the address of the authorizing server. The address of the

aut hori zati on server could be an attribute of the certificate that is
recei ved.
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6.1.6. step (4): join request
A regul ar Nei ghbour Solicitation is sent. This should contain an ARO
(or EARO) option containing the Joining Nodes’ |DeviD. The ARQ EARO
will be proxied by the Join Assistant as part of normal 6LowWPAN
processing for |eaf nodes (non-RPL nodes) upwards to the 6LBR

6.1.7. step (5): NS duplicate address request (DAR)

6.1.8. step (7): 6LBR inforns JCE of new node

6.1.9. step (8): JCE inforns/acks to 6LBR of new node

The JCE could reply in the negative, and this would cause a DAC
failure, TBD

6.1.10. step (9): NS duplicate address confirnation (DAC

6.1.11. step (10): JCE initiates connection to joining node
The double lines indicate that an I PIP tunnel operation may be
required. |If a straight DAO or seperate Join DODAG is used, then
this is just a straight forwarding root to | eaf node forwarding
operation, and involves either using source routes (non-storing), or
just forwarding for storing DODAGs.
A specific bandwi dth allocation would be used for this join traffic

The production network encryption keys would be used for the join
traffic

6.1.12. step (11): Join Assistant forwards packet to joining node
The JO N Assistant would forward traffic to the Joi ni ng Node.
Recogni zing that this traffic the JON Network, the JO N Assi stant
woul d use the JO N Network key.

6.1.13. step (12): Joining node replies
The joi ning node replies, using JON Network key.

6.1.14. step (13): Join Assistant forwards reply to JCE
The JAO N Assistant, recognizing that the traffic came fromthe JON
Net work, restricts the destination that can be reached to the the JCE

only. It can do this in a stateless way, and it does NOT need to
track the traffic at (10) to open pinhole, etc.
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Recogni zing that the traffic came fromthe JON Network, the traffic
woul d be placed into a bandwi dth allocation (track?) that allows such
traffic.

6.2. size of each packet
and nunber of frames needed to contain it.

7. resulting security properties obtained fromthis process
An end to end | Pv6 CoAP/DTLS connection is created between the JCE
and the Joining Node. This connection carries 6top conmands to
update security paraneters. This results in either depl oynent of a
single-level, locally relevant certificate, or deploynent of a
net wor k-wi de synmetric "Master Key"

8. deploynent scenarios underlying protocol requirenents

9. device identification
The JCE authenticates the joining node using a certificate chain
provided inline during the DILS negotiation. The certificate chain
is rooted in a vendor certificate that the JCE nust have prel oaded,
and is a statenent as to the node’'s 802. 1AR | DeviD. The joining node
aut henti cates the

9.1. PCE Proxy vs Node identification

9.2. Time source authentication / time validation
Note: RPL Root authentication is a chartered item

9.3. description of certificate contents

9.4. privacy aspects
The EUI -64 of the Joining node is transmitted using a Well Known
| ayer-2 encryption key. Wthin the ARQ EARO of the Nei ghbour
Solicitation is an QU , which may be identical to the EU -64 of the
Joi ning node, or it might be an unrel ated | DevlD.

An eavesdropper can therefore | earn sonething about the manufacturer
of every device as it joins.

Ri chardson Expi res January 5, 2015 [ Page 14]



Internet-Draft 6ti sch-6top July 2014

10. slotfranes to be used during join
how is this comunicated in the (extended) beacon
11. configuration aspects

(allocation of slotframes after join, network statistics,
nei ghboetc.)

12. authorization aspects

Iifecycle (key nanagenent, trust nanagenent)
12.1. howto determ ne a proxy/PCE froma end node
12.2. security considerations

what prevents a node fromtransmtting when it is not their turn
(part one: janmi ng)

can a node successfully comunicate with a peer at a tinme when not
supposed to, nmay be tied to link |ayer security, or will it be
policed by receiver?

13. security architecture

security architecture and fit of e.g. join protocol and provisioning
into this

14. Posture Mintenance
(SACM rel at ed wor k)

15. Security Considerations

16. Oher Related Protocols

17. 1 ANA Consi derations

18. Acknow edgenents
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