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Abst ract

Thi s docunent describes the format of "CoAP | E", an | EEE802. 15. 4e

I nformation El ement which all ows CoAP nessages to be transported as
part of the | EEE802. 15.4e header. This enabl es 6top-to-6top
conmuni cati on bet ween nei ghbor nodes in a 6Ti SCH net wor k.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 5, 2015.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
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Requi rements Not ati on
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].
Context within 6Ti SCH
Thi s docunent fits in the work done at the | ETF 6Ti SCH WG as fol | ows:
o [I-D.wang-6tisch-6top-sublayer] defines the operation of the 6top

subl ayer, which nmonitors and manages the conmuni cati on schedul e
used in the [| EEEB02154e] TSCH net wor k.

Wang, et al. Expi res January 5, 2015 [ Page 2]



Internet-Draft 6t i sch- 6t op- coapi e July 2014

1.

1.

o [I-Dietf-6tisch-6top-interface] defines the interface of the 6top
subl ayer using the YANG data nodel i ng | anguage [ RFC6020].

o [I-D.ietf-6tisch-coap] translates this YANG nodel in CoAP
resources and interactions, allowing an Internet host (possibly
but not necessarily constrained) to nonitor and manage the 6top
subl ayer of a 6Ti SCH devi ce

0 This docunent defines a nethod for transporting those CoAP
messages as part of the | EEE802. 15. 4e header. It does so by
defining a new | EEE802. 15. 4e Infornation El ement called "CoAP | E".
This allows a 6Ti SCH node to nonitor and nmanage the 6top subl ayer
and enabl es pairw se communi cation for signaling and contro
bet ween nei ghbor nodes.

3. Mdtivation

The 6Ti SCH architecture [I-D.ietf-6tisch-architecture] allows for
both centralized and distributed nonitoring and nmanagenent of a

6Ti SCH schedule. [I-D.ietf-6tisch-coap] defines the mechani sns
necessary for the centralized case. The present docunent defines a
mechani sm enabl i ng the comruni cation of nodes in a 1 hop

nei ghbor hood, enabling a distributed approach

In particular, it allows a node to nmonitor and nanage its nei ghbor
node’s MB. Through the CoAP | E defined in this docunment, a node
sends |ink-layer frames to its neighbor which contain, as part of the
Iink-1ayer header, the CoAP nessages defined in
[I-D.ietf-6tisch-coap]. This allows a node to interact with the 6top
interface of its neighbor, in a way equivalent to an |Internet host
interacting with a 6Ti SCH devi ce over CoAP.

In addition, this docunment describe the frame formats and i nteraction
bet ween a node and its nei ghbor during softcell negotiation

[1-D. wang- 6ti sch- 6t op-subl ayer], through the addition of an Renote
Procedure Call "RPC' elenent to the YANG nodel defined in
[I-D.ietf-6tisch-6top-interface].

We call "6top-to-6top” communication the interaction between a node
and its nei ghbor using the CoAP I E

4. Status of this Docunent
The aut hors decided to present the CoAP | E as a separate docunent to

request di scussion and suggestions for inprovenent fromthe Internet
communi ty.
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If the docunment gets support, and after suggestions for inprovenent
have been integrated, the author propose to nerge it in existing
6Ti SCH | -Ds as foll ows:

0 Section 3 would go into [I-D.ietf-6tisch-6top-interface];
0 Section 4 would go into [I-D.ietf-6tisch-coap];

0 Section 2 and Section 5 would go into
[1-D. wang- 6ti sch- 6t op-subl ayer].

2. CoAP | E Format

The CoAP IE is a container for transporting CoAP nmessages as part of
t he | EEE802. 15. 4e header, as an Information Elenment. It is used by

bot h t he managenent interface and the softcell negotiation interface
for 6top-to-6top conmunication

This IEis not present in [| EEE802154e]; it is defined in this
docunent .

Format of a CoAP I E
01234567890123456789012345678901
T T S S T R
| Length | Subl D | T
B i S S S i i T S N S

11

I
|
/1
| Fragnment ed CoAP nessage |
I
+

B R i i e i i e e i s i S S I S S S
Figure 1

The fields in CoAP | E header are defined as foll ows.

0 Length =1

0 Subl D = 0x44

o0 T =0 (short type)

The content of CoAP IE is a CoAP nessage conpliant to [ RFC7252]. The

CoAP nmessage MAY use the CoAP Bl ock option (see Section 4.2) in order
to fragnment |arge CoAP nessages

Wang, et al. Expi res January 5, 2015 [ Page 4]



Internet-Draft 6t i sch- 6t op- coapi e July 2014

Format of CoAP | E w th CoAP nessage.

01234567890123456789012345678901
B s T e e e i T e s i sl sl S S S S S S S S

CoAP | E header |Ver| T | TKL | Code |
e T S S S e i s i ol S S i S e S S S e i ot I S N
Message I D [ Token (0-8B, assune 2B) [

+-
+-+

B i s T T S T et S S T S I T s sl s ol ST S S S
| Uri-path option |

B T i S S i S T h T i S S S S e
| 11111111 | I

e o |

/11 /11
| CoAP nessage payl oad (vari abl e) |

+

B i i S T e S S e s i I S e e e
Fi gure 2
The Token Length (TKL)is set to 2;

Per [RFC7252], the Uri-path field consists of the foll ow ng sub-
fields:

0 Option Delta: 4bits, set to 11
0 Option Length: 4bits, set to 3
0 Option value: 3 bytes
The first byte of the option value is set to "6" (for 6top), "4" (for
| EEE802. 15.4), or "e" (for extension). The second and third bytes
refer to the resource nanme in the correspondi ng group.

3. Softcell Negotiation Interface RPC Definition
Thi s docunment proposes to replace the "6top Communication Protocol"
defined in [I-D. wang-6tisch-6top-sublayer] by an extension to the
YANG dat a nodel defined in [I-D.ietf-6tisch-6top-interface]. This

al | ows nei ghbor nodes to negotiate the allocation of soft cells using
the CoAP I E.
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rpc softcell-negotiation {
i nput {
| eaf Opcode {
type enuneration {
enum RESERVATI ON;
enum REMOVE;

}

}

| eaf RequiredBW {
type uint8;

}
| eaf SlotframelD {
type uint8;

}
| eaf Trackl D {
type uint 16;
description
"Trackl D points to a tupl e(TrackOaner Addr,
I nstancel D)";

}
| eaf Nunof Candi date {
type uint8;

}
Li st Candi datelLi st {
key "Sl ot O0f fset Channel O f set”;
| eaf SlotOFfset(
type uint 16;

}

| eaf Channel O f set {
type uint 16;

}

}
}
out put {
| eaf NunOX Cel I s {
type uint8;

}
Li st ResultedCells {
key "Sl ot O fset Channel O fset™;
| eaf SlotOFfset(
type uint 16;

}

| eaf Channel O f set {
type uint 16;

}

}
}
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4.

4.

4.

CoAP support
1. UR setting
Uri-Host option = target node address;

Uri-Path option = 6t/6/[6top resource nane], or 6t/4/[15.4
resource nane], or 6t/e/[extension resource nane], where [6top
resource nane] refers to the data resources or RPC defined by
6top, [15.4 resource nane] refers to the data resources defined
by | EEE802. 15.4, and [extension resource nane] refers to the
data resources defined by an extensions of 6top, e.g. OIF.
[6top resource nane] , [154 resource nane] and [extension
resource nane] are RECOVMMENDED to be at nost 2 bytes |ong.

2. CoAP Bl ock option

In [I-D.ietf-core-block], two block options (Blockl and Bl ock2) are
defined to support bl ock-wi se transfers. The format of a fragnented
message in a CoAP IE is defined as foll ows.

Format of CoAP | E content with fragnmented nessage.

01234567890123456789012345678901
T e e i e e o e T i st sl it N R T SR e S
CoAP | E header |Ver| T | TKL | Code |
B i S T ik s S S S e S S i S S S i e
Message I D [ Token [
e s s i e e S e R i N
Ui-path option

T T R e i o o e S e o bt S R
option |option | option delta | NUM |M SzX

-+

+
I
+
I
+
I
+
I

I
+
I
| delta |length | extended | | | |
B T i S S i S T h T i S S S S e
| 11111111 | |
i o O S BB |
/11 /
| fragment ed payl oad (64B) |

|

+

B I T i S iy S S S S i S S

Fi gure 3

Per [I-D.ietf-core-block], the option Delta is 23 for Blockl and 27
for Block2. Related sub-fields are defined as foll ows.

0 Option delta: 4bits, set to 13, indicates an 8-bit unsigned
integer follows the initial byte and the Option Delta m nus 13.
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0o Option length: 4bits, set to 2.

0 Option delta extended: 8bits, 23-13=10 and 27-13=14 for Bl ockl and
Bl ock2, respectively.

Per [1EEEB02154], assuming the |E size constraint is 81 bytes, the
related fields of the block option are defined as follows.

o0 The size of the block (SzX): 3 bits, representing bl ock size
16B/ 32B/ 64B/ 128B/ 256B/ 512B/ 1024B. Consi dering the |E size
constrai ned by [| EEEB02154], 16B/ 32B/ 64B bl ock size will be used.
Invalid block size values will cause the packet to be dropped
quietly.

o \Whether nore blocks are following (M: 1 bit;

o0 The relative nunber of the block (NUM: 12 bits, within a sequence
of blocks with the given size. NUMis 4bits or 12bits, or 20bits

4.3. Managenent |Interface Protocol

Managenment and M B handling is handl ed by the protocol specification
defined in [I-D.ietf-6tisch-coap].

4.4. Negotiation interface protocol
The negotiation protocol is used by neighbor nodes to agree at what
slot O f set/channel O fset to add/renove sotfcells. It uses a Uri-Path
option to identify the target resource (i.e the negotiation interface
of the neighbor).

The exanple below illustrates the use of this negotiation interface.
It assumes the RPC softcell-negotiation is at Uri-Path "6t/6/ng".
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Fommm - >| | EEE802. 15. 4e type: DATA

| POST | CoAP Header: POST ( T=CON)

| | Uri-Path: "6t/6/ng"

| | Payl oad: CBOR(

[ [ Opcode=RESERVATI ON
| | Requi r edBW

| | Sl ot franel D

[ [ Tr ackl D,

| | NunCf Candi dat e,

| | Candi dat elLi st
] >

[ <------ + | EEE802. 15. 4e type: ACK

I I

[ <------ + | EEE802. 15. 4e type: DATA

| 2.04 | CoAP Header: 2.04 Changed (T=CON, Code=2.04)
| | Payl oad: CBOR(

| | NunCX Cel | s,

| | Resul tedCel I s

I I )

S - > | EEE802. 15. 4e type: ACK

Node A send a CoAP POST request, using a confirnmable nmessage. Node B
sends back a | EEE802.15.4e ACK to confirmreception. This layer 2
ACK does not give any indication about the correct handling of the
conmand, or even about whether this command is well formatted and
understood. Node B parses the CoAP IE, and if correct, calls the
appropriate 6top command to allocate softcells. Wen the allocation
i s done, node B sends back a CoAP Response with the appropriate
return code to node A as a | EEEB02. 15. 4e data packet. The CoAP ACK
MUST be pi ggybacked on the Response.

4.5. Acknow edgenent
For both non-fragnmented CoAP nessage and fragnmented CoAP nessage, an
Acknowl edgenent nessage of CoAP is used. The Acknow edgenent nessage
of CoAP is inserted into a CoAP |E, which is carried in the Data
Frame or Enhanced Acknow edgenent frame of [| EEE802154€].

4.6. (Observe
The (bserve nechanismis a option for 6top-to-6top conmunication

The Token in the CoAP nessage is used to bind Cbserve nessage and its
Response nessages
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5. Inplenmentation Considerations

Simlar to the formatting and the parser nodul es used by CoAP (Layer
5), a CoAP formatting and parser nodul es are present in the 6top

subl ayer.
e +

| PCEP | CoAP | | 6LOWPAN | |

| PCC | DTLS | PANA | ND | RPL |
o +
| TCP | ubP [ | CWP | RSVP
T TN +
| | Pv6 [
S +
| 6LoWPAN HC |
o +
I R + e + |
| | CoAP Parser | | CoAP Formatting|

I R + Fommmmm e e +
|+ -------------- + B +|
| | 1E Parser | | ITE Formatting | |
I + e e e e + |
e +
| | EEE802. 15. 4e TSCH |
e I TS +
| | EEE802. 15. 4 |
o +

Figure 4

When the I E parser identifies a CoAP IE in the data packet, it passes
the 1E content (i.e. the fragnented CoAP nessage) to the CoAP Parser.
The CoAP Parser then assenbles those fragnmented CoAP nessages, and
takes the appropriate action based on the CoAP Code, Uri-Path, and
payl oad.

When a CoAP nessage is formatted, it MAY be fragnented, then passed
to the IE Formatting nodule. The IE Formatting nodul e puts those
(possi bly fragmented) CoAP nmessage(s) into a CoAP | E and pases them
to the | EEE802. 15. 4e TSCH | ayer as separate packets.
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