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Abst r act

The aimof this docunent is to describe the use case of privacy
ensured cloud conferencing in a pervasive nonitoring | andscape and to
poi nt out goals for a solution mitigating the pervasive nonitoring
threat [RFC7258].

Virtualized cl oud-based conferencing is happening and | ETF shoul d
take action to nmake such services viable and trustworthy froma
pervasi ve nonitoring perspective.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. I nt roduction

Thi s docunment di scusses the possibility to provide real-tine
conference comunication services to enterprises and ot her

organi zations that try to ensure the privacy of their conmmunication
in awrld with pervasive nonitoring. This includes being able to
pur chase conferencing supporting network services, including cloud-
based ones that are resistant to content nonitoring.

This docunent starts with a background section discussing the

devel opnent in the world that affects considerations for ensuring
comruni cati on privacy. Next goals and non-goals for privacy ensured
cl oud conferencing are stated, followed by the considerations around
usi ng current technol ogy and standards.

Sone strategies for secure cloud systens can be found in
[1-D.jenni ngs-perpass-secure-rai-cloud].
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2. Background

Wthin the field of real-time conferencing there is an ongoi ng
transformation. A transfornmation towards nore cl oud based,
virtualized and software based conferencing server inplenentations.
The central conferencing server on dedicated hardware is under heavy
conpetition fromvirtualized servers. One enabling factor for this
is the increased capabilities of the end-points that allow themto
decode and process nultiple sinultaneously received nmedia streans.
This inits turn has made the central conferring nedia nodes to
switch fromm xing or conposing nedia in the decoded domain to

i nstead performthe nuch | ess heavy-wei ght operation of sel ection
switching and forwarding of nedia streams, at |east for video. Thus
maki ng virtualized cl oud-based conferencing services viable.

This transformation to virtualization and cl oud-based services

i ncreases the threats towards the confidentiality of the content of
any conference. The reason is that an attacker interested in
surveill ance of a conference now al so has the possibility to attack
the cloud provider and attenpt to get access to the actual hardware
or virtualization layer as a nmethod of accessing what happens wthin
the conference services server instances.

From t he pervasive nonitoring debate we know that there are nany
organi zations that are actively perforning | arge scal e pervasive
moni toring, this includes national agencies, but also crinina

organi zati ons may be engaged in such activities. It has been
reveal ed that several |arge service providers have been conproni sed
resulting in people questioning the inpact and security of sourcing
services for enterprise or governnents to external providers. |ETF
has stated that pervasive nmonitoring is an attack and that it should
be mitigated [ RFC7258].

The trend of using virtualized cloud-based services (e.g.
conferencing) has a nunber of positive effects on flexibility, CAPEX
ease of use, etc. |ETF should take action to nake such services
viabl e and trustworthy from a pervasive nonitoring perspective. One
i mportant part of pervasive nonitoring is the passive pervasive
monitoring [I-D.tramel | - perpass- ppa].

3. Goals and Non- Goal s

Thi s section proposed goals and non-goals for the privacy ensured
conf erenci ng use case.
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3.1. Coals
3.1.1. Ensure End-To-End(s) Confidentiality

The content of the communication and all its nedia needs to be
confidential within the group of entities explicitly invited into the
conference. An external nonitoring adversary should be unable to
deduce the human to human conmmuni cation that actually occurred from
capturing the nedia packets within a time frame for which the

communi cation renains confidenti al

3.1.2. Ensure End-To-End Source Authentication

In a conference systemwith nmultiple participants it is vital that
the multi-nmedia content presented to any of the partici pant humans
are fromthe stated participants, and not an adversary that attenpts
to inject msleading content. Nor should an adversary be able to
fool the systeminto beconming a trusted party in the conference, only
explicitly invited parties shall be able to contribute content.

3.1.3. Provide a nore efficient service than Ful | - Mesh

A multi-party conference that has the goals of confidentiality and
source authentication can be established as a full MESH, i.e. each
participating end-point directly addresses each of the other
participants. However, this has a significant issue with the amount
of consuned resources in both the uplink and the downlink from each
participant. To reduce this issue one wants to consi der other
topol ogi es, which inplies network or centralized server
functionalities.

3.1.4. Support O oud Based Conferencing

To achieve a cost effective and scal abl e conferenci ng support the
conference central nodes nust be possible to run as instances in a
cl oud based virtualized environnent.

Froma security stand point this is a significant issue. 1In a
virtual, possibly multi-tenant, cloud environnent the ones running
the conferencing supporting inplenentation instance can’t trust that
anything nmaintained at that instance is secure froman adversary. A
pervasive nmonitoring entity may in fact have direct access to the
hardware through vulnerabilities in the virtualization layer the

i nstance runs in.
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3.2. Non-Coal s
3.2.1. Securing the endpoints

The security of a comunication session requires that the endpoints
are not conprom sed and that the users are trustworthy. [If not,
credentials and decrypted content may be shared with third parties.
However this is hard to prevent through system design. Thus, it
shoul d be assuned that the endpoint is secure and the user is
trustwothy, how to achieve this is out of scope.

3.2.2. Concealing that conmunication occurs

A non-goal is to attenpt to prevent a pervasive nonitoring adversary
from knowi ng that the conmunication session has occurred. The reason

for excluding this as a goal is that first of all it is extrenely
difficult to achieve, as a pervasive nonitoring adversary can be
expected to be able to have know edge of all IP flows that enter or

exit local 1SPs, across links that straddl e nation borders or

i nternet exchange points. Thus the flows required to achieve the
communi cati on session need to be highly difficult to correl ate
between different | egs of the communication. At this stage this is
deened too difficult to attenpt and will need to be subject for
future studies. Existing attenpts include The Onion Router (TOR)

whi ch has been clained to be possible to nonitor, at |east partially,
by an adversary with sufficient reach

3.2.3. Individual Media Source Authentication

Al 't hough the participants in the conference are authenticated, it
shoul d probably not be a goal to provide source authentication of the
medi a at the individual user level, instead being satisfied with
being able to authenticate nmedia as comng froman invited conference
partici pant or not.

There exi st solutions that can provide individual nedia source

aut hentication, e.g. TESLA. However they inpact the performance or
security properties they provide. Thus, further studies are required
to determ ne inpact and resulting security properties if desired to
have individual source authentication

3.2.4. Preventing invited user to access content
As an invited user will be provided with the content protection keys,
an invited user can unless active neasures are taken against this,

decrypt content fromthe tine periods prior and post the user is
officially part of the conference.
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If this is a concern the solution could be extended to re-key the
content protection keys every time a user joins or |eaves the
conference so each particular set of conference participants uses a
uni que key. However, this also changes the trust |evel required on
the conference rooster handling at any point and how to keep that
accurate and secured. Further the re-keying operations and their
tinmely conpl eti on becone an obstacle in system design

4. Problems with Current Technol ogy

If SRTP is used end-to-end, a multiparty conference where the

m ddl ebox/ server duplicates packets and forwards the conplete
encrypted packets froma client to nultiple participants, the RTP
handling is probl ematic.

The RTP mixer will be forced to behave like a video switching MCU in
RFC 5117. SRTP prevents the nixer fromperformng any type of RTP or
RTCP rewite. However, to keep the bitrate in check its sw tching
decision will result in stopping RTP streans fromreaching the
client. This results in RTP sequences with large gaps in them
These gaps hi de packet |osses at the edges of the gaps, resulting in
that the receiver has issues in determining if |oss near switching
point is intentional or not. This can cause repair attenpts,
buffering issues, and triggering bit-rate adaptation. In addition

t he congestion control nechani smhas significant difficulties to act
correctly in such an environnent.

Furt her the above topol ogy requires the RTP stacks to be capabl e of
handling nmultiple renote peers, including for adaptation of
congestion control. This has previously been Iinmted to any-source
mul ti cast and transport relay topol ogies, not RTP nixer ones.

To enable this systenis properties, enable RTP m xing, while not
letting the m xer get access to content, it’s required to specify a
two | evel security nechanism |In any nulti-vendor environnents this
will require a specification as it will affect the cipher operations
and the data transnmitted between participants. The application could
handl e automati c key-managenent in the group of authorized
participants. One approach on howto do this is

[1-D. cheng-srtp-cl oud]

To support video switching/relaying knowi ng fromwhich points in the
video streans a receiving endpoint will be able to decode is
important. Thus markers for where switching points in the nedia
streamare will be required

To enable the niddl e boxes to take | ocal decisions on this, each
sender will need to include sone speaker activity indication
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preferably including sone type of ranking of how likely this is to
contain speech. However, this activity indication also needs to |eak
as little informati on as possi bl e about the actual content of the
speech.

5. Concl usi ons

Virtualized cl oud-based conferencing is happening and | ETF shoul d
take action to nmake such services viable and trustworthy froma
pervasi ve nonitoring perspective.

Fromthe goals and discussion above it is clear that to provide
effective cloud based conferencing while protecting from pervasive
moni toring, two |layers of security is needed. This is not supported
by SRTP.

There is currently active work on secure objects in the formof JSON
objects in the |ETF W6 JOSE. But this is not applicable to RTP based
real -tine nedia.

6. Security Considerations

The whol e docunent is about neking cl oud-based conferencing viable
and trustworthy from a pervasive nonitoring perspective.
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