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Abstract

This draft outlines the requirenents for enabling nedia switches to
forma nmultinedia multi-user conferences w thout needing to have the
keys used to provide confidentiality and integrity for the nedia in
t he conference.
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1. I nt roduction

Modern audi o and vi deo conferencing systens include RTP niddl eboxes
that can often "switch" video and audio streans w thout mi xing them
When recei vers have honbgenous coding capabilities and can receive
multiple streams each, such nedia switchers avoid the need to decode
and re-encode nedia for the purpose of conpositing video or mXxing

audio. Instead they can forward encoded nedia as it was sent by the
transmitter. 1In this case, a nedia switching device can behave nore
like a nedia switching RTP Transl ator

[I-D.ietf-avtcore-rtp-topol ogi es-update], which we will |abel an RTP

Transl ator Forwardi ng Switch (RTFS)

Modern audi o and vi deo conferencing systens have al so deconposed
switching infrastructure into a) a controller that deals with the
signaling and keeps track of who is in the conference and b) one or
nore nmedia switching devices that receive, rewite headers and
transmit streans to receivers. In scalable systens, nedia swtching
devi ces may be deployed in many distributed | ocations to optim ze
bandwi dth or | atency and may be rented on denmand fromthird-parties
to neet peak |oading needs. Therefore, there is a need to |locate
swi tching devices in data centers and/ or be operated by third-parties
not otherw se trusted with decryption or encryption of audio and

vi deo nedi a.

This draft outlines the requirenments for enabling nedia swtching/

RTFS devices to performonly the functions they need to, including
header rewites and authenticating transnitters and receivers, wthout
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having to acquire or use the keys to provide confidentiality and
integrity for the media in SRTP. This enabl es depl oynments where the
privacy of the nedia can be assured even when a third-party service
is used for swtching nedia.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Media Switching/RTFS Architecture

In traditional conferencing systems, the conferencing nedia
infrastructure fully decrypts, decodes and processes RTP nedia
streans received fromone or nore transnmitters prior to forwardi ng
the newly encoded (transcoded, conposited and/or m xed) and encrypted
RTP nedia streams to the rest of receivers. Mdia Switching M xers,
whi ch may need to conposite or nix nedia, maintain i ndependent and
persi stent SRTP sessions with each endpoint
[I-D.ietf-avtcore-rtp-topol ogi es-update]. Mre specifically, each
endpoi nt establishes a point-to-point SRTP session w th conferencing
medi a infrastructure, which has its own persistent SSRCs, SRTP keys
and SRTP contexts (reference the figure below) [RFC7201].

+---+ Fom e e e e e e e e oo + +---+
| A|<---- | Encrypt Decrypt |<---- | C
+---+ [ N Vv [ +---+
| Traditional MCU |
[ or M xer [
+-- -+ | \; \; | +-o- -+
| B|<---- | Encrypt Encrypt | ---->| D|
+---+ e m e e e e e e oo - + +---+

Figure 1: Traditional MCU or M xer

When recei vers have honbgenous coding capabilities and can receive
mul tiple streams each, a nedia switcher can avoid processing nedia
and (selectively) forward streanms while mani pul ating only the
necessary parts of the RTP headers prior to forwarding to receivers.
The RTP payl oad part of streans fromtransnmitters is forwarded

wi t hout any processing or changes.

In this case, a nedia switching device can behave nore |like a

scal abl e RTP Transl ator Forwarding Switch (RTFS), maintaining the
SSRCs of the transmitting endpoints rather than generating their own
persi stent SSRCs towards every receiving endpoint (reference the
figure below). Though this is not the only viable enbodi nent of a
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medi a switching architecture, this is the nost relevant for the

requi renents di scussed in this docunent.

+o- -+ o + +o- -+
| Al<--- | |<---- | C|
+---+ | +---+
| RTP Transl at or [
| Forwarding Switch
+---+ | | +---+
| Bl<--- | | ----> D
+o- -+ L T T + +o- -+

Fi gure 2: Scal abl e

RTP Transl ator Forwarding Switch (RTFS)

These nedi a switchi ng/ RTFS devi ces may sel ectively forward only

certain transmtted strean(s) at any given tine,
and audio streamfromthe currently active speaker

such as the video
In this case

endpoints receive different RTP video streans that are generated by

different transmtters,
context. Al

endpoi nts do not
exanpl e,
streans from endpoint C

actually receiving video from endpoint A
when endpoi nt B becones the active speaker,

speaker. Later,
endpoints A, C and D w |

continues to receive video fromendpoint C

when Endpoi nt A becones

Time 1
(Prev Speaker)

each with its own SSRC, SRTP key and SRTP

these streans are rendered to the end user as a single
vi deo source representing the nost active speaker
recei ve the sane RTP streans al

in the figure bel ow, endpoints A B and D receive the video

Mor eover,
the tines. For
the currently active speaker, which is
the previous active
t hen
| start to receive video from B, which
In the final tinme slot,

the active speaker, the process continues.

(Active Speaker)

Endpoi nt A >a>a>a>a>a>|
<c<c<c<c<c<|

Endpoi nt

B <c<c<c<c<c<|

Tinme 2

| >a>a>a>a>a> Endpoint C

Endpoi nt A <b<b<b<b<b<|

(Active Speaker)

|<c<c<c<c<c<
| RTP I
| Translator |
| Forwarding
Swi t ch | >c>c>c>c>c> Endpoint D
[ |
(Prev Speaker)
| >b>b>b>b>b> Endpoi nt C
| | <c<c<c<c<c<
| RTP |
| Translator |
For war di ng
Swi tch | >b>b>b>b>b> Endpoi nt D

Endpoi nt B <c<c<c<c<c<|
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>b>b>b>b>b>|

Time 3
(Active Speaker)
Endpoi nt A >a>a>a>a>a>|

>a>a>a>a>a> Endpoint C

I
<b<b<b<b<b<]| |
| RTP I
| Translator |
(Prev Speaker) | Forwarding
Endpoi nt B <a<a<a<a<a<| Switch | >a>a>a>a>a> Endpoint D
>b>b>b>b>b> [

Figure 3: RTFS Media Flow for Active Speakers

Meeting the objective of scalability and sinplicity in this nedia
switching architecture starts with mninizing/elimnating the nedia
processing perfornmed by the media swi tching device, but can also to
be extended to cryptography, where crypto processing and crypto state
mai nt ai ned by the nmedia switching/ RTFS devices are mninmzed. Wth
the advent of cloud-based services, it is essential to enable

depl oynents where the privacy of the nedia can be assured even when a
third-party service is used for conference switching. Then
enterprises can use cloud-based, third-party conferencing services
while restricting such fromaccessi ng and nani pul ati on of their media
content. The ability to elimnate the need of media sw tching/RTFS
devices to decrypt and re-encrypt packets is not nmerely a scalability
and sinplicity requirenent, but is also a core security requirenent

i n cl oud-based conferencing services.

4. RTP header nmani pul ati on

A medi a switching/ RTFS device m ght need to nodify sone of the RTP
header fields to map between different val ues picked by different
endpoints prior to switching. An exanple is the RTP payl oad type
val ues which for SIP endpoints calling into the conference are picked
by the endpoints. Different endpoints are likely to pick different
val ues for the same nmedia format. The media switching device is
responsi bl e for mappi ng between such different values. In the case
of RTP payl oad types, the conference system night be able to send a
SIP reinvite to renegotiate the RTP payl oad type value down to a
shared val ue hence avoiding the remappi ng. This nmechani sm does not
al ways work as endpoints can choose to use asymmetric payl oad types.
Renegoti ati on al so adds conplexity and del ays to the conferencing
system (Qther RTP header fields such as RTP extension headers can
al so be nodified, deleted or added as they are negotiated separately
with each participants.

Ismail, et al. Expi res January 05, 2015 [ Page 5]



Internet-Draft Secure Media Switching Requirenents July 2014

On the other hand, two of the RTP fields nmust not be nodified by
medi a switches that do not have access to the nedia encryption keys.
These two fields are the SSRC and the RTP sequence nunber. Both
fields are used in the calculation of the SRTP cipher’s 1V, thus
requiring a total re-encryption upon nodification

Below is the set of RTP header fields along with whether a nedia
swi t chi ng/ RTFS device m ght nodify them unlikely to nodify them or
must not nodify them

o Version (V): This field is unlikely to be nodified by the nedia
swi t ching device

o Padding marker (P): This field is unlikely to be nodified by the
medi a swi tching device

0 Extension (X): The nedia switching device mght nodify this field
when it needs to add RTP extension headers where none existed or
if it needs to delete existing RTP extension headers

o Contributing sources count (CC): The nedia switching device is
unlikely to nodify this field

o Marker bit (M: This field is unlikely to be nodified by the nedia
swi t chi ng device

o Payload Type (PT): The nmedia switching device mght nmodify this
field to map between different RTP type val ues picked by different
endpoi nt s

0 Sequence Nunber (SEQ: The nedia switching device nust not nodify
this field

o Tinmestanp (TS): This field is unlikely to be nodified by the nedia
swi t chi ng device

0 Synchronization Source (SSRC): This field nust not be nodified by
the medi a switching device

0 Extension Header (ExtHDR): The nedia switching device is likely

modify this field either to change its value or to delete it
conpl etely
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5.

Requi renment s

The following are the security solution requirenents for nmedia
swi t chi ng/ RTFS devi ce that enable nedia privacy to be naintained
across participant endpoints.

1. Solution needs to maintain all current SRTP security properties.

2. Solution need to extend replay attacks protection to cover cross-
participants replay prevention. Packets sent between the nedia
swi tching device and participant A cannot be retransnmitted to
partici pant B undetect ed.

3. Keys used for encryption and authentication of RTP payl oads and
other informati on deenmed unsuitable for accessibility by the
medi a swi tching device nust not be generated by or accessible to
any of the nedia sw tching devices.

4. The nedia switching devices nust be capable, if authorized, of
changi ng any part of an RTP header except for the RTP sequence
nunber and SSRC. This in turn mandates that the nedia swtching
devi ces nust have access to the keys used for the authentication
of RTP header fields other than SSRC and RTP sequence nunber when
a proper authorization is in place.

5. The SRTP nmaster keys nust not be generated by the nmedia sw tching
devi ces

6. The nedia switching devices nust not be involved in the
distribution of the SRTP nmaster keys to participants nor in the
aut hentication of the participants identities for the purpose of
key distribution

7. The nmedia switching devices nust be able to switch an already
active SRTP streamto a new receiver while guaranteeing the
timely synchronizati on between the SRTP context of the
transmitter and its old and new receivers. O special interest
is the RoC part pf the SRTP context due to its dynam c nature
It is inmportant to note that nedia sw tching devices can not
change RTP sequence nunbers as that woul d require packet re-
encryption.

Exanpl e Scenari o

The above requirements (especially 3 and 4) inply that there is a
need for SRTP ciphersuites that allow a split key and split

aut hentication nodel. Instead of the current single SRTP naster key,
this docunent requires two independent SRTP naster keys. The first
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is an end to end key that is used for the encryption of the RTP

payl oad and other information requiring end-to-end encryption. The
end to end key is also used for the authentication of the RTP

payl oad, the RTP sequence nunber, RoC and SSRC as well as any other
informati on requiring end-to-end authentication. The second key is
hop- by- hop key used for the authentication of the RTP packet as wel
as any other information requiring hop by hop authentication (e.g.
RTCP packet authentication). The hop-by-hop key can al so be used for
encryption of information that the switch is authorized to access and
nmodi fy, such as encrypted RTCP packets.

RTP Packet

CC M| PT | Seq Num |

I I
| Ti me Stanp | | Auth( RTP Packet + RoC, HopByHopKey )
[ SSRC [ [
I CSRCs I I
_______________________ | N
| | | | Enc( Payl oad, End2endKey )
| Pay Load | | |
I I

Aut h( Payl oad + SSRC + SegNum + RoC
——————————————————————— vV Vv End2endKey )

Figure 4: SRTP Split key-authentication nodel
The following figures illustrate how this split-context system could
be used to acconplish the RTP forwardi ng objectives above. W do not
show the control interactions that woul d be necessary to distribute
the requisit keys anbng the participants.
TODO Flesh out this exanple case further

Note that nedia fromendpoints are flowing in direction of the arrows.

Time 1
(Prev Speaker) (Active Speaker)
C Context Instantiated A Context Instantiated
Endpoi nt A >a>a>a>a>a>| | >a>a>a>a>a> Endpoint C
<c<c<c<c<c<| | <c<c<c<c<c<
| RTP I
| Translator |
| Forwarding
Endpoi nt B <c<c<c<c<c<| Switch | >c>c>c>c>c> Endpoint D
C Context Instantiated | | C Context Instantiated
Time 2 (Prev Speaker)
C Context Qut of Sync A Context Qut of Sync
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B Context Instantiated B Context Instantiated
Endpoi nt A <b<b<b<b<b<] | >b>b>b>b>b> Endpoi nt C
| | <c<c<c<c<c<
| RTP I
| Translator |
(Active Speaker) | Forwarding
Endpoi nt B <c<c<c<c<c<| Switch | >b>b>b>b>b> Endpoi nt D
>b>b>b>b>b> | C Context Qut of Sync
C Context Up to Date B Context Instantiated
Time 3
(Active Speaker)

C Context Qut of Sync A Cont ext Synchronized
B Context Up to Date B Context Qut of Sync
Endpoi nt A >a>a>a>a>a>| | >a>a>a>a>a> Endpoint C

<b<b<b<b<b<| |
| RTP I
| Translator |
(Prev Speaker) | Forwarding
Endpoi nt B <a<a<a<a<a<| Switch | >a>a>a>a>a> Endpoint D
>b>b>b>b>b> [ C Context Qut of Sync
C Context Qut of Sync B Context Qut of Sync
A Context Instantiated A Context Instantiated

Figure 5: SRTP context synchronization
7. Security Considerations

This specification is all about new requirenments for a systemfor
securing RTP headers separately fromthe RTP body.

The requirenents di scussed above lead to a need for new SRTP ci pher
suites that split protection between hop-by-hop and end-to-end
protections. This split may require new nodels for nanagi ng SRTP
keys, e.g., extensions to DILS-SRTP or EKT. W do not address

requi renents for key managenent in this docunent, since they would be
acconpl i shed at the control layer, rather than the RTP forwarding

| ayer.

8. | ANA Consi derations
Thi s docunent requires no actions from | ANA
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