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Abst r act
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Interface that allows a CDN to trigger activity in an interconnected
CDN that is configured to deliver content on its behalf. The
upstream CDN can use this nmechanismto request that the downstream
CDN pre-positions netadata or content, or that it re-validate or
purge netadata or content. The upstream CDN can nonitor the status
of activity that it has triggered in the downstream CDN
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1. Introduction

[ RFC6707] introduces the Probl em scope for CDN Interconnection (CDNI)
and lists the four categories of interfaces that nmay be used to
conmpose a CDNI solution (Control, Metadata, Request Routing,

Loggi ng) .

[I-D.ietf-cdni-framework] expands on the information provided in
[ RFC6707] and describes each of the interfaces and the rel ationships
between themin nore detail.

Thi s docunent describes the "CI/T" interface, "CDNl Control interface
/ Triggers". 1t does not consider those parts of the contro
interface that relate to configuration, bootstrapping or

aut hentication of CDN Interconnect interfaces. Requirenments for CI/T
are the "H gh" and "Mediuni priority requirenments for the Cl
identified in section 4 of [I-D.ietf-cdni-requirenents], reproduced
here for conveni ence:

Cl-1 [HHGH The CDNI Control interface shall allow the Upstream
CDN to request that the Downstream CDN, including downstream
cascaded CDNs, delete an object or set of objects and/or its CDN
nmet adata fromthe CDN surrogates and any storage. Only the
object(s) and CDNI netadata that pertain to the requesting
Upstream CDN are all owed to be purged
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Cl-2 [MED] The CDNI Control interface should allow for nultiple
content itenms identified by a Content Collection ID to be purged
using a single Content Purge action.

Cl-3 [MED] The CDNI Control interface should allow the Upstream
CDN to request that the Downstream CDN, including downstream
cascaded CDNs, mark an object or set of objects and/or its CDNI
nmet adata as "stale" and revalidate them before they are delivered
agai n.

Cl-4 [HHGH The CDNI Control interface shall allow the Downstream
CDN to report on the conpletion of these actions (by itself, and

i ncl udi ng downstream cascaded CDNs, in a nanner appropriate for
the action (e.g. synchronously or asynchronously). The
confirmation receipt should include a success or failure
indication. The failure indication along with the reason are used
i f the Downstream CDN cannot delete the content in its storage.

Cl-5 [MED] The CDNI Control interface should support initiation
and control by the Upstream CDN of pre-positioned CDNl netadata
acqui sition by the Downstream CDN.

Cl-6 [MED] The CDNI Control interface should support initiation
and control by the Upstream CDN of pre-positioned content

acqui sition by the Downstream CDN.

Section 2 outlines the nodel for the CI/T Interface at a high
| evel .

Section 3 describes collections of Trigger Resources.
Section 4 defines the web service provided by the dCDN

Section 5 lists properties of Trigger Requests and Status
Resour ces.

Section 6 defines a JSON encoding for Trigger Requests and Status
Resour ces.

Section 7 contains exanpl e nessages.

Ter m nol ogy

Thi s docunment reuses the termi nology defined in [ RFC6707].
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2

Model for CDNI Triggers

A trigger, sent fromthe uCDN to the dCDN, is a request for dCDN to
do sone work relating to data originating fromthe uCDN

The trigger may request action on either netadata or content, the
foll owi ng actions can be requested:

0 preposition - used to instruct the dCDN to fetch netadata fromthe
uCDN, or content fromany origin including the uCDN

o invalidate - used to instruct the dCDN to revalidate specific
nmet adata or content before re-using it.

0 purge - used to instruct the dCDN to del ete specific netadata or
content.

The CI/T interface is a web service offered by the dCDN. It allows
creation and del etion of triggers, and tracking of the triggered
activity. When the dCDN accepts a trigger it creates a resource
describing status of the triggered activity, a Trigger Status
Resource. The uCDN MAY poll Trigger Status Resources to nonitor
progress.

Requests to invalidate and purge nmetadata or content apply to al
variants of that data with a given URl .

The dCDN maintains a collection of Trigger Status Resources for each
uCDN, each uCDN only has access to its own collection and the

| ocation of that collection is shared when CDN i nterconnection is
est abl i shed.

To trigger activity in the dCDN, the uCDN will POST to the collection
of Trigger Status Resources. |If the dCDN accepts the trigger, it
creates a new Trigger Status Resource and returns its |location to the
UCDN. To nonitor progress, the uCDN MAY GET the Trigger Status
Resource. To cancel a trigger, or renmove a trigger fromthe
collection once its activity has been conpleted, the uCDN MAY DELETE
the Trigger Status Resource

In addition to the collection of all Trigger Status Resources for
uCDN, uCDN has access to filtered views of that collection. These
filtered views are defined in Section 3 and include collections of
active and conpleted triggers. These collections provide a mechani sm
for polling the status of multiple jobs.

Figure 1 is an exanple showi ng the basic nessage flow used by the
UCDN to trigger activity in dCDN, and for uCDN to di scover the status

Murray & N ven-Jenkins Expi res January 3, 2015 [ Page 5]



Internet-Draft CDN I nterconnect Triggers July 2014
of that activity. Only successful triggering is showmn. Exanples of
the messages are given in Section 7

uCDN dCDN
| (1) POST http://dcdn. exanpl e.conftriggers/uCDN |

[} memermm e >
|

[ Loc: http://dcdn. exanple.conftriggers/uCDN 123 [

Figure 1: Basic CDNI Message Flow for Triggers

The steps in Figure 1 are:

1. uCDN triggers action in the dCDN by posting to a collection of
Trigger Status Resources, "http://dcdn. exanple.contriggers/
UCDN'. The URL of this was given to the uCDN when the trigger
interface was established.

2. dCDN authenticates the request, validates the trigger and if it
accepts the request, creates a new Trigger Status Resource.

3. dCDN responds to the uCDN with an HTTP 201 response status, and
the I ocation of the Trigger Status Resource.

4. uCDN may repeatedly poll the Trigger Status Resource in the dCDN

5. dCDN responds with the Trigger Status Resource, describing
progress or results of the triggered activity.

The remai nder of this docunent describes the nessages, Trigger Status

Resources, and collections of Trigger Status Resources in nore
detail .
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2.1. Tinming of Triggered Activity

Timng of triggered activity is under the dCDN s control, including
its start-tine and pacing of the activity in the network.

I nval i date and purge triggers MJST be applied to all data acquired
before the trigger was created in the dCODN. The dCDN may apply the
triggers to data acquired after trigger creation

If the uCDN wishes to invalidate or purge content, then i mmediately
pre-position replacenent content at the sane URLs, it SHOULD ensure
the dCDN has conpl eted the invalidate/purge before initiating the
prepositioning. Oherw se, the dCDN nmay pre-position the new content
then inmedi ately invalidate or purge it (as a result of the two uCDN
requests running in parallel).

2.2. Trigger Results
Each Trigger Request nmay operate on nultiple data items. The trigger

MUST NOT be reported as "conplete" unless all actions can be
compl et ed successfully, otherwise it MJST be reported as "failed" or

"processed”. The reasons for failure and URLs or Patterns affected
SHOULD be enunerated in the Trigger Status Resource. For nore
detail, see section Section 4.5.

If a dCDN is also acting as a uCDN in a cascade, it MJST forward
triggers to any downstream CDNs that nay have data affected by the
trigger. The trigger MJST NOT be reported as conplete in a CDN unti
it is conplete in all of its downstream CDNs. A trigger MAY be
reported as failed as soon as it fails in a CON or in any of its
downstream CDNs.

3. Collections of Trigger Status Resources

As described in Section 2, Trigger Status Resources exist in dCDN to
report the status of activity triggered by each uCDN

A collection of Trigger Status Resources is a resource that contains
a reference to each Trigger Status Resource in that collection.

To trigger activity in the dCDN, the uCDN creates a new Trigger

St atus Resource by posting to the dCDN' s collection of uCDN s Trigger
Status Resources. The URL of each Trigger Status Resource is
generated by the dCDN when it accepts the trigger, and returned to
the uCDN. This imedi ately enables the uCDN to check the status of
that trigger.
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The dCDN MUST present a different set of Trigger Status Resources to
each interconnected uCDN. Trigger Status Resources belonging to a
UCDN MUST NOT be visible to any other client. The dCDN may, for
exanpl e, achieve this by offering different collection URLs to uCDNs,
or by filtering the response based on the client uCDN

The dCDN resource representing the collection of all the uCDN s
Trigger Status Resources is accessible to the uCDN. This collection
lists all of the uCDN triggers that have been accepted by the dCDN
and have not yet been deleted by the uCDN, or expired and renoved by
the dCDN (as described in section Section 4.3).

In order to allow the uCDN to check status of multiple jobs in a
singl e request, the dCDN SHOULD al so mai ntain coll ections
representing filtered views of the collection of all Trigger Status
Resources. The filtered collections are:

o Pending - Trigger Status Resources for triggers that have been
accepted, but not yet acted upon.

0 Active - Trigger Status Resources for triggered activity that is
currently being processed in the dCDN

o Conplete - Trigger Status Resources representing activity that
compl et ed successfully, or for which no further status updates
will be made by the dCDN

o Failed - Trigger Status Resources representing activity that
failed.

4. CDNI Trigger interface

This section describes an interface to enabl e an upstream CDN to
trigger defined activities in a downstream CDN. The interface is

i ntended to be independent of the set of activities defined now, or
that may be defined in future

Cl/Tis built on the principles of RESTful web services. Requests
are made over HTTP, and the HTTP Method defines the operation the
request would like to perform The correspondi ng HTTP Response
returns the status of the operation in the HTTP Status Code and
returns the current representation of the resource (if appropriate)
in the Response Body. HITP Responses from servers inplenmenting CI/T
that contain a response body SHOULD i nclude an ETag to enabl e
val i dati on of cached versions of returned resources.
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Servers inplementing Cl/T MJST support the HTTP GET, HEAD, POST and
DELETE met hods as defined in [RFC7231]. The only representation
specified in this docunent is JSON, [RFC7159].

The URL of the dCDN s coll ections of Trigger Status Resources need to
be either discovered by, or configured in, the uCDN. The nechani sm
for discovery of those URLs is outside the scope of this docunent.

Trigger Requests are POSTed to the dCDN s collection of all Trigger
Status Resources. |If the trigger is accepted by the dCDN, it creates
a new Trigger Status Resource and returns its URI to the dCDN in an
HTTP 201 response. The triggered activity can then be nonitored by
the uCDN using that resource and the collections described in

Section 3.

The URI of each Trigger Status Resource is returned to the uCDN when
it is created. This neans all Trigger Status Resources can be

di scovered, so CI/T servers are free to assign whatever structure
they desire to the URIs for CI/T resources. CI/T clients MJST NOT
make any assunptions regarding the structure of CI/T URIs or the
mappi ng between CI/T objects and their associated URIs. Therefore
any URI's present in the exanples below are purely illustrative and
are not intended to inpose a definitive structure on CI/T interface
i mpl emrent ati ons.

The CI/T interface builds on top of HTTP, so Cl/T servers may make
use of any HTTP feature when inplenmenting the CI/T interface. For
exanple, a Cl/T server may nake use of HITP' s cachi ng nechanisns to
i ndi cate that a requested response/representati on has not been
nmodi fi ed, reducing the processing needed to determ ne whether the
status of triggered activity has changed.

This specification is neutral with regard to the transport bel ow the
HTTP | ayer.

The dCDN MUST ensure that activity triggered by the uCDN only affects
met adata or content originating fromthat uCDN. Since only one CDN
can be authoritative for a given itemof metadata or content, this
requi renent neans there cannot be any "l oops"™ in trigger requests

bet ween CDNs.

4.1. Creating Triggers
To create a new trigger, the uCDN makes an HTTP POST to the

unfiltered collection of its triggers. The request body of that POST
is a Trigger Request.
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The dCDN val i dates and authenticates that request, if it is nalforned
or the uCDN does not have sufficient access rights it MAY reject the
request immediately. In this case, it MJST respond with an
appropriate 4xx HTTP error code and a resource MJST NOT be created on
dCDN.

If the request is accepted, the uCDN MJST create a new Trigger Status
Resource. The HTTP response to the dCDN MJUST have status code 201
and the URI of the Trigger Status Resource in the Location header
field. The HTTP response SHOULD i nclude the content of the newy
created Trigger Status Resource, this is recomended particularly in
cases where the trigger has conpleted i mediately.

Once a Trigger Status Resource has been created the dCDN MJUST NOT re-
use its location, even after that resource has been renoved.

The "request" property of the Trigger Status Resource contains the

i nformati on posted in the body of the Trigger Request. Note that
this need not be a byte-for-byte copy. For exanple, in the JSON
representation the dCDN nmay re-serialise the information differently.

If the dCDN is not able to track triggered activity, it MJST indicate
that indicate that it has accepted the request but will not be
providing further status updates. To do this, it sets the "status"
of the Trigger Status Resource to "processed". |In this case, C/T
processi ng should continue as for a "conplete" request, so the
Trigger Status Resource MJST be added to the dCDN s coll ecti on of
Conpl ete Triggers. The dCDN SHOULD al so provide an estimated
completion tinme for the request, by using the "etine" property of the
Trigger Status Resource. This will allow the uCDN to schedul e
prepositioning after an earlier delete of the same URLs is expected
to have fi nished

If the dCDN is able to track triggered activity, the trigger is
queued by the dCDN for |ater action, the "status" property of the
Trigger Status Resource MJST be "pending". Once trigger processing
has started the "status" MJST be "active". Finally, once the
triggered activity is conplete, the trigger status MJST be set to
"conplete" or "failed".

A trigger may result in no activity in the dCONif, for example, it
is an invalidate or purge request for data the dCDN has not yet
acquired, or a prepopul ate request for data it has already acquired
and which is still valid. |In this case, the "status" of the Trigger
St at us Resource MJST be "processed"” or "complete", and the Trigger
St at us Resource MJST be added to the dCDN' s col |l ection of Conplete
Triggers.
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Once created, Trigger Status Resources nmay be del eted by the uCDN but
not nodified. The dCDN MJST reject PUT and POST requests fromthe
UCDN to Trigger Status Resources using HITP status code 403

4,.2. Checking Status

The uCDN has two ways to check progress of activity it has triggered
in the dCDN, described in the foll owi ng sections.

To check for change in status of a resource or collection of
resources wthout re-fetching the whole resource or collection
Entity Tags SHOULD be used by the uCDN as cache validators, as
defined in [ RFC7232].

The dCDN SHOULD use the cache control headers for responses to GETs
for Trigger Status Resources and Collections to indicate the
frequency at which it recommends uCDN should poll for change.

4.2.1. Polling Trigger Status Resource collections

The uCDN can fetch the collection of its Trigger Status Resources, or
filtered views of that collection

This makes it possible to poll status of all triggered activity in a
single request. If the dCDN noves a Trigger Status Resource fromthe
Active to the Conpleted collection, the uCDN nay chose to fetch the
result of that activity.

When polling in this way, the uCDN SHOULD use HTTP Entity Tags to
moni tor for change, rather than repeatedly fetching the whol e
col I ection.

4.2.2. Polling Trigger Status Resources
The uCDN has a reference (URI provided by the dCDN) for each Trigger
Status Resource it has created, it may fetch that resource at any
time.

This MAY be used to retrieve progress information, and to fetch the
result of triggered activity.

4.3. Deleting Triggers

The uCDN MAY del ete Trigger Status Resources at any tinme, using the
HTTP DELETE et hod.

Once deleted, the references to a Trigger Status Resource MJST be
removed fromall Trigger Status Resource collections. Subsequent
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requests for the resource MJST be handl ed as required by HITP, and so
will receive responses with status 404 or 410.

If a "pending" Trigger Status Resource is deleted, the dCDN SHOULD
NOT start processing of that activity. Deleting a "pending" trigger
does not however guarantee that it is not started because the uCDN
cannot control the timing of that activity. Processing may, for
exanple, start after the DELETE is sent by the uCDN but before the
DELETE is processed by the dCDN

If an "active" Trigger Status Resource is deleted, the dCDN MAY stop
processing the triggered activity. However, as with deletion of a
"pendi ng" trigger, the dCDN does not guarantee this.

Del etion of a "conplete", "processed"” or "failed" Trigger Status
Resource requires no processing in the dCDN other than del etion of
the resource

4.4. Expiry of Trigger Status Resources

The dCDN MAY choose to automatically delete Trigger Status Resources
sonme tinme after they becone "conplete", "processed" or "failed". In
this case, the dCDN will renove the resource and respond to
subsequent requests for it with HTTP status 404 or 410.

If the dCDN perforns this housekeeping, it MJST have reported the
length of tine after which conpleted Trigger Status Resources becone
stale via a property of the collection of all Trigger Status

Resources. It is recommended that Trigger Status Resources are not
automatically deleted for at |east 24 hours after they becone
"conpl ete", "processed" or "failed".

To ensure it has access to the status of its conpleted and failed
triggers, it is recommended that the uCDN' s polling interval is half
the tine after which records for conpleted activity will be

consi dered stale.

4.5. FError Handling

A CI/T server may reject a trigger request using HTTP status codes.
For exanple, 400 if the request is nmalforned, or 401 if the client
does not have pernission to create triggers or it is trying to act on
anot her CDN s dat a.

If any part of the trigger request fails, the trigger SHOULD be
reported as "failed" once its activity is conplete or if no further
errors will be reported. The "errors" property in the Trigger Status
Resource will be used to enunerate which actions failed and the
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5.

5.

1.

reasons for failure, and may be present while the trigger is stil
"pendi ng" or "active", if the trigger is still running for sone URLs
or Patterns in the trigger request.

Once a request has been accepted, processing errors are reported in
the Trigger Status Resource using a list of "ErrorDesc". Each
ErrorDesc is used to report errors against one or nore of the URLs or
Patterns in the trigger request.

If a surrogate affected by a trigger is offline in the dCDN, or the
dCDN i s unable to pass a trigger request on to any of its cascaded
dCDNs; the dCDN SHOULD report an error if the request is abandoned.
O herwise, it SHOULD keep the trigger in state "pendi ng" or "active"
until it’s acted upon or the uCDN chooses to cancel it. O, if the
request is queued and the dCDN will not report further status, the
dCDN MAY report the trigger as "processed”, in which case it SHOULD
al so provide an estinmated conpletion tine.

Note that an "invalidate" trigger nay be reported as "conplete" when
surrogates that may have the data are offline. In this case,
surrogates MJUST NOT use the affected data without first revalidating
it when they are back online. This does not apply to "preposition"
or "purge" triggers.
Properties of Triggers

Properties of Trigger Requests

Properties of Trigger Requests are defined in the foll ow ng
subsecti ons.

Property: type
Description: This property defines the type of the trigger
Type: TriggerType
Mandat ory: Yes

Property: netadata.urls

Description: The uCDN URL for the netadata the trigger applies
to.

Type: URLs

Mandat ory: No, but at |east one of 'netadata.*’ or 'content.*’
MUST be present and non-enpty.
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Description: URLs of content data the trigger applies to, see

Section 5.1.1.

Type: URLs

Mandatory: No, but at |east one of 'netadata.*’ or ’'content.*’

MJUST be present and non-enpty.

Property: content.ccid

Description: The Content Collection IDentifier of data the

trigger applies to.

Type: List of strings

Mandat ory: No, but at |east one of 'netadata.*’ or ’'content.*’

MUST be present and non-enpty.
Property: netadata.patterns
Description: The netadata the trigger applies to.

Type: List of PatternMatch

Mandatory: No, but at |east one of ’'netadata.*’ or ’'content.*’
MUST be present and non-enpty, and netadata. patterns MJST NOT

be present if the TriggerType is Preposition
Property: content.patterns
Description: The content data the trigger applies to.

Type: List of PatternMatch

Mandat ory: No, but at |east one of 'netadata.*’ or ’'content.*’
MUST be present and non-enpty, and content.patterns MJIST NOT be

present if the TriggerType is Preposition

1. Content URLs

To refer to content in the dCDN, the uCDN MJST present URLs in the
sanme formclients will use to access content in that dCDN, after

transformation to renove any surrogate-specific parts of a

302-redirect URL form By definition, it is always possible to

| ocate content based on URLs in this form
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If content URLs are transformed by an internmediate CDN in a cascade,
that intermediate CON MJUST transform URLsS in trigger requests it
passes to its dCDN

When processing trigger requests, CDNs MJUST ignore the URL schene
(http or https) in conmparing URLs. For exanple, for an invalidate or

purge trigger, content MJUST invalidated or purged regardl ess of the
protocol clients use to request it.

5.2. Properties of Trigger Status Resources
Property: trigger

Description: The properties of trigger request that created
this record.

Type: Trigger Request
Mandat ory: Yes
Property: ctine
Description: Tinme at which the request was received by the
dCDN. Tine is deternmined by the dCDN, there is no requirenent
to synchroni se cl ocks between interconnected CDNs.
Type: Absol uteTi ne
Mandat ory: Yes
Property: ntine
Description: Tine at which the resource was | ast nodified.

Tinme is determined by the dCDN, there is no requirenent to
synchroni se cl ocks between interconnected CDNs.

Type: Absol uteTi ne
Mandat ory: Yes
Property: etine
Description: Estimate of the tine at which the dCDN expects to

complete the activity. Time is determned by the dCDN, there
is no requirement to synchroni se cl ocks between interconnected

CDNs.

Type: Absol uteTi ne
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Mandat ory: No

Property: status
Description: Current status of the triggered activity.
Type: Trigger Status
Mandat ory: Yes

Property: errors
Description: List of ErrorDesc.
Mandat ory: No.

5.3. Properties of ErrorDesc

An ErrorDesc object is used to report failure for URLs and patterns
in a trigger request.

Property: error
Type: ErrorCode
Mandat ory: Yes.

Property: netadata.urls, content.urls, netadata.patterns,
content. patterns

Descri ption: Metadata and content references copied fromthe
trigger request. Only those URLs and patterns to which the
error applies shall be included in each property, but those
URLs and patterns MJST be exactly as they appear in the
request, the dCDN nust not generalise the URLs. (For exanpl e,
if the uCDN requests prepositioning of URLs
"http://ucdn. exanpl e.confa" and "http://ucdn. exanpl e. com b"
the dCDN must not generalise its error report to Pattern
"http://ucdn. exanpl e.com *").

Mandatory: At |east one of these properties is nandatory in
each ErrorDesc.

Property: description

Description: A String containing a human-readabl e description
of the error.
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Mandat ory: No.
5.4. Properties of Trigger Collections
Property: triggers

Description: Links to Trigger Status Resources in the
col l ection.

Type: URLs.
Mandat ory: Yes

Property: stal eresourcetinme
Description: The length of tine for which the dCDN guarant ees
to keep a conpleted Trigger Status Resource. After this tineg,
the dCDN MAY del ete the resource and all references to it from
col | ecti ons.
Type: Integer, time in seconds.
Mandatory: Yes, in the collection of all Trigger Status
Resources if the dCDN deletes stale entries. |f the property
is present in the filtered collections, it MJST have the sane
value as in the collection of all Trigger Status Resources.

5.5. Trigger Resource Sinple Data Type Descriptions

This section describes the sinpler data types that are used for
properties of Trigger Status resources.

5.5.1. TriggerType

This type defines the type of action being triggered, permtted
actions are:

0 Preposition - a request for the dCDN to acquire netadata or
content.

0o Invalidate - a request for the dCDN to invalidate netadata or
content. After servicing this request the dCDN will not use the
specified data without first re-validating it using, for exanple,
an "If-None-Match" HTTP request. The dCDN need not erase the
associ at ed dat a.

Murray & N ven-Jenkins Expi res January 3, 2015 [ Page 17]



Internet-Draft CDN I nterconnect Triggers July 2014

0 Purge - a request for the dCDN to erase netadata or content.
After servicing the request, the specified data MJUST NOT be held
on dCDN

5.5.2. TriggerStatus

This type describes the current status of a Trigger, possible values
are:

o Pending - the trigger has not yet been acted upon

0 Active - the trigger is currently being acted upon

o0 Conplete - the triggered activity conpl eted successfully.

0 Processed - the trigger has been accepted and no further status
update will be nade (may be used in cases where conpl eti on cannot
be confirnmed).

o Failed - the triggered activity could not be conpl et ed.

5.5.3. URLs

This type describes a set of references to netadata or content, it is
simply a list of absolute URLs.

5.5.4. AbsoluteTine
Times are expressed in seconds since the UNI X epoch
5.5.5. ErrorCode
This type is used by dCDN to report failures in trigger processing.

0 EMETA - the dCDN was unable to acquire netadata required to fulfi
t he request.

0 ECONTENT - the dCDN was unabl e to acquire content (preposition
triggers only).

0 EPERM - the uCDN does not have permission to trigger the requested
activity (for exanple, the data is owned by another CDN).

0 EREJECT - the dCDN is not willing to fulfil the request (for

exanpl e, a preposition request for content at a tinme when dCDN
woul d not accept Request Routing requests from uCDN)
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6

o ECDN - An internal error in the dCDN or one of its downstream
CDNSs.

JSON Encodi ng of (njects

The encoding for a CI/T object is a JSON obj ect containing a
dictionary of (key,value) pairs where the keys are the property
nanes, and the values are the associated property val ues.

The keys of the dictionary are the nanes of the properties associated
with the object and are therefore dependent on the specific object
bei ng encoded (i.e. dependent on the M ME Media Type of the returned
resource). Likew se, the values associated with each key are
dependent on the specific object being encoded (i.e. dependent on the
M ME Media Type of the returned resource).

The "trigger" property of the top level JSON object lists the
requested action.

Key: trigger

Description: An object specifying the trigger type and a set of
data to act upon.

Type: A JSON obj ect.

Mandat ory: Yes.
bj ect keys in JSON are case sensitive and therefore any dictionary
key defined by this docunent (for exanple the names of CI/T object

properties) MJST al ways be represented in | owercase.

In addition to the properties of an object, the follow ng additiona
keys MAY be present.

Key: base
Description: Provides a prefix for any relative URLs in the
object. This is simlar to the XM. base tag [ XM.-BASE]. |If
absent, all URLs in the renainder of the docunent MJST be
absol ute URLs.
Type: URI
Mandat ory: No

Key: _links
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Description: The rel ationships of this object to other
addr essabl e obj ects.
Type: Array of Rel ationships.
Mandat ory: Yes
6.1. JSON Encodi ng of Enbedded Types
6.1.1. TriggerType
Key: type
Description: One of "preposition", "invalidate" or "purge"
Type: string
6.1.2. TriggerStatus
Key: status
Description: One of "pending", "active", "failed", "conplete"
Type: string
6.1.3. PatternMatch

A PatternMatch is encoded as a JSON bject containing a string to
mat ch and fl ags describing the type of match.

Key: pattern
Description: A pattern for string matching. The pattern may
contain the wildcards * and ?, where * nmtches any sequence of
characters (including the enpty string) and ? matches exactly
one character. The three literals \ , * and ? MJST be escaped
as \\, \* and \?
Type: String
Mandat ory: Yes

Key: case-sensitive

Description: Flag indicating whether or not case-sensitive
mat chi ng shoul d be used.

Type: Bool ean
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Mandatory: No, default is case-insensitive match.
Key: match-query-string

Description: Flag indicating whether or not the query string
shoul d be included in the pattern match.

Type: Bool ean
Mandatory: No, default is not to include query.

Exanpl e of case-sensitive prefix match agai nst
"http://ww. exanpl e.conftrailers/":

{

"pattern": "http://ww.exanple.conftrailers/*",
"case-sensitive": true

}
6.1. 4. Err or Desc

ErrorDesc is encoded as a JSON object with the follow ng keys:
Key: error
Type: ErrorCode
Mandat ory: Yes
Keys: metadata.urls, content.urls
Type: Array of strings

Mandatory: At |east one of nmetadata.* or content.* MJST be
present.

Keys: netadata. patterns, content.patterns
Type: Array of PatternMatch

Mandatory: At |east one of nmetadata.* or content.* MJST be
present.

Key: description
Type: String

Mandat ory: No.
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6.1.5. ErrorCode

One of the strings "EMETA", "ECONTENT", "EPERM', "EREJECT" or "ECDN'
6.2. M M Media Types

Table 1 lists the M ME Media Type for the trigger request, and each

trigger object (resource) that is retrievable through the /T
i nterface.

e . +
| Data Object | MM Media Type |
N T ——_ R 'hhheeeEE————ss +
| Trigger Request | application/cdni.ci.TriggerRequest+json |
| TriggerStatus | application/cdni.ci.TriggerStatus+json |
| TriggerCollection | application/cdni.ci.TriggerCollection+json

- . +

Table 1: M ME Media Types for CDNI Trigger resources
7. Exanples

The follow ng sections provide exanples of different CI/T objects
encoded as JSON

No authentication is shown in the following illustrative exanples, it
is anticipated that authentication nmechanisns will be aligned with
other CDNI Interfaces as and when those mechani sms are defined.
Di scovery of the triggers interface is out of scope of this docunent.
In an inplementation, all URLs are under the control of the dCDN
The uCDN MJST NOT attenpt to ascribe any meaning to individua
el ements of the path. 1In exanples in this section, the follow ng
URLs are used as the location of the collections of triggers:
0 Collection of all Triggers belonging to one uCDN
http://dcdn. exanpl e. com tri ggers
o Filtered collections:
Pendi ng: http://dcdn. exanpl e. com triggers/pendi ng
Active: http://dcdn. exanple.conftriggers/active
Conpl ete: http://dcdn. exanpl e. conmtriggers/conpl ete

Failed: http://dcdn.exanple.comtriggers/failed
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7.1. Creating Triggers
Exanpl es of uCDN triggering activity in dCDN:
7.1.1. Preposition

An exanpl e of a preposition request, a POST to the "All Triggers"
col l ection.

Note that "netadata.patterns" and "content.patterns” are not allowed
in a preposition trigger request.

REQUEST:

POST /triggers HITP/ 1.1

User - Agent: exanpl e-user-agent/0.1

Host: dcdn. exanpl e. com

Accept: */*

Content - Type: application/cdni.ci.TriggerRequest+json
Cont ent - Lengt h: 315

{
"trigger" : {
"type": "preposition",

"metadata.urls" : [ "http://nmetadata. exanple.coma/b/c" ],
"content.urls" : [

"http://ww. exanpl e.com a/b/c/ 1",

"http://ww. exanpl e. com a/ b/ c/ 2",

"http://ww. exanpl e. com a/ b/ c/ 3",

"http://ww. exanpl e. conf a/ b/ c/ 4"

}
}

RESPONSE:

HTTP/ 1.1 201 Created

Date: Wed, 02 Jul 2014 18:57:19 GMI

Content-Length: 472

Cont ent - Type: application/cdni.ci.TriggerStatus+json
Location: http://dcdn. exanple.conmtriggers/O0

Server: exanple-server/0.1

{
"ctine": 1404327439,

"etine": 1404327447,
"ntinme": 1404327439,
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"status": "pending",
"trigger": {

"content.urls": [
"http://ww. exanpl e.com a/b/c/ 1",
"http://ww. exanpl e. com a/ b/ c/ 2",
"http://ww. exanpl e. com a/ b/ c/ 3",
"http://ww. exanpl e. conf a/ b/ c/ 4"

]

: tadata.urls": [
"http://nmetadata. exanpl e. com a/ b/ c"

]

,ype": "preposition"

}
7.1.2. Invalidate

An exanpl e of an invalidate request, another POST to the

"Al'l Triggers" collection. This instructs the dCDN to re-validate the
content at "http://ww.exanple.confa/index.htm", as well as any

nmet adat a and content whose URLs are prefixed by
"http://metadata. exanpl e.coma/b/" and "http://ww. exanpl e. com a/ b/ "
respectively, using case-insensitive natching.

REQUEST:

POST /triggers HITP/ 1.1

User - Agent: exanpl e-user-agent/0.1

Host: dcdn. exanpl e. com

Accept: */*

Content - Type: application/cdni.ci.TriggerRequest+json
Cont ent - Lengt h: 352

{
"trigger" : {
"type": "invalidate",
"nmet adat a. patterns” : |
{ "pattern" : "http://metadata.exanple.conm a/b/*" }
“content.urls" : [ "http://ww. exanple.conla/index.htm" ],
"content.patterns" : |
{ "pattern" : "http://ww. exanpl e.con a/b/*"
"case-sensitive" : true
}
]
}
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}
RESPONSE:

HTTP/ 1.1 201 Created

Date: Wed, 02 Jul 2014 18:57:20 GMI

Content - Lengt h: 551

Cont ent - Type: application/cdni.ci.TriggerStatus+json
Location: http://dcdn. exanple.contriggers/1

Server: exanple-server/0.1

{
"ctine": 1404327440,
"etinme": 1404327448,
"minme": 1404327440,
"status": "pending",
"trigger": {
"content.patterns": [
{
"case-sensitive": true
"pattern": "http://ww.exanpl e.conf a/b/*"
}
]1
"content.urls": [
"http://ww. exanpl e. conf a/i ndex. htm "
]l
"nmet adat a. patterns”: |
{
"pattern": "http://netadata.exanple.confal/b/*"
}
1, _ _
"type": "invalidate"
}
}

7.2. Examining Trigger Status

Once triggers have been created, the uCDN can check their status as
shown in these exanpl es

7.2.1. Collection of Al Triggers
The uCDN can fetch the set of all the triggers it has created and
whi ch have not yet been deleted or renoved as expired. After

creation of the "preposition” and "invalidate" triggers shown above,
this collection mght | ook as follows:
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REQUEST:

GET /triggers HITP/ 1.1

User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content - Lengt h: 153

Expires: Wed, 02 Jul 2014 18:58:20 GMI

Server: exanple-server/0.1

Et ag: "9179988753593038498"

Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GVI

Cont ent - Type: application/cdni.ci.TriggerCollection+json

{

"stal eresourcetinme”: 86400,

"triggers": |
"http://dcdn. exanpl e. conftriggers/0",
"http://dcdn. exanpl e.conftriggers/1"

]

}

7.2.2. Filtered Collections of Triggers
The filtered collections are also available to uCDN. Before the dCDN

starts processing the two triggers shown above, both will appear in
the collection of Pending Triggers, for exanple:
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RREQUEST:

GET /triggers/pending HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content - Lengt h: 153

Expires: Wed, 02 Jul 2014 18:58:20 GMI
Server: exanple-server/0.1

Et ag: "5012053611544832286"
Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GV

July 2014

Cont ent - Type: application/cdni.ci.TriggerCollection+json

{

"stal eresourcetinme”: 86400,

"triggers": |
"http://dcdn. exanpl e. conftriggers/0",
"http://dcdn. exanpl e.conftriggers/1"

]

}

At this point, if no other triggers had been created,

t he ot her

filtered views of the triggers would be enpty. For exanple:

Murray & N ven-Jenkins Expi res January 3, 2015

[ Page 27]



Internet-Draft CDN I nterconnect Triggers

REQUEST:

GET /triggers/conmplete HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content-Length: 56

Expires: Wed, 02 Jul 2014 18:58:20 GMI
Server: exanple-server/0.1

Et ag: "2986340333785000363"
Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GV

Cont ent - Type: application/cdni.ci.TriggerCollection+json

{

"stal eresourceti me": 86400,
"triggers": []

7.2.3. Trigger Status Resources

The Trigger Status Resources can al so be exam ned for detai
i ndividual triggers. For exanple, for the "preposition" and

"invalidate" triggers from previ ous exanpl es
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REQUEST:

GET /triggers/0 HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content - Lengt h: 472

Expires: Wed, 02 Jul 2014 18:58:20 GMI

Server: exanple-server/0.1

Et ag: "-3651695664007658154"

Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GVI

Cont ent - Type: application/cdni.ci.TriggerStatus+json

{
"ctine": 1404327439,
"etine": 1404327447,
"nmtinme": 1404327439,
"status": "pending",
"trigger": {

“content.urls": |
"http://ww. exanpl e. com a/b/c/ 1",
"http://ww. exanpl e. com a/ b/ c/ 2",
"http://ww. exanpl e. com a/ b/ c/ 3",
"http://ww. exanpl e. confal/ b/c/ 4"

"metadata.urls": [
"http://metadata. exanpl e. conf a/ b/ c"

1,

"type": "preposition"

}
}
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REQUEST:

GET /triggers/1 HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content - Lengt h: 551

Expires: Wed, 02 Jul 2014 18:58:20 GMI

Server: exanple-server/0.1

Etag: "-7664987687828084413"

Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GVI

Cont ent - Type: application/cdni.ci.TriggerStatus+json

{
"ctinme": 1404327440,
"etinme": 1404327448,
"mime": 1404327440,
"status": "pending",
"trigger": {
"content.patterns": [
{
"case-sensitive": true
"pattern": "http://ww. exanple.confal/b/*"
}
"éontent.urls": [
"http://ww. exanpl e. conf a/i ndex. htm "
]1
"nmet adat a. patterns": |
{
"pattern": "http://nmetadata.exanple.confal/b/*"
}
] .
"type": "invalidate"
}
}

7.2.4. Polling for Change

The uCDN may use the Entity Tags of collections or resources when
polling for change in status, as shown in the follow ng exanpl es:
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REQUEST:

GET /triggers/pending HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

| f - None- Mat ch: "5012053611544832286"

RESPONSE

HTTP/ 1.1 304 Not Mbodified

Content-Length: O

Expires: Wed, 02 Jul 2014 18:58:20 GMI

Server: exanple-server/0.1

Et ag: "5012053611544832286"

Cache-Control : nax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GMI

Cont ent - Type: application/cdni.ci.TriggerCollection+json

REQUEST:

GET /triggers/0 HITP/ 1.1

User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

| f-None- Mat ch: "-3651695664007658154"

RESPONSE

HTTP/ 1.1 304 Not Mbdified

Content-Length: O

Expires: Wed, 02 Jul 2014 18:58:20 GVI

Server: exanple-server/0.1

Et ag: "-3651695664007658154"

Cache-Control : nax-age=60

Date: Wed, 02 Jul 2014 18:57:20 GMI

Cont ent - Type: application/cdni.ci.TriggerStatus+json

When the triggered activity is conplete, the contents of the filtered
collections will be updated, along with their Entity Tags. For
exanpl e, when the two exanple triggers are conplete, the collections
of pending and conplete triggers may | ook |ike:
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REQUEST:

GET /triggers/pending HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content-Length: 56

Expires: Wed, 02 Jul 2014 18:58:24 GMI

Server: exanple-server/0.1

Etag: "-4471185573414616962"

Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:24 GVl

Cont ent - Type: application/cdni.ci.TriggerCollection+json

{

"stal eresourceti me": 86400,
"triggers": []
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REQUEST:

GET /triggers/conmplete HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Content - Lengt h: 153

Expires: Wed, 02 Jul 2014 18:58:31 GMI
Server: exanple-server/0.1

Etag: "-1508172875796647067"
Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 18:57:31 GV

July 2014

Cont ent - Type: application/cdni.ci.TriggerCollection+json

{

"stal eresourcetinme”: 86400,

"triggers": |
"http://dcdn. exanpl e. conftriggers/0",
"http://dcdn. exanpl e.conftriggers/1"

]

}

7.2.5. Cancelling or Renoving a Trigger

To request the dCDN to cancel a Trigger, the uCDN nay del ete the
Trigger Resource. It may also delete conpleted and failed triggers

to reduce the size of the collections. For exanple,
"preposition” request fromearlier exanples:
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REQUEST:

DELETE /triggers/0 HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 204 No Cont ent

Date: Wed, 02 Jul 2014 18:57:31 GMI
Content-Length: O

Cont ent - Type: text/htm ; charset=UTF-8
Server: exanple-server/0.1

This would, for exanple, cause the collection of conpleted triggers
shown in the exanple above to be updated to:

REQUEST:

GET /triggers/conplete HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE

HTTP/ 1.1 200 K

Content-Length: 106

Expires: Wed, 02 Jul 2014 18:58:31 GMI

Server: exanple-server/0.1

Et ag: "-1842390246836476263"

Cache-Control : nax-age=60

Date: Wed, 02 Jul 2014 18:57:31 GMI

Cont ent - Type: application/cdni.ci.TriggerCollection+json

{
"stal eresourcetinme": 86400,
"triggers": |
"http://dcdn. exanpl e.conftriggers/1"
]
}
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7.2.6. Error Reporting

In this exanple the uCDN has requested prepositioning of
"http://newsite. exanple.confindex. htm ", but the dCDN was unable to
| ocate netadata for that site:

REQUEST:

GET /triggers/2 HITP/ 1.1
User - Agent: exanpl e-user-agent/0.1
Host: dcdn. exanpl e. com

Accept: */*

RESPONSE:

HTTP/ 1.1 200 K

Cont ent - Lengt h: 505

Expires: Wed, 02 Jul 2014 19:16:48 GMI

Server: exanple-server/0.1

Et ag: "-6310233270471598826"

Cache-Control : nmax-age=60

Date: Wed, 02 Jul 2014 19:15:48 GMI

Cont ent - Type: application/cdni.ci.TriggerStatus+json

{
"ctinme": 1404328544,
“errors": [
{
"content.urls": [
"http://newsite. exanpl e.com i ndex. htm "
]l
"description":
"No Hostlndex entry found for newsite.exanple.cont,
"error": "EMETA"
| }
"etime": 1404328552,
"minme": 1404328548,
"status": "active",
"trigger": {
"content.urls": [
"http://newsite. exanpl e. com i ndex. htm "
]l
"type": "preposition”
}
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8.

8.

9.

9.

| ANA Consi derati ons
1. C/T MM Media Types

The 1ANA is requested to allocate the following M ME Media Types in
the M ME Media Types registry:

o application/cdni.ci.TriggerRequest
o application/cdni.ci.TriggerStatus
o application/cdni.ci.TriggerCollection

Use of these types is specified in Section 6.2 of the present
docunent .

Security Considerations
1. Authentication, Confidentiality, Integrity Protection

A CI/T dCDN server inplenentati on MIST support TLS transport for HITP
(https) as per [RFC2818]. The use of TLS for transport of the CI/T
interface allows the dCDN and the uCDN to authenticate each other (to
ensure they are receiving trigger requests from or reporting status
to, an authenticated CDN).

HTTP requests that attenpt to access or operate on CI/T data

bel ongi ng to another CDN MUST be rejected using either HITP "403
For bi dden" or "404 Not Found". (Note that in a "dianond"
configuration, where one uCDN s content can be acquired via nore than
one directly-connected uCDN, it may not be possible for the dCDN to
determne fromwhich uCDN it acquired content. In this case, it MJST
al | ow each upstreamthat may have been responsible for acquisition of
that content to act upon it using trigger requests.)

Trigger creation requests that attenpt to operate on netadata or
content not acquired fromthe uCDN naking the request MJST be
rejected. The rejection can either be signalled to dCDN using HTTP
"403 For bi dden" or "404 Not Found", or a Trigger Status Resource can
be created with an ErrorDesc value of EPERM for any affected URLs.

In an environnent where any such protection is required, TLS SHOULD
be used for transport of the CI/T requests and responses, unless

alternate met hods are used for ensuring that only authorised clients
are able to access their own data (such as setting up an |IPsec tunne
between the two CDNs, or using a physically secured internal network
between two CDNs that are owned by the sane corporate entity). Both
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9.

10.

11.

11.

11.

parties of the transaction (the uCDN and the dCDN) SHOULD use nut ual
aut henti cati on.

A CI/T inplenentati on MJST support the

TLS DHE RSA W TH_AES 128 GCM SHA256 ci pher suite ([ RFC5288]). An

i npl ementation of the CI/T Interface SHOULD prefer cipher suites

whi ch support perfect forward secrecy over cipher suites that don't.

Deni al of Service
Thi s docunent does not define a specific nmechanismto protect against
Deni al of Service (DoS) attacks on the CI/T. However, CI/T endpoints
can be protected agai nst DoS attacks through the use of TLS transport
and/ or via mechani sns outside the scope of the CI/T interface, such
as firewalling or use of Virtual Private Networks (VPNs).
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