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Abst ract

The Request Routing Interface conprises of (1) the asynchronous
adverti senent of footprint and capabilities by a downstream CDN t hat
all ows a upstream CDN to deci de whether to redirect particular user
requests to that downstream CDN;, and (2) the synchronous operation of
an upstream CDN requesting whether a downstream CDN is prepared to
accept a user request and of a downstream CDN responding with how to
actually redirect the user request. This docunent describes an
interface for the latter part, i.e. the CDNl request routing/

Redi rection Interface.
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A Content Delivery Network (CDN) is a systembuilt on an existing IP

network which is used for large scale content delivery,

via

prefetching or dynamically caching content on its distributed
surrogates (caching servers). [RFC6707] describes the problem area

of interconnecting CDNs.

The CDNI request routing interface outlined in
[I-D.ietf-cdni-framewrk] conprises of:

1. The asynchronous advertisenent of footprint and capabilities by a
downstream CDN that allows a upstream CDN to deci de whether to
redirect particular user requests to that downstream CDN
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2. The synchronous operation of an upstream CDN requesti ng whether a
downstream CDN i s prepared to accept a user request and of a
downstream CDN responding with how to actually redirect the user
request.

Thi s docunent describes an interface for the latter part, i.e. the
CDNI request routing/Redirection Interface (Rl).

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Thi s docunment reuses the term nology defined in [ RFC6707].
The following additional terns are introduced by this docunent:

Application Level Redirection: The act of using an application
specific redirection mechanismfor the request routing process of a
CDN. The Redirection Target (RT) is the result of the routing
decision of a CDN at the tine it receives a content request via an
application specific protocol response. Exanples of an application
I evel redirection are HTTP 302 Redirection and RTMP 302 Redirection

DNS Redirection: The act of using DNS name resolution for the request
routing process of a CDON. |In DNS Redirection, the DNS nane server of
the CDN nmakes the routing decision based on a |local policy and

sel ects one or nore Redirection Targets (RTs) and redirects the user
agent to the RT(s) by returning the details of the RT(s) in response
to the DNS query request fromthe user agent’s DNS resol ver

HTTP Redirection: The act of using an HTTP redirection response for
the request routing process of a CDN. The Redirection Target (RT) is
the result of the routing decision of a CON at the tine it receives a
content request via HITP. HITP Redirection is a particular case of
Application Level Redirection

Redirection Target (RT): A Redirection Target is the endpoint to
which the user agent is redirected. In CDNI, a RT may point to a
nunber of different conponents, sonme exanples include a surrogate in
the sane CDN as the request router, a request router in a downstream
CDN or a surrogate in a downstream CDN, etc
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3.

Interface function and operation overview

The CDNI request routing/Redirection Interface (RI) is one of the
mai n buil ding blocks required in order to interconnect CDNs. The
mai n function of the Redirection Interface is to allow the Request
Routing systenms in interconnected CDNs to conmunicate to facilitate
the redirection of User Agent requests between interconnected CDNs.

The detailed requirenments for the Redirection Interface and their
relative priorities are described in section 5 of
[I-D.ietf-cdni-requirenments].

The User Agent will nmeke a request to a request router in the uCDN
usi ng one of either DNS or HTTP. The Rl is used between the uCDN and
one or nore dCDNs. The dCDN s Rl response may contain a Redirection
Target with a type that is conpatible with the protocol used between
User Agent and uCDN request router. The dCDN has control over the
Redirection Target it provides and dependi ng on the returned

Redi rection Target, the User Agent’s request may be redirected to:

o The final Surrogate, which may be in the dCDN or another dCDN (i f
dCDN del egates the delivery to another CDN)

0 A request router (in dCDN or another CDN) that will be using a
redirection protocol (DNS or HTTP) which nay or may not be the
same as original redirection protocol

The Redirection Interface operates between the Request Routing
systens of a pair of interconnected CDNs. To enable comunication
over the Redirection Interface, the two interconnected CDNs need to
know the end point (URI) in the other CDN to query. For exanple, an
Upst ream CDN needs to know the URI (end point) in a Downstream CDN to
send its CDNI request routing queries to.

The Redirection Interface URI may be statically pre-configured,
dynani cal |y discovered via the CDNI control interface, or discovered
via ot her nmeans. However, such di scovery nechanisns are not
specified in this docunent, as they are considered out of the scope
of the Redirection Interface specification

CDNI sol utions nust support both of the request routing nechanisns
illustrated in section 2.1 of [I-D.ietf-cdni-framework], nanely
Iterative Request Redirection and Recursive Request Redirection
However, the Iterative Request Redirection nmethod does not invoke any
interaction over the Redirection Interface between interconnected
CDNs. Therefore, the Redirection Interface is only relevant in the
case of Recursive Request Redirection and so this docunment will not

di scuss lterative Request Redirection further
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In the case of Recursive Request Redirection, in order to perform
redirection of a request received froma User Agent, the Upstream CDN
queries the Downstream CDN so that the Downstream CDN can sel ect and
provide a Redirection Target. 1In cases where a uCDN has a choice of
dCDNs it is down to the uCDN to decide (for exanple via configured
policies) which dCDN(s) to query and in which order to query them A
number of strategies are possible including selecting a preferred
dCDN based on | ocal policy, possibly falling back to querying an
alternative dCDN(s) if the first dCDN does not return a Redirection
Target or otherwi se reject the uCDN's Rl request. A nore conplex
strategy could be to query nultiple dCDNs in parallel before

sel ecting one and using the Redirection Target provided by that dCDN

The Upstream CDN->User Agent redirection protocols addressed in this
draft are: DNS redirection and HTTP redirection. Qher types of
application level redirection will not be discussed further in this
draft. However the Redirection Interface is designed to be
extensi bl e and could be extended to support additional application

I evel redirection protocols.

Al so, according to the CDNI generic and request routing interface
requirenents, the CDNI solution shall support nechanisns to prevent
and detect Rl request |oops. To neet such requirenents, this
docunent defines a | oop prevention and detection nmechani smas part of
the Redirection Interface.

4. HTTP based RESTful interface for the Redirection Interface

This docunent defines a sinple RESTful interface for the Redirection
Interface based on HITP [ RFC2616], where the attributes of a User
Agent’s requests are encapsul ated along with any other data that can
aid the downstream CDN i n processing the requests. The Rl response
encapsul ates the attributes of the RT(s) that the upstream CDN shoul d
return to the User Agent (if it decides to utilize the Downstream CDN
for delivery) along with the policy for how the response can be
reused.

The sane RESTful interface is used for both DNS and HTTP redirection
of User Agent’s requests, although the contents of the R requests/
responses contain data specific to either DNS or HTTP redirection

Thi s approach has been chosen because it enables CDN operators to
only have to deploy a single (RESTful) interface for the R between
their CDNs, regardl ess of the User Agent redirection nethod. |In this
way, from an operational point of viewthere is only one interface to
nmoni t or, manage, devel op troubl eshooting tools for, etc.
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In addition, having a single RI where the attributes of the User
Agent’s DNS or HTTP request are encapsul ated along with the other
data required for the downstream CDN to nake a request routing

deci sion, avoids having to try and encapsul ate or proxy DNS/ HTTP/ RTMP
/etc requests and find ways to sonehow enbed the additional CDN
request routing/Redirection Interface properties/data within those
End User DNS/ HTTP/ RTMP/ etc requests.

Finally, the Rl is easily extendable to support other User Agent
request redirection nethods (e.g. RTMP 302 redirection).

The generic Recursive Request Redirection nessage flow between
Request Routing systems in a pair of interconnected CDNs is as

fol | ows:
User Agent CDN B RR CDN A RR
| UA Request (DNS or HTTP) | |
| oommrmre s s
| HTTP POST to CDN B's Rl |
| URI encapsul ating UA |
| request attributes [
| <o | (2)

I

I

|

I

I

I I I
| | HTTP Response with body |
| | containing attributes of |
| | protocol specific |
[ | response to return to UA |
I I
I I
I I
I

|

Figure 1: Generic Recursive Request Redirection nessage fl ow

1. The User Agent sends its request, either DNS request or HTTP
request, to CDN A. The Request Routing System of CDN A processes
the request and, through local policy, it recognizes that the
request is best served by another CDN, specifically CDN B (or
that CDN B is one of a nunber of candidate dCDNs it coul d use).

2. The Request Routing System of CDN A sends an HTTP POST to CDN B' s
Rl URI containing the attributes of the User Agent’s request.

3. The Request Routing System of CDN B processes the request and

assuning the request is well forned, etc. responds with an HTTP
"200" response with a nessage body containing the RT(s) to return
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4.

1.

to the User Agent as well as paraneters that indicate the
properties of the response (cacheability and scope).

4. The Request Routing System of CDN A sends a protocol specific
response (containing the returned attributes) to the User Agent,
so that the User Agent’s request will be redirected to the RT(S)
returned by CDN B.

Information passed in Rl requests & responses

The informati on passed in R requests splits into two basic
cat egori es:

1. The attributes of the User Agent’s request to the upstream CDN

2. Properties/paraneters that the uCDN can use to control the dCDN s
response or that can help the dCDN nake its deci sion.

To assist the routing decision of a Downstream CDN, the Upstream CDN
shal | convey as much information as possible to the Downstream CDN,
for exanple the URI of the requested content and the User Agent’s

| ocation information, when those are known by the uCDN Request
Routing system

In order for the Downstream CDN to determi ne whether it is capable of
delivering any requested content, it requires CDNl netadata rel ated
to the content the User Agent is requesting. That metadata will
describe the content and any policies associated with it. It is
expected that the RI request contains sufficient information for the
Request Router in the Downstream CDN to be able to retrieve the
require CDNI Metadata via the CONI Metadata interface.

The information passed in R responses splits into two basic
cat egori es:

1. The attributes of the RT to return to the User Agent in the DNS
response or HTTP response.

2. Parameters/policies that indicate the properties of the response,
such as, whether it is cacheable, the scope of the response, etc.

In addition to details of howto redirect the User Agent, the
Downstream CDN may wi sh to return additional policy to the Upstream
CDN to help the Upstream CDN with future Rl requests. For exanple
the Downstream CDN may wish to return a policy that expresses "this
response can be reused without requiring a R request for 60 seconds
provi ded the User Agent’s |IP address is in the range 192.0.2.0 -
192. 0. 2. 255".
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These additional policies split into two basic categories:

0 An indication of the cacheability of the response carried in the
HTTP response headers (to reduce the nunber of subsequent R
requests the uCDN needs to nake).

0 The scope of the response (if it is cacheable) carried within the
body of the HITTP response. For exanpl e whether the response

applies to a wider range of |IP addresses than what was included in
the Rl request.

The cacheability of the response is indicated using the standard HTTP
Cache- Control mechani sns.

4.2. JSON encoding of RI requests & responses
The body of Rl requests and responses is a JSON object containing a
dictionary of keys. Keys MJST al ways be encoded in | owercase.
Unknown keys MUST be ignored but the response MUST NOT be consi dered
invalid unless the syntax of the request is invalid.

The followi ng keys are defi ned:
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The attributes of the UA's DNS
request or the attributes of the
RT(s) to return in a DNS response.
The attributes of the UA's HITP
request or the attributes of the RT
to return in a HTTP response.

The scope of the response (if it is
cacheabl e). For exanpl e whet her the
response applies to a w der range
of I P addresses than what was
included in the RI request.
Additional details if the response
is an error response.

A List of Strings. Contains the CDN
Provi der |1 Ds of previous CDNs this
Rl request has passed through. Wen
cascading a Rl request the transit

I I
I I
I I
I I
I I
I I
Response [ [
I I
I I
I I
I I
I I
I I
I I
I I
| |
| CDN appends its own CDN Provider ID
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

error Response

cdn-path Bot h

to the list in cdn-path so that
downstream CDNs can detect |oops in
the Rl request chain. Transit CDNs
shoul d check the cdn-path and not
cascade the Rl request to
downstream CDNs that are already
listed in cdn-path. The cdn-path
MUST be reflected back in Rl
responses.

I nt eger specifying the Maxi mum
Nunmber of hops (CDN Provider 1Ds)
this request is allowed to be
propagated along. This allows the
UCDN to crudely constrain the

| at ency of the request routing
chai n.

max- hops Request

Top-Level keys in R requests/responses

A single request or response MJUST contain only one of the dns or http
keys. Requests MJST contain a cdn-path key.

[[Editor’s note: Need sonme text on minimumattributes to be able to
(at least parse) - e.g. A AAAA/ CNAME, etc)]]
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Note: Al inplenentations MJUST support |Pv4 addresses encoded as
specified by the "I Pvdaddress’ rule in Section 3.2.2 of [RFC3986] and
MUST support all 1Pv6 address formats specified in [ RFC4291]. Server
i npl ement ati ons SHOULD use | Pv6 address formats specified in

[ RFC5952] .

4.3. MME Media Types used by the Rl interface

Rl requests SHOULD use a M ME Medi a Type of application/
cdni . redirectionrequest

Rl responses SHOULD use a M ME Media Type of application/
cdni . redirectionresponse.

4.4. DNS redirection
The follow ng sections provide nore detail ed descriptions of the
i nformati on that should be passed in Rl requests and responses for
DNS redirection

4.4.1. DNS Redirection requests

For DNS based redirection the uCDN needs to pass the foll ow ng
information to the dCDN in the Rl request:

o0 The I P address of the DNS resolver that nade the DNS request to
t he Upstream CDN

0 The type of DNS query nmade (A, AAAA, RCODEs, etc.).
0 The class of DNS query nade (usually IN)

o The fully qualified domain nane for which DNS redirection is being
r equest ed.

0 The I P address or prefix of the User Agent (if known to the
Upstream CDN) .

The informati on above is encoded as a set of key:value pairs within
the dns dictionary as foll ows:
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o m e T R oo e e e e e e e ao oo - +
| Key | Val ue | Mandatory | Description |
TSRS Fomm e o Fom e e e e - - Fom e e e e e e e e e e ee oo +
| resolver-ip | String | Yes | The I P address of the UA's [
| | | | DNS resol ver. |
| qtype | String | Yes | The type of DNS query made by

[ | | | the UA's DNS resolvers in |
| | | | uppercase (A, AAAA etc.). |
| qcl ass | String | Yes | The class of DNS query nade |
[ [ [ | in uppercase (IN, etc.). [
| gnane | String | Yes | The fully qualified donmain |
[ [ [ | name being queri ed. |
| c-subnet | String | No | The I'P address of the UA in |
| | | | CIDR format. |
| dns-only | Boolean | No | I'f True then dCDN MJST only |
[ [ [ | use DNS redirection to a [
| | | | surrogate and MJST i ncl ude |
| | | | the dns-only property set to |
| [ [ | True on any cascaded R [
| | | | requests. Defaults to False. |
TSRS Fomm e o Fom e e e e - - Fom e e e e e e e e e e ee oo +

A Rl request for DNS-based redirection MIST include a dns dictionary.
This dns dictionary MJST contain the follow ng keys: resol ver-ip,
qtype, qclass, gname and the value of each MUST be the val ue of the
appropriate part of the User Agent’s DNS query/request.

An exanple Rl request (uCDN->dCDN) for DNS based redirection
PCST /dcdn/ri HTTP/ 1.1

Host: rrl.dcdn. exanpl e. net
Accept: application/vnd. cdni.ri.response+json

{
"dns" : {
"resolver-ip" : "192.0.2.1",
"c-subnet" : "198.51.100. 0/ 24",
"qtype" @ "A",
"qclass" @ "IN,
"gnane” : "www. exanpl e. conf
},
"cdn-path": ["AS65551:0"],
"max- hops": 3
}
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4.4.2. DNS Redirection responses

For a successful DNS based redirection, the dCDN needs to return one
of the following to the uCDN in the Rl response:

0 The I P address(es) of (or a CNAME to) the RT (if the dCDN is
perform ng DNS based redirection); or

o0 The I P address(es) of (or a CNAME to) a RT which is a Request
Router (if the dCDN is perform ng HTTP based redirection).

The informati on above is encoded as a set of key:value pairs within
the dns dictionary as foll ows:

Fom e - Fom e e e e - - Fom e e e e - - o m e e e e e e e e e e e e e +
| Key | Val ue | Mandatory | Description [
Fom e e R R oo o e e e e e e e e e e eee oo +
| rcode | Integer | Yes | DNS response code. |
| nane | String | Yes | The fully qualified domain nane
| | | | the response relates to. |
| a | List of | No | Set of |Pv4 Addresses of RT(S).
I | String I I I
| aaaa | List of | No | Set of |IPv6 Addresses of RT(s).
I | String I I I
| cnane | List of | No | Set of fully qualified domain |
| | String | | names of RT(Ss). |
| ttl | I'nteger | No | TTL of DNS response. Default is
0.
U S e A USUUUURSERRUUSRI .

A successful Rl response for DNS-based redirection MJST include a dns
di ctionary and MAY include an error dictionary (see Section 4.7). An
unsuccessful Rl response for DNS-based redirecti on MIST include an
error dictionary. |If a dns dictionary is included in the R

response, it MJST include at | east one of the follow ng keys: a,

aaaa, cnane. The dns dictionary MAY include both "a and 'aaaa

keys.

An exanpl e of a successful Rl response (dCDN->uCDN) for DNS based
redirection with both a and aaaa keys is |isted bel ow
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HTTP/ 1.1 200 K
Date: Mon, 06 Aug 2012 18:41:38 GMI
Cont ent - Type: application/vnd. cdni.ri.response+json

{
"dns" : {
"rcode" : O,
"name" : "www. exanpl e. cont,
"a" : ["192.0.2.200", "192.0.2.201"],
"aaaa" : ["2001:DB8::C8", "2001:DBS8::C9"],
"ttl" : 60
}
}

A further exanple of a successful R response (dCDN >uCDN) for DNS
based redirection is listed below, in this case with a cnane key
containing a set of two RT FQDNs.

HTTP/ 1.1 200 K
Date: Mon, 06 Aug 2012 18:41:38 GMI
Cont ent - Type: application/vnd. cdni.ri.response+json

{
"dns" : {
"rcode" : O,
"name" : "www. exanpl e. cont,
"cnane” : ["rrl.dcdn. exanple",
"rr2.dcdn. exanpl e"],
"ttt 20
}
}

4.5. HITP Redirection
The follow ng sections provide nore detail ed descriptions of the
i nformati on that should be passed in Rl requests and responses for
HTTP redirection.

4.5.1. HITP Redirection requests

For HTTP-based redirection the uCDN needs to pass the foll ow ng
information to the dCDN in the Rl request:

o0 The I P address of the User Agent.

0 The URL requested by the User Agent.
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The uCDN may al so decide to pass additional information to the dCDN
in the Rl request, such as:

o0 The HITP nethod or version nunber of the User Agent’s request.

0 The presence and val ue of particular HTTP headers included in the
User Agent request.

The informati on above is encoded as a set of key:value pairs within
the http dictionary as foll ows:

The |1 P address of the UA
The URI requested by the
UA.

The Met hod part of the
Request - Li ne as defi ned
in Section 5.1 of

[ RFC2616] .

The HTTP-Version part of

I I

I I

I I
cs- net hod | |
I I
I I
I I
I I
| the Request-Line as |
I I
I I
I I
I I
I I
I I
I I
I I

cs-version Yes
defined in Section 5.1 of
[ RFC2616] .

The contents of the HITP
header naned <Header Name>
as a string, for exanple
cs(Cooki e) would contain
the content of the HTTP
Cooki e: header

cs( <Header Nane>)

A Rl request for HITP-based redirection MIST include an http
dictionary. This http dictionary MJST contain the follow ng keys:
c-ip, cs-method, cs-version and cs-uri and the value of each MJUST be
the value of the appropriate part of the User Agent’s DNS query/
request.

In order to be a valid JSON object, the http dictionary of a R
request MJST contain a naxi mum of one cs(<Header Nane>) key for each
uni que Header Nane (see section 4 of [RFC7159]). |In the case where
the User Agent request includes nultiple nmessage-header fields with
the sane field-name, it is up to the uCDN to determ ne how to handl e
this. One option would be to only send the contents of the first
occurence of that HTTP Header in the User Agent request. Another
woul d be to conbine the different HTTP Headers into a single val ue
according to Section 4.2 of [RFC2616].
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An exanple Rl request (uCDN->dCDN) for HTTP based redirection

POST /dcdn/rrri HITP/ 1.1
Host: rrl. dcdn. exanpl e. net
Accept: application/vnd.cdni.rrri.response+json

{
"http": {
"c-ip": "198.51.100.1",
"cs-uri": "http://ww. exanpl e. cont,
"cs-version": "HITP/1.1",
"cs-nethod": "CGET"
},
"cdn-path": ["AS65551:0"],
"max- hops": 3
}

4.5.2. HITP Redirection responses

For a successful HTTP based redirection, the dCDN needs to return one
of the following to the uCDN in the Rl response:

0 A URL pointing to the selected RT (if the dCDN is redirecting the
User Agent directly to a surrogate); or

0 A URL pointing to a RT which is a Request Router (if the dCDN is
not redirecting the User Agent directly to a surrogate).

The i nformati on above is encoded as a set of key:value pairs within
the http dictionary as foll ows:
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sc-status | The Status-Code part of

| the Status-Line as |
| defined in Section 6.1 |
| of [RFC2616] to return |
| to the UA (usually set |
| to 302). |
| The HTTP-Version part [
| of the Status-Line as |
| defined in Section 6.1 |
| of [RFC2616] to return |
| to the UA |
| The Reason-Phrase part

| of the Status-Line as [
| defined in Section 6.1 |
| of [RFC2616] to return |
| to the UA |
| The URI requested by |
| the UA/client. |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

sc-version String Yes

Sc-reason String Yes

cs-uri String Yes
The contents of the
Locati on header to
return to the UA (i.e.
a URI pointing to the
RT(s)).

The contents of the
Cache- Control header to
return to the UA

The contents of the
HTTP header naned
<Header Nane> to return
to the UA. For exanple,
sc(Cooki e) woul d
contain the content of
t he HTTP Cooki e:

header.

sc(Locati on) String Yes

sc(Cache-Control) String

sc( <Header Nane>)

A successful Rl response for HITP-based redirection MJST include an
http dictionary and MAY include an error dictionary (see

Section 4.7). An unsuccessful Rl response for HITP-based redirection
MUST include an error dictionary. |If an http dictionary is included
in the Rl response, it MJST include at |east the foll owi ng keys: sc-
status, sc-version, sc-reason, cs-uri, sc(Location).
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In order to be a valid JSON object, the http dictionary of a R
response MJUST contain a maxi num of one sc(<Header Nane>) key for each
uni que Header Nane.

The uCDN MAY decide to not return, override or alter sonme or all of
the HTTP headers defined by sc(<Header Nane>) keys before sending the
HTTP response to the UA. It should be noted that in some cases,
sendi ng the HTTP Headers indicated by the dCDN transparently on to
the UA might result in, for the uCDN, undesired behaviour. As an
exanpl e, the dCDN mi ght include sc(LastMdified) and sc(Expires) keys
in the http dictionary, through which the dCDN may try to influence
the cacheability of the response by the UA. If the uCDN woul d pass
these HTTP headers on to the UA this could nean that further
requests fromthe uCDN woul d go directly to the dCDN, bypassing the
UCDN and any logging it may performon incom ng requests. The uCDN
is therefore recommended to carefully consider which HTTP headers to
pass on, and which to either override or not pass on at all

An exanpl e of a successful Rl response (dCDN->uCDN) for HITP based
redirection:

HTTP/ 1.1 200 K
Date: Mon, 06 Aug 2012 18:41:38 GMI
Cont ent - Type: application/vnd. cdni.ri.response+json

"http": {
"sc-status": 302,
"sc-version": "HTTP/1.1",
"sc-reason": "Found",
"cs-uri": "http://ww. exanpl e. cont
"sc(Location)":

"http://surl.dcdn. exanpl e/ ucdn/ exanpl e. cont',

"sc(Cache-Control )" : "public, max-age=30"

4.6. Cacheability and scope of responses

Rl responses nmay be cacheabl e and nay be reused by the uCDN in
response to User Agent requests w thout the uCDN issuing another R
request to the dCODN if the Rl response is considered cacheable & not
stale according to the standard HTTP Cache-Control, etc nechani sns.

An Rl response MUST NOT be reused unless the request fromthe User

Agent woul d generate an identical Rl request to the dCDN as the one
that resulted in the cached RI response (except for the c-ip field
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provided the User Agent’'s c-ip is covered by the scope in the
original R response).

Additionally, although Rl requests only encode a single User Agent
request to be redirected there nay be cases where a dCDN wi shes to
indicate to the uCDN that the Rl response can be reused for other
User Agent requests wi thout the uCDN having to nake another request
via the RI. For exanple a dCDN nay know that it wll always sel ect
the sanme Surrogates for a given set of User Agent |IP addresses and in
order to reduce request volunme across the RI or to renove the
additional latency associated with an Rl request, the dCDN may wi sh
to indicate that set of User Agent |P addresses to the uCDN in the
initial RI response. This is achieved by including an optional scope
dictionary in the Rl response.

Scope is encoded as a set of key:value pairs within the scope
dictionary as foll ows:

T F R oo e e e e e e e e e e e eaao o +
| Key | Value | Mandatory | Description |
Fomm e o Fom e e e - - Fom e e e e - - o e m e e e e e e e e e e e e e e e e e e aa oo +
| iprange | List | No | A List of IP subnets in CIDR [
| | of | | notation that this Rl response can |
| | String | | be reused for, provided the R |
[ [ [ | response is still considered [
| | | | fresh. |
Fomm e o Fom e e e - - Fom e e e e - - o e m e e e e e e e e e e e e e e e e e e aa oo +

If a uCDN has nultiple cached responses with overl appi ng scopes and a
UA request cones in for which the User Agent’s I P nmatches with the IP
subnets in multiple of these cached responses, the uCDN SHOULD use
the nmost recent cached response when determ ning the approriate R
response to use.

The following is an exanple of DNS redirection response from

Section 4.4.2 that is cacheable by the uCDN for 30 seconds and can be
returned to any User Agent with an | Pv4 address in 198.51.100.0/16
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HTTP/ 1.1 200 K

Date: Mon, 06 Aug 2012 18:41:38 GMI

Cont ent - Type: application/vnd. cdni.ri.response+json
Cache-Control : public, nax-age=30

"dns" : {
"rcode" : 0,
"name” : "www. exanpl e. cont,

"a" : ["192.0.2.200", "192.0.2.201"],
"aaaa" : ["2001:DB8::C8", "2001:DB8::C9"],
"cname" : ["rrl.dcdn. exanpl e",

"rr2.dcdn. exanpl e"],

"ttl" : 60
}
"scope" : {
"iprange" : ["198.51.100.0/16"]
}
}

Exanpl e of HITP redirection response from Section 4.5.2 that is
cacheabl e by the uCDN for 60 seconds and can be returned to any User
Agent with an |IPv4 address in 198.51.100.0/16

HTTP/ 1.1 200 K

Date: Mon, 06 Aug 2012 18:41:38 GMI

Cont ent - Type: application/vnd. cdni.ri.response+json
Cache-Control : public, nax-age=60

"http": {
"sc-status": 302,
"cs-uri": "http://ww. exanpl e. cont

"sc(Location)":
"http://surl.dcdn. exanpl e/ ucdn/ exanpl e. cont',
"sc(Cache-Control )" : "public, max-age=30"

"scope" : {
"iprange" : ["198.51.100.0/16"]

4.7. FError responses

From a uCDN perspective, there are two types of errors that can be
the result of the transmi ssion of an Rl request to a dCDN. An HTTP
protocol error signaled via an HITP error code, indicating a problem
with the reception of the RI request at the dCDN, and a RI-Ievel
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error specified in an Rl response nmessage. This section deals with
the latter type. The former type is outside the scope of this
docunent .

There are nunerous reasons for a dCDN not being able to return an
affirmative RI response to a uCDN. Reasons may include both dCDN

i nternal issues such as capacity problens, as well as reasons outside
the influence of the dCDN, such as a nalfornmed R request. To aid

wi th diagnosi ng the cause of errors, R responses may include an
optional error dictionary to provide additional information to the
UCDN as to the reason/cause of the error. The intention behind the
error dictionary is to aid with either nmanual or automatic

di agnostics of issues. The resolution of such issues is outside the
scope of this docunment and this document therefore does not specify
the consequent actions a uCDN shoul d take upon receiving a particul ar
error code.

[[Editor’s note: We've tried to keep error specification |ight weight
& provide the hooks needed to help with debuggi ng without trying to
be overly prescriptive over howit gets used as we'd like to avoid
the rat hole of specifying every possible error condition and
consequent actions.]]

Error information (if present) is encoded as a set of key:value pairs
within a JSON-encoded error dictionary as foll ows:

| Athree-digit numeric code |
| defined by the server to |
| indicate the error(s) that |
| occurred. |
I I
I I
I I

ﬂ

D
QO
(%]
o
]
R
-
=

«Q

No A string providing further
information related to the
error.

S T R oo e e e e e e e e e e e e e e oo oo - +

The first digit of the error-code defines the class of error. Thera
are 4 values for the first digit:

1xx: No error (informational): The response shoul d not be
considered an error by the uCDN, which may proceed by redirecting
the UA according to the values in the RI response. The error code
and acconpanyi ng description may be used for informationa

pur poses, e.g. for |ogging.
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2xx: Mal formed RI request: The Rl request could not be parsed
succesfully by the dCDN. The last two-digits may be used to nore
specifically indicate the source of the problem

3xx: UuCDN or path error: The dCDN was able to parse the Rl request
but encountered an error due to reasons outside the influence of
the dCDN. Exanples include the dCDN not being able to retrieve
the associated netadata or the dCDN detecting a redirection |oop.

4xx: Request denied by dCDN: The dCDN was able to parse the R
request but is currently not able to deliver the content on behal f
of the uCDN due to internal reasons. Exanples include the dCDN
bei ng out of capacity or the dCDN not supporting the delivery

met hod required by the CDNI Met adat a.

The followi ng error codes are defined and mai ntai ned by | ANA (see
Section 6):
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300

301

302

303

400

401

402

HTTP/ 1.1 200 K

Dat e:

"error"
n Codell
"description"

}
}

Mon,
Cont ent - Type:
Cache- Contr ol

Request Routing Redirection April 2014
-------------- oo e e e e e e e e e e e e e e e e e ee— -t
Reason | Description |
-------------- o mm e e e e e e e e e e e e e e e e e e e e e e e o}

<r eason> | Generic informational error-code neant for
(see | carrying a human-readable string |
Description) | |
<r eason> | Generic mal formed Rl request error-code. |
(see | The reason field may be used to provide |
Description) | nore details about the source of the error. |
<r eason> | Generic uCDN or path error. The reason [
(see | field may be used to provide nore details |
Description) | about the source of the error. |

Unable to | The dCDN is unable to retrieve the netadata

retrieve | associated with the content requested by |
met adat a | the UA. This may indicate a configuration |
| error or the content requested by the UA [
| not existing. |
Loop | The dCDN detected a redirection |oop (see |
detected | Section 4.8). |
Maxi mum hops | The dCDN detected the maxi mum nunber of |
exceeded | redirection hops exceedi ng max-hops (see |
| Section 4.8). [
<r eason> | Generic request denied error. The reason |

(see | field may be used to provide nore details
Description) | about the source of the error. |
Qut of | The dCDN currently doesn’t have sufficient |
capacity | capacity to handl e the UA request. |
Del i very | The JCDN does not support the (set of) [
protocol not | delivery protocols indicated in the CDNI |
support ed | Metadata of the content requested content |
| by the UA |
-------------- e

The following is an exanple of an unsuccessful Rl response
(dCDN->uCDN) for a DNS based User Agent request:
06 Aug 2012 18:41:38 GMI
application/vnd.cdni.rrri.error+json
private, no-cache
{
400,
"Qut of capacity”
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The following is an exanple of a successful R response (dCDN >uCDN)
for a HITP based User Agent request containing an error dictionary
for informational purposes:

HTTP/ 1.1 200 K

Date: Mon, 06 Aug 2012 18:41:38 GMI

Cont ent - Type: application/vnd.cdni.rrri.error+json
Cache-Control : private, no-cache

"http": {
"sc-status": 302,
"sc-version": "HTTP/1.1",
"sc-reason": "Found",
"cs-uri": "http://ww. exanpl e. cont
"sc(Location)":
"http://surl.dcdn. exanpl e/ ucdn/ exanpl e. cont',

"sc(Cache-Control )" : "public, max-age=30"
} il

"error" : {

"code" : 100,

"description"
"This is a human-readabl e nessage neant for debuggi ng purposes”

4.8. Loop detection & prevention

In order to prevent and detect Rl request |oops, each CDN MJST insert
its CDN Provider IDinto the cdn-path key of every R request it

ori ginates or cascades. Wen receiving Rl requests a dCDN SHOULD
check the cdn-path and reject any R requests which already contain
the downstream CDN' s Provider IDin the cdn-path. Transit CDNs
SHOULD check the cdn-path and not cascade the Rl request to
downstream CDNs that are already listed in cdn-path. CDNs MJST NOT
propagate to any downstream CDNs if the nunmber of CDN Provider IDs in
cdn-path (including the CON s own Provider ID) is equal to or greater
t han max- hops.

The CDN Provider ID uniquely identifies each CDN provider during the
course of request routing redirection. It consists of the the
characters AS followed by the CDN Provider’s AS nunber, then a colon
(’:") and an additional qualifier that is used to guarantee

uni queness in case a particular AS has multiple i ndependent CDNs
depl oyed. For example "AS65551: 0"
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If a downstream CDN receives a R request whose cdn-path already
contains that downstream CDN' s Provider |ID the downstream CDN SHOULD
send a Rl response with an error code of 302

If a downstream CDN receives a Rl request where the nunmber of CDN
Provider IDs in cdn-path (including the CONs own Provider ID) is
equal to or greater than nmax-hops, the downstream CDN SHOULD send a
Rl response with an error code of 303.

It should be noted that the | oop detection & prevention nechani sns
descri bed above only cover preventing and detecting | ocops within the
R itself. As well as loops with the Rl itself, there is also the
possibility of loops in the data plane, for exanple if the IP
address(es) or URI(s) returned in RI responses do not resolve
directly to a surrogate in the final dCDN there is the possibility
that a User Agent may be continuosly redirected through a | oop of
CDNs. The specification of solutions to address data pl ane request
redirection | oops between CDNs is out of the scope of this docunent.

5. Security Considerations

I nformation passed over the Rl could be considered personal or
sensitive, for exanple Rl requests contain parts of a User Agent’s
original request and R responses reveal information about the dCDN s
policy for which surrogates should serve which content/user

| ocati ons.

The Rl interface al so provides a nechani sm whereby a uCDN coul d probe
a dCDN and infer the dCDN s edge topol ogy by making repeated R
requests for different content and/or UA | P addresses and correl ating
the responses fromthe dCDN. Additionally the ability for a dCDN to
indicate that a RI response applies nore widely that the origina
request (via the scope dictionary) may significantly reduce the
nunber of RI requests required to probe and infer the dCDN s edge

t opol ogy.

The same information could be obtained in the absence of the R
interface, but it could be nore difficult to gather as it would
require a distributed set of machines with a range of different IP
addresses each making requests directly to the dCDN. However, the R
facilitates easier collection of such information as it enables a
single client to query the dCDN for a redirection/surrogate sel ection
on behal f of any UA | P address.

In order to prevent passive interception of R nessages the R
communi cati ons channel should be suitably secured (e.g. use of TLS)
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In order to reduce the risk of information | eakage to unauthorized
parties, R clients and servers SHOULD use suitable authentication
prior to trusting the contents of Rl nessages.

6. | ANA Consi derations
[[Editor’s Note: TODO Add error code registry]]

[[Editors’ Note: Need to insert some text to register the Media Types
we use with | ANA?] ]
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