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Abst ract

Content Distribution Network |Interconnection (CDNI) is predicated on
the ability of downstream CDNs (dCDNs) to handl e end-user requests in
a functionally equival ent manner to the upstream CDN (uCDN). The
UCDN nust be able to assess the ability of the dCDN to handl e

i ndi vidual requests. The CDNI Footprint & Capabilities Advertisenent
interface (FCl) is provided for the advertisenent of capabilities and
the footprints to which they apply by the dCDN to the uCDN. This
docunent describes an approach to inplenmenting the CONI FCl.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenmber 29, 2014.
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1. I nt roducti on

The need for footprint and capabilities advertisenent in CDNl is
described in the CDNI requirenments docunent

18
19
20
20
21
21
21
22
22
23
25
27

[I-Dietf-cdni-requirements]. Requirenents FCl-1 and FCl -2 describe

the need to allow dCDNs to communi cate capabilities to the uCDN
Requi rement FCl -3 descri bes how a uCDN nay aggregate the footprint
and capabilities information for all cascaded dCDNs and use the
aggregated information in advertisenents to CDNs further upstream
This concept of aggregation can apply to both organizationally
different dCDNs (e.g., other CDN providers, or different business
units within a larger organization) or logical entities within the
same CDN (e.g., using nultiple request routers for scalability

reasons, to segregate surrogates based on specific protocol support,

or to segregate surrogates based on software version or feature
| evel, etc.).

Appendi x A contains nore detail ed descriptions of different footpri
and capabilities nanagenment scenarios, but it is inmportant to note
that it is the ability of the dCDN to service each request in a
functionally equival ent manner as the uCDN that is inportant, not t
physi cal |ayout of resources through which it services the request.
The aggregati on of resource know edge by the dCDN into a sinple set
of capabilities and their affective footprints, that is then
advertised to the uCDN enabl es efficient decision making at each
del egation point in the CDN interconnection hierarchy.

It is assuned that an authoritative request router in each CDN wil |
be responsible for aggregating and advertising capabilities
information in a dCDN, and receiving and aggregating capabilities
information in the uCDN. The CDNI Footprint & Capabilities
Advertisement interface (FCl) along with the CDNI Request Routing
Redirection interface (RI) nmake up the CDNI Request Routing
Interface. As there is no other centralized CONI controller, the
authoritative request router seens the nost |ogical place for
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capabilities aggregation to occur, as it is the request router that
needs such information to nmake del egati on decisions. The protoco
defined herein may be inplenented as part of an entity other than an
authoritative request router, but for the purposes of this

di scussion, the authoritative request router is assuned to be the
centralized capabilities aggregati on point.

Though there is an obvious need for the ability to exchange and
update footprint and capability information in real-tine, it is
assuned that capabilities do not change very often. It is also
assuned that the capabilities are not by thensel ves useful for making
del egation decisions. Capability information is assuned to be input
into business logic. It is the business |ogic which provides the

al gorithms for del egation decision nmaking. The definition of

busi ness | ogi c occurs outside the scope of CDNI and outside the
tinmescal e of footprint and capability advertisenent. It may be the
case that the business logic anticipates and reacts to changes in
dCDN capabilities. However, it may al so be the case that business
logic is tailored through offline processes as dCDN capabilities
change. The FCl is agnostic to the business processes enpl oyed by
any given uCDN. The footprints and capabilities that are advertised
over the FCI nmay be used by the uCDN at its discretion to inplenent
del egation rules. Setting proper defaults in the business |ogic
shoul d prevent any unwanted del egati on from occurring when dCDN
capabilities change, however, that is beyond the scope of this

di scussi on.

1.1. Term nol ogy

Thi s docunment uses the term nol ogy defined in section 1.1 of the CDN
Framework [I-D.ietf-cdni-franmework] docunent.

2. CDNI FCl Capability Advertisenent

The FCl is inplenented as an ALTO[I-D.ietf-alto-protocol] Service.
The ALTO protocol defines an HTTP-based transport through which ALTO
service information may be retrieved using either a GET or POST

met hod. The uCDN request router nay at any tine query the dCDN ALTO
FCl Service for the full set of dCDN capability information. The
UCDN may use a separate FCl Filter Service to retrieve a subset of
the dCDN capability information.

[Ed.: Need to update this with ALTO asynchronous update support.]

[Ed.: Need to update this with ALTO i ncrenental update support.]
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2.1. CDNI FC Capability Initialization

In lieu of any out-of-band pre-configured capability information
when the FCl is first brought up between a uCDN and dCDN, the uCDN
SHOULD assune that the dCDN has no CDNI capabilities. |f an out-of-
band capability baseline has been exchanged, the uCDN MAY use that
information to initialize its capabilities database. In either case,
the uCDN SHOULD verify the initial state of the dCDN (as a tenporary
out age may be affecting availability in the dCDN).

The dCDN MUST support sending its entire set of capabilities to the
UCDN t hrough the ALTO service interface

[Ed.: The alternative to using a pull fromthe uCDNis to use the
triggers interface for a triggered push, however, this would not be
triggering a CDN function, it would be triggering an FCl function, so
given that there is no asynchronous action required by the dCDN, it
seens that reducing inter-dependency on other CDNl interfaces nmakes
the nmost sense in this case.]

3. CDNI FCl Capabilities Service
As described in Requirenent FCl-2, there is a basic set of
capabilities that nust be supported by the FCI for the uCDN to be
able to determine if the dCDN is functionally able to handle a given
request. The CDNI Footprint and Capabilities Semantics
[I-D.ietf-cdni-footprint-capabilities-semantics] docunent lists
mandat ory capabilities types:
o Delivery Protoco
0 Acquisition Protoco
0 Redirection Mde
o CDN Logging Capabilities
o CDNI Metadata Capabilities
To be consistent with the base ALTO service definitions, we use the
JSON obj ect definition notation as specified in the ALTO
[I-D.ietf-alto-protocol] protocol docunent.

3.1. CDNI FC Map
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3.1.1. Media Type

The media type of CONI FCI Map is "application/alto-cdni-fcimap+json”
3.1.2. HITP Met hod

A CDNI FCI Map resource is requested using the HTTP GET net hod.
3.1.3. Accept |nput Paraneters

None.
3.1.4. Capabilities

None.
3.1.5. Uses

None.
3.1.6. Response

The data conponent of a CDNI FCI Map resource is nanmed "fcinmap" which
is a JSON object of type FCl MapDat a:

obj ect {
FCl MapDat a f ci map<0. . *>;
} I nfoResourceFCl Map : ResponseEntityBase;

obj ect {

JSONSt ri ng nane;

JSONSt ri ng val ues<1. . *>;

FCl Foot print footprint<0..*>;
} FCl MapDat a;

obj ect {

JSONString type;

JSONSt ri ng val ues<1.. *>;
} FCl Footprint;

The FCl MapData object contains a capability name which identifies the
capability, a values array containing the associated |ist of
supported options for that named capability, as well as an optiona
list of FClFootprint objects. The FCl Footprint object specifies a
footprint type which identifies the encoding of the individua
footprint entries contained in the associated val ues array.
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The list of valid capability options for a given capability will be
specific to the given named capability. Though the degenerate case
may exi st where the range of option values is a single value, it is
anticipated that all capability types will have nore than one
capability option value. For consistency in the nodel, all
capability types are inplenented with lists of values. To optinmze
actions on the entire range of capability option values for a given
capability type, the capability option value "ALL" is reserved and
MUST be supported by all capability types. For conpl eteness, the
capability option value "NONE" is al so reserved and MJST be supported
by all capability types. |If a reserved value is specified, it MJST
be the only entry in the capability value list.

The CDNI Footprint object type field contains a registered footprint
type value fromthe "CDNI Metadata Footprint Types" registry. The
CDNl Footprint and Capabilities Semantics
[I-D.ietf-cdni-footprint-capabilities-semantics] docunent lists the
mandatory footprint types as: |SO Country Code, AS nunber, and |P-
prefix. The CDNI Metadata Interface [I-D.ietf-cdni-netadata]
docunent defines the footprint type registry and the initial val ues
for the mandatory footprint types. It also describes the process for
regi stering additional optional footprint types. The footprint value
"GLOBAL" is reserved and MJUST be supported by all footprint types.

If the reserved value "GLOBAL" is specified, it MIST be the only
entry in the footprint value list.

The footprint restriction list MJUST NOT contain nultiple footprint
objects of the sane type. Footprint restriction information MAY be
specified using multiple different footprint types. |If no footprint
restriction list is specified (or an enpty list is specified), it
SHALL be understood that all footprint types MJST be reset to
"GLOBAL" cover age.

Note: Further optim zation of the footprint object to provide quality
information for a given footprint is certainly possible, however, it
is not critical to the basic interconnection of CDNs. The ability to
transfer quality information in capabilities advertisements nay be
desirable and is noted here for conpl eteness, however, the specifics
of such mechani snms are outside the scope of this docunent.

Mul tiple FCl MapData objects with the sane capability type are all owed
within a given CDNI FCI Map response as long as the capability option
val ues do not overlap, i.e., a given capability option value MJST NOT
show up in multiple FCl MapData objects within a single CODNI FCl Mp
response. |If multiple FCl MapData objects for a given capability type
exi st, those capability objects SHOULD have different footprint
restrictions; capability objects of a given capability type with
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identical footprint restrictions SHOULD be conbined into a single
capability object.

3.1.7. CDNI FClI Capabilities
3.1.7.1. Delivery Protoco

The delivery protocol refers to the protocol over which an end user
(EVU) has requested content. |If a dCDN does not support the protoco
requested by the client, then the dCDN is not a viable candidate for
del egati on.

Though the delivery protocol is specified in the URI schene (as
defined in RFC3986 [ RFC3986]) of the client request URL, protoco
feature subsets or augmented protocol feature sets MAY be defined and
SHOULD correspond with the protocols supported by the Protocol ACL
defined in the CONl Metadata Interface [I-D.ietf-cdni-netadata]
document. The CDNI Metadata Interface docunent defines the "CDN

Met adata Protocol s" registry and the initial supported protoco
values. It also describes the process for registering additiona

pr ot ocol s.

The delivery protocol capability object MJST support a |ist of
protocols for a given footprint. The delivery protocol capability
SHOULD support optional footprint restriction information. The
foll owi ng exanple shows two lists of protocols with different
footprints.
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GET /fcimap HTTP/ 1.1
Host: alto.exanpl e. com
Accept: application/alto-fcimp+json, application/alto-error+json

HTTP/ 1.1 200 K
Content-Length: 439
Cont ent - Type: application/alto-fcimp+json

"meta" : {
1
"fcimp": [
{ "nanme": "delivery protocol"
"val ues": [
"HTTP",
"RTSP",
" VB
]
{ "nanme": "delivery_protocol"
"val ues": [
"RTMP",
"HTTPS"
1,
"footprint": [
{ "type": "IPv4Cl DR',
"val ues": [
"10.1.0.0/ 16",
"10.10. 10. 0/ 24"
]
}
]
}

In the above exanple, the three protocols HITP, RTSP, and MM5 are
supported globally, while the protocols RTMP and HTTPS are only
supported in a restricted footprint (in this case, specified by IP-
prefix).

A given protocol MJST NOT appear in multiple FCl MapData object val ue
lists.

[Ed. need to add reference to registry where the protocol values are
defined, once they are finalized in the semantics/nmetadata draft.]
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3.1.7.2. Acquisition Protoco

The acquisition protocol refers to the protocol over which the dCDN
may acquire content fromthe uCDN. |If a dCDN does not support any of
the protocols offered by the uCDN, then the dCDN is not a viable
candi date for del egati on.

Though the acquisition protocol is disseninated to the dCDN in the
URI schene (as defined in RFC3986 [ RFC3986]) of the URL provided by
the uCDN via the CDNI Metadata Interface [I-D.ietf-cdni-netadata],
protocol feature subsets or augnented protocol feature sets MAY be
defined and SHOULD correspond with the protocols supported by the
Prot ocol ACL defined in the CDNl Metadata Interface
[I-D.ietf-cdni-netadata] document. The CDNI Metadata Interface
docunent defines the "CDNI Metadata Protocols" registry and the
initial supported protocol values. 1t also describes the process for
regi stering additional protocols.

The acquisition protocol capability object MJST support a list of
protocols for a given footprint. The acquisition protocol capability
SHOULD support optional footprint restriction information. The

foll owi ng exanple shows two lists of protocols with different
footprints.

Ma & Seedorf Expi res Decenber 29, 2014 [ Page 10]



Internet-Draft CDNI Met adat a June 2014

GET /fcimap HTTP/ 1.1
Host: alto.exanpl e. com
Accept: application/alto-fcimp+json, application/alto-error+json

HTTP/ 1.1 200 K
Content - Lengt h: 406
Cont ent - Type: application/alto-fcimp+json

"meta" : {
1
"fcimap": [
{ "nane": "acquisition_protocol"
"val ues": [
"HTTP",
"FTP"
]
{ "nane": "acquisition_protocol"
"val ues": [
" SFTP",
"HTTPS"
1,
"footprint": |
{ "type": "ASN',
"val ues": [
"o
" 65535"
1,
}
]
}

In the above exanple, the two protocols HTTP and FTP are supported
gl obally, while the protocols SFTP and HTTPS are updated to only be
supported in a reduced restricted footprint (in this case, specified
by ASN)

A given protocol MJST NOT appear in nmultiple FCl MapData object val ue
lists.

[Ed. need to add reference to registry where the protocol values are
defined, once they are finalized in the semantics/ metadata draft.]
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3.1.7.3. Redirection Mde

The redirection node refers to the nmethod(s) enpl oyed by request
routers to performrequest redirection. The CDNl franmework
[I-D.ietf-cdni-framework] docunent describes four possible request
routing nodes:

o DNSiterative (DNS-1)
0 DNS recursive (DNS-R)
o HITP iterative (HITP-1)
0 HTTP recursive (HTTP-R

The CDNI Footprint and Capabilities Semantics
[I-D.ietf-cdni-footprint-capabilities-semantics] defines the "CDN
Capabilities Redirection Mbdes" registry and the initial supported
redirecti on node val ues shown in parentheses above. It also
describes the process for registering additional redirection nodes.

If a dCDN supports only a specific node or subset of nobdes that does
not overlap with the nodes supported by the uCDN, then the dCDN is
not a viable candi date for del egation.

The redirecti on node capability object MJIST support a list of
redirection nodes for a given footprint. The redirection node
capability SHOULD support optional footprint restriction information
The followi ng XM.- encoded exanpl e shows two |lists of nbdes with
different footprints.
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GET /fcimap HTTP/ 1.1
Host: alto.exanpl e. com
Accept: application/alto-fcimp+json, application/alto-error+json

HTTP/ 1.1 200 K
Content - Lengt h: 488
Cont ent - Type: application/alto-fcimp+json

"meta" : {
1
"fcimp": [
{ "nane": "redirection_node",
"val ues": [
"DNS- 1",
"HTTP-1"
]
b
{ "nane": "redirection_node",
"val ues": [
"DNS- R",
"HTTP- R

1,
"footprint": |
{ "type": "ASN',
"val ues": [
wgn
1
{ "type": "1Pv6Cl DR',
"val ues": |
"8765:4321: :/ 36"

In the above exanple, iterative redirection is supported gl obally,
whil e recursive redirection is only supported in a restricted
footprint (in this case, specified by both ASN and | P-prefix).

A gi ven node MUST NOT appear in nultiple FCl MapData object val ue
lists.
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3.1.7.4. Logging Capabilities

The CDNI Logging interface [I-D.ietf-cdni-Ilogging] docunent describes
optional logging fields and functionality which may be optional for a
dCDN to inplenent. |If a dCDN does not support certain |ogging
paraneters which may affect billing agreenents or |egal requirenents
of the uCDN, then the dCDN is not a viable candidate for del egation

[Ed. need to update this section once the list of |ogging
capabilities is finalized in the semantics/logging draft.]

3.1.7.5. Metadata Capabilities

The CDNI Metadata interface [I-D.ietf-cdni-netadata] docunent

descri bes generic metadata types which may be optional for a dCDN to
i mpl ement, but which, if present, are mandatory-to-enforce. |If a
dCDN does not support certain netadata types which are designated
mandat ory-to-enforce and nmay affect the correctness or security of
the content being delivered, then the dCDN is not a viable candi date
for del egati on.

[Ed. need to update this section once the list of netadata
capabilities is finalized in the semantics/netadata draft.]

3.1.8. Exanple

GET /fcimap HITP/ 1.1
Host: alto. exanpl e.com
Accept: application/alto-fcinmap+json, application/alto-error+json

HTTP/ 1.1 200 K
Content-Length: 1137
Cont ent - Type: application/alto-fcimp+j son

"meta" : {
}1
"fcimp": [
{ "name": "delivery_protocol"
"val ues": [
"HTTP",
"RTSP",
n ,Mll
]
}l
{ "nanme": "delivery_protocol”
"val ues": |
"RTMP",
"HTTPS"
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1,
"footprint": |
{ "type": "IPv4Cl DR',
"val ues": |
"10.1.0.0/16",
"10.10. 10. 0/ 24"
]
}
]
}
{ "nane": "acquisition_protocol"
"val ues": [
"HTTP",
"FTP"
]
b
{ "nane": "acquisition_protocol"
"val ues": |
" SFTP",
"HTTPS"
],
"footprint": |
{ "type": "ASN',
"val ues": |
"o
"65535"
],
}
]
{ "nane": "redirection_node",
"val ues": [
"DNS- R',
"HTTP-R'
1,
"footprint": [
{ "type": "ASN',
"val ues": [
ngn
1.
b
{ "type": "IPv6Cl DR",
"val ues": [
"8765: 4321: :/ 36"
]
}
]
}
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N

]
}

CDNI FCI Capabilities Filtering Service

.1. Filtered CDNI FCI Map

.1.1. Media Type

Since a Filtered CONI FCl Map is still a CONI FCl Map, it uses the
medi a type defined for CONI FCl Map (see Section 3.1.1).

.1.2. HITP Met hod

A Filtered CONI FCl Map is requested using the HTTP POST net hod.

.1.3. Accept Input Paraneters

TBD.

.1.4. Capabilities

None.

.1.5. Uses

TBD.

.1.6. Response

The format is the same as unfiltered CONI FClI Map (see
Section 3.1.6).

.1.7. Exanple

TBD.

Foot print via ALTO Network Map

.1. ALTO Network Maps

The ALTO Protocol offers an information service "ALTO nmap service"
that provides information to ALTO clients in the formof Network Mp
and Cost Map [I-D.ietf-alto-protocol]. As an alternative to the
explicit definition of a footprint (e.g. with type "I Pv4CIDR', see
exanpl es above), a reference to an ALTO network map can be used to
define an FCl footprint. To enable such referencing to ALTO network
maps fromwithin an CONI FCI Map JSON object, a new optional
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footprint type "altonetworkmap’ is defined (see also Section 6) which
has as values a URI to an ALTO server that host an ALTO network nap
of media type ’application/alto-networkmap+json’ (as defined in the
ALTO protocol specification [I-D.ietf-alto-protocol]), followed by a
list of PIDs [I-D.ietf-alto-protocol] within that network nap.

Par si ng and processing of such an ALTO network map that expresses an
FCl footprint follows the ALTO protocol specification
[I-D.ietf-alto-protocol].

5.2. Exanple ALTO Network Map for CDNI FCl Foot print

An ALTO client can retrieve a network map of nedia type 'application/
al t o- net wor krmmap+j son’” under a given UR (e.g.
"http://alto.exanple.conifcifootprint0O0Ol’) with a GET request for a
network map as specified in the ALTO protocol
[I-D.ietf-alto-protocol]. The follow ng network map woul d convey to
a UCDN that the given dCDN (which would provide the map) has three

footprints called '’'south-france'’, ''germany’’, and ''rest’’, and
provi de the correspondi ng | Pv4 address ranges for these footprints.
The entry "’cdni-fruit’’ : [’’orange’ '] in the ’’south-france’’

footprint is an exanple of how new endpoint types (e.g. proprietary
ones that are defined outside the CDNI FCI anong certain CDNs) could
be used in an ALTO network nap.
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GET /networkmap HTTP/ 1.1
Host: http://alto.exanpl e.com fcifootprint001
Accept: application/alto-networknmap+j son, application/alto-error+json

HTTP/ 1.1 200 K
Cont ent - Lengt h: TBA
Cont ent - Type: application/alto-networ knap+j son

{
"meta" : {
"vtag": [
{"resource-id": "my-eu-netmp",
"tag": "1266506139"
}
]
}1
"networ k- map" : {
"sout h-france" : {
"ipvd" : [ "192.0.2.0/24", "198.51.100.0/25" ], "cdni-fruit"
"1
}1
"gernmany" : {
"ipvd" : [ "192.0.3.0/24"]
}1
"rest" : { "ipv4": [0.0.0.0/0], "ipve"; [::/0] }
}
}
}

5.3. Exanple of ALTO Network Map Footprint in FCl Mp

To reference to an ALTO network map as an FCl footprint, the

FCl Foot print JSON obj ect nmust be of type 'altonetworknmap’ wth val ues

containing the URI of the ALTO server hosting the network map and a
list of PID names contained in the network map. The follow ng

["orange

exanpl e shows the CODNI FClI map on delivery protocol capabilities from

Section 3.1.7.1, with the difference that the footprint for the FC
delivery protocol capabilities "RTMP and "HITPS is given via a
reference to an ALTO network map and correspondi ng Pl D nanes.

Ma & Seedorf Expi res Decenber 29, 2014 [ Page 18]



Internet-Draft CDNI Met adat a June 2014

GET /fcimap HTTP/ 1.1
Host: alto.exanpl e. com
Accept: application/alto-fcimp+json, application/alto-error+json

HTTP/ 1.1 200 K
Content-Length: 439
Cont ent - Type: application/alto-fcimp+json

}

meta" : {

cimp": |
{ "nanme": "delivery protocol"
"val ues": [
"HTTP",
"RTSP",
" MVE"
]

{ "nanme": "delivery_protocol"
"val ues": [
"RTMP",
"HTTPS"
]

ootprint": [
{ "type": "altonetworknap",
"val ues": [
"http://alto.exanple.con fcifootprint001",
"ger many",
"sout h-france",

]

}
]
}

6. | ANA Consi derati ons

Thi s docunment requests the registration of two new nmedi a types:

| application | alto-cdni-fcimp+json |
| application | alto-cdni-fcimpfilter+json |
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Thi s docunment requests the followi ng addition to the CDNI Foot print
type nanmespace which is defined in the CONI Metadata Interface
[I-D.ietf-cdni-netadata] specification

| altonetworkmap | URI of an ALTO Server hosting an | RFCthis |
| | ALTO network map, followed by a |

[ | comma-seperated list of PID [ [
| | names | |

7. Security Considerations

There are a nunber of security concerns associated with the FCl. The
FCl essentially provides configuration informtion which the uCDN
uses to make request routing decisions. Injection of fake capability
adverti senent nessages or the interception and discard of rea
capability advertisenment nessages may be used for denial of service
(e.g., by falsely advertising or deleting capabilities or preventing
capability advertisenents fromreaching the uCDN). dCDN capability
adverti senents MJST be aut henticated by the uCDN to prevent

unaut hori zed capability injection. uCDN FCl servers MJST be

aut henticated by the dCDN to prevent unauthorized interception of
ALTO nmessages. TLS with client authentication SHOULD be used for al
FCl inplenmentations. Deploynents in controlled environnments where
physical security and | P address white-listing is enployed MAY choose
not to use TLS
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Appendi x A.  Capability Aggregation

The follow ng sections show exanpl es of three aggregati on scenari os.
In each case, CDN-U is the ultimate uCDN and CDN-P is the penultimate
CDN whi ch nust perform capabilities aggregation.

A.1. Downstream CDN Aggregati on

Figure Al shows five organizationally different CDNs: CDN U, CDN- P,
and CDNS A, B, and C, the dCDNs of CDN-P which are being aggregated.
G ven the setup shown in Figure Al, we can construct a nunber of use
cases, based on the coverage areas of each dCDN (i.e., CDNs P, A B,
and C). Note: In all cases, the reachability of the uCDN (i.e., CDN
U is adon't care as it is assunmed that the uCDN knows its own
coverage area and is likely to favor itself in nost situations, and
if it has decided that it needs to delegate to a dCDN, then the only
rel evant question is if the dCDN can handl e the request.

( rr0.u.exanple.com)
CDN- U

1---1-+-1----

(’ rr0. p. exanpl e. corﬁ)
‘ CDN- P '

I
Fom e e e oo Fom e e e oo +
/ | \
1___|_+_|___ 1___|_+_|___ 1___|_+_|___
(, rr0. a. exanpl e. com. (, rr0. b. exanpl e. com. (, rr0.c. exanpl e. com.)

-. CDN- A , - -. CDN- B , - - CDN- C .

Figure Al: CDNI dCDN Request Router Aggregation

0 None of the four dCDNs (CDNs P, A, B, and C) have gl obal
reachability. In this case, each CDNis likely to advertise
footprint information with its capabilities, specifying its
reachability. Wen CDN-P advertises capabilities to CON-U, it may
advertise the aggregate footprint of itself and CDNs A, B, and C.
Not e: CDN-P MAY excl ude any dCDN, and consequently its footprint,
per its own internal aggregation decision criteria.
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o Al four dCDNs (CDNs P, A B, and C) have global reachability. In
this case, none of the CDNs is likely to advertise any footprint
i nformati on as none have any footprint restrictions. Wen CDN-P
advertises capabilities to CDN-U, the aggregate of all globa
reachability is global reachability.

o Some of the four dCDNs (CDNs P, A, B, and C) have gl oba

reachability and some do not. |In this case, even though sone
dCDNs do not have gl obal reachability, the aggregate of sone dCDNs
havi ng gl obal reachability and sone not should still be globa

reachability (for the given capability). Wen CDN-P advertises
capabilities to CON-U, CDN-P rmay advertise capabilities for which
at | east one dCDN has gl obal reach as being supported with gl oba
reachability. It is up to the CDN-P request router to properly
sel ect a dCDN to process individual client requests and not choose
a dCDN whose restricted footprint makes it unsuitable for
delivering the requested content.

I nternal Request Router Aggregation

Fi gure A2 shows CDN-U and CDN-P where CDN-P internally has four
request routers: the authoritative request router rr0, and three
other request routers rrl, rr2, and rr3. The use of nultiple request
routers may be used to distribute request routing | oad across
resources, possibly in different geographic regi ons covered by CDN P
Simlar to Figure Al, the setup shown in Figure A2 requires the
authoritative request router rrO in CON-P to aggregate capabilities

i nformati on from downstreamrequest routers rrl, rr2, and rr3. The
primary di fference between the scenario is that the request routers
in Figure A2 are logically within the same CDN-P organi zation. The
same reachability scenarios apply to Figure A2 as with Figure Al.
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( rr0.u.exanple.com)
‘- CDN- U -
G

Figure A2: Local CDN Request Router Aggregation

0 None of the four CDN-P request routers have gl obal reachability.
In this case, each request router is likely to advertise footprint
information with its capabilities, specifying its reachability.
When rr0 advertises capabilities to CDN-U, it may advertise the
aggregate footprint of itself and rrl, rr2, and rr3.

o Al four CDN-P request routers have global reachability. In this
case, none of the request routers is likely to advertise any
footprint information as none has any footprint restrictions.
When rr0 advertises capabilities to CDN-U, the aggregate of all
gl obal reachability is global reachability.

o Some of the four CDN-P request routers have global reachability

and sone do not. In this case, even though sone request routers
do not have gl obal reachability, the aggregate of sone request
routers having global reachability and some not should still be

gl obal reachability (for the given capability). Wen rr0
advertises capabilities to CON-U, CDN-P nay advertise capabilities
for which at |east one request router has gl obal reach as being
supported with global reachability. It is up to the authoritative
request router rr0 to properly select fromthe other request
routers for any given request, and not choose a request router
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whose restricted footprint nmakes it unsuitable for delivering the
requested content.

A.3. Internal Capability Aggregation

Fi gure A3 shows CDN-U and CDN-P where the delivery network of CDN-P
is segregated by delivery protocol (e.g., RTSP, HTTP, and RTMP)
Figure A3 differs fromFigures Al and A2 in that request router rr0O
of CDN-P is not aggregating the capabilities advertisenments of

mul tiple other downstreamrequest routers, but rather it is managing
the disparate capabilities across resources within its own | ocal CDN
Though not every delivery node has the sanme protocol capabilities,
the aggregate delivery protocol capabilities advertised by CDON-A may
include all delivery protocols. Note, Figure A3 should not be
construed to inply anything about the coverage areas for each

delivery protocol. They may all support the sane delivery footprint,
or they may have different delivery footprints. It is the
responsibility of the request router rrO to properly assign protocol -
appropriate delivery nodes to individual content requests. |If

certain protocols have linited reachability, CDN-P may advertise
footprint restrictions for each protocol

It should be noted that though the delivery protocol capability was

selected for this exanple, the concept of internal capability
aggregation applies to all capabilities as discussed bel ow.
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( rr0.u.exanple.com)

-. CDN- U , -
G
I
1---1---1---1--1-+-1--1---1---1---'
( )
’_’ o e e e e e e e e e m == + L.
( | rrO.p.exanple.com | )
- oo oo + ‘-
( | )
( : )
) e + e +
( |rtsp. p.exanple.com| . |rtnp.p.exanple.com | )
T S P SUpURpUpUp R +
( : )
‘- e + -
( | htt p. p. exanpl e. com )
‘- B + -
( CDN- A )

Figure A3: Local CDN Capability Segregation

Anot her situation in which physical footprint may not matter in an
aggregated view has to do with feature support (e.g., new CDN

met adata features or new redirection nodes). Situations often arise
when phased roll-out of software upgrades, or staging network
segregation result in only certain portions of a CDN s resources
supporting the new feature set. The dCDN has a few options in this
case:

(0]

Enforce atom ¢ update: The dCDN does not advertise support for the
new capability until all resources have been upgraded to support
the new capability.

Transparent segregation: The dCDN advertises support for the new
capability, and when requests are received that require the new

capability, the dCDN request router properly selects a resource

whi ch supports that capability.

Advertised segregation: The dCDN advertises support for the new
capability with a footprint restriction allow ng the uCDN to nake
del egati on deci sions based on the dCDN' s |init support.
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The | evel of aggregation enployed by the dCDN is likely to vary as
busi ness rel ationshi ps dictate, however, the FCl should support all
possi bl e nodes of operation
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