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Abst ract

This docunent tries to capture the semantics of the "Footprint and
Capabilities Advertisenment” part of the CDNI Request Routing
interface, i.e., the desired nmeaning and what "Footprint and
Capabilities Advertisenment" is expected to offer within CONI. The
di scussion in this docunent has the goal to facilitate the choosing
of one or nore suitable protocols for "Footprint and Capabilities
Advertisenent” within CDNI Request Routing.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 21, 2015.
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1. Introduction and Scope

The CDNI working group is working on a set of protocols to enable the
i nterconnection of nultiple CDNs to a CDN federation. This CDN
federation should serve nultiple purposes, as discussed in [RFC6770],
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for instance, to extend the reach of a given CDN to areas in the
net wor k which are not covered by this particular CDN

The goal of this docunent is to achieve a clear understanding in the
CDNI WG about the senmantics associated with the CDNI Request Routing
Footprint & Capabilities Advertisenent Interface (from now on
referred to as FCl), in particular the type of information a
downstream CDN ' advertises’ regarding its footprint and capabilities.
To narrow down undeci ded aspects of these semantics, this docunent
tries to establish a commobn understandi ng of what the FCI shoul d

of fer and acconplish in the context of CDN Interconnection

It is explicitly outside the scope of this docunment to deci de on
specific protocols to use for the FCl.

General assunptions in this docunent:

0 The CDNs participating in the CDN federation have al ready
performed a boot strap process, i.e., they have connected to each
other, either directly or indirectly, and can exchange information
anongst each ot her.

0 The uCDN has received footprint and/or capability advertisenents
froma set of dCDNs. Footprint advertisenment and capability
advertisement need not use the same underlying protocol

0 The upstream CDN (uCDN) receives the initial request-routing
request fromthe endpoint requesting the resource.

The CDNI Problem Statenment [ RFC6707] describes footprint and
capabilities advertisenent as: "[enabling] a Request Routing function
in an Upstream CDN to query a Request Routing function in a
Downstream CDN to determine if the Downstream CDN is able (and
willing) to accept the del egated Content Request". In addition, the
RFC says "the CDNI Request Routing interface is al so expected to
enabl e a downstream CDN to provide to the upstream CDN (static or
dynanic) information (e.g., resources, footprint, load) to facilitate
sel ection of the downstream CDN by the upstream CDN request routing
system when processi ng subsequent content requests from User Agents”
It thus considers "resources" and "l oad" as capabilities to be
advertised by the downstream CDN

The range of different footprint definitions and possible
capabilities is very broad. Attenpting to define a conprehensive
adverti senent solution quickly becones intractable. The CDN
requirenents draft [I-D.ietf-cdni-requirenents] lists the specific
requirenents for the CONI Footprint & Capabilities Advertisenent
Interface in order to disanbiguate footprints and capabilities with

Seedorf, et al. Expi res January 21, 2015 [ Page 3]



Internet-Draft CDNI RR Footprint/Capabilities Semantics July 2014

respect to CODNI. This docunent attenpts to distill the apparent
common under standi ng of what the ternms 'footprint’ and 'capabilities
mean in the context of CDNI, and detail the semantics of the
footprint adverti senent nechani smand the capability adverti senent
mechani sm

2. Design Decisions for Footprint and Capabilities

A large part of the difficulty in discussing the FCl lies in
under st andi ng what exactly is neant when trying to define footprint
in ternms of "coverage" or "reachability." Wile the operators of
CDNs pick strategic locations to situate caches, a cache with a
public I Pv4 address is reachabl e by any endpoint on the I|Internet
unl ess sonme policy enforcenment precludes the use of the cache.

Sone CDNs aspire to cover the entire world, which we will henceforth
call global CDNs. The footprint advertised by such a CON in the CDN
environnment woul d, froma coverage or reachability perspective
presumably cover all prefixes. Potentially nore interesting for CDN
use cases, however, are CDNs that claima nore |inited coverage, but
seek to federate with other CDNs in order to create a single CDN
fabric which shares resources

Fut hernmore, not all capabilities need be footprint restricted.
Dependi ng upon the use case, the optimal semantics of "footprints
with capability attributes" vs. "capabilities with footprint
restrictions” are not clear

The key to understanding the semantics of footprint and capability
advertisenent lies in understand why a dCDN woul d advertise a linited
coverage area, and how a uCDN woul d use such advertisenents to decide
anong one of several dCDNs. The followi ng section will discuss sone
of the trade-offs and design decisions that need to be deci ded upon
for the CODNI FCl.

2.1. Advertising Linited Coverage

The basic use case that would notivate a dCDN to advertise a limted
coverage is that the CDN was built to cover only a particular portion
of the Internet. For exanple, an |SP could purpose-build a CDN to
serve only their own custoners by situating caches in close
topol ogi cal proximty to high concentrations of their subscribers.
The | SP knows the prefixes it has allocated to end users and thus can
easily construct a list of prefixes that its caches were positioned
to serve.

When such a purpose-built CDN joins a federation, however, and
advertises its footprint to a uCDN, the original intended coverage of
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the CDN might not represent its actual value to the federation of
CDNs. Consider an | SP-A and | SP-B that both field their own CDNs,

whi ch they federate through CDNI. A given user E, who is custoner of
| SP-B, might happen to be topologically closest to a cache fielded by
ISP-A if E happens to live in a region where | SP-B has few custoners
and | SP-A has nmany. |In this case, should ISP-A's CDN "cover" E? |If

| SP-B's CDN has a failure condition, should the uCDN understand that

| SP-A"s caches are potentially avail able back-ups - and if so, how
does | SP-A advertise itself as a "standby" for E? What about the
case where CDNs advertising to the same uCDN express overl appi ng
coverage (for exanple, a federation mxing global and Iimted CDNs)?

The answers to these questions greatly depend on how nuch infornmation
we want the uCDN to use to nmake a selection of a dCDN. |If a uCDN has
three dCDNs to choose fromthat "cover"” the |IP address of user E

obvi ously the uCDN m ght be interested to know how optimal the
coverage is fromeach of the dCDNs - coverage need not be binary,

ei ther provided or not provided. dCDNs coul d advertise a coverage
"score," for exanple, and provided that they all reported scores
fairly on the sane scale, uCDNs could use that to nake their

topol ogical optimality decision. Alternatively, dCDNs could for
their footprint advertise the I P addresses of their caches rather
than prefix "coverage," and let the uCDN decide for itself (based on
its own topological intelligence) which dCDN has better resources to
serve a given user.

In sunmmary, the semantics of advertising footprint depend on whet her
such qualitative netrics for expressing footprint (such as the
coverage 'score’ nentioned above) should be part of the CONI FCl, or
if it should focus just on 'binary' footprint.

2.2. Capabilities and Dynamic Data

In cases where the apparent footprint of dCDNs overlaps, uCDNs ni ght
also want to rely on a host of other factors to evaluate the
respective nerits of dCDNs. These include facts related to the
caches thenselves, to the network where the cache is deployed, to the
nature of the resource sought and to the adm nistrative policies of
the respective networKks.

In the absence of network-Ilayer inpedinents to reaching caches, the
choice to linit coverage is necessarily an adnministrative policy.
Much policy rmust be agreed upon before CDNs can merge into
federations, including questions of nmenbership, conpensation, vol unes
and so on. A uCDN certainly will factor these sorts of
considerations into its decision to select a dCDN, but there is
probably little need for dCDNs to actually advertise themthrough an
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interface - they will be settled out of band as a precondition for
f eder ati ng.

O her facts about the dCDN woul d be expressed through the interface
to the uCDN. Sone capabilities of a dCDN are static, and sone are

hi ghly dynamic. Expressing the total storage built into its caches,
for exanple, changes relatively rarely, whereas the anpunt of storage
in use at any given nonment is highly volatile. Network bandw dth
simlarly could be expressed as either total bandwi dth available to a
cache, or based on the current state of the network. A cache nmay at
one nonent lack a particular resource in storage, but have it the
next .

The semantics of the capabilities interface will depend on how nuch
of the dCDN state needs to be pushed to the uCDN and qualitatively
how often that information should be updated.

2.3. Advertisenent versus Queries

In a federated CDN environment, each dCDN shares sone of its state
with the uCDN, which the uCDN uses to build a unified picture of al
of the dCDNs available to it. |In architectures that share detailed
capability information, the uCDN could basically performthe entire
request-routing intelligence down to selecting a particular cache
before sending the request to the dCDN (note that within the current
CDNI WG scope, such direct selection of specific caches by the uCDN
is out of scope). However, when the uCDN nust deal w th many
potential dCDNs, this approach does not scale. Especially as CDNs
scal e up fromdozens or hundreds of caches to thousands or tens of

t housands, the volune of updates to footprint and capability may
becone onerous.

Were the volune of updates to exceed the vol unes of requests to the
uCDN, it might nake nore sense for the uCDN to query dCDNs upon
receiving requests (as is the case in the recursive redirecti on node
described in [I-D.ietf-cdni-framework]), instead of receiving

adverti senents and tracking the state of dCDNs itself. The advantage
of querying dCDNs woul d be that nuch of the dynam c data that dCDNs
cannot share with the uCDN woul d now be factored into the uCDN s

deci sion. dCDNs need not replicate any state to the uCDN - uCDNs
could effectively operate in a statel ess node.

The senmantics of both footprint and capability advertisenent depend
on the service nodel here: are there cases where a synchronous query/
response nodel would work better for the uCDN decision than a state
replication nodel ?
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2.4. Avoiding or Handling 'cheating’ dCDNs

In a situation where nore than one dCDN is willing to serve a given
end user request, it mght be attractive for a dCDN to 'cheat’ in the
sense that the dCDN provides inaccurate information to the uCDN in
order to convince the uCDN to select it opposed to 'conpeting’ dCDNs.
It could therefore be desirable to take away the incentive for dCDNs
to cheat (in information advertised) as nmuch as possible. One option
here is to make the information the dCDN adverti ses sonehow
verifiable for the uCDN. One the other hand, a cheating dCDN ni ght
be avoi ded or handled by the fact that there will be strong
contractual agreenents between a uCDN and a dCDN, so that a dCDN
woul d risk severe penalties or |egal consequences when caught

cheat i ng.

Overall, it seens that information a dCDN advertises should (in the

I ong run) be sonehow qualitatively verifiable by the uCDN, though
possi bly through non-real -tine out-of-band audits. It is probably an
overly strict requirement to mandate that such verification be
possible "imediately", i.e., during the request routing process
itself. If the uCDN can detect a cheating dCDN at a |later stage, it

shoul d suffice for the uCDN to "de-incentivize" cheating because it
woul d negatively affect the long-term business relationship with a
particul ar dCDN.

2.5. Focus on Main Use Cases may Sinplify Things

To narrow down semantics for "footprint" and "capabilities" in the
CDNI context, it can be useful to initially focus on key use cases to
be addressed by the CONI W5 that are to be envisioned the nain

depl oynents in the foreseeable future. In this regard, a main
realistic use case is the existence of |SP-owned CDNs, which
essentially cover a certain operator’s network. At the sane tine,
however, the possibility of overlapping footprints should not be
excluded, i.e., the scenario where nore than one dCDN clains it can
serve a given end user request. The ISPs may al so choose to federate
with a fall back gl obal CDN.

It seenms reasonable to assume that in nost use cases it is the uCDN
that makes the decision on selecting a certain dCDN for request
routing based on information the uCDN has received fromthis
particular dCDN. It may be assunmed that ’'cheating’ CDNs will be
dealt with via means outside the scope of CDNI and that the
information adverti sed between CDNs is accurate. |In addition
excluding the use of qualitative information (e.g., cache proximty,
delivery latency, cache load) to predict the quality of delivery
woul d further sinplify the use case allowing it to better focus on
the basic functionality of the FC .
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3.

Mai n Use Case to Consi der

Focusing on a main use case that contains a sinple (yet somewhat

chall enging), realistic, and generally inmagi nable scenario can help
in narrowi ng down the requirenents for the CONI FCl. To this end,
the following (sinplified) use case can help in clarifying the
semantics of footprint and capabilities for CONI. In particular, the
intention of the use case is to clarify what information needs to be
exchanged on the CDNI FCl, what types of information need to be
supported in a mandatory fashion (and which shoul d be consi dered
optional), and what types of infornmation need to be updated with
respect to a priori established CDNI contracts.

In short, one can imagine the follow ng use case: A given uCDN has
several dCDNs. It selects one dCDN for delivery protocol A and
footprint 1 and anot her dCDN for delivery protocol B and footprint 1.
The dCDN that serves delivery protocol B has a further, transitive
(level -2) dCDN, that serves delivery protocol B in a subset of
footprint 1 where the first-level dCDN cannot serve delivery protoco
Bitself. Wat happens if capabilities change in the transitive

| evel -2 dCDN that might affect how the uCDN selects a | evel -1 dCDN
(e.g., in case the level-2 dCDN cannot serve delivery protocol B
anynore)? How will these changes be conveyed to the uCDN? In
particular, what information does the uCDN need to be able to sel ect
a new first-level dCDN, either for all of footprint 1 or only for the
subset of footprint 1 that the transitive level-2 dCDN served on
behal f of the first-level dCDN?

Senmantics for Footprint Advertisenent

Roughl y speaking, "footprint" can be defined as "ability and

willingness to serve" by a downstream CDN. However, in addition to
simple "ability and willingness to serve", the uCDN may wi sh to have
additional information to nake a dCDN sel ection decision, e.g., "how
well" a given dCDN can actually serve a given end user request. The
"ability and willingness" to serve should be distinguished fromthe
subj ective qualitative measurenent of "how well" it was served. One

can imagi ne that such additional information is inmplicitly associated
with a given footprint, e.g., due to contractual agreenents (e.qg.
SLAs), business relationships, or perceived dCDN quality in the past.
As an alternative, such additional information could also be
explicitly tagged along with the footprint.

It is reasonable to assune that a significant part of the actua
footprint advertisenent will happen in contractual agreements between
participating CDNs, i.e., prior to the adverti senent phase using the
CDNI FCI. The reason for this assunption is that any contractua
agreement is likely to contain specifics about the dCDN coverage
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(i.e., the dCDN footprint) to which the contractual agreenent

applies. In particular, additional information to judge the delivery
quality associated with a given dCDN footprint mght be defined in
contractual agreenents (i.e. outside of the CONI FCl). Further, one
can assune that dCDN contractual agreenents about the delivery
quality associated with a given footprint will probably be based on
hi gh-1evel aggregated statistics (i.e., not too detailed).

Gven that a large part of footprint advertisenent will actually
happen in contractual agreenents, the semantics of CDNI footprint
advertisenent refer to answering the follow ng question: what exactly
still needs to be advertised by the CONI FCI? For instance, updates
about tenporal failures of part of a footprint can be useful
information to convey via the CDNI request routing interface. Such

i nformati on woul d provide updates on information previously agreed in
contracts between the participating CONs. In other words, the CDN
FCl is a neans for a dCDN to provide changes/updates regarding a
footprint it has prior agreed to serve in a contract with a uCDN

General | y speaking, one can inmagine two categories of footprint to be
advertised by a dCDN

o Footprint could be defined based on "coverage/reachability", where
coverage/reachability refers to a set of prefixes, a geographic
region, or simlar boundary. The dCDN clains that it can cover/
reach 'end user requests coming fromthis footprint’.

0 Footprint could be defined based on "resources", where resources
refers to surrogates/caches a dCDN clains to have (e.g., the
| ocation of surrogates/resources). The dCDN clains that 'from
this footprint’ it can serve incomng end user requests.

For each of these footprint types, there are capabilities associated
with a given footprint, i.e., the capabilities (e.g., delivery
protocol, redirection node, netadata) supported in the coverage area
for a "coverage/reachability" defined footprint, or the capabilities
of resources (e.g., delivery protocol, redirection node, netadata
support) for a "resources" defined footprint.

It seens clear that "coverage/reachability" types of footprint nust
be supported within CONI. The foll owing such types of footprint are
mandat ory and rust be supported by the CDNI FCl:

o List of 1SO Country Codes

o List of AS nunbers

o0 Set of |P-prefixes
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A 'set of IP-prefixes’ nust be able to contain full |P addresses,
i.e., a /32 for IPv4 and a /128 for I1Pv6, and also IP prefixes with
an arbitrary prefix length. There nust also be support for multiple
| P address versions, i.e., IPv4d and IPv6, in such a footprint.

For all of these nmandatory-to-inplenment footprint types, footprints
can be viewed as constraints for del egating requests to a dCDN: A
dCDN footprint advertisenent tells the uCDN the limtations for

del egating a request to the dCDN. For |IP prefixes or ASN(s), the
footprint signals to the uCDN that it should consider the dCDN a
candidate only if the I P address of the request routing source falls
within the prefix set (or ASN, respectively). The CDN

speci fications do not define how a given uCDN deterni nes what address
ranges are in a particular ASN. Simlarly, for country codes a uCDN
shoul d only consider the dCDN a candidate if it covers the country of
the request routing source. The CDNI specifications do not define
how a gi ven uCDN determ nes the country of the request routing
source. Miltiple footprint constraints are additive, i.e., the
advertisenent of different types of footprint narrows the dCDN

candi dacy cunul atively.

In addition to these nandatory "coverage/reachability" types of
footprint, other optional "coverage/reachability" types of footprint
or "resource" types of footprint nay defined by future
specifications. To facilitate this, a clear process for specifying
optional footprint types in a | ANA registry nmust be specified. This
i ncludes the specification of the | evel of oversight necessary (e.g.
WG deci sion or expert review) for adding new optional footprints to a
| ANA registry as well as the specification of a tenplate regarding
desi gn choi ces that mnust be captured by new optional types of
footprints.

I ndependent of the exact type of a footprint, a footprint mght also
i nclude the connectivity of a given dCDN to other CDNs that may be
able to serve content to users on behalf of that dCDN, to cover cases
where there is a transitive CDN interconnection. Further, the
downstream CDN must be able to express its footprint to an interested
upstream CDN (uCDN) in a conprehensive form e.g., as a data set
containing the conplete footprint. Making increnental updates,
however, to express dynanmic changes in state is also desirable.

5. Semantics for Capabilities Advertisenent

In general, the dCDN nust be able to express its general capabilities
to the uCDN. These general capabilities could express if the dCDN
supports a given service, for instance, HITP delivery, RTP/ RTSP
delivery or RTMP. Furthernore, the dCDN nust be able to express
particul ar capabilities for the delivery in a particular footprint
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area. For exanple, the dCDN might in general offer RTMP but not in
some specific areas, either for maintenance reasons or because the
caches covering this particular area cannot deliver this type of
service. Hence, in certain cases footprint and capabilities are tied
toget her and cannot be interpreted independently fromeach other. In
such cases, i.e., where capabilities nust be expressed on a per
footprint basis, it may be beneficial to combine footprint and
capabilities advertisenent.

A high-level and very rough semantic for capabilities is thus the
followi ng: Capabilities are types of information that allow a uCDN to
determine if a downstream CDN is able (and willing) to accept (and
properly handle) a delegated content request. In addition
Capabilities are characterized by the fact that this information my
possi bly change over tinme based on the state of the network or

caches.

At a first glance, several broad categories of capabilities seem
useful to convey via an advertisenent interface, however, advertising
capabilities that change highly dynamically (e.g., real-tine delivery
performance netrics, CDN resource |oad, or other highly dynamcally
changing QS information) should probably not be in scope for the
CDNl FCI. First, out of the nultitude of possible netrics and
capabilities, it is hard to agree on a subset and the precise netrics
to be used. Second, and perhaps nore inportantly, it seems not
feasible to specify such highly dynam cally changi ng capabilities and
the corresponding netrics within the CDNI charter tinme-frane.

Useful capabilities refer to infornmation that does not change highly
dynani cal ly and which in nmany cases is absolutely necessary to decide
on a particular dCDN for a given end user request. For instance, if
an end user request concerns the delivery of a video file with a
certain protocol (e.g., RTMP), the uCDN needs to know if a given dCDN
has the capabilitity of supporting this delivery protocol

Similar to footprint advertisement, it is reasonable to assume that a
significant part of the actual (resource) capabilities advertisenent
wi Il happen in contractual agreenents between participati ng CDNs,
i.e. prior to the adverti senent phase using the CONI FCI. The role
of capability advertisenent is hence rather to enable the dCDN to
update a uCDN on changes since a contract has been set up (e.g., in
case a new delivery protocol is suddenly being added to the list of
supported delivery protocols of a given dCDN, or in case a certain
delivery protocol is suddenly not being supported anynore due to
failures). Capabilities advertisenent thus refers to conveying
informati on to a uCDN about changes/updates of certain capabilities
with respect to a given contract.

Seedorf, et al. Expi res January 21, 2015 [ Page 11]



Internet-Draft CDNI RR Footprint/Capabilities Semantics July 2014

G ven these semantics, it needs to be deci ded what exact capabilities
are useful and how these can be expressed. Since the details of CDN
contracts are not known at the time of this witing (and the CDN
interface should probably be agnostic to these contracts anyway), it
remains to be seen what capabilities will be used to define
agreenents between CDNs in practice. One inplication for

standardi zation may be to initially only specify a very limted set

of mandatory capabilities for advertisement and have on top of that a
flexi ble data nodel that allows exchangi ng additional capabilities
when needed. Still, agreenent needs to be found on which
capabilities (if any) should be mandatory anbng CDNs. As discussed
in Section 2.5, finding the concrete answers to these questions can
benefit fromfocusing on a small nunber of key use cases that are

hi ghly rel evant and contain enough conplexity to help in
under st andi ng what concrete capabilities are needed to facilitate CDN
I nt er connecti on.

Under the above considerations, the follow ng capabilities seem
useful as 'base’ capabilities, i.e., ones that are needed in any case
and therefore constitute nandatory capabilities to be supported by
the CDNI FCl:

o0 Delivery Protocol (e.g., HITP vs. RTMP)
0 Acquisition Protocol (for aquiring content from a uCDN)

0 Redirection Mdde (e.g., DNS Redirection vs. HITP Redirection as
di scussed in [I-D.ietf-cdni-framework])

o CDN Logging (i.e., supported |ogging fields)
o CDNl Metadata (i.e., supported CenericMetadata types)

It is not feasable to enunerate all the possible options for the
mandat ory capabilities |isted above (e.g., all the potential delivery
protocol s or nmetadata options) or anticipate all the future needs for
additional capabilities. It would be unreasonable to burden the CDN
FCl specification with defining each supported capability. Instead,
the CDNI FCl specification should define a generic protocol for
conveying any capability information. |In this respect, it seens
reasonable to define a registry which initially contains the

mandat ory capabilities |isted above, but nay be extended as needs
dictate. This document defines the registry (and the rules for
adding new entries to the registry) for the different capability
types (see Section 7). Each capability type MAY have a list of valid
val ues. The individual CDN interface specifications which define a
gi ven capability SHOULD define any necessary registries (and the
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rules for adding new entries to the registry) for the val ues
advertised for a given capability type.

The "CDNI Loggi ng Fields Names" registry defines all supported

| ogging fields, including nmandatory-to-inplenent |ogging fields.
Advertisenment of support for nmandatory-to-inplenment |ogging fields
SHOULD be supported but woul d be redundant. CDNs SHOULD NOT
adverti se support for nandatory-to-inplenent |ogging fields. The
followi ng logging fields are defined as optional in the CDNI Loggi ng
Interface docunent [I-D.ietf-cdni-Ilogging]:

0 c-ip-anonim zing
0o s-ccid
o s-sid

The "CDNI CenericMetadata Types" registry defines all supported
Generi cMet adats types, including nandatory-to-inplenent

GenericMet adata types. Advertisenent of support for mandatory-to-
i mpl ement GenericMetadata types SHOULD be supported but woul d be
redundant. CDNs SHOULD NOT advertise support for nmandatory-to-

i mpl ement GenericMetadata types. The CDNI Metadata Interface
docunment [I-D.ietf-cdni-netadata] does not define any optiona
Generi cMet adat a types.

6. Negotiation of Support for Optional Types of Footprint/Capabilities
The notion of optional types of footprint and capabilities inplies

that certain inplenmentations may not support all kinds of footprint
and capabilities. Therefore, any FCl solution protocol nust define

how t he support for optional types of footprint/capabilities will be
negoti ated between a uCDN and a dCDN that use the particular FC
protocol. In particular, any FCl solution protocol needs to specify

how to handl e failure cases or non-supported types of footprint/
capabilities.

In general, a uCDN may ignore capabilities or types of footprint it
does not understand; in this case it only selects a suitable
downstream CDN based on the types of capabilities and footprint it
understands. Sinmilarly, if a dCDN does not use an optiona
capability or footprint which is, however, supported by a uCDN, this
causes no problemfor the FCl functionality because the uCDN deci des
on the remaining capabilities/footprint information that is being
conveyed by the dCDN
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7

| ANA Consi der ati ons

| ANA registries are to be used for mandatory and optional types of
footprint and capabilities. Therefore, the mandatory types of
capabilities listed in this docunent (see Section 5) are to be
registered with ANA. In order to prevent nanmespace collisions for
capabilities a new | ANA registry is requested for the "CDN

Capabi lities" namespace. The nanmespace shall be split into two
partitions: standard and opti onal

The "standard" namespace partition is intended to contain nandatory
to inplement capabilities and conforms to the "I ETF Review' policy as
defined in [ RFC5226]. The registry contains the nanme of the standard
capability, the RFC nunber of the specification defining the
capability, and the version nunber of the FCl capability set to which
the standard capability applies.

The following table defines the initial capabilities for the standard
partition:

e e e e e e e e Fomm e o Fomm e o +
| Capability | RFC | Version

O N N +
| Delivery Protocol | RFCthis | 1 [
I I I I
| Acquisition Protocol | RFCthis | 1 |
| | | |
| Redirection Mde | RFCthis | 1 [
I I I I
| CDNI Loggi ng | RFCthis | 1 |
I I I I
| CDNI Metadata | RFCthis | 1 |
e e e e e e e e Fomm e o Fomm e o +

The initial FCl version nunber is set to 1. Al three initial
capabilities are considered mandatory to inplenent for version 1.
The version field should be incremented when new capability sets are
added to the registry.

The "optional" namespace partition conforns to the "Expert Review'
policy as defined in [ RFC5226]. The expert reviewis intended to
prevent namespace hoarding and to prevent the definition of redundant
capabilities. Vendors defining new capabilities which conflict with
exi sting capabilities follow the guidelines for the "Specification
Required" policy as defined in [ RFC5226]. The Version field in the
registry is set to "-1" (negative one) for non-standard capabilities.
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7.1. Footprint Sub-Registry

The "CDNI Metadata Footprint Types" namespace defined in the CDNI
Met adata I nterface docunent [I-D.ietf-cdni-netadata] contains the
supported footprint formats for use in footprint advertisement. No
further I ANA action is required here.

7.2. Protocol Sub-Registry

The "CDNI Met adata Protocol s" nanespace defined in the CODNI Mt adat a
Interface docunent [I-D.ietf-cdni-netadata] contains the supported
protocol values for the Delivery Protocol and Acquisition Protocol
capabilities. No further I ANA action is required here.

7.3. Redirection Mde Sub-Registry
The "CDNI Capabilities Redirection Mdes" nanespace defines the valid
redirecti on nodes that nay be advertised as supported by a CDN.
Additions to the Redirecti on Mbde nanespace conformto the "I ETF
Revi ew' policy as defined in [ RFC5226].

The following table defines the initial Redirection Mdes:

o e e e o - oo e e e e e e e e e ee e TR +
| Redirection Mdde | Description | RFC |
o S [ +
| DNS-1 | Iterative DNS-based Redirection | RFCthis |
I I I I
| DNS-R | Recursive DNS-based Redirection | RFCthis |
I I I I
| HTTP-I | Iterative HTTP-based Redirection | RFCthis |
I I I I
| HTTP-R | Recursive HTTP-based Redirection | RFCthis |
S s E S +

7.4. Logging Field Sub-Registry

The "CDNI Loggi ng Fi el ds Nanmes" nanespace defined in the CDNI Loggi ng
Interface document [I-D.ietf-cdni-logging] contains the nanes of all
supported logging fields. No further I ANA action is required here.

7.5. Metadata Type Sub-Registry
The "CDNI CenericMetadata Types" namespace defined in the CDNI
Met adata I nterface docunent [I-D.ietf-cdni-metadata] contains the

nanes of the supported GenericMetadata objects. No further |ANA
action is required here.
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8. Security Considerations

Security considerations will be discussed in a future version of this
docunent .
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