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1. Introduction

The Constrained Application Protocol (CoAP) [I-D.ietf-core-coap] is a
web protocol designed for comunications between resource constrained
nodes. By default, CoAP operates on top of UDP or DILS, but there is
interest in using CoAP al so over other types of transports, such as
SM5 [ |- D. becker-core-coap-snms-gprs].

An interesting transport for CoAP coul d be the WebSocket Protocol

[ RFC6455]. The WebSocket protocol provides two-way conmmuni cation
between a client and a server after upgrading an HITP [ RFC2616]
connection, and nmay be available in an environnent that does not

al l ow transportati on of CoAP over UDP. This environment can be, for
exanple, a corporate network with Internet access only via an HITP
proxy, or a CoAP application running in a web browser w thout access
to connectivity neans other than HTTP and WebSocket s.

Thi s docunment specifies how to access resources using CoAP requests
and responses over the WbSocket Protocol. This allows connectivity-
limted applications to obtain end-to-end CoAP connectivity either by
communi cating CoAP directly with a CoAP server that is accessible
over a WebSocket Connection, or via an internediary that proxies CoAP
requests and responses between different transports, such as between
WebSocket s and UDP

o mmm e e e e e e e e e e e e e e mm e e aa oo +
I o I
| Appli cation |
I I
oo e e e e e e e e e e e e e e e e oo oo +
I I
[ CoAP [
[ Requests and Responses [
I I
+ - - o e e e e e e e e e eeo oo +
I I I
| CoAP | CoAP over |
| Messagi ng | WebSocket s |
I I I
TS TS e e e e o n +
I I I
| UbP | DITLS | WebSocket s |
I I I I
Fomm e o Fomm e o B +

Figure 1: Abstract |ayering of CoAP extended by WebSockets

Savol ai nen, et al. Expi res Cctober 12, 2014 [ Page 3]



Internet-Draft CoAP over WebSocket s April 2014

1.1. Overview

CoAP over WebSockets can be used in a nunmber of configurations. The
nost basic configuration is a CoAP client seeking to retrieve or
update a CoAP resource |located at a CoAP server that exposes a
WebSocket endpoint (Figure 2). The CoAP client takes the role of the
WebSocket client, establishes a WbSocket Connection and sends a CoAP
request, to which the CoAP server returns a CoAP response. The
WebSocket Connection can be used for any nunber of requests.

I I
| _ requests _ |
| CoAP /[ A\ e > / |/ \ CoAP |
| dient \__/_ | <e----mmno---- \ _\ [/ Server
| | responses | |
| I l_ I
WebSocket > WebSocket
dient Connecti on Server

Figure 2: CoAP client (WbSocket client)
accesses CoAP server (WebSocket server)

The challenge in this configuration is to identify resource in the
nanespace of the CoAP server: \Wen the WebSocket Protocol is used by
a dedicated client directly (i.e., not froma web page through a web
browser), the client can connect to any WbSocket endpoint. This
means it is necessary that the client is able to deternine both the
WebSocket endpoint (identified by a "ws" or "wss" URI) and the path
and query of the CoAP resource within that endpoint fromthe same
URI. Wen the WebSocket Protocol is used froma web page, the
choices are nore limted [ RFC6454], but the chall enge persists.

Section 3 proposes a new "coap+ws" URI schene that identifies both a
WebSocket endpoint and a resource within that endpoint as foll ows:

coap+ws: // exanpl e. or g/ sensor s/ t enper at ur e?u=Ce

A /
\/ \/
Uri-Path: "sensors"
ws: // exanpl e. org/ . wel | - known/ coap Uri-Path: "tenperature"

Uri-Query: "u=Cel"

Figure 3: The "coap+ws" URl Schene
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Anot her possible configuration is to set up a CoAP forward proxy at

t he WebSocket endpoi nt.
to the proxy,

CoAP UDP endpoint (Figure 4),

or even anot her WebSocket

endpoi nt .

resource to be updated or retrieved in the Proxy-UR

- i
[\ CoAP [ '\ \

CoAP [/ A \ --->] ——
Cient \ _/_ [ <---\_\_[ Proxy \ [ _[| <---\
I I I
[ | [ |
WebSocket ===> WebSocket ubP
dient Server dient

AR

Dependi ng on what transports are avail able
it could forward the request to a CoAP server with a
an SMS endpoi nt (a.k.a. nobile phone),
The client specifies the

Opti on.

CoAP

Server

Figure 4: CoAP dient (WebSocket client) accesses CoAP Server
(UDP server) via a CoAP proxy (WebSocket server/UDP client)

In a conpletely different

way, anot her possible conf

CoAP server running inside a web browser (Figure 5).
initially connects to a WebSocket endpoint and is then reachabl e

t hrough the WebSocket server.

server i s not reachabl e;

Endpoint [I-D.dijk-core-sl eepy-reqs].

CoAP [/ \

Client

o
dient \ /[ | <--\__

| i
[\ CoAP [ | \ --->]

WebSocket <===

Server Server

When no connection exists,
it therefore can be considered a Sl eepy

T
\ [/ Proxy \ _\ [ <---\__|

iguration is a
The web browser

t he CoAP

CoAP
I | Server

WebSocket

Client

Figure 5. CoAP Cient (UDP client) accesses sl eepy CoAP Server
(WebSocket client) via a CoAP proxy (UDP server/WhbSocket server)

The chal | enge, again,

i ntermedi ary,
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is toidentify the resource.
server is running inside the web browser,
identify the WebSocket client and the path and query,
which is the only path to reach the server
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probl em can be avoided if the internediary is turned into a Reverse
Proxy or a Mrror Server [I-D.vial-core-mrror-server].

Furt her configurations are possible, including those where a
WebSocket Connection is established through an HTTP proxy.

1.2. Termnol ogy

Thi s docunent assunes that readers are famliar with the terns and
concepts that are used in [RFC6455] and [I-D.ietf-core-coap].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. CoAP over \WbSockets

CoAP over WebSockets is intentionally very sinmilar to CoAP as defined
over UDP. Therefore, instead of presenting CoAP over WbSockets as a
new protocol, this docunent specifies it as a series of deltas from
[I-D.ietf-core-coap].

2.1. Opening Handshake

Bef ore CoAP requests and responses can be exchanged, a WebSocket
Connection needs to be established as defined in Section 4 of

[ RFC6455]. The WebSocket client MJUST include the subprotocol nane
"coap.vl" in the list of protocols, which indicates support for the
protocol defined in this docunent. Figure 6 shows an exanpl e.

GET /.wel |l -known/ coap HTTP/ 1.1

Host: exanpl e.org

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j zQ==
Sec- WbSocket - Prot ocol : coap. vl

Sec- WebSocket - Ver si on: 13

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connecti on: Upgrade

Sec- WebSocket - Accept: s3pPLMBi Txa@kYGzzhZRbK+x Qo=
Sec- WebSocket - Prot ocol : coap. vl

Fi gure 6: Exanple of an Openi ng Handshake
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2.2. Message Format

Once a WebSocket Connection has been established, CoAP requests and
responses can be exchanged as WbSocket nessages. Since CoAP uses a
bi nary nessage format, the nessages are transnmitted in binary data
frames as specified in Sections 5 and 6 of [RFC6455].

The message format is very simlar to the format specified for CoAP
over UDP [I-D.ietf-core-coap]. The differences are as foll ows:

0 Since the underlying TCP connection provides retransm ssions and
deduplication, there is no need for the reliability mechani sns
provi ded by CoAP over UDP. This neans the "T" and "Message | D'
fields in the CoAP nessage header can be elided

o0 Furthernore, since the CoAP version is already negotiated during
t he openi ng handshake, the "Ver" field can be elided as well.

The resulting nmessage format is shown in Figure 7. The four nost-
significant bits of the first byte are reserved (R). The remaining
fields and structure are the sanme as defined in [I-D.ietf-core-coap].

0 1 2 3
01234567890123456789012345678901

B T o S e i ik S S I i i S Tl i e e
| R | TKL | Code | Token (TKL bytes)

B o T T e e e i S L e s ol ST S S S S S S S S
| Options (if any) ...

B o i T e e S e S i T S R S e S e e sl S B T S
[1 1111111 Payl oad (if any)

B e e s i i o e S e e sl sl s TR S S S S S S S

Figure 7: CoAP Message Fornat over WebSockets

Requests and response nessages can be fragnmented as specified in
Section 5.4 of [RFC6455], though typically they are sent unfragnmented
as they tend to be small and fully buffered before transnmission. The
WebSocket protocol does not provide nmeans for nmultiplexing; if it is
not desirable for a | arge nessage to nonopolize the connection, a

mul ti pl exi ng extension such as [I-D.ietf-hybi-websocket-multiplexing]
can be used. Alternatively, requests and responses can be
transferred in a bl ockwi se fashion, as defined in
[I-D.ietf-core-block].

Messages MUST NOT be Enpty (Code 0.00), i.e., nmessages always carry
either a request or a response.
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2.3. Message Transmi ssion

CoAP requests and responses are exchanged asynchronously over the
WebSocket Connection, i.e., a CoAP client can send nultiple requests
without waiting for a response, and the CoAP server can return
responses in any order. Responses MJST be returned over the sane
connection as the originating request. Concurrent requests are
differentiated by the Token, which is locally scoped to the
connecti on.

The connection is bi-directional, so requests can be sent both by the
entity that established the connection and the renote host.

Ret ransm ssi on and deduplication of nessages is provided by the
WebSocket Protocol. CoAP over WebSockets therefore does not make a
di stinction between Confirnmable or Non-Confirmabl e nessages, and does
not provi de Acknow edgenent or Reset nessages.

Si nce the WebSocket Protocol provides ordered delivery of nessages
the mechani sm for reordering detection when observing resources
[I-D.ietf-core-observe] is not needed. The value of the Cbserve
Option in notifications therefore MAY be enpty on transni ssion and
MUST be ignored on reception

2.4. Connection Health

When a client does not receive any response for sone tine after
sendi ng a CoAP request (or, simlarly, when a client observes a
resource and it does not receive any notification), the connection
bet ween t he WebSocket client and the WebSocket server nmay be |ost or
tenporarily disrupted without the client being aware of it.

To check the health of the WebSocket Connection (and thereby of al
active requests, if any), the client can send a Ping frame or an
unsolicited Pong frane, as specified in Section 5.5 of [RFC6455].

2.5. Cdosing the Connection

The WebSocket Connection is closed as specified in Section 7 of
[ RFC6455] .

Al'l requests (if any) for which the CoAP client has not received a
response yet, are cancelled when the connection is closed. If the
client observes one or nore resource over the WbSocket Connecti on
then the CoAP server (or intermediary in the role of the CoAP server)
MJUST renove all entries associated with the client fromthe lists of
observers when the connection is cl osed.
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3. CoAP over WbSockets URIs

For the first configuration discussed in Section 1.1, this docunent
defines two new URIs schenes that can be used for identifying CoAP
resources and providing a nmeans of |ocating these resources:
"coap+ws" and "coap+wss".

Simlar to the "coap" and "coaps" schenes, the "coap+ws" and "coap+
wss" schemes organi ze resources hierarchically under a CoAP origin
server. The key difference is that the server is potentially
reachabl e on a WebSocket endpoint instead of a UDP endpoint.

The WebSocket endpoint is identified by an "ws" or "wss" URl that is
conmposed of the authority part of the "coap+ws" or "coap+wss" URl,
respectively, and the well-known path "/.well-known/coap" [RFC5785].
The path and query parts of a "coap+ws" or "coap+wss" URlI identify a
resource within the specified endpoi nt which can be operated on by

t he met hods defined by the CoAP protocol

The syntax of the "coap+ws" and "coap+wss" URI schenmes is specified
bel ow i n Augnent ed Backus- Naur Form (ABNF) [ RFC5234]. The
definitions of "host", "port", "path-abenpty" and "query" are the
same as in [ RFC3986].

coap-ws-URl =
"coaptws:" "//" host [ ":" port ] path-abenpty [ "?" query ]

coap-wss-URl =
"coap+wss:" "//" host |

port ] path-abenpty [ "?" query ]
The port conponent is OPTIONAL; the default for "coap+ws" is port 80,
while the default for "coap+wss" is port 443.
Fragnent identifiers are not part of the request URI and thus MJST
NOT be transnmitted in a WebSocket handshake or in a CoAP request.

4. Security Considerations
CoAP over WebSockets and CoAP over TLS-secured WebSockets do not
i ntroduce additional security issues beyond CoAP and DTLS-secured

CoAP respectively [I-D.ietf-core-coap].

The security considerations of [RFC6455] apply.
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5. | ANA Consi derati ons
5.1. URl Schene Registrations
5.1.1. "coap+ws"

Thi s docunent requests the registration of the Uniform Resource
Identifier (URI) schene "coap+tws".

URI schene nane.
coap+ws

St at us.
Per manent .

URI schene synt ax.
Defined in Section 3.

URI schene semanti cs.
The "coap+ws" URI schenme provides a way to identify resources that
are potentially accessible over the Constrained Application
Pr ot ocol (CoAP) using the WbSocket Protocol

Encodi ng consi derati ons.
The schene encoding conforns to the encoding rules established for
URIs in [ RFC3986], i.e., internationalized and reserved characters
are expressed using UTF-8-based percent-encodi ng.

Appl i cations/protocols that use this URl schene nane.
The schene is used by CoAP endpoints to access CoAP resources
usi ng the WebSocket protocol

Interoperability considerations.
None.

Security considerations.
See Section 4.

Cont act .
| ETF Chair <chair@etf.org>

Aut hor/ Change controller
| ESG <i esg@etf.org>

Ref er ences.
Thi s docunent.
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5.1.2. "coap+wss"

Thi s docunment requests the registration of the Uniform Resource
Identifier (URI) schene "coap+wss".

URI schene nane.
coap+wss

St at us.
Per manent .

URI schene synt ax.
Defined in Section 3.

URI schene senanti cs.
The "coap+wss" URI schenme provides a way to identify resources
that are potentially accessible over the Constrained Application
Prot ocol (CoAP) using the WbSocket Protocol secured with
Transport Layer Security (TLS)

Encodi ng consi derati ons.
The schene encoding conforns to the encoding rul es established for
URIs in [ RFC3986], i.e., internationalized and reserved characters
are expressed using UTF-8-based percent-encodi ng.

Appl i cations/protocols that use this URl schene nane.
The schene is used by CoAP endpoints to access CoAP resources
usi ng the WebSocket protocol secured with TLS

I nteroperability considerations.
None.

Security considerations.
See Section 4.

Cont act .
| ETF Chair <chair@etf.org>

Aut hor / Change controller.
| ESG <i esg@etf.org>

Ref er ences.
Thi s docunent.
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5.2. WebSocket Subprotocol Registration

Thi s docunment requests the registration of the subprotocol nane
"coap.v1l" in the WbSocket Subprotocol Nane Registry.

Subprotocol Identifier.
coap. vl

Subpr ot ocol Common Nane.
Constrai ned Application Protocol (CoAP)

Subprotocol Definition.
Thi s docunent.

5.3. Well-Known URI Suffix Registration

This docunent requests the registration of the Wl l-Known URI suffix
"coap" in the Well-Known URI Registry.

URI suffix.
coap

Change controller
| ETF.

Speci fication document(s).
Thi s docunent.

Rel at ed i nformati on.
None.
6. Acknow edgenents
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Appendi x A.  Exanpl es

This section gives exanples for the first two configurations
di scussed in Section 1.1

An exanpl e of the process followed by a CoAP client to retrieve the
representation of a resource identified by a "coap+ws" URI night be
as follows. Figure 8 belowillustrates the WbSocket and CoAP
messages exchanged in detail

1.

The CoAP client obtains the URI
<coap+ws:// exanpl e. or g/ sensor s/t enper at ure?u=Cel >, for exanple,
froma resource representation that it retrieved previously.

It establishes a WbSocket Connection to the endpoint UR
conposed of the authority "exanple.org" and the well-known path
"/ .wel |l -known/ coap", <ws://exanple.org/.well-known/coap>

It sends a single-franme, masked, binary nmessage containing a CoAP
request. The request indicates the target resource with the Ui -
Path ("sensors", "tenperature") and Uri-Query ("u=Cel") options.

It waits for the server to return a response.

The CoAP client uses the connection for further requests, or the
connection is closed.
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CoAP CoAP
dient Server
(WebSocket (WebSocket
Client) Server)
|
+=========> GET /.wel |l -known/ coap HTTP/ 1.1

I
I
I
I
I
I
Foemmmmaas >|
I I
I I
I I
I I
I I
I I
I I
I I
| <--------- +
I I
I I
I I
I I
I I
I I
Foemmmmaas >|
I I
| <--------- +

Host: exanpl e.org

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Sec- WebSocket - Prot ocol : coap. vl

Sec- WbSocket - Versi on: 13

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connecti on: Upgrade

Sec- WebSocket - Accept: s3pPLMBi Txa@@kY&zhZRbK+x Qo=
Sec- WbSocket - Prot ocol : coap. vl

Bi nary frane (opcode=%2, FIN=1, MASK=1)

| GET I
| Token: 0x53 |
| Uri-Path: "sensors” |
| Uri-Path: "tenperature" |
| Uri-Query: "u=Cel" |

o e e e e e e e e oo +
| 2.05 Content [
| Token: 0x53 |
| Payload: "22.3 Cel" [
o m e e e e e oo - +

Cl ose frane (opcode=%8, FIN=1, MASK=1)

Cl ose franme (opcode=%8, FIN=1, MASK=0)

Figure 8. A CoAP client retrieves the representation of a resource

Savol ai nen, et al
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Figure 9 shows how a CoAP client uses a CoAP forward proxy with a
WebSocket endpoint to retrieve the representation of the resource
<coap://[2001:DB8::1]/>. The use of the forward proxy and the
address of the WebSocket endpoint are determ ned by the client from
| ocal configuration rules. The request URI is specified in the
Proxy-Uri Option. Since the request URlI uses the "coap" URl schene,
the proxy fulfills the request by issuing a Confirmable CGET request
over UDP to the CoAP server and returning the response over the
WebSocket connection to the client.

CoAP CoAP CoAP
Cient Pr oxy Server
(WebSocket (WebSocket (UDP

Client) Server) Endpoi nt)
| | |
Fomme - >| | Binary frame (opcode=%2, FIN=1, MASK=1)
| | | +
I I I GET I
| | | | Token: 0x7d |
[ [ [ | Proxy-Uri: "coap://[2001:DB8::1]/"
| | | T '
[ S >| CoAP nessage (Ver=1, T=Con, M D=0x8f54)
| | | +
| | | GET |
[ [ [ | Token: 0x0als [
| | | T '
| | <--------- + CoAP nessage (Ver=1, T=Ack, M D=0x8f54)
I I I AR bbby +
| | | | 2.05 Content |
[ [ [ | Token: 0x0als [
[ [ [ | Payl oad: "ready" [
| | | T '
| <--------- + | Binary frane (opcode=%2, FlIN=1, MASK=0)
| | | +
[ [ [ | 2.05 Content [
| | | | Token: 0x7d |
| | | | Payl oad: "ready" |
| | | +
I I I

Figure 9: A CoAP client retrieves the representation of a resource
identified by a "coap" UR via a WebSocket s-enabl ed CoAP proxy
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