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Abstract

The Constrained Application Protocol (CoAP) is a protocol intended
towards devices which are constrained in terms of nenory, processing
and power i.e. small |ow power sensors, switches and valves etc. The
CoAP al |l ows such devices to interactively communi cate over the
Internet. This docunent is notivated by the concept of a conposite
CoAP node, a single CoAP entity which integrates nultiple CoAP
resources (sensors, actuators) and the schene to allow the
identification of individual integrated resources while using the
Unit 1D as a new CoAP option. The Unit ID option in the CoAP enabl es
the usage of conposite nodes consisting of multiple sensors and
actuators while having a single I P address for communication. The

i ntegrated resources can be individually or collectively communicated
with and/or controlled using CoAP nessages with additional options of
UnitSize and UnitID. The UnitSize is basically a nuneric val ue

i ndi cating the nunber of sub-resources in a conposite CoAP node while
the UnitlID option has the string identifiers for the sub-resource(s)
for which the nmessage is intended. These options will enable the
CoAP to conmuni cate and control nultiple resources by using single
conposite nessages i.e. UnitID = "*", efficiently utilize IP
addresses i.e. one IP nultiple IDs, reduce comrunication traffic and
hence conserve power anong the CoAP resources.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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1. Introduction

This draft presents a conceptual architecture and design features of
multiple Unit IDs in a node for resource discovery, registration and
| ookup. The concept of node I D has been presented in

[I-D.li-coap-nodeid]. This draft presents the idea of nodes having
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nmul tiple integrated sensing and/or actuating devices. Each of these

devices is separately identifiable via a Unit ID. The Unit IDfor a

gi ven resource must be unique anong all the integrated resources in a
single node while the sane ID can represent a resource integrated in

anot her node.

The integrated resources inside a node are separately identified by
node ID and Unit ID together. Every node has an |P address through
which it can communicate with clients or other nodul es of the system
(Resource Directory). A detailed description of the purpose and
features of Resource Directory have been presented in
[I-D.ietf-core-rd].
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| Fomm e e - + --
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| dient |<----- >| | <--------- | Node | IP=x.x.X.X
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Figure 1: Endpoint Unit I D and Resource Directory

Figure 1 shows that a node may contain a single or multiple
integrated resources i.e. nultiple sensors, nultiple actuators or
sensors and actuators in a single node. The nodes register these
resources with the Resource Directory. The Resource Directory
defines its own function sets for discovery, registration and | ookup
etc. Once a node had registered all its integrated resources wth
the Resource Directory, the clients may | ookup single or multiple
resources and may interact with themdirectly. The Resource
Directory helps in the automated discovery and | ookup of resources
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while the multi-Unit |IDs provide an efficient utilization of a single
IP for interacting with nultiple resources.

As described in [ RFC7252], there are two entities required for CoAP
communi cation i.e. CoAP Client and CoAP Server. A CoAP Server nay
al so act as client and vice versa if both of these entities have
resources to share and require certain resources fromeach other
The CoAP server discovers a Resource Directory (RD)
[I-D.ietf-core-rd]. The discovery of RD neans finding |ocation of
the register function set in the RD using which a CoAP server nmay
regi ster the resources which it wants to share.

Once a conplete path is obtained for a register function set in the
RD, the CoAP server may then register (publish) resources to the RD
The CoAP clients then requests the RDto |ook up for registered
resources. The RD then returns the access paths for the registered
resources according to the request of the client. The returned
resources nmay include sinple or conposite resources and the client
can conmuni cate with these resources. |f a single CoAP node has
multiple integrated sub devices, then the conposite interaction with
the resources is based on UnitlID(s). The client can interact with

i ndi vi dual sub devices or collectively interact with all the sub
devices of a conposite node. It is inportant to note that the
description and discovery of resources hosted by a constrai ned web
server is specified by the CoRE Link Format [RFC6690] which is based
on the Web Linking [ RFC5988] for the discovery of resources hosted by
an HTTP Wb Server

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. The use case of nmultiple CoAP unit identification and contro

Figure 2 shows the use case scenario for a CoAP conposite node which
integrates a light sensor and two switches to control the lights in a
room The conposite node is accessed via a single |IP address
assigned to it while the sub-resources of the conposite node are
accessed with Unit IDs. The conposite node like a normal CoAP

Endpoi nt, registers its resources in the formof sub units with the
RD. The RD, thus have a single |IP address for the composite node and
Unit IDs for the sub units of the conposite node.
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Figure 2: Multiple UnitlD based conposite CoAP node interaction use
case

A CoAP client perforns |ook up on the RD and gets the required
resource information. Suppose the client wants to interact with the
conmposite node, the infornmation regarding all its sub units is also
provided to the client by the RD. The client then use this
information (i.e. UnitSize, UnitlD) to create CoAP messages in order
to interact with a single or nultiple sub units of the conposite
node. For exanple, the user may send a CoAP nessage with UnitSize=1
and Unitl D= "lightSensor001" to request data fromthe Iight sensor
The Conposite node will return an ACK nessage with Unitl D paraneter
and sensor readi ng as nessage payload. The client may also send a
CoAP message with UnitSize=2 and Unitl D= "Light001",

Uni t | D="Li ght 002" options to turn-on or off the lights with a single
nmessage.

| P and Endpoint Unit I D mapping architecture
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Figure 3: I P address and Endpoint Unit | D nmapping architecture

Figure 3 presents a generalized architecture for IP and ID rmapping in
the proposed Endpoint Unit ID scenario. The network IP and local IP
addresses are used to access the network of the node and the physica
node respectively. In the CoAP a node IDis used to insure the

consi stency of the comunication when an | P address change at the
client or the server occurs during a comunication session. Thus a
node | P address and node |ID pair used to conmunicate with a single
resource. W propose that a single node nay have nmultiple integrated
resources and each of these resources can be represented by multiple
sub-identifiers (I1Ds). The sub-identifier for the integrated
resource is called as the Unit ID and a node may have nore than one
Unit |Ds.
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This schenme enabl es the use of single I P address for commruni cating
with multiple resources (units) and each resource nay be treated as a
separate entity having its own address. Thus the result is efficient
utilization of addressing space by conbining the Node IP and Unit ID
pairs. Goup registration, |ookup etc. and group conmunication for
CoAP resources have been described in [I-D.ietf-core-rd] and
[I-D.ietf-coap-group] respectively but both these drafts consider
every resource in a group as a unique addressable entity hence no
benefits when it conmes to controlling | P address space usage or
communi cation traffic | oad.

Benefits of the Endpoint Unit ldentification

The Unit 1D concept for conposite endpoint (Node) provides the
foll owi ng maj or benefits.

a. A conposite node with nultiple integrated sub-unit resources
will require only one |IP address and using the | P address and Unit
I D pairs, individual resources can be separately accessed w thout
the need to have a separate | P address for each resource. Thus
the proposed scheme efficiently utilizes |IP address space to
represent nore devices with | esser nunber of |P addresses.

b. A single CoAP nessage with Unit |ID paraneter nmay be used to
control sub-devices collectively using special characters. For
exanpl e, a given conposite endpoint may have sensors and actuators
and all these sub-unit devices can be controlled with a single
message using "*" as the Unit |D paraneter val ue.

c. Using conposite nessages for Unit ID nmay also benefit in
reducing traffic fl ow between client and endpoints (CoAP Server)
and may al so help in conserving energy in the constrai ned devices.

The Ext ended CoAP Header

Fi gure 4 shows the CoAP nessage header format. The header for the
CoAP nmessage is all the same with fields such as version, Type, and
Token length etc. The change can be seen in the options section
where the UnitSize field specifies the nunber of sub-unit integrated
into a single conposite node and the Unitl D option which can hold a
string IDfor UnitlD representing a sub-unit in a conposite node.
The UnitID field can be repeated nmultiple tinmes according to the

val ue of the UnitSize paranmeter and every time representing a single
string ID for a sub-unit related to a specific composite node.
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Figure 4: Milti-1D CoAP nessage format
7. Procedure of the Endpoint Unit ldentification
7.1. Sub Unit(s) Registration with RD

Figure 5 shows the sequence of activities involved in the
registration of Endpoint Unit ID nodes with integrated resources in
the RD. In order for a node to register its integrated resources
with the RD, the node uses the RD' s registration function set and
sends a CoAP PCST nessage to the RD. The nessage payl oad contains
the list of all the Unit I Ds associated with the node. The RD

recei ves the message and checks whether the request is valid. |f the
RD receives a valid request fromthe node, the source |IP address and
Port nunmber fromthe CoAP request paraneters or the nessage source
address portion (default). The RD then extracts the Unit IDs from
the message payl oad and creates a resource location for all the
resources and returns a response nessage to the node. |f the

regi stration process is successful then a location URl is returned to
the requesting node so it may update the registration or renove the

| ocation entry thus cancelling the registration of its integrated
resources otherwi se an error nessage is returned nentioning the cause
of the failure.
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I
| Receive
| Request
| F REQUEST OK? |
| Store
| Source IP
| & port
I
| Create
| resource
I

2.01 Created Location:/rd/ 5432 | ocation

Figure 5: Endpoint Unit ID resource registration with RD
7.2. Sub Unit Lookup in RD

Figure 6 presents the RD based | ookup process for Endpoint Unit ID
resources integrated into a single node i.e. single I P address. The
di agram shows a client requesting for a specific type (Tenperature)
of resources registered with the RD. For this purpose, it sends CGET
request to the RDwith the type of resources the client wants to

| ookup in the directory. The RD receives the nessage, checks if the
message is a valid CoAP request and then gets the IDs for all the
regi stered resources with the resource type val ue equivalent to the
one requested by the client (Tenperature). The RD then creates a
response nessage with the Iist of node I P address and resource |Ds
and sends it to the client. The client may then choose a specific
resource fromthis list and comunicate with it directly using the
CoAP pr ot ocol
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List Node IP &
resource | Ds
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or 5.03 "Service Unavail abl e" [

Figure 6: RD based resource | ookup
7.3. CoAP dient Server Interaction (Single Unit)

Figure 7 shows the interaction anmong a client and resource (CoAP
Server). As mentioned previously, the client performnms | ookup on the
RD for a specific resource type and gets the list of all the resource
IDs (node ID and Unit ID) registered with the RD. The follow ng
figure shows the process of client selecting a resource fromthat
list and communicating with it directly.

Once the client decides to interact with a resource, it gets the
resource conplete URI i.e. Node |IP address, Port nunber and Unit ID
if it is a conposite node. For a sinple resource i.e. sensor or
actuator, the node IDis used in conjunction with the IP address to
performthe interaction between the CoAP client and server while for
a conposite node i.e. with nmultiple integrated resources (nultiple
IDs), the client creates a Unit I D, Token pair and sends a GET
request to the integrated resource of a node using the conplete URI
Here the Token neans the CoAP token sent with a normal GET request.
The node (CoAP Server), checks the request’s validity and responds
back to the client with an ACK, consisting of the Token and data from
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the integrated resource. The client checks the source of the data by
comparing the Token of the ACK with the stored Unit I D, Token pair.

Sel ect resource

I I
| Sele |
| (Unit 1D) [
I I
| get corresponding |
| I'P:Port |
I I
| create Unit |D: Token |
| pair [
I I
| Con[ Oxbc90, Uni t Si ze=1] |
| GET | P: Port/ Node-1 DY Unit-1D1 |
[=mmmmmm e >|
[ Token 0x71] |
| Receive Request
I
| Get data from
| integrated
ACK[ Oxbc] | resources
2. 05 Content |

[ Token 0x71]
"UnitlI D Payload i.e. 23C'

I
I
I
Conpar e Token |
with Unit I D |

I

Figure 7: CoAP based client server interaction (single Unit ID)
7.4. CoAP Cient Server Interaction (Miltiple Units)

Figure 8 shows the interaction anong a client and nultiple resources
i.e. multiple Unit IDs. The exanple shown in the figure suggests
that both Unit I Ds belong to a single node but the Unit IDs may al so
bel ong to nore than one CoAP nodes. As nentioned previously, the
client perforns | ookup on the RD for a specific resource type and
gets the list of all the resource IDs (nodes ID and Unit |D)
registered with the RD. The follow ng figure shows the process of
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client choosing to interact with nmultiple unit resources (integrated
resources) fromthe list provided by the RD

Once the client selects the resources’ conplete URI i.e. Node IP
address, Port nunber and Unit I Ds for conmunication, the client
creates and stores the Unit |ID, Token pairs.

Sel ect resources
(Multiple Unit 1Ds)

get correspondi ng
| P: Port pairs

create Unit | D: Token
pairs

CGET I P: Port/ Node-1D/Unit-1D1, Unitl D2

[ Token 0x71]
Recei ve Request

I

I

I

|

I

I

I

I

|

Con[ 0xbc90, Uni t Si ze=2] [

I

I

I

I

|

| Get data from
| integrated
ACK[ Oxbc] | resources
2. 05 Content |

[ Token 0x71]
"Unitl Payl oad""Unit2 Payl oad"

Conpar e Token
with Unit ID

Fi gure 8: CoAP based client server interaction (Endpoint multiple
Unit ID

Here the Token neans the CoAP token sent with a normal GET request.
The client then sends a GET request to the integrated resources
bel onging to one or nore nodes using the conplete URIs (Node IP
address, Port number, Node ID, Unit IDs). The CET request with
multiple Unit IDs al so has the Unit size paranmeter, nentioning the
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10.

10.

10.

number of integrated resources fromwhich the client requests data.
The node (CoAP Server), checks the request’s validity and responds
back to the client with an ACK, consisting of the Token and data from
the integrated resources. The client checks the source of the data
by conparing the Token of the ACK with the stored Unit I D, Token
pairs.

Security Considerations
TBD.
I ANA Consi derations
TBD
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