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Abst r act

The Route Target (RT) Constrain mechani smspecified in RFC 4684 is
used to build a route distribution graph in order to restrict the
propagati on of Virtual Private Network (VPN) routes. In network
scenari os where hierarchical route reflection (RR) is used, the
exi sting RT-Constrain nechani smcannot build a correct route

di stribution graph. This docunent refines the route distribution
rules of RT-Constrain to address the hierarchical RR scenari os.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 21, 2014.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

The Route Target (RT) Constrain nechani smspecified in RFC 4684 is
used to build a route distribution graph in order to restrict the
propagati on of Virtual Private Network (VPN) routes. In network
scenari os where hierarchical route reflection (RR) is used, the
exi sting RT-Constrain nechani smcannot build a correct route

di stribution graph.
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Figure 1. RT-Constrain with Hi erarchical RR
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As shown in Figure 1, hierarchical RRs are deployed in the network,
RR-2 and RR-3 are route-reflectors of their connecting PEs, and are
also the clients of RR-1. If each PE advertises RT nenbership
information of RT-1 to the upstream RR, after the best path

sel ection, both RR-2 and RR-3 would create the CLUSTER LI ST
attribute, prepend their local CLUSTER ID and then advertise the best
path to RR-1 and their clients respectively.

On receipt of the RT-Constrain routes fromRR-2 and RR-3, RR-1 will
sel ect one of the received routes as the best route, assunme the route
received fromRR-2 is selected by RR-1 as the best path. Then RR-1
needs to advertise the best path to both RR-2 and RR-3 to create the
route distribution graph of VPN-1. RR-1 would prepend its CLUSTER_ID
to the CLUSTER LI ST of the path, and according to the rules in
Section 3.2 of [RFC4684], it sets the ORIGANATOR ID to its own
router-id, and the NEXT_HOP to the | ocal address for the session

Then RR-1 would advertise this route to both RR-2 and RR-3. On
recei pt of the RT-Constrain route fromRR-1, RR-2 checks the
CLUSTER LI ST and find its own CLUSTER ID in the list, so this route
will be ignored by RR-2. As a result, RR2 will not formthe

out bound filter of RT-1 towards RR-1, hence will not advertise VPN
routes with RT-1 to RR-1.

2. Proposed Sol ution

The probl em described in the above section is that the best path is
sent back to the BGP speaker which advertised the path and get

di scarded due to the BGP | oop detection nechanisns. Since the
adverti senent of RT-Constrain route is to set up a route distribution
graph and not to guide the data packet forwarding, all the available
pat hs can be considered in setting up the route distribution graph
not just the best path. Thus in addition to the rules specified in
section 3.2 of [RFC4684], the following rule applies in the
advertisenment of RT-Constrain routes

0 \When advertising an RT nmenbership NLRI to a route-reflector
client, if the best route as selected by the path sel ection
procedure described in Section 9.1 of [RFC4271] is the path
received fromthis client, and there are alternative paths
received fromother peers, the nost disjoint alternative route
SHOULD be advertised to that client; The nopst disjoint alternative
path is the path whose CLUSTER LI ST and ORIA NATOR ID attri butes
are different fromthe attributes of the best path.

Wth this additional rule, RR-1 in Figure 1 would advertise to RR-2

the RT-Constrain route received fromRR-3, although the best route is
received fromRR-2. Thus RR-2 will not discard the RT-constrain
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route received fromRR- 1, and the route distribution graph can be set

up conpl etely.

3. | ANA Consi derati ons

Thi s docunent nakes no request of

4. Security Considerations

I ANA.

Thi s docunent does not change the security properties of BGP based

VPNs and [ RFC4684] .
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