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Abstract

According to the base BGP specification, a BGP speaker that receives
an UPDATE nessage containing a nmalformed attribute is required to
reset the session over which the offending attribute was received.
Thi s behavior is undesirable as a session reset would inpact not only
routes with the offending attribute, but also other valid routes
exchanged over the session. This docunent partially revises the
error handling for UPDATE nessages, and provi des guidelines for the
aut hors of documents defining new attributes. Finally, it revises
the error handling procedures for a nunber of existing attributes.

Thi s docunment updates error handling for RFCs 1997, 4271, 4360, 4456
4760, 5543, 5701, 6368 and 6790.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 15, 2014.
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1. Introduction

According to the base BGP specification [ RFC4271], a BGP speaker that
recei ves an UPDATE nessage containing a nalforned attribute is
required to reset the session over which the offending attribute was
received. This behavior is undesirable as a session reset would

i mpact not only routes with the offending attribute, but also other
valid routes exchanged over the session. |In the case of optiona
transitive attributes, the behavior is especially troubl esone and may
present a potential security vulnerability. The reason is that such
attributes may have been propagated wi thout being checked by
internmedi ate routers that do not recognize the attributes -- in
effect the attribute may have been tunnel ed, and when they do reach a
router that recognizes and checks them the session that is reset may
not be associated with the router that is at fault. To nmake matters
worse, in such cases although the problematic attributes may have
originated with a single update transmitted by a single BGP speaker
by the time they encounter a router that checks themthey may have
been replicated many tines, and thus may cause the reset of many
peering sessions. Thus the damage inflicted may be nmultiplied
manyf ol d.

The goal for revising the error handling for UPDATE nessages is to
mnimze the inpact on routing by a nmal fornmed UPDATE nessage, while
mai nt ai ni ng protocol correctness to the extent possible. This can be
achi eved | argely by maintaining the established session and keeping
the valid routes exchanged, but renoving the routes carried in the
mal f or red UPDATE fromthe routing system
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Thi s docunent partially revises the error handling for UPDATE
messages, and provi des guidelines for the authors of docunents
defining new attributes. Finally, it revises the error handling
procedures for a nunber of existing attributes. Specifically, the
error handling procedures of [RFCL997], [RFC4271], [RFC4360],

[ RFC4456], [RFC4A760], [RFC5543], [RFC5701], [RFC6368] and [ RFC6790]
are revised.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. FError-Handling Approaches

In this docurment we refer to four different approaches to handling
errors found in BGP path attributes. They are as follows (listed in
order, fromthe one with the "strongest” action to the one with the
"weakest" action):

0 Session reset: This is the approach used throughout the base BGP
specification [ RFC4271], where a NOTIFI CATION is sent and the
session term nated.

0 AFI/SAFI disable: [RFCA760] specifies a procedure for disabling a
particul ar AFI/ SAFI.

0 Treat-as-withdraw. In this approach, the UPDATE nessage contai ni ng
the path attribute in question MJST be treated as though al
contai ned routes had been withdrawn just as if they had been
listed in the WTHDRAWN ROUTES field (or in the MP_UNREACH NLR
attribute if appropriate) of the UPDATE nessage, thus causing them
to be renoved fromthe Adj-RIB-In according to the procedures of
[ RFC4271] .

0 Attribute discard: In this approach the nalformed attribute MJST
be di scarded and t he UPDATE nessage continues to be processed.
Thi s approach nmust not be used except in the case of an attribute
that has no effect on route selection or installation
3. Revision to BGP UPDATE Message Error Handling

This specification amends [ RFC4271] Section 6.3 in a number of ways.
See also Section 7 for treatnent of specific path attributes.

a. The first paragraph is revised as foll ows:
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b.

C.

Chen,

ad Text:

Al'l errors detected while processing the UPDATE nessage
MUST be indicated by sending the NOTI FI CATI ON nessage with
the Error Code UPDATE Message Error. The error subcode

el aborates on the specific nature of the error.

New Text:

Error

An error detected while processing the UPDATE nessage for
whi ch a session reset is specified MIUST be indicated by
sendi ng the NOTI FI CATI ON nmessage with the Error Code UPDATE
Message Error. The error subcode el aborates on the
specific nature of the error.

handl i ng for the followi ng case renmains unchanged:

If the Wthdrawn Routes Length or Total Attribute Length is
too large (i.e., if Wthdrawn Routes Length + Total
Attribute Length + 23 exceeds the nessage Length), then the
Error Subcode MJST be set to Malformed Attribute List.

Attribute Flag error handling is revised as foll ows:

ad Text:

If any recognized attribute has Attribute Flags that
conflict with the Attribute Type Code, then the Error
Subcode MJST be set to Attribute Flags Error. The Data
field MUST contain the erroneous attribute (type, |ength,
and val ue).

New Text :

If the value of either the Optional or Transitive bits in
the Attribute Flags is in conflict with their specified

val ues, then the attribute MJST be treated as mal forned and
the treat-as-w thdraw approach used, unless the
specification for the attribute mandates different handling
for incorrect Attribute Flags.

If any of the well-known mandatory attributes are not present in
an UPDATE nessage, then "treat-as-w thdraw' MJST be used. (Note
that [ RFC4760] reclassifies NEXT_HOP as what is effectively

di scretionary.)

et al.
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e. "Treat-as-wi thdraw' MJST be used for the cases that specify a
session reset and involve any of the attributes ORIG N, AS_PATH
NEXT_HOP, MULTI _EXI T_DI SC, or LOCAL_PREF.

f. "Attribute discard" MJST be used for any of the cases that
specify a session reset and invol ve ATOM C_AGGREGATE or
AGGREGATOR

g. |If the MP_REACH NLRI attribute or the MP_UNREACH NLRI [ RFC4760]
attribute appears nore than once in the UPDATE nessage, then a
NOTI FI CATI ON nessage MUST be sent with the Error Subcode
"Mal formed Attribute List". |f any other attribute (whether
recogni zed or unrecogni zed) appears nore than once in an UPDATE
message, then all the occurrences of the attribute other than the
first one SHALL be di scarded and the UPDATE nessage continue to
be processed.

h. Wen nmultiple attribute errors exist in an UPDATE nessage, if the
same approach (either "session reset", "treat-as-w thdraw' or
"attribute discard") is specified for the handling of these
mal formed attributes, then the specified approach MJST be used.

O herw se the approach with the strongest action MJST be used.

i. The Wthdrawn Routes field MIST be checked for syntactic
correctness in the sane manner as the NLRI field. This is
di scussed further below, and in Section 5.3.

j. Finally, we observe that in order to use the approach of "treat-
as-withdraw', the entire NLRI field and/or the MP_REACH NLRI and
MP_UNREACH NLRI attributes need to be successfully parsed -- what
this entails is discussed in nore detail in Section 5. |If this
is not possible, the procedures of [RFC4271] and/or [RFCA760]
continue to apply, neaning that the "session reset"” approach (or
the "AFI/ SAFI disable" approach) MJST be foll owed.

4. Attribute Length Fields

There are two error cases in which the Total Attribute Length val ue
can be in conflict with the enclosed path attributes, which

thensel ves carry length values. |In the "overrun" case, as the

encl osed path attributes are parsed, the Iength of the |ast
encountered path attribute would cause the Total Attribute Length to
be exceeded. |In the "underrun" case, as the enclosed path attributes
are parsed, after the |ast successfully-parsed attribute, fewer than
three octets remain, or fewer than four octets, if the Attribute

Flags field has the Extended Length bit set -- that is, there remains
unconsuned data in the path attributes but yet insufficient data to
encode a single mininmmsized path attribute. 1In either of these
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5.

5.

5.

cases an error condition exists and the treat-as-w thdraw approach
MUST be used (unless sone other, nore severe error is encountered
dictating a stronger approach), and the Total Attribute Length MJST
be relied upon to enable the beginning of the NLRI field to be

| ocat ed.

For all path attributes other than those specified as having an
attribute length that nmay be zero it SHALL be considered a syntax
error for the attribute to have a length of zero. (O the path
attributes considered in this specification, only AS PATH and
ATOM C AGGREGATE may validly have an attribute length of zero.)

Parsing of NLRI Fields
1. Encoding NLRI

To facilitate the determnation of the NLRI field in an UPDATE with a
mal forned attribute:

0 The MP_REACH NLRI or MP_UNREACH NLRI attribute (if present) SHALL
be encoded as the very first path attribute in an UPDATE

0 An UPDATE nessage MJUST NOT contain nore than one of the foll ow ng:
non-enpty Wthdrawn Routes field, non-enpty Network Layer
Reachability Information field, MP_REACH NLRI attribute, and
MP_UNREACH NLRI attribute.

Since ol der BGP speakers may not inplenent these restrictions, an
i mpl ementation MUST still be prepared to receive these fields in any
position or conbination.

If the encoding of [RFC4271] is used, the NLRI field for the |IPv4d

uni cast address famly is carried imediately following all the
attributes in an UPDATE. Wen such an UPDATE is received, we observe
that the NLRI field can be deternined using the "Message Length",
"Wthdrawmn Route Length" and "Total Attribute Length" (when they are
consistent) carried in the message instead of relying on the length
of individual attributes in the nessage.

2. Mssing NLRI

[ RFCA724] specifies an End-of-R B nessage ("EoR') that can be encoded
as an UPDATE nessage that contains only a MP_UNREACH NLRI attribute
that encodes no NLRI (it can also be a conpletely enpty UPDATE
message in the case of the "legacy" encoding). In all other well-
specified cases, an UPDATE either carries only w thdrawn routes
(either in the Wthdrawn Routes field, or the MP_UNREACH NLRI
attribute), or it advertises reachable routes (either in the Network
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Layer Reachability Information field, or the MP_REACH NLRI
attribute).

Thus, if an UPDATE nessage is encountered that does contain path
attributes other than MP_UNREACH NLRI and doesn’'t encode any
reachabl e NLRI, we cannot be confident that the NLRI have been
successfully parsed as Section 3 (j) requires. For this reason, if
any path attribute errors are encountered in such an UPDATE nessage,
and if any encountered error specifies an error-handling approach
other than "attribute discard", then the "session reset" approach
MJUST be used.

Syntactic Correctness of NLRI Fields

The NLRI field or Wthdrawn Routes field SHALL be consi dered
"syntactically incorrect” if either of the followi ng are true:

o The length of any of the included NLRI is greater than 32

0 \When parsing NLRI contained in the field, the length of the |ast
NLRI found exceeds the ambunt of unconsumed data remaining in the
field.

Simlarly, the MP_REACH NLRI or MP_UNREACH NLRI attribute of an
update SHALL be considered to be incorrect if any of the follow ng
are true:

o The length of any of the included NLRI is inconsistent with the
gi ven AFlI/SAFI (for exanple, if an IPv4 NLRI has a length greater
than 32 or an IPv6 NLRI has a length greater than 128),

0 \When parsing NLRI contained in the attribute, the length of the
| ast NLRI found exceeds the anmount of unconsunmed data remaining in
the attribute.

0 The attribute flags of the attribute are inconsistent with those
specified in [ RFC4760] .

o The length of the MP_UNREACH NLRI attribute is less than 3, or the
|l ength of the MP_REACH NLRI attribute is | ess than 5.

Typed NLRI

Certain address families, for exanple MCAST-VPN [ RFC6514], MCAST-VPLS
[RFC7117] and EVPN [I-D.ietf-12vpn-evpn] have NLRI that are typed.

Si nce supported type values within the address fanily are not
expressed in the MP-BCGP capability [ RFC4760], it is possible for a
BGP speaker to advertise support for the given address famly and
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sub-address fanmly while still not supporting a particular type of
NLRI within that AFI/SAFI.

A BGP speaker advertising support for such a typed address fanmly
MUST handl e routes with unrecogni zed NLRI types within that address
famly by discarding them unless the relevant specification for that
address family specifies otherw se.

6. Operational Considerations

Al though the "treat-as-w thdraw' error-handling behavior defined in
Section 2 nakes every effort to preserve BGP' s correctness, we note
that if an UPDATE received on an | BGP session is subjected to this
treatment, inconsistent routing within the affected Autononous System
may result. The consequences of inconsistent routing can include

| ong-lived forwardi ng | oops and bl ack holes. Wile lanentable, this
issue is expected to be rare in practice, and nore inportantly is
seen as less problematic than the session-reset behavior it replaces.

When a nmal fornmed attribute is indeed detected over an | BGP session

we RECOMMVEND that routes with the malforned attribute be identified
and traced back to the ingress router in the network where the routes
were sourced or received externally, and then a filter be applied on
the ingress router to prevent the routes from being sourced or
received. This will help maintain routing consistency in the

net wor k.

Even if inconsistent routing does not arise, the "treat-as-wthdraw'
behavi or can cause either conplete unreachability or sub-optinal
routing for the destinations whose routes are carried in the affected
UPDATE nessage.

Note that "treat-as-withdraw' is different from di scardi ng an UPDATE
message. The latter violates the basic BGP principle of increnenta
update, and could cause invalid routes to be kept.

Because of these potential issues, a BGP speaker MJIST provide
debugging facilities to permt issues caused by a malforned attribute
to be diagnosed. At a mninum such facilities MJST include |ogging
an error listing the NLRI involved, and containing the entire
mal f or red UPDATE nessage when such an attribute is detected. The
mal f or mred UPDATE nessage SHOULD be anal yzed, and the root cause
SHOULD be i nvesti gat ed.
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7. Error Handling Procedures for Existing Attributes

In the foll owi ng subsections, we el aborate on the conditions for
error-checking various path attributes, and specify what approach(es)
shoul d be used to handle nmalfornmations. It is possible that

i mpl ement ati ons may apply other error checks not contenpl ated here.
If so, the error handling approach given here should generally be
appl i ed.

This section addresses all path attributes that are defined at the
time of this witing, that were not defined with error-handling
consistent with Section 8, and that are not marked as "deprecated" in
[ 1 ANA- BGP- ATTRS] . Attributes 17 (AS4_PATH), 18 (AS4_AGCREGATOR), 22
(PVBI _TUNNEL), 23 (Tunnel Encapsul ation Attribute), 26 (AIGP), 27 (PE
Di stingui sher Labels) and 29 (BGP-LS Attribute) do have error-
handl i ng consistent with Section 8 and thus are not further discussed
herein. Attributes 11 (DPA), 12 (ADVERTISER), 13 (RCI D _PATH /
CLUSTER I D), 19 (SAFlI Specific Attribute), 20 (Connector Attribute)
and 21 (AS_PATHLIMT) are deprecated and thus are not further

di scussed herein.

7.1. ORIGN

The attribute is considered malformed if its length is not 1, or it
has an undefined value [ RFC4271].

An UPDATE nessage with a malformed ORIG N attri bute SHALL be handl ed
usi ng the approach of "treat-as-w thdraw'

7.2.  AS_PATH

An AS PATH is considered malformed if an unrecogni zed segment type is
encountered, or if it contains a mal formed segnent. A segnent is
considered mal forned if any of the foll ow ng obtains:

o0 There is an overrun, where the path segnent length field of the
| ast segnment encountered woul d cause the Attribute Length to be
exceeded.

o0 There is an underrun, where after the | ast successfully-parsed
segnment, there is only a single octet renmaining (that is, there is
not enough unconsunmed data to provi de even an enpty segnent
header) .

o It has a path segnent length field of zero.

An UPDATE nessage with a nmal fornmed AS PATH attri bute SHALL be handl ed
usi ng the approach of "treat-as-w thdraw'
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[ RFC4271] al so says that an inplenentation optionally "MAY check
whether the leftnost ... ASin the AS PATH attribute is equal to the
aut ononous system nunber of the peer that sent the nessage". A BGP
i mpl ement ati on SHOULD al so handl e routes that violate this check
using "treat-as-wthdraw', but MAY follow the session reset behavi or
if configured to do so

7.3.  NEXT_HOP

According to [ RFC4271] the attribute is considered malfornmed if it is
syntactically incorrect. To quote fromthat docunment, "Syntactic
correctness nmeans that the NEXT_HOP attribute represents a valid IP
host address", but it does not go on to define what it nmeans to be a
"valid I P host address". Therefore:

An | P host address SHOULD be considered invalid if it appears in the
"I ANA | Pv4 Speci al - Purpose Address Registry" [IANA-1PV4] and either
the "destination" or the "forwardable" boolean in that registry is
given as "false". An inplenentation SHOULD provide a neans to nodify
the list of invalid host addresses by configuration -- these are
sometines referred to as "Martians".

An UPDATE nessage with a malformed NEXT _HOP attribute SHALL be
handl ed usi ng the approach of "treat-as-w thdraw'

7.4. MILTI _EXIT_DI SC

The attribute is considered nalforned if its length is not 4
[ RFC4271] .

An UPDATE nessage with a malformed MIULTI _EXIT_DISC attri bute SHALL be
handl ed usi ng the approach of "treat-as-wthdraw'

7.5. LOCAL_PREF
The error handling of [RFC4271] is revised as follows.
o If the LOCAL_PREF attribute is received froman external neighbor,
it SHALL be discarded using the approach of "attribute discard"
or
o if received froman internal neighbor, it SHALL be consi dered

mal formed if its length is not equal to 4. |If nmalformed, the
UPDATE SHALL be handl ed using the approach of "treat-as-w thdraw'
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7.6. ATOM C_AGGREGATE

The attribute SHALL be considered malfornmed if its length is not O
[ RFC4271] .

An UPDATE nessage with a nal formed ATOM C_AGCREGATE attribute SHALL
be handl ed using the approach of "attribute discard".

7.7. AGGREGATCR

The error conditions specified in [ RFC4271] for the attribute are
revised as foll ows:

The AGGREGATOR attribute SHALL be considered nal formed if any of the
foll owi ng applies:

o Its length is not 6 (when the "4-octet AS nunber capability" is
not advertised to, or not received fromthe peer [RFC6793]).

o Its length is not 8 (when the "4-octet AS nunber capability” is
bot h advertised to, and received fromthe peer).

An UPDATE nessage with a nal fornmed AGGREGATOR attribute SHALL be
handl ed using the approach of "attribute discard".

7.8. Community
The error handling of [RFC1997] is revised as follows:

The Community attribute SHALL be considered nalformed if its length
is not a nonzero nmultiple of 4.

An UPDATE nessage with a malformed Community attribute SHALL be
handl ed usi ng the approach of "treat-as-w thdraw'

7.9. ORIGNATOR ID
The error handling of [RFC4456] is revised as follows.
o If the ORIA NATOR ID attribute is received froman external
nei ghbor, it SHALL be discarded using the approach of "attribute
di scard", or
o if received froman internal neighbor, it SHALL be consi dered

mal formed if its length is not equal to 4. |If malformed, the
UPDATE SHALL be handl ed using the approach of "treat-as-w thdraw'
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7.10.

CLUSTER LI ST

The error handling of [RFC4456] is revised as follows.

(0]

7.11.

If the CLUSTER LI ST attribute is received froman externa
nei ghbor, it SHALL be discarded using the approach of "attribute
di scard", or

if received froman internal neighbor, it SHALL be considered
mal formed if its length is not a nonzero nultiple of 4. |If
mal f or red, the UPDATE SHALL be handl ed using the approach of
"treat-as-w thdraw'.

MP_REACH_NLRI

[ RFCA760] references the error-handling of the base BGP specification
for validation of the next hop. ("The rules for the next hop
information are the sane as the rules for the information carried in
the NEXT_HOP BGP attribute".) Thus just as in Section 7.3 we nust
consider what it neans for the Next Hop field of the MP_REACH
attribute to be a "valid host address”

(0]

Chen,

If the Next Hop field contains an | Pv4 address (possibly as a sub-
field), the field SHOULD be considered invalid if the |IPv4 address
appears in the ""I ANA | Pv4 Speci al - Pur pose Address Regi stry"

[ ANA-1PV4] and either the "destination" or the "forwardable"

bool ean in that registry is given as "fal se"

If the Next Hop field contains an | Pv6 address (possibly as a sub-
field), the field SHOULD be considered invalid if the | Pv6 address
appears in the "I ANA | Pv6 Speci al - Pur pose Address Registry"”

[ ANA-1 PV6], the address is not an | Pv4-mapped | Pv6 address, and
either the "destination" or the "forwardable" bool ean in that
registry is given as "fal se"

If the Next Hop field contains an | Pv4-napped | Pv6 address
(possibly as a sub-field), the field SHOULD be considered invalid
unl ess the use of such addresses has been explicitly allowed for
the particul ar AFlI/SAFI that occurs in this MP_REACH NLR
attribute. (E. g., see [RFC4659] and [ RFC4798].)

If the Next Hop field is some other formof address, it should be
considered invalid in circunstances anal ogous to the above -- if
it is found in the rel evant | ANA speci al - purpose address registry
(if any) and its "destination"” or "forwardable" boolean is given
as "fal se".
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0 An inplenmentation SHOULD provide a neans to nodify the list of
i nvalid host addresses by configuration -- these are sonetines
referred to as "Martians".

Section 3 and Section 5 provide further discussion of the handling of
this attribute.

7.12. MP_UNREACH NLRI
Section 3 and Section 5 discuss the handling of this attribute.
7.13. Traffic Engineering path attribute
We note that [RFC5543] does not detail what constitutes
"mal formation" for the Traffic Engineering path attribute. A future
update to that specification may provide nore guidance. 1In the
interim an inplenentation that determines (for whatever reason) that
an UPDATE nessage contains a malformed Traffic Engineering path
attribute MJUST handle it using the approach of "treat-as-wthdraw'
7.14. Extended Conmunity
The error handling of [RFC4360] is revised as follows:

The Extended Community attribute SHALL be considered nmalformed if its
length is not a nonzero multiple of 8.

An UPDATE nessage with a mal fornmed Extended Conmunity attribute SHALL
be handl ed using the approach of "treat-as-wthdraw'

Note that a BGP speaker MJST NOT treat an unrecogni zed Extended
Conmuni ty Type or Sub-Type as an error.

7.15. |1 Pv6 Address Specific BGP Extended Conmmunity Attribute
The error handling of [RFC5701] is revised as follows:

The 1 Pv6 Address Specific Extended Community attribute SHALL be
considered malfornmed if its length is not a nonzero multiple of 20.

An UPDATE nessage with a nmalfornmed | Pv6 Address Specific Extended
Conmunity attribute SHALL be handl ed using the approach of "treat-as-
wi t hdr aw"' .

Note that a BGP speaker MJST NOT treat an unrecogni zed | Pv6 Address
Speci fic Extended Community Type or Sub-Type as an error
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7.16. BGP Entropy Label Capability Attribute
The error handling of [RFC6790] is revised as follows.

No syntax errors are defined for the Entropy Label Capability
attribute (ELCA). However, if any inplenentation does for sone |oca
reason determ ne that a syntax error exists with the ELCA, the error
SHALL be handl ed using the approach of "attribute discard"

7.17. ATTR_SET
The final paragraph of Section 5 of [RFC6368] is revised as follows:
ad Text:

An UPDATE nessage with a malfornmed ATTR SET attribute SHALL be
handl ed as follows. |If its Partial flag is set and its

Nei ghbor-Conpl ete flag is clear, the UPDATE is treated as a
route withdraw as discussed in [OPT-TRANS-BGP]. O herwi se
(i.e., Partial flag is clear or Neighbor-Conplete is set), the
procedures of the BGP-4 base specification [ RFC4271] MJST be
followed with respect to an Optional Attribute Error

New Text :

An UPDATE nessage with a malformed ATTR SET attribute SHALL be
handl ed using the approach of "treat as w thdraw'.

Furthernore, the normative reference to [ OPT-TRANS-BGP] in [ RFC6368]
is renoved

8. CGuidance for Authors of BGP Specifications

A docunent that specifies a new BGP attribute MJST provi de specifics
regardi ng what constitutes an error for that attribute and how t hat
error is to be handled. Allowable error-handling approaches are
detailed in Section 2. The treat-as-w thdraw approach is generally
preferred. The docunent SHOULD al so provide consideration of what
debugging facilities may be required to pernmit issues caused by a
mal fornmed attribute to be di agnosed.

For any malfornmed attribute that is handled by the "attribute

di scard" instead of the "treat-as-w thdraw' approach, it is critica
to consider the potential inpact of doing so. |In particular, if the
attribute in question has or may have an effect on route selection or
installation, the presunption is that discarding it is unsafe, unless
careful analysis proves otherwi se. The analysis should take into
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account the tradeoff between preserving connectivity and potenti al
side effects.

Authors can refer to Section 7 for exanples.
9. | ANA Consi derati ons

Thi s docunent nmakes no request of | ANA
10. Security Considerations

This specification addresses the vulnerability of a BGP speaker to a
potential attack whereby a distant attacker can generate a nual f or med
optional transitive attribute that is not recognized by intervening
routers (which thus propagate the attribute unchecked) but that
causes session resets when it reaches routers that do recognize the
given attribute type.

In other respects, this specification does not change BG?' s security
characteristics.
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