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Abst ract

Thi s docunent describes a nethod to be used by VPN Service Providers
to provide nulti-honmed CEs with fast protection of egress PEs. Egress
PEs in a redundant group al ways share the sane |abel in distribution
of VPN routes of a VRF. A virtual Next Hop (vNH) in the | GP/ MPLS
backbone is created as the common end of LSP tunnels which woul d
otherwi se terminate at each egress PE. Prinmary and backup LSP tunnels
ended at the vNH are set up by MPLS on basis of existing |IGP FRR
mechani sms. | f the primary egress PE fails, the backup egress PE can
recogni ze the "shared" VPN route | abel carried by the data packets.
Therefore, the failure affected data packets can be snoothly rerouted
to the backup PE for delivery w thout changing their VPN route |abel.
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Internet-Drafts are working docunents of the Internet Engineering
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Internet-Drafts.
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The list of current Internet-Drafts can be accessed at
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1. Introduction

For the sake of reliability, 1SPs often connect one CE to nmultiple
PEs. Wen the prinmary egress PE fails, a backup egress PE continues
to offer VPN connectivity to the CE. If local repair is perforned by
t he upstream nei ghbor of the prinary egress PE on the data path, it’'s
possi ble to achieve a 50nmsec switchover

VPN routes learnt from CEs are distributed by egress PEs to ingress
PEs that need to know these VPN routes. Egress PEs in a redundant
group (RG MJST advertise the sanme VPN route |abel for routes of the
same VPN. When the prinmary egress PE fails, data packets are
redirected to a backup egress PE by the PLR (Point of Local Repair)
router, the backup PE can recognize the VPN route | abel in these data
packets and deliver themcorrectly. The method developed in this
docunent is so called "Label Sharing for Fast PE Protection".

1.1. Overview

+ +
+---+ | +---+ +- -+ +---+ M |
| CE1+- - - - +PELl+- - - - +P1+4- - - - +PE3+--- - - - - + [
i B i +- ++ +-- -+ 1100| |
. | | bk | e
| | | | +VNH+- - - - +CE2|
| | | Bk | e
+---+ | +- +- + +- ++ +---+ 1100| |
| CE3+- - - - +PE2+- - - - +P2+4- - - - +PE4+- - - - - - - + [
+---+ | +---+ +- -+ +---+ S |
I I
[ | GP/ MPLS Backbone Net work |
+ +

Figure 1.1: Egress PE routers share the sanme VPN route | abel 1100.

An exanpl e topology is shown in Figure 1.1. Let PEl and PE2 be
ingress routers, and let PE3 and PE4 be egress routers. CE2 is
connected to both PE3 and PE4 so they form an Redundant G oup (RG.
Usual | y, egress PEs may be configured to be in the same RG or

di scover each other fromthe CE routes |earning process which can be
a dynamic routing algorithmor a static routing configuration

[ RFCA364] . Suppose PE3 is the primary while PE4 is the backup. For
topol ogies with nore than two egress PEs in an RG one PE acts as the
primary while other act as backups.

A VNH node is created in the backbone. The primary PE allocates a

| oopback | P address to vVNH (say 2.2.2.2). Instead of the egress PEs,
vNH acts as the conmon end node of LSP tunnels which ot herw se end at
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egress PEs. The nmetrics ("M and *S') for the |links between egress
PEs and VNH is set up in a way that the primary and backup LSP
tunnels to vVNH respectively use PE3 and PE4 as the penultimate hop

Egress PEs in an RG MJUST advertise the same VPN route | abel for each
VPN connected to this RG Wien a route is learn from CE2 (say
10.9.8/24), PE3 and PE4 will distribute this route to other PEs
sharing the sane | abel (say 1100). In this way, when the primary PE
fails, the VPN route |abel carried with the rerouted data packets
need not be changed. It can be recogni zed by the backup PE as well.

Thi s docunment supposes BGP/ MPLS | P VPN [ RFC4364] is deployed in the
backbone and Label Distribution Protocol (LDP) is used to distribute
MPLS | abel s. The approach devel oped in this docunment confines changes
to routers in an RG P and PE routers out of this RG are totally
oblivious to these changes.

1.2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1. 3. Term nol ogy
VRF: Virtual Routing and Forwarding table [ RFC4364]
FRR: Fast ReRouti ng
PLR: Point of Local Repair
LFA: Loop-Free Alternate [LFA]

RG Redundant Group. A Redundant G oup of Provider Edge nodes (PEs)
to which a set of CEs are nulti-honed.

2. The Virtual Next Hop

A virtual router (the virtual Next Hop, VNH) is created in IGP to
represent the RGin the Service Provider’s backbone. For other
routers in the backbone, the vNH acts as the common egress PE
connecting a set of CEs. Multiple vNHs nmay be created for one RG
Then nultiple paths can be conputed fromingress PEs to the vNHs.

I ngress PEs can choose fromthese paths to achi eve | oad bal ance for
t he CEs.

Service Providers may configure one PE to be the primary when an RG
is created. The primary PE may al so be automatically el ected out of
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the RGin the sane way the DR is selected (see section 7.3 of

[ RFC2328]), or the DISis selected [ISIS]. Oher PEs in the RGw |
act as backup ones. This primary PE determ nes the | oopback IP
address for the vNH. This | oopback I P address can be configured
manual |y or assigned automatically. The System D of the vNH under

I SIS is conposed based on this | oopback | P address. The primary PE
generates the router link state informati on (LSA/LSP) on behal f of
the vNH. Links to each PE and each CE in the group are included in
router link state informati on PDUs of the PE and CE

The overl oad node MJUST be set so that the rest routers in the network
will not route transit traffic through the vNH. In OSPF, the overl oad
nmode can be set up through setting the Iink weights fromthe vNH to
egress PEs to the maxi mum link weight which is OXFFFF. In ISIS this
overload node is realized as setting the overload bit in the LSP of
the vVNH. (See Appendix A and B for the detail set up of LSAs/LSPs.)

3. Link Costs Set Up for IGP FRR

| <------ Sxy3-------- >|
oo - PX(PLR) ------- PE3
| | \ M
I |\
Pxy C34| vNH
I |/
[ | /S
S R LR T PE4
| <------ SXy4-------- >
Figure 2.2: The illustration of equations.

If the IGP costs for the links between egress PEs and the vNH can be
set up in a way that one egress PE appears on the primary path while
the ot her PE appears on the backup path, the PLR can nake use of the
nmul ti ple egress PEs to achieve fast failure protection. Link weights
can be set up according to the following rule in order to | everage
the well supported [LFA] as the | GP FRR nechani sm

1. This docunent supposes bidirectional |ink weights are being used.

As illustrated in Figure 2.2, assune the weight for the link between
PE3 and VNH is "M and the weight for the Iink between PE4 and VvNH i s
"S". The weight for the link between PE3 and PE4 is C34.

2. Px is a neighbor of PE3. This Px will act as the PLR Suppose Pxy

is Px's neighbor with the shortest path to PE4, after PE3 is renoved
fromthe topol ogy. The cost of this path is Sxy4.
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5.

3. Add PE3 back to the topol ogy. The cost of the path from Pxy to PE3
is Sxy3.

4, "M and "S" can be set up as long as the follow ng two equations
hol d.

eql: Sxy4+S < Sxy3+M
eq2: C34+S > M

The eql guarantees that Pxy is safe, i.e., no |loop occurs, to be used
as the next hop by the PLR for bypass. The eq2 is designed to insure
that the primary path does not go through the prinmary egress PE and
backup egress PE in series.

Al t hough this docunment designs the nmethod based on [LFA] which is
wi del y depl oyed, other | GP FRR nechanisns can also be utilized to
achi eve the protection. For exanple, [MRT] can be applicable
regardl ess of how the link weights are set up.

The LSP Tunnel s

Egress PEs use the I P address of the vNH to identify the FEC. Its
LSPs on basis of 1GP routes with vNH as the last hop are set up using
LDP:

- The primary LSP tunnel follows the IGP route fromingress PEs to
the vNH;

- The backup LSP tunnel is set up according to existing | GP FRR
cal cul ation, such as [MRT] and [LFA]

Dat a packets are tunnel ed through the backbone using a "tunnel [|abel™
at the top of the label stack. Egress PE will not really transmt a
packet to the tunnel end node vNH. Rather, they need locally deliver
the packet. It can be interpreted that at the egress PE, the packet’'s
next hop is the egress PE itself (see Section 3.10 of [RFC3031]). The
tunnel |abel will be popped at the egress PE. The indication for
popping is got fromthe tunnel l[abel at the top of the stack since
this is a label assigned to the FEC identified by the PE s | oopback

| P address. Next, there will be a pop of the VPN route | abel followed
by an address |l ookup in the VRF. Section 5 will explain howto set
the VPN route label in order to | everage these LSP tunnels to achieve
the egress PE protection.

The VPN Rout e Labe

5.1. Sharing the VPN Route Labe
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In [ RFCA364], egress PEs separately allocate and distribute the Iabe
for the route to an address prefix they learn fromCEs. In this
docunent, it’'s REQUI RED that backup PE(s) in an RG al ways adverti ses
the | abel already advertised by the primary PE for the address prefix
in question. The primary PE RG SHOULD distribute the same | abel for
any address prefix in an attached VPN. This is per VRF |abel sharing.
O hers granularities, such as per address fanily per VRF | abe
sharing, are also feasible.

Egress PEs continue to locally allocate VPN route |abels so that the
proposal need not nodify existing forwarding processes of L3VPN
egress PEs. At the backup egress PE, the allocated | abel and the
distributed | abel would be inconsistent. The followi ng two options
arise to address this issue.

5.1.1. Option A: Reserved Label Ranges per RG

PEs in an RG are physically connected to the same set of CEs. It’'s
viabl e for themallocate the same VPN route |abel per VPN. For each
VPN served by an RG the backup egress PE always all ocates the sane
| abel as the primary PE. It acts as a ’'conprom sed” network entity
whi ch always listens to the |abel advertised by the primary then

al | ocates and al so distributed the sane label. By doing this, they
are intimating the VPN route |abel allocation of the virtual node,
v NH.

For this option, PEs in an RG are REQU RED to reserve the sane | abe
range(s) for allocation at the nanagenent plane. PEs with h/w

di sjoint |abel ranges are not qualified for this option. This option
SHOULD only be used in well managed and hi ghly nonitored networks.
It’s not intended to be applicable when the RG spans nore than one
adm nistrative domain. It ought not to be depl oyed on or over the
public Internet.

Note that if one PE participates in nultiple RGs, a | abel range
reserved for one RG can’'t be used by another RG on this PE. It

i ncreases the consunption of |labels on this PE. So this option should
be deployed with care in this case.

The architecture of the | abel sharing nethod allows a ’'higher-I|ayer’
entity to allocate labels for all PEs across all RGs. This docunent
| eaves this choice as for future study.

5.1.2. Option B: The Label Swapping Tabl e
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oo+
| 1100] 30 |
| 1101] 31 |
| 1102 32 |

+--;-+--;-+
Figure 2.3: The | abel 'swapping’ table

In the inter-AS L3VPN Option B defined in Section 10 of [RFC4364],
when an ASBR distributes a VPN route to an ASBR in another AS, it
need performa | abel swap for this route. Sinmilarly, the backup PE in
this proposal uses a | abel swapping table to record the mappi ng

bet ween advertised | abels and |ocally assigned | abels for VPN routes.
Qbvi ously, the backup PE need nmintain one such table per RG

Whenever a data packet to a route in a VPN attached to the RG arrives
at the backup PE, the locally assigned | abel (e.g., 30) got fromthe
swapping will be used in the VPN route |abel |ookup followed by an
addr ess | ookup.

5.2. Binding to LSP Tunnels

When the VPN route with a shared label is distributed to other PEs by
the primary PE and backup PEs, the BGP next hop is set to the IP
address of the vNH. As defined in Section 4, LSP tunnels are set up
for the FEC identified also by the I P address of the vNH. By doing
this, the VPN route is bound to these LSP tunnels. Wen data packets
to this VPN route are tunnel ed through the backbone, these LSP
tunnels will offer the protection

6. Exanpl es To Wal k Through

Two exanples are included in this section. Figure 1.1 is referred.
The first one describes howto distribute VPN route |abel to peers.
It’s westbound in the control plane. The second one interprets how
egress PE act in the case of the primary PE failure. It’s eastbound
in the data pl ane.

6.1. Label Distribution Procedure

Assume PE3 is elected as the prinmary while PE4 is the backup. The
| oopback | P address of vNH is 2.2.2.2.

1) PE3 learns the VPN route to address prefix 10.9.8/24 from CE2. It

al l ocates the VPN route | abel 1100 and distributes it in BGP with
2.2.2.2 as the BGP Next Hop. (prefix = 10.9.8/24|1abel = 1100| BGP
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Next Hop = 2.2.2.2)

2) PE4 also learns the VPN route to address prefix 10.9.8/24 and
all ocate the VPN route | abel 30. It then waits for the primry PE3
to advertise the VPN route | abel for this prefix.

3) PE4 nonitors the VPN route |abel 1100 from PE3 for the prefix
10.9.8/24. The mapping from 1100 to 30 is inserted to the swapping
tabl e.

4) PE4 distributes the VPN route using the nonitored | abel 1100.
(prefix = 10.9.8/24|1abel = 1100| BGP Next Hop = 2.2.2.2)

6.2. Protection Procedure

Suppose the | abel for the primary LSP tunnel to vNH is 2100 while the
backup LSP tunnel to vNH is 3100. P1 is the PLR

1) In normal case, Pl sends data packets with tunnel |abel 2100 to
PE3. When PE3 fails, P1 redirects data packets to the backup LSP
tunnel (say P2-PE4-vNH) using tunnel |abel 3100.

2) PE4 will receive a packet with two |evels of labels. It pops the
outer |abel 3100 and use this label to identify a swapping table.

3) PE4 pops the VPN route |abel and | ooks up the swapping table. The
VPN route | abel 1100 is napped to 30.

4) The VPN route | abel 30 is |ooked up in the VPN route | abel table
foll owed by an address | ookup in the VRF

7. Operations
7.1. Label Space Managenent for Option A

A | abel range should be reserved before an RG cones to operate.
Operators need set a large | abel sharing space for |abel ranges
reservation. Wien an RGis created, the operator needs reserve a
unused | abel range for it. The | abel range should be reserved in a
manner of 'enough is enough’. If a label range of an RGis being used
out, the operator can reserve a new range fromthe unused | abe
sharing space. The newy reserved range is then appended to the one
bei ng used out.

If a backup PE is partitioned fromthe primary PE, it continues to
work with those allocated | abels for the RG However, it MJST NOT
all ocate any nore labels in the reserved ranges. A label in a
reserved range can only be allocated by a backup PE when it nonitors
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that the primary PE has distributed this |abel

When a primary PE resunmes froma failure, its reserved | abel ranges
come to work again. It SHOULD conserve the labels it allocated for
each range.

7.2. Backup LSP Tunnel Exceptions

The | abel sharing nmethod requires that the backup LSP tunnel is set
up as specified in Section 4, following the I GP route. However,
Service Providers are allowed to have exceptions. For instance, an
operator nmay use BGP Local Pref to give a higher degree of preference
to the route advertised by the primary PE. For another instance, the
operator may have the primary PE advertise a nore specific prefix.
Take Figure 1.1 for exanple, the backup tunnel will actually goes

t hrough PE4->PE3->CE2 for both instances. Wen the VPN route is bound
to this tunnel, it does not protect the primary egress PE. An al arm
shoul d be generated to notify the operator that such kind of
configuration will jeopardize the VPN route' s resilience to egress PE
node failure

8. Security Considerations
Thi s docunent raises no new security issues.
9. | ANA Consi derati ons

This docunent requires no | ANA actions. RFC Editor: please renove
this section before publication
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Appendi x A: Cenerating OSPF LSAs

The following Type 1 Router-LSA is flooded by the egress PE with the
hi ghest priority. As defined in [RFC2328], this LSA can only be
fl ooded throughout a single area.

M ngui

0 1 2 3

01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| LS age | Opti ons | LS type |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Link State ID |
B E e r e s i s i o T T s S S S S 2
[ Adverti sing Router |
B T T i I T T o S S S e b S S S
| LS sequence number |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| LS checksum | | ength |
B E e r e s i s i o T T s S S S S 2
[ 0 | V| E] B 0 [ # links [
B T T i I T T o S S S e b S S S
| Link ID [
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Li nk Data |
B E e r e s i s i o T T s S S S S 2
[ Type # TOS [ metric [
B T T i I T T o S S S e b S S S
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
[ TOS 0 TOS netric [
B E e r e s i s i o T T s S S S S 2
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[ Link 1D [
B T T i I T T o S S S e b S S S
| Li nk Data |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

LS age
The tinme in seconds since the LSA was originated. (Set to 0x708
by default.)

Options

As defined in [ RFC2328], options = (E-bit).

LS type
1

Link State ID
Same as the Advertising Router

Adverti sing Router
The Router |ID of the vNH

LS sequence nunber
As defined in [ RFC2328].

LS checksum
As defined and computed in [ RFC2328].

| ength
The length in bytes of the LSA. This includes the 20 byte LSA
header. (As defined and conputed in [ RFC2328].)

VEB
As defined in [ RFC2328], set its value to 000.

#l i nks
The nunber of router links described in this LSA It equals to
the nunber of Egress PEs in the RG

The following fields are used to describe each router |ink connected
to an egress PE. Each router link is typed as Type 1 Point-to-point
connection to another router

Link 1D
The Router ID of one of the egress PEs in the RG

Li nk Data
It specifies the interface’s MB-11 [RFC1213] iflndex value. It
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ranges between 1 and the value of ifNunmber. The ifNunber equals to
the nunber of the PEs in the RG The PE with the highest priority

sorts the PEs according to their unsigned integer Router IDin the
ascend order and assigns the iflndex for each

Type
Value 1 is used, indicating the router link is a point-to-point
connection to another router.

# TCS
This field is set to O for this version

Metric
It is set to OxFFFF.

The fields used here to describe the virtual router links are also
included in the Router-LSA of each egress PEs. The Link IDis
replaced with the Router I D of the vNH The Link Data specifies the
interface’s MB-11 [RFC1213] iflndex value. The "Metric" field is set
as defined in Section 3.

Appendi x B: Generating |SIS LSPs

The primary egress PE generates the following level 1 LSP to describe
the vNH node.

No. of octets

S +
| I'ntradomai n Routeing [ 1
| Protocol Discrinmninator

B +

| Length I ndicator | 1
o m e e e e e oo oo +

| Version/Protocol ID | 1
| Extension |
e +

| I'DLength | 1
o e e e e e e e e oo +

| RIRR PDU Type [ 1
S +

| Version [ 1
e +

| Reserved | 1
o e e e e e e e e oo +

| Maxi mum Area Address [ 1
S +

| PDU Length [ 2
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T +
| Reraining Lifetine | 2

o e e e e e e e e oo +

| LSP ID [ ID Length + 2
S +

| Sequence Nunber | 4
e +

| Checksum | 2

o e e e e e e e e oo +

| P| ATT| LSPDBOL| | S Type [ 1
S +

Variable Length Fields Vari abl e

T +

I ntradomai n Routeing Protocol Discrimnator - 0x83 (as defined in
[1SIS])

Length Indicator - Length of the Fixed Header in octets
Versi on/ Protocol 1D Extension - 1

ID Length - As defined in [ISIS]

PDU Type (bits 1 through 5) - 18

Version - 1

Reserved - transnmitted as zero, ignored on receipt
Maxi mum Area Address - sane as the prinmary egress PE

PDU Length - Entire Length of this PDU, in octets, including the
header .

Remai ning Lifetime - Nunber of seconds before this LSP is considered
expired. (Set to 0x384 by default.)

LSP ID - the systemID of the source of the LSP. It is structured as
fol | ows:

S +
| Source ID | 6
e +
| Pseudonode ID | 1
o e e e e e e e e oo +
| LSP Nunber [ 1
S +
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Source ID - System D of the vNH
Pseudonode ID - Transnmitted as zero
LSP Number - Fragnent nunber
Sequence Nunber - sequence number of this LSP (as defined in [ISIS])
Checksum - As defined and conputed in [ISIS]
P- Bit 8-0
ATT - Bit 7-4 - 0
LSDBOL - Bit 3 - 1

IS Type - Bit 1 and 2 - bit 1 set, indicating the vNHis a Level 1
I nternedi ate System

In the Variable Length Field, each link outgoing fromthe vNH to an
egress PE is depicted by a Type #22 Extended Internedi ate System

Nei ghbors TLV [ RFC5305]. The egress PE is identified by the 6 octets
System D plus one octet of all-zero pseudonode nunber. The 3 octets
metric is set as that in Section 3. None sub-TLVs is used by this
version, therefore the value of the one octet length of sub-TLVs is
0. The Type #22 TLV requires 11 octets.

The Type #22 TLV is also included in the LSP of each egress PE to

depict the incomng link of the vNH Only the 6 octets System D is
replaced with the System D of the vNH.
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