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Abstract

This draft describes extending the Locator/ID Separation Protocol
(LISP), via changes to the LISP header, to support nulti-protocol
encapsul ati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on June 18, 2018.

Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

LI SP, as defined in [ RFC6830] and extended in
[I-D.ietf-1isp-rfc6830bis], defines an encapsul ation format that
carries IPv4 or I Pv6 (henceforth referred to as IP) packets in a LISP
header and outer UDP/IP transport.

The LI SP header does not specify the protocol being encapsul ated and
therefore is currently linmted to encapsulating only |IP packet

payl oads. Oher protocols, nbst notably VXLAN [ RFC7348] (which
defines a sinmilar header format to LISP), are used to encapsulate L2
protocol s such as Ethernet.

Thi s docunent defines an extension for the LISP header, as defined in
[I-D.ietf-l1isp-rfc6830bis], to indicate the inner protocol, enabling
the encapsul ati on of Ethernet, |P or any other desired protocol all
the while ensuring conpatibility with existing LI SP depl oynents.

A flag in the LISP header, called the P-bit, is used to signal the
presence of the 8-bit Next Protocol field. The Next Protocol field,
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when present, uses 8 bits of the field allocated to the echo-noncing
and map-versioning features. The two features are still avail able,
al beit with a reduced | ength of Nonce and Map- Version.

1.1. Conventions

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Definition of Terns

Thi s docunment uses terns already defined in
[I-D.ietf-1isp-rfc6830bis].

2. LISP Header W thout Protocol Extensions

As described in the introduction, the LISP header has no protocol
identifier that indicates the type of payload being carried. Because
of this, LISPis |limted to carry |IP payl oads.

The LISP header [I-D.ietf-lisp-rfc6830bis] contains a series of flags
(sone defined, sone reserved), a Nonce/ Map-version field and an
instance | D/ Locator-status-bit field. The flags provide flexibility
to define howthe various fields are encoded. Notably, Flag bit 5 is
the last reserved bit in the LISP header.
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LI SP Header
3. Generic Protocol Extension for LISP (LISP-GPE)

Thi s docunent defines the follow ng changes to the LISP header in
order to support nulti-protocol encapsul ation:

P Bit: Flag bit 5 is defined as the Next Protocol bit. The P bit

MUST be set to 1 to indicate the presence of the 8 bit next
protocol field.
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P = 0 indicates that the payload MIST conformto LISP as defined
in[l-Dietf-lisp-rfc6830bis]. Flag bit 5 was chosen as the P bit
because this flag bit is currently unall ocated.

Next Protocol: The lower 8 bits of the first 32-bit word are used to

Lew s,

carry a Next Protocol. This Next Protocol field contains the
protocol of the encapsul ated payl oad packet.

LI SP uses the lower 24 bits of the first word for either a nonce,

an echo-nonce, or to support map-versioning [RFC6834]. These are
all optional capabilities that are indicated in the LISP header by
setting the N, E, and the V bit respectively.

Wien the P-bit and the N-bit are set to 1, the Nonce field is the
m ddl e 16 bits.

When the P-bit and the V-bit are set to 1, the Version field is
the mddle 16 bits.

Wien the P-bit is set to 1 and the Nbit and the V-bit are both O,
the mddle 16-bits are set to O.

This draft defines the follow ng Next Protocol values:

Ox1 : |1Pv4

0x2 : 1Pv6

0x3 : Ethernet

0x4 : Network Service Header [I-D.ietf-sfc-nsh]

0x6: G oup-Based Policy (GBP) [I-D.I|enon-vxl an-gpe-gbp].

1 2 3
1234567890123456789012345678901
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LI SP- GPE Header
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4.

4.

4.

Backward Conpatibility
LI SP- GPE uses the sanme UDP destination port (4341) allocated to LISP.

A LI SP-GPE router MJUST not encapsul ate non-1P packets to a LISP
router. A nethod for deternmining the capabilities of a LISP router
(GPE or "legacy") is out of the scope of this draft.

When encapsul ating | P packets to a LISP "l egacy” router the P bit
MJST be set to O.

1. Type of Service

When a LI SP-GPE router perforns Ethernet encapsul ation, the inner

802. 1Q [ EEEB021(Q priority code point (PCP) field MAY be mapped from
the encapsul ated frane to the Type of Service field in the outer |Pv4
header, or in the case of IPv6 the 'Traffic Cass’ field.

2. VLAN ldentifier (VID)

When a LI SP-GPE router perforns Ethernet encapsul ation, the inner
header 802.1Q [| EEE8021Q VLAN ldentifier (VID MAY be nmapped to, or
used to deternine the LISP Instance ID field.

| ANA Consi der ati ons

I ANA is requested to set up a registry of LISP-GPE "Next Protocol".
These are 8-bit values. Next Protocol values in the table below are
defined in this draft. New values are assigned via Standards Action
[ RFC5226] .

B o m e e oo o - B +
| Next Protocol | Description | Reference |
Fom e e e oo e e e - Fom e e e oo +
| O | Reserved | This Docunent |
| 1 | I'Pv4 | This Docunent |
| 2 | IPv6 | This Document |
| 3 | Ethernet | This Document |
| 4 | NSH | This Document |
| 5 | Reserved [ [
| 6 | GBP | This Docunent |
| 7 | Reserved | |
| 8..255 | Unassigned | [
B o m e e oo o - B +
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6.

8.
8.

Security Considerations

LI SP- GPE security considerations are simlar to the LISP security
consi derations docunented at length in [I-D.ietf-Iisp-rfc6830bis].
Wth LI SP-CGPE, issues such as datapl ane spoofing, flooding, and
traffic redirection may depend on the particular protocol payl oad
encapsul at ed.
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