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Abst r act

Thi s docunent describes a mechanismfor encrypting LISP encapsul ated
traffic. The design describes how key exchange is achi eved using
exi sting LISP control-plane nmechani snms as well as how to secure the
LI SP data-plane fromthird-party surveillance attacks.
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1. Introduction

The Locator/ 1D Separation Protocol [RFC6830] defines a set of
functions for routers to exchange information used to map from non-
rout abl e Endpoint ldentifiers (EIDs) to routable Routing Locators
(RLOCs). LISP ITRs and PITRs encapsul ate packets to ETRs and RTRs.
Packets that arrive at the ITR or PITR are typically not nodified
Whi ch neans no protection or privacy of the data is added. |If the
source host encrypts the data streamthen the encapsul ated packets
can be encrypted but woul d be redundant. However, when pl ai nt ext
packets are sent by hosts, this design can encrypt the user payl oad
to maintain privacy on the path between the encapsul ator (the I TR or
PITR) to a decapsul ator (ETR or RTR).

This draft has the following requirements for the solution space

0o Do not require a separate Public Key Infrastructure (PKI) that is
out of scope of the LISP control -plane architecture.

o The budget for key exchange MJST be one round-trip tine. That is,
only a two packet exchange can occur

o Use synmmetric keying so faster cryptography can be performed in
the LI SP data plane.

0 Avoid a third-party trust anchor if possible.
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0o Provide for rekeying when secret keys are conpromn sed.

o At this time, encapsul ated packet authentication is not a strong
requirenent.

2. Overview

The approach proposed in this draft is to not rely on the LISP
mappi ng systemto store security keys. This will provide for a
sinmpler and nore secure nechanism Secret shared keys will be

negoti ated between the I TR and the ETR i n Map- Request and Map- Reply
messages. Therefore, when an | TR needs to obtain the RLOC of an ETR
it will get security material to conmpute a shared secret with the
ETR

The I TR can conpute 3 shared-secrets per ETR the TR is encapsul ating
to. And when the | TR encrypts a packet before encapsulation, it wll
identify the key it used for the crypto cal culation so the ETR knows
whi ch key to use for decrypting the packet after decapsul ation. By
using key-ids in the LISP header, we can al so get rekeying
functionality.

3. Diffie-Hell man Key Exchange
LISP will use a Diffie-Hellman [ RFC2631] key exchange sequence and
comput ation for conputing a shared secret. The Diffie-Hellman

paraneters will be passed in Map- Request and Map- Reply nessages

Here is a brief description how D ff-Hellnmn works:

o T o +
| I TR | | ETR |
Homm - - Fom e e e - - Fom e e o Fomm e o Fom e e o e e e o +
| Secret| Public | Calculates | Sends | Calculates | Public | Secret]|
R |- |- |- |- [EERREEEE |----- +
i 1 pg | | p.g -->| I | e |
SRR |- |- EEREEREEE |- |- |- +
|+ | pg !t |g" modp=l | 1 --> | | p.o.l | e |
R B |- |- |- |------ +
i | pgl | | <- E |gtenodp=E| pg | e |
AREEEE |- |- [EREEEEEEE R R |------ +
| i, |p,g |,E|E" nod p=s | |1"e nod p=s |p,g,|,E| e,s |
e e [--------- I e Ll I +

Publ i c- key exchange for conputing a shared private key [ DH]

Diffie-Hell man parameters 'p’ and 'g’ nust be the sane val ues used by
the TR and ETR  The I TR conputes public-key "I’ and transnmits "I’
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in a Map- Request packet. When the ETR receives the Map-Request, it
uses paraneters 'p’ and 'g’ to conpute the ETR s public key "E'. The
ETR transnmits "E in a Map-Reply nessage. At this point, the ETR has
enough information to conpute 's’, the shared secret, by using "I’ as
the base and the ETR s private key 'e’ as the exponent. Wen the ITR
receives the Map-Reply, it uses the ETR s public-key "E wth the
ITRs private key i’ to conpute the sane 's’' shared secret the ETR
computed. The value "p’ is used as a nodulus to create the wi dth of
the shared secret 's’

4. Encoding and Transmitting Key Materia

The Diffie-Hellman key material is transnmitted in Map- Request and
Map- Repl y nessages. Diffie-Hell man paranmeters are encoded in the
LI SP Security Type LCAF [ LCAF].

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
[ AFl = 16387 [ Rsvdil [ Fl ags [
B i S S T s i S T st i S S S S S S S S i
[ Type = 11 [ Rsvd2 [ 6 +n [
T T e b i i e e . S I SR S
| Key Count | Rsvd3 | Key Algorithm| Rsvd4 | R
e T e o i e S S e S EC e o
| Key Length | Key Material ... |
B i S S T s i S T st i S S S S S S S S i
[ Key Materi al [
T T e b i i e et o S I SR S
[ AFl = x [ Locat or Address ... [
T T e e o i e S S e R Ch o o SR

Diffie-Hell man parameters encoded in Key Material field
The ' Key Count’ field encodes the nunmber of {’Key-Length', ’'Key-
Material’'} fields included in the encoded LCAF. A nmaxi num nunber of
keys that can be encoded are 3 keys, each identified by key-id 1
foll owed by key-id 2, an finally key-id 3.

The "R bit is not used for this use-case of the Security Type LCAF
but is reserved for [LISP-DDT] security.

The ' Key Al gorithm encodes the cryptographic algorithmused. The
foll owi ng val ues are defi ned:
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Nul | : 0
G oup-1 D 1
AES: 2
3DES: 3
SHA- 256: 4

When the 'Key Algorithm value is 1 (Goup-1D), the 'Key Material’
field is encoded as:

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

[ Goup ID |
B T T i I T T o S S S e b S S S
| Public Key ... |

B T i S S i S T h T i S S S S e
Points to Key Material values fromI|ANA Registry

The Group-1D values are defined in [ RFC2409] and [ RFC3526] which
describe the Diffie Hell man paraneters used for key exchange.

When the 'Key Algorithm value is not 1 (Goup-ID), the 'Key
Material' field is encoded as:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| g-length | g-val ue ... |
T T e o e e T S e e R
[ p-1ength [ p-val ue ... [
B i s T T S T et S S T S I T s sl s ol ST S S S
| Public Key ... |
B T i S S i S T h T i S S S S e

Key Length describes the length of the Key Material field

When an I TR or PITR sends a Map- Request, they will encode their own
RLOC in Security Type LCAF format within the 1 TR-RLOCs field. Wen a
ETR or RTR sends a Map-Reply, they will encode their RLOCs in
Security Type LCAF format within the RLOC-record field of each EID
record supplied.

If an ITR or PITR sends a Map- Request with a Security Type LCAF

i ncluded and the ETR or RTR does not want to have encapsul at ed
traffic encrypted, they will return a Map-Reply with no RLOC records
encoded with the Security Type LCAF. This signals to the ITR or PITR
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that it should not encrypt traffic (it cannot encrypt traffic anyways
since no ETR public-key was returned).

Li kewise, if an ITR or PITR wish to include nmultiple key-ids in the
Map- Request but the ETR or RTR wi sh to use sone but not all of the
key-ids, they return a Map-Reply only for those key-ids they wish to
use.

5. Data-Plane Operation

The LI SP encapsul ati on header [RFC6830] requires changes to encode
the key-id for the key being used for encryption

0 1 2 3
01234567890123456789012345678901

B T i S S i S T h T i S S S S e

/| Source Port = xXxx | Dest Port = 4341 |
D I e i o S S e S S S S e S R S e i L I B S S R S e s
\ UDP Length | UDP Checksum |
B i s T T S T et S S T S I T s sl s ol ST S S S

L | NN L] El V]I P|K K] Nonce/ Map- Ver si on |
[ R S i e T T TR SR S S S T S S S e i i it I R R R R e T T i o
S/ | Instance | D/ Locator-Status-Bits |
P B E e r e s i s i o T T s S S S S 2

K-bits indicate when packet is encrypted and which key used

When the KK bits are 00, the encapsul ated packet is not encrypted.
When the value of the KK bits is 1, 2, or 3, it encodes the key-id of
the secret keys conputed during the Diffie-Hell man Map- Request/ Map-
Repl y exchange

When an I TR or PITR receives a packet to be encapsul ated, they wll
first decide what key to use, encode the key-id into the LISP header
and use that key to encrypt all packet data that follows the LISP
header. Therefore, the outer header, UDP header, and LI SP header
travel as plaintext.

6. Dynam c Rekeying

Since multiple keys can be encoded in both control and data nessages,
an | TR can encapsul ate and encrypt with a specific key while it is
negoti ating other keys with the same ETR  Soon as an ETR or RTR
returns a Map-Reply, it should be prepared to decapsul ate and decrypt
usi ng the new keys conmputed with the new Diffie-Hell man parameters
received in the Map- Request and returned in the Map-Reply.
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8.

8.

RLOC- pr obi ng can be used to change keys by the ITR at any tine. And
when an initial Mp-Request is sent to populate the | TR s nmap-cache,
the Map- Requests flows across the mappi ng system where a single ETR
fromthe Map-Reply RLOC-set will respond. |If the |ITR decides to use
the other RLOCs in the RLOC-set, it MJST send a Map- Request directly
to key negotiate with the ETR  This process nay be used to test
reachability froman ITRto an ETR initially when a map-cache entry
is added for the first tine, so an | TR can get both reachability
status and keys negotiated wi th one Map- Request/ Map- Reply exchange.

A rekeying event is defined to be when an I TR or PITR changes the p,
g, or the public-key in a Map-Request. The ETR or RTR conpares the
p, 9, and public-key it last received fromthe ITR for the key-id,
and if any value has changed, it conputes a new public-key of its own
with the new p and g values fromthe Map-Request and returns it in
the Map-Reply. Now a new shared secret is conputed and can be used
for the key-id for encryption by the ITR and decryption by the ETR
Wien the ITR or PITR starts this process of negotiating a new key, it
must not use the correspondi ng key-id in encapsul ated packets unti

it receives a Map-Reply fromthe ETR with the p and g values it
expects (the values it sent in a Map-Request).

Not e when RLOC- probi ng continues to maintain RLOC reachability and
rekeying is not desirable, the ITR or RTR can either not include the
Security Type LCAF in the Map-Request or supply the sane key material
as it recieved fromthe last Map-Reply fromthe ETR or RTR  This
approach signals to the ETR or RTR that no rekeying event is

r equest ed.

Fut ure Work

By using AES-GCM [ RFC5116], or HMAC- CBC [ AES-CBC], it has been
suggested that encapsul at ed packet authentication (through encryption
[ RFC4106]) could be supported. There is current work in progress to
i nvestigate these techniques for the LISP data-plane. However, it
will require encapsul ati on header changes to LI SP

For performance considerations, Elliptic-Curve Diffie Hell man ( ECDH)
can be used as specified in [ RFC4492] to reduce CPU cycl es required
to conpute shared secret keys

Security Considerations
1. SAAG Support

The LISP working group will seek help fromthe SAAG working group for

security advice. The SAAG will be involved early in the design
process so they have early input and review
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8.

10.

10.

2. LISP-Crypto Security Threats

Since | TRs and ETRs participate in key exchange over a public non-
secure network, a man-in-the-mddle (MTM could circunvent the key
exhange and conproni se data-plane confidentiality. This can happen
when the MTMis acting as a Map-Replier, provides its own public key
so the TR and the M TM generate a shared secret key anobng each
other. If the MTMis in the data path between the I TR and ETR, it
can use the shared secret key to decrypt traffic fromthe ITR

Since LISP can secure Map-Replies by the authentication process
specified in [LISP-SEC], the | TR can detect when a M TM has signed a
Map- Reply for an EID-prefix it is not authoritative for. Wen an |ITR
determ nes the signature verification fails, it discards and does not
reuse the key exchange paraneters, avoids using the ETR for

encapsul ati on, and i ssues a severe |og nessage to the network

adm nstrator. Optionally, the I TR can send RLOC- probes to the
conmpronm sed RLOC to deternine if can reach the authoriative ETR  And
when the I TR validates the signature of a Map-Reply, it can begin
encrypting and encapsul ati ng packets to the RLOC of ETR

| ANA Consi der ati ons

This draft requires the use of the registry that selects Diffie

Hel | man paraneters. Rather than convey the key exchange paraneters
directly in LISP control packets, a Goup-ID fromthe registry wll
be used. The G oup-ID values are defined in [ RFC2409] and [ RFC3526] .
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Changes to draft-farinacci-lisp-crypto-01.txt
Posted July 2014.

Add Group-ID to the encoding format of Key Material in a Security
Type LCAF and nodify the | ANA Considerations so this draft can use
key exchange paraneters fromthe | ANA registry.

Indicate that the R-bit in the Security Type LCAF is not used by
lisp-crypto.

Add text to indicate that ETRs/RTRs can negotiate | ess number of
keys fromwhich the ITRIPITR sent in a Map-Request.

Add text explaining how LI SP-SEC sol ves t he probl em when a nman-in-
the-m ddl e becones part of the Map- Request/ Map- Reply key exchange
process.

Add text indicating that when RLOC-probing is used for RLOC
reachability purposes and rekeying is not desired, that the sane
key exchange paraneters should be used so a reallocation of a
pubi ¢ key does not happen at the ETR

Add text to indicate that ECDH can be used to reduce CPU
requi renents for conputing shared secret-keys

Changes to draft-farinacci-lisp-crypto-00.txt

Initial draft posted February 2014.
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