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Abst ract

Thi s docunent describes a data nodel for Syslog
protocol which is used to convey event notification nmessages.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 03, 2015.
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1. I nt roducti on

July 2014

Operating systens, processes and applications generate nessages

indicating their own status or the occurance of events.
for managi ng and/ or debugging the network and its
t hat

nmessages are useful
services. The BSD Syslog protocol is a w dely adopted protocol
is used for transm ssion and processing of the nmessages.

Si nce each process,

application and operating system was

These

witten somewhat independently, there is little uniformty to the

content of Syslog nessages.
upon the formatting or contents of the nessages.
simply designed to transport these event nessages.

acknow edgenent of the receipt is nmade.

Essential ly,
applications or other Syslog processes) and processes

For this reason

from [ RFC3164]

no assunption i s nade
The protocol is

a Sysl og process receives nessages (fromthe kernel
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di spl ayi ng on

t hat

inthis

"severity" assigned to the nessage by

processes,
those. The processing involves logging to a | oca
consol e, user term nal, and/or relaying to syslog processes on other
machi nes. The processing is determ ned by the "
origi nated the nmessage and the
the facility.
We are using definitions of Syslog protoco
draft.
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1.1. Definitions and Acronyns

I P: Internet Protoco

| Pv4: |Internet Protocol version 4

| Pv6: Internet Protocol version 6
UDP: User Dat agram Protoco

VRF: Virtual Routing and Forwarding

2. Pr obl em St at enment

Thi s docunment defines a YANG [ RFC6020] configuration data nodel that
may be used to nonitor and control one or nore syslog processes running
on a system YANG nodels can be used with network nanagenent

agents such as NETCONF [ RFC6241] to install, manipulate, and delete

the configuration of network devices.

Thi s nmodul e makes use of the YANG "feature" construct which allows
i mpl ementations to support only those Syslog features that lie
within their capabilities.

3. Design of the SYSLOG Mddel

The sysl og nodel was designed by conparing various syslog features
i mpl ement ed by various vendors’ in different inplenentations.

This draft addresses the conmon | eafs between all vendors and creates
a conmon nodel, which can be augnented with proprietary features, if
necessary. The base npdel is designed to be very sinple for maxi mum
flexibility.

Sysl og consists of nmessage producers, a group |evel suppression filter
and nessage distributors. The foll ow ng di gram shows sysl og nessages
flowing froma nessage producer, through the group |evel suppression
filter, and if passed by the group filter to nessage distributors where
further suppression filtering can take pl ace.

Wl des, et al. Expi res January 03, 2015 [ Page 3]



Internet-Draft SYSLOG YANG nodel July 2014

Message Producers

. R TSRS R TSRS R TSRS +
| Various | (03] | | Renot e |
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e e e - + - mm e e + - mm e e + - mm e e +
. + Hemeememeaaaa. + Hemeememeaaaa. + Hemeememeaaaa. +
| SNWVP | | Interface | | St andby | Sysl og |
| Event s | Event s | | Supervisor | | Itself
TSRS B S SIS B S SIS B S SIS +
I I
T N T e +

I

I

%

Group Level Suppression

| Filter by nmessage facility
| and message severity |

| User | Renot e |

The | eaves in the base syslog nodel correspond to the group | eve
suppression filter and each message distributor

- consol e

- log file(s)

- user termnals

- renote server(s).

Optional features are used to specified fields that are not present in
al |l vendor configurations.
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3.1. SYSLOG Modul e

modul e: ietf-syslog
+--rw sysl og

+--rw gl obal -1 oggi ng
| +--rw logging-severities [facility]
| +--rwfacility i dentityref
| +--rw severity? sysl ogtypes: Severity
+--rw consol e-1 oggi ng
| +--rw (logging-|evel -scope)?
[ +-:(all-facilities)
| | +--rw |l ogging-severity? sysl ogt ypes: Severity
| +--:(facility)
| +--rw | oggi ng-severities [facility]
| +-rwfacility i dentityref
| +--rw severity? sysl ogtypes: Severity
+-rw file-1ogging
| +--rwfile-nane string
| +--rwfile-size? ui nt 32
| +--rw (1l ogging-scope)?
| +--:(all-facilities)
| | +--rw logging-severity? sysl ogtypes: Severity
[ +--:(facility)
| +--rw | oggi ng-severities [facility]
| +--rwfacility i dentityref
| +--rw severity? sysl ogtypes: Severity

+--rw renot e-1o0ggi ng

| +--rw renote-logging-destination [destination]
[ +--rw destination string

| +--rw | oggi ng-severities [facility]

| | +-rwfacility i dentityref

| | +--rw severity? sysl ogtypes: Severity
| +--rw source-interface? string

| +--rw vrf-name? string

+--rw term nal -1 oggi ng
+--rw (user-scope)?
+--:(all-users)
| +--rwall-users
| +--rw (| oggi ng-scope) ?
| +--:(all-facilities)
[ | +--rwlogging-severity? sysl ogt ypes: Severity
| +-:(facility)
| +--rw | oggi ng-severities [facility]
| +--rwfacility i dentityref
| +--rw severity? sysl ogtypes: Severity
+--:(per-user)
+--rw user-nane [unane]
+--rw unane string
+--rw (| oggi ng-scope) ?
+--:(all-facilities)
| +--rw logging-severity? sysl ogtypes: Severity
+-:(facility)
+--rw | oggi ng-severities [facility]
+-rwfacility i dentityref
+--rw severity? sysl ogt ypes: Severity
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4. SYSLOG YANG Model s
4.1. SYSLOG TYPES nodul e

nmodul e ietf-syslog-types {
nanespace "urn:ietf:paranms: xm:ns:yang:ietf-syslog-types";
prefix sysl ogtypes;

organi zation "I ETF NETMOD ( NETCONF Data Mbdel i ng Language) Worki ng G oup”;
cont act

"WG Web: <http://tools.ietf.org/ wy/ netnod/ >

WG List: <mailto:netnod@etf.org>

WG Chai r: Juergen Schoenwael der
<mai | to:j . schoenwael der @ acobs- uni versity. de>

WG Chai r: Tom Nadeau
<mai | t o: t nadeau@r ocade. con»

Edi t or: Clyde W/ des
<mai | to: cwi | des@i sco. conp

Edi t or: Agrahara Kiran Koushi k
<mai | t 0: kkoushi k@r ocade. con®";
description
"This nodul e contains a collection of YANG type definitions for Syslog.";

revision 2014-06-03 {
description
"Version 1.0";

}

typedef Severity {
type enuneration {
enum "ener gency" {
val ue 0;
description
"Emergency Level Msg";
}

enum "alert" {
val ue 1;
description
"Alert Level Msg";
}
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enum "critical" {
val ue 2;
description
"Critical Level Msg";
}

enum "error" {
val ue 3;
description
"Error Level Msg";
}

enum "war ni ng" {
val ue 4;
description
"Warni ng Level Msg";
}

enum "notice" {
val ue 5;
description
"Notification Level Mg";
}

enum "info" {
val ue 6;
description
"Informational Level Msg";

enum "debug" {
val ue 7;
description
"Debuggi ng Level Msg";
}
}

description
"The definitions for Syslog message severity.";
}

identity syslog-facility {
description
"The base identity to represent syslog facilities";
}

identity kern {
base syslog-facility;

}
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identity user {
base syslog-facility;

}

identity mail {
base syslog-facility;

}

identity daenon {
base syslog-facility;

}

identity auth {
base syslog-facility;

}

identity syslog {
base syslog-facility;

}

identity lpr {
base syslog-facility;

}

identity news {
base syslog-facility;

}

identity uucp {
base syslog-facility;

}

identity cron {
base syslog-facility;

}

identity authpriv {
base syslog-facility;

}

identity ftp {
base syslog-facility;

}

identity ntp {
base syslog-facility;

}

identity audit {
base syslog-facility;

}
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identity console {
base syslog-facility;

}

identity cron2 {
base syslog-facility;

}

identity local 0O {
base syslog-facility;

}

identity locall {
base syslog-facility;

}

identity local 2 {
base syslog-facility;

}

identity local 3 {
base syslog-facility;

}

identity local4 {
base syslog-facility;

}

identity local5 {
base syslog-facility;

}

identity local 6 {
base syslog-facility;

}

identity local7 {
base syslog-facility;

}

SYSLOG YANG nodel

Expi res January 03, 2015

July 2014
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4.2. SYSLOG nodul e

nmodul e ietf-syslog {
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-syslog"
prefix syslog;

import ietf-syslog-types {
prefix sysl ogtypes;
}

organi zation "I ETF NETMOD (NETCONF Data Mbdel i ng Language) Worki ng G oup"
cont act

"WG Web: <http://tools.ietf.org/ wy/ netnod/ >

WG List: <milto:netnod@etf.org>

WG Chai r: Juergen Schoenwael der
<mai |l to: ] .schoenwael der @ acobs- uni versity. de>

WG Chair: Tom Nadeau
<nmai | t 0: t nadeau@r ocade. con»

Edi t or: Clyde W des
<mai | to: cwi | des@i sco. conp

Edi t or: Agrahara Kiran Koushi k
<mai | t 0: kkoushi k@r ocade. com>";
description
"This nodul e contains a collection of YANG definitions
for Syslog configuration.";

revision 2014-06-10 {
description
"Initial revision.";
}

feature gl obal -1 0ggi ng {
description
"This feature represents the ability to adjust
| og nessage severity per logging facility on the gl obal |evel."

}

feature console-facility-1ogging-config {
description
"This feature represents the ability to adjust
| og nessage severity per logging facility for console |ogging."

}

feature file-1ogging {
description
"This feature represents the ability to | og
messages into a file.";

}
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feature file-facility-1ogging-config {
description
"This feature represents the ability to adjust
| og nessage severity per logging facility for file |ogging."

}

feature terninal-facility-1ogging-config {
description
"This feature represents the ability to adjust
| og nessage severity per logging facility for term nal |ogging."

}

feature termnal-facility-user-1ogging-config {
description
"This feature represents the ability to adjust
| og nessage settings for individual term nal users.”

}

feature use-vrf {
description
"This feature allows |ogging of nessages to a particular VRF.";

}

grouping facility-1ogging {
description
"This grouping defines a list of facility-severity pairs. Messages
froma facility in the list that have the correspondi ng specified
severity level or higher will be | ogged."
list |ogging-severities {
description
"This list describes a collection of Syslog facilities.";
key "facility";
leaf facility {
type identityref {
base sysl ogtypes:syslog-facility;
}

description
"The | eaf uniqueuely identifies a Syslog facility."
}

| eaf severity {
type sysl ogtypes: Severity;
description
"This | eaf specifies the severity of Syslog nessages
for this facility.";
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cont ai ner syslog {
description
"This container describes the configuration paraneters for Syslog.”
config true
cont ai ner gl obal -1 0oggi ng {
i f-feature gl obal -1 0ggi ng;
description
"This contai ner describes the configuration paraneters for gl oba
| oggi ng. ";
uses facility-1ogging;
}
cont ai ner consol e-1 oggi ng {
description
"This container describes the configuration paraneters for consol e
| oggi ng. ";
choi ce | oggi ng-1 evel -scope {
description
"This choice describes the option to specify all facilities or
a specific facility.";
case all-facilities {
description
"This case specifies all facilities.";
| eaf | oggi ng-severity {
type sysl ogtypes: Severity;
description
"This | eaf specifies the severity of Syslog nessages
for all facilities.";

}

case facility {

description
"This case specifies a specific facility.";

if-feature consol e-facility-1logging-config;
uses facility-1ogging;

}

}
}
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contai ner file-logging {
if-feature file-Iogging;
description
"This container describes the configuration paraneters for file
| oggi ng configuration.";
| eaf file-nane {
mandat ory true
type string;
description
"This | eaf specifies the nane of the log file."

leaf file-size {
type uint32;
description
"This | eaf specifies the log file size.";

choi ce | oggi ng-scope {
description
"This choice describes the option to specify all facilities or
a specific facility.";
case all-facilities {
description
"This case specifies all facilities.";
| eaf | oggi ng-severity {
type sysl ogtypes: Severity;
description
"This | eaf specifies the severity of Syslog nessages
for all facilities.";

}

case facility {
description
"This case specifies a specific facility.";
if-feature file-facility-1ogging-config;
uses facility-1ogging;
}
}
}
cont ai ner renote-logging {
description
"This container describes the configuration paraneters for the renote
| oggi ng configuration.";
list renote-|ogging-destination {
description
"This list describes a collection of renote |ogging destinations.";
key "destination";
| eaf destination {
type string;
description
"The | eaf uniquely specifies the address of the renote host. One
of the follow ng nust be specified: an ipv4 address, an ipv6
address, or a host nane.";

}
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uses facility-1ogging;
| eaf source-interface {
description
"This | eaf sets the source interface for the renote Syslog server
Either the interface name or the interface | P address can be
specified.";
type string;

| eaf vrf-nanme {
if-feature use-vrf;
type string;
description
"This | eaf specifies the nane of the virtual routing facility
(VRF).";

}
}
contai ner termninal-Iogging {
description
"This container describes the configuration paraneters for the termna
| oggi ng configuration.";
choi ce user-scope {
description
"This choice describes the option to specify all users or a specific
user.";
case all-users {
description
"This case specifies all users.”
contai ner all-users {
choi ce | oggi ng-scope {
description
"This choice describes the option to specify all facilities or
a specific facility.";
case all-facilities {
description
"This case specifies all facilities.";
| eaf | o0ggi ng-severity {
type sysl ogtypes: Severity;
description
"This | eaf specifies the severity of Syslog nessages
for all facilities.";
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case facility {

description
"This case specifies a specific facility.";

if-feature termnal-facility-I|oggi ng-confi g;
uses facility-1ogging;

}

}
}
}

case per-user {
description
"This case specifies a specific user."
if-feature termnal-facility-user-1|ogging-config;
list user-nane {
description
"This |list describes a collection of user nanes."
key "unane";
| eaf uname {
type string;
description
"This | eaf uniquely describes a user nane.";

choi ce | oggi ng-scope {
description
"This choice describes the option to specify all facilities or
a specific facility.";
case all-facilities {
description
"This case specifies all facilities.";
| eaf | oggi ng-severity {
type sysl ogtypes: Severity;
description
"This | eaf specifies the severity of Syslog nessages
for all facilities."”;

}

case facility {
description
"This case specifies a specific facility.";
if-feature termnal-facility-I|oggi ng-confi g;
uses facility-1ogging;
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4.3. A SYSLOG Exanpl e

Requi renment :

Enabl e gl obal 1ogging of two facilities:
kern - severity critical (1)
auth - severity error(3)

Enabl e consol e | oggi ng of syslogs of severity
critical (1)

Here is the exanple syslog configuration xmn:

<rpc nmessage-i d="101" xm ns="urn:ietf:paranms: xn :ns:netconf:base:1.0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<sysl og xm ns="ur n: ci sco: parans: xm : ns: yang: sysl og" >
<gl obal - I oggi ng>
<facility>sysl ogtypes: kern</facility>
<severity>sysl ogtypes:critical </severity>
<facility>sysl ogtypes:auth</facility>
<severity>sysl ogtypes: error</severity>
</ gl obal -1 oggi ng>
<consol e-1 oggi ng>
<l oggi ng- severity>sysl ogtypes: critical </l oggi ng-severity>
</ consol e- | oggi ng>
</ sysl og>
</ config>
</edit-config>
</rpc>

<?xm version="1.0" encodi ng="UTF-8""?>

<rpc-reply nessage-i d="101" xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >

</rpc-reply>
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5. Inplenmentation Status
[Note to RFC Editor: Please renmove this section before publication.]

This section records the status of known inplenentations of the Syslog
YANG nodel at the time of posting of this Internet-Draft.

Cisco Systens, Inc. has inplenented the proposed | ETF Sysl og nodel

for the Nexus 7000 NXOS CS as a prototype, together with an
augnment ati on nodel for operating system specific Syslog configuration
features

Five | eaves were inplemented in the base | ETF nodel and three |eaves
were inplenmented in the NXOS specific augnmentation nodel as foll ows:

Leaf XPATH Sanpl e NXOS CLI Conmmand(s)
sysl og: gl obal -1 oggi ng | ogging | evel cron 2
sysl og: consol e-1 oggi ng | oggi ng console 1
syslog: file-1o0gging | ogging logfile nmylog.log 2 4096
sysl og: term nal -1 oggi ng | oggi ng nmonitor 2
sysl og: renot e- | oggi ng *| oggi ng server server.cisco.com 2

facility user use-vrf nmanagenent
*| oggi ng source-interface | oopback 0
ci sco-sysl og: 1 oggi ng-ti mestanp-config logging timestanp milli-seconds
cisco-syslog:origin-id-cfg logging origin-id string abcdef
ci sco-sysl og: nodul e-1 oggi ng | oggi ng nodul e 1

*The "l oggi ng server" and "l oggi ng source-interface" commands were
conbi ned into one base nodel | eaf.

The description of inplenmentations in this section is intended to assi st
the 1ETF in its decision processes in progressing drafts to RFCs.

6. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
t he NETCONF protocol [RFC6241] [RFC6241]. The | owest NETCONF | ayer
is the secure transport |layer and the nandatory-to-inplenent secure
transport is SSH [ RFC6242] [RFC6242]. The NETCONF access contro
nodel [RFC6536] [RFC6536] provides the neans to restrict access for
particul ar NETCONF users to a pre-configured subset of all available
NETCONF prot ocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

TBD: List specific Subtrees and data nodes and their sensitivity/
vul nerability.
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7.

10.

| ANA Consi derations
This docunment registers a URI in the |ETF XM registry [ RFC3688]
[ RFC3688]. Following the format in RFC 3688, the foll ow ng
registration is requested to be nmde:

URI: urn:ietf:parans: xm :ns:yang: sysl og

Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: sysl og nanespace: urn:ietf:parans: xm:ns:yang: sysl og
prefix: syslog reference: RFC XXXX
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