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publication of this docunent. Please review these docunents

careful ly,

as they describe your rights and restrictions with respect

to this document. Code Components extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

descri bed i

Abstract

n the Sinplified BSD License.

This docunent presents YANG Data nodel for OAM It provides a
prot ocol -i ndependent and technol ogy-i ndependent abstraction of key
OAM constructs. These abstractions span OAM configuration and

oper ati onal
and support
different |

data; they pronote unifornity between OAM technol ogi es
nested OAM wor kfl ows (i.e., perform ng OAM functions at
ayers through a unified interface).
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1. Introduction

Oper at i ons,

Adm ni stration, and M ntenance (OQAM are inportant

net wor ki ng functions that allow operators to:
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1. Configure networks

2. Monitor networks (Connectivity Verification, Continuity Check)
3. Troubl eshoot failures (Fault verification and isolation).

An overview of CQAMtools is presented at [ CAMOVW .

Ping and Traceroute [RFC792], [RFC4443] are well-known fault
verification and isolation tools, respectively, for I P netwrks. Over
the years different technol ogi es have devel oped sinilar tools for
simlar purposes.

[8021@ Connectivity Fault Managenent is a well-established QAM
standard that is widely adopted for Ethernet networks. ITU T [Y1731],
MEF Service OAM MPLS-TP [ RFC6371], TRILL [TRILLOCAMFM all define OAM
met hods based on [8021Q CFM

G ven the wi de adoption of the underlying OAM concepts defined in
[8021Q CFM it is a reasonable choice to develop the unified OAM
framewor k based on those concepts. In this docunent, we take the
[8021Q CFM nodel and extend it to a technol ogy i ndependent franmework
and build the correspondi ng YANG nodel accordingly. The YANG nodel
presented in this docunment is the base nodel and supports IP Ping and
Traceroute. The generic OAM YANG nodel is designed such that it can
be extended to cover various technol ogi es. Technol ogy dependent nodes
and RPC commands are defined in technol ogy specific YANG nodel s,

whi ch use and extend the base nodel defined here. As an exanpl e,
VXLAN uses source UDP port nunber for flow entropy, while MPLS

[ RFCA379] uses | P addresses or the |abel stack for flow entropy in
the hashing for nultipath selection. To capture this variation
correspondi ng YANG nodel s woul d define the applicable structures as
augnmentation to the generic base nodel presented here. This
acconpl i shes three purposes: first it keeps each YANG nodel snaller
and nanageabl e. Second, it allows independent devel opnent of
correspondi ng YANG nodels. Third, inplenentations can linit support
to only the applicable set of YANG nodels. (e.g. TRILL RBridge nmay
only need to inplenment Generic OAM nodel and the TRILL YANG nodel).

Al'l inplenmentations that follow the YANG framework presented in this
docunent MUST i npl enent the generic OAM YANG nodel presented here.

The unification of OAM according to the proposal of this docunent,

occurs at the nmanagenent |ayer. Encapsul ations and state machi nes may
differ according to each protocol. A user who w shes to issues a Ping
command or a Traceroute or initiate a perfornmance nonitoring session

Senevi rat hne Expi res Decenber 10, 2014 [ Page 3]



Internet-Draft YANG Dat a Model for Generic OAM June 2014

can do so in the same nmanner regardl ess of the underlying protocol or
t echnol ogy.

As an exanpl e, consider a scenario where an |P ping fromdevice Ato
Device B failed. Between device A and B there are | EEE 802.1 bridges
a,b and c¢c. Let’'s assune a,b and ¢ are using [8021F CFM A user upon
detecting the IP layer ping failure, may decide to drill down to the
Et hernet |ayer and issue the corresponding fault verification (LBM
and fault isolation (LTM tools, using the same API. This ability to
go up and down to different |ayers for troubleshooting is referred to
as "nested OAM wor kfl ow' and is a useful concept that |leads to
efficient network troubl eshooting and nai ntenance. The QAM YANG nodel
presented in this docunment facilitates that w thout needi ng changes
to the underlying protocols.
2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].
In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC 2119 significance.
2. 1. Term nol ogy

CCM - Continuity Check Message [8021Q

ECVMP - Equal Cost Multipath

LBM - Loopback Message [8021Q

MP - Mai ntenance Point [8021Q

MEP - Maintenance End Point [ RFC7174] [8021Q [RFC6371]

M P - Mintenance Internediate Point [RFC7174] [8021Q [ RFC6371]

MA - Mai ntenance Association [8021Q [RFC7174]

MD - Mai ntenance Domain [8021Q

MIV - Multi-destination Tree Verification Message

OAM - (perations, Administration, and Mi ntenance [ RFC6291]

Senevi rat hne Expi res Decenber 10, 2014 [ Page 4]



Internet-Draft YANG Dat a Model for Generic OAM June 2014

TRILL - Transparent |nterconnection of Lots of Links [ RFC6325]
3. Architecture of QAM YANG Model

In this docunent we define the YANG nodel for Generic OAM The YANG
nodel defined here is generic such that other technol ogies can extend
it for technol ogy specific needs. The Ceneric OAM YANG nodel acts as
the root for other OAM YANG nodels. This allows users to traverse

bet ween OAM of different technol ogies at ease through a uniform API
set. This is also provides a nested OAM workfl ow. Figure 1 depicts
the relationship of different OAM YANG nodels to the Generic OAM YANG
Model . Sone technol ogi es may have different sub-technol ogies. As an
exanpl e, consider Network Virtualization Overlays. These could enpl oy
ei ther vXLAN or NVGRE as encapsul ation. The Generic QAM YANG nodel
provi des a framewor k where technol ogy-specific YANG nodel s can

i nherit constructs from parent YANG nodels wi thout needing to
redefine themw thin the sub-technol ogy.

Figure 1 depicts relationship of different YANG nodul es.

S

| gen I
| OAM YANG |
+- - - - -+
I
o]
I
e TR +
I I I I
+- - - - -+ +- - - - -+ B R i s G 2T I I TR S +- - - - -+
| TRILL [ | NvVG3 [ | MPLS | | IP | . . .| foo [
| OAM YANG | | OAM YANG | | OAM YANG | | OAM YANG | | OAM YANG |
e s T i e e e e e s e R
I I I I I
| e e R b o ok o TR R S S e s
[ | NvVG3 [ | MPLS | | IP | . . .| foo [
| | sub tech | | sub tech | | OAM YANG | | sub tec |
[ +- - - - -+ R e s g I R R S S +- - - - -+
I I I I I
I I I I I
D e +
| Uni f or m API |
o +

Figure 1 Relationship of TRILL OAM YANG nodel to generic YANG nodel
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4. Overview of the OAM Model

In this docunment we adopt the concepts of the [8021Q CFM nodel and
structure it such that it can be adapted to different technol ogies.

At the top of the Mddel is the Mintenance Donmai n. Each Maintenance
Domain is associated with a Mii ntenance Nane and a Domai n Level .

Under each Mai ntenance Domain there is one or nore M ntenance
Association (MA). In IP, the MA can be per |IP Subnet, in NVQ3 this
can be per VNI and for TRILL this can be per Fine-Gained Label or
for VPLS this can be per VPLS instance.

Under each MA, there can be two or nore MEPs (Maintenance End
Points). MEPs are addressed by their respective technol ogy specific
address identifiers. The YANG nodel presented here provides
flexibility to accommpdate different addressing schenes.

In a parallel vertical, presented are the conmmands. Those, in YANG
terns, are the rpc commands. These rpc commands provi de uniform APl s
for ping, traceroute and their equivalents as well as other OAM
conmands.

[8021Q CFM franmework requires explicit configuration of OAMentities
prior to using any of the OAMtools. Users of Ping and Traceroute
tools within I P devices are expecting ability to use OAMtools with
no explicit configuration. In order to facilitate zero-touch
experience, this docunment defines a default node of OAM The default
nmode of OAMis referred to as the Base Mdde and specifies default

val ues for each of the [8021(Q CFM paraneters, such as Mi ntenance
Domai n Level, Name of the Mintenance Association and Addresses of
MEP and so on. The default val ues of these depend on the technol ogy.
Base Mbde for TRILL is defined in [ TRILLOAMFM . Section X of this
docunent specifies the Base node for |P devices. Base node for other
technol ogi es such as NVO3, MPLS and future extensions will be defined
in their correspondi ng docunents.

It is inportant to note that, no specific enhancenents are needed in
the YANG nodel to support Base Mbde. |nplenentations that conply with
this docunent, by default inplement the data nodes of the applicable
technol ogy. Data nodes of the Base Mode are read-only nodes.
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4.1. Maintenance Domain (MD) configuration

The contai ner "domains" is the top level container within the ietf-
oam nodul e. Wthin the contai ner "donmmi ns", separate list is
mai nt ai ned per MD. The MD |Iist uses the key MD-nane for indexing.

nodul e: ietf-oam
+--rw dommai ns
| +--rw donmi n* [ nd-nane]

| +--rw t echnol ogy i dentityref

| +--rw nd- name- f or mat MD- name- f or mat
| +--rw nd- nanme bi nary

| +--rw nd- | evel i nt 32

Figure 1 Snippet of data hierarchy related to OAM donai ns

4. 2. Mintenance Association (MA) configuration

Wthin a given Miintenance Donain there can be one or nore
Mai nt enance Associations (MA). MAs are represented as a list and
i ndexed by the MA-nane.

nodul e: ietf-oam
+--rw donai ns
| +--rw domai n* [ nd- nane]

| +--rw technol ogy i dentityref

[ +--rw nd- name- f or mat MD- name- f or mat

| +--rw nd- nane bi nary

| +--rw nd-| evel i nt32

| +--rw MAs!

| +--rw MA* [ ma- nane]

| +--rw nma- nane- f or mat MA- nane- f or mat
[ +--rw nma- nane bi nary

Figure 2 Snippet of data hierarchy related to M ntenance
Associ ations (M) .
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4. 3. Maintenance Endpoint (MEP) configuration

Wthin a given Miintenance Association (MY, there can be one or nore
Mai nt enance End Points (MEP). MEPs are represented as a list within
the data hierarchy and indexed by the key MEP-id.

nmodul e: ietf-oam
+--rw donmi ns
| +--rw domai n* [ nd- nane]

| +--rw technol ogy i dentityref

| +--rw nd- name- f or mat MD- name- f or mat

| +--rw nd- name bi nary

| +--rw nd- | evel i nt 32

[ +--rw MAs!

| +--rw MA* [ ma- nane]

| +--rw ma- name- f or mat MA- name- f or mat
| +--rw nma- name bi nary

+--rw MEP* [nep-id]

+--rw nep-id MEP-i d
+--rw nep- nane? string
+--rw nep-direction MEP- di recti on

+--rw ccm Tx-enabl e? bool ean
+--rw (nmep- address) ?
| +--:(nac-address)

| | +--rw nmac-address? yang: mac- addr ess
| +--:(ipva-address)

| | +--rwipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +--rw i pv6- address? i net:ipv6-address
+--rw (context-id)?

I

+--:(context-null)

Fi gure 3 Snippet of data hierarchy related to Miintenance Endpoi nt
(MEP) .
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4. 4. rpc definitions

The rpc nodel facilitates issuing commands to a NETCONF server (in
this case to the device that need to execute the OAM command) and
obtain a response. rpc nodel defined here abstracts OAM specific
commands in a technol ogy i ndependent manner.

There are several rpc conmands defined for the purpose of OAM In
this section we present a snippet of the ping conmand for
illustration purposes. Please refer to Section 4 for the conplete
data hierarchy and Section 5 for the YANG nodel .
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nodul e: ietf-oam
+--rw domai ns

| +--rw Domai n* [ MA- domai n- nane]
[ +--rw t echnol ogy t echnol ogy

| +--rw MA- donai n- nane- f or mat i nt 32

[ +--rw MA- domai n- nane bi nary

| +--rw MD-| evel i nt32

rpcs:

+---X ping
+--ro input

+--ro technol ogy i dentityref
+--ro nd- nane-f or mat MD- name- f or mat
+--ro nd- nane? bi nary

+--ro nmd-1| evel int32

+--ro ma- nane-for mat MA- name- f or mat
+--ro ma- hame bi nary

| +--:(context-null)

| +--ro context-null? enpty
+-ro (flowentropy)?

| +--:(flowentropy-null)

I
I
I
I
I
I
| +--ro (context-id)?
I
I
I
I
| +--ro ttl? ui nt 8

| | +--ro source-nep
| | | +--ro (nmep-address)?

| | | +-ro mep-id? NVEP- i d
| | +--ro destination-nep
| +--ro (mep-address)?

| +--ro output

| +--ro tx-packt-count? oam count er 32
[ +--ro rx-packet-count?  oam counter 32
| +--ro mn-del ay? oam count er 32
| +--ro average-del ay? oam count er 32
| +--ro nmax-del ay? oam count er 32

Figure 4 Snippet of data hierarchy related to rpc call Ping
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5. OAM data hierarchy

The conplete data hierarchy related to the OAM YANG nodel is
presented below. The follow ng notations are used within the data
tree and carry the neaning as bel ow.

Each node is printed as:
<status> <fl ags> <nane> <opts> <type>
<status> is one of:
+ for current
x for deprecated
o for obsolete
<flags> i s one of:
rw for configuration data
ro for non-configuration data

-x for rpcs
-n for notifications

<nane> is the nanme of the node

If the node is augnented into the tree fromanother nodule, its
nane is printed as <prefix>: <nane>.

<opts> is one of:
? for an optional |eaf or choice
I for a presence container

* for a leaf-list or list
[<keys>] for a list’'s keys

<type> is the nane of the type for leafs and leaf-lists
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nmodul e: gen- oam
+--rw domai ns
+--rw donmi n* [ nd-nane technol ogy]

+--rw t echnol ogy i dentityref
+--rw nd- nane- f or mat MD- nane- f or mat
+--rw nd- nanme bi nary

+--rw nd-1 evel i nt 32

+--rw MAs!
+--rw MA* [ ma- nane]

+--rw ma- nane- f or mat MA- name- f or mat

+--rw na- name bi nary
+--rw (context-id)?
| +--:(context-null)
| +--rw context-null? enpty
+--rw ccminterval ? CCM I nt erval
+--rw ccm | oss-threshol d? ui nt 32
+-rwcecemttl? uint8
+--rw (fl owentropy)?
| +--:(flowentropy-null)
+--rw MEP* [ nep-id]
+-rw nep-id VEP-i d
+--rw nep- nane? string
+--rw nep-direction MEP- di recti on
+--rw ccm Tx-enabl e? bool ean

+--rw (nmep- address) ?

+--: (mac- addr ess)

| +--rw mac-address?

+--: (i pv4-address)

| +--rwipv4-address?

+--: (i pv6-address)
+--rw i pv6- addr ess?

yang: mac- addr ess
i net:ipv4-address

i net:ipv6-address

R e ——

--rw (context-id)?

| +--:(context-null)

| +--rw context-null? enpty
+-rw Interface? if:interface-ref
+--ro adni n-status? | eaf r ef

+--ro oper-status? | eaf r ef

+--rw (fl owentropy)?
| +--:(flowentropy-null)
+--rw sessi on* [user-cookie destination-nepid]

+--rw user-cooki e ui nt 32
+--rw ttl? ui nt 8
+--rwinterval ? ui nt 32
+--rw enabl e? bool ean
+--rw ecnp- choi ce? ecnp- choi ces
+--rw destination-nepid VEP-i d
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+---X ping
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+--rw desti nati on- mep- addr ess
| +--rw (nep-address)?

| +--: (mac- addr ess)

[ | +--rw mac-address?

| +--: (i pv4-address)

| | +--rwipv4-address?
| +--: (i pv6-address)

| +--rw i pv6- addr ess?

June 2014

yang: mac- addr ess
i net:ipv4-address

i net:ipv6-address

+--ro ccmrdi-indicator? bool ean
ccnt xcon-count ? oant count er 32
+--ro ccmxcon-1|ndi cator? bool ean
+--rw (context-id)?
| +--:(context-null)
| +--rw context-null? enpty

+-rw (fl owentropy)?
| +--:(flowentropy-null)
+--rw outgoi ng-interface* [interface]

I
I
I
I
I
I
I
I
I
[ +--ro0
I
I
I
I
I
I
I
I

+--rwinterface | eaf r ef
+--rw renot e- MEP* [nep-id]
| +--rw mep-id ui nt 32
| +--rw (nep-address)?
| | +--:(nmc-address)
| | | +--rw nac-address?
| | +--:(ipv4-address)
| | | +--rwipv4-address?
| | +--:(ipv6-address)
| +--rw i pv6- addr ess?
| +--rw nmep-nane? string
I

+--rw ccmrx-error-count? oam count er 32
+-rw MP* [interface direction]

| +--rwinterface if:interface-ref

| +--rwdirection MEP-di recti on

+--ro ccmrdi-indicator? bool ean
+--r0 ccm xcon-count? oant count er 32
+--ro ccmxcon-1|ndi cator? bool ean

+--rw nested-oam | ayer* [offset]

| +--ro input

Senevi r at hne

+--rw of f set int8
+--rw technol ogy i dentityref
+--rw nd- nane- f or mat MD- nane- f or mat
+--rw nd- nane? bi nary
+--rw nd-| evel i nt32
+--rw nma- nane- f or mat MA- nane- f or mat
+--rw nma- name bi nary
+--ro technol ogy i dentityref
Expi res Decenber 10, 2014

yang: mac- addr ess
i net:ipv4-address

i net:ipv6-address
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+--ro nd- nane-for mat

for CGeneric OAM

MD- nane- f or mat

+--ro nd- nane? bi nary

+--ro nd-1| evel i nt 32

+--ro ma- name- f or mat MA- name- f or mat
+--ro nma- hame bi nary

+--ro (context-id)?

| +--:(context-null)

| +--ro context-null? enpty
+--ro (flowentropy)?

| +--:(flowentropy-null)

+--ro ttl? uint8

+--ro ecnp-choice? ecnp- choi ces
+--ro sub-type? i dentityref

+--ro outgoing-interfaces* [interface]

| +--ro interface
+--ro0 source-nep

if:interface-ref

+--ro (mep-address)?
| +--:(nac-address)
| | +--ro nac-address?
| +--:(ipva-address)
||
I

yang: mac- addr ess

+--ro nmep-id?
+--ro destination-mep

+--ro (nmep-address)?
| +--:(nmac-address)
| | +--ro nac-address?
| +--:(ipva-address)
| | +--ro ipv4-address?
I

+--ro ipv4-address? i net:ipv4-address
+--: (i pv6-address)
| +--ro0 ipv6-address? i net:ipv6-address

MEP-i d

yang: mac- addr ess

i net:ipv4-address

+--: (i pv6-address)

| +--ro ipv6-address?

+--ro nep-id?
ro out put
+--ro tx-packt-count?
+--ro rx-packet-count?
+--ro mn-del ay?

+--ro average-del ay?
+--ro max-del ay?
trace-route

ro i nput

+--ro technol ogy
+--ro nd- nane- f or mat
+--ro nd- nane?

+--ro nd-| evel

+--ro ma- name- f or mat
+--ro ma- nane

Expi res Decenber

i net:ipv6-address
MEP-i d

oam count er 32
oam count er 32
oam count er 32
oant count er 32
oant count er 32

i dentityref
MD- nane- f or mat
bi nary

i nt 32

MA- nane- f or mat
bi nary

10, 2014

June 2014
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+--ro (context-id)?

| +--:(context-null)

| +--ro context-null? enpty
+-ro (flow entropy)?

| +--:(flowentropy-null)

+--ro ttl? uint8

+--ro comuand- sub-type? i dentityref
+--ro ecnp-choice? ecnp- choi ces
+--ro outgoing-interfaces* [interface]

| +--ro interface if:interface-ref

+--r0 source-nep
+--ro (mep-address)?
| +--:(nmac-address)

|

| | | +--ro nmac-address? yang: mac- addr ess
| | +--:(ipv4-address)

| | | +--ro ipv4-address? i net:ipv4-address
| | +--:(ipv6-address)

| +--ro0 ipv6-address? i net:ipv6-address
| +--ro mep-id? MEP-i d

+--ro destination-mep
+--ro (mep-address)?
| +--:(mac-address)

| | +--ro nmac-address? yang: mac- addr ess
| +--:(ipv4-address)

| | +--ro ipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +--ro i pv6-address? i net:ipv6-address
+--ro nep-id? VEP-i d

+--ro out put
+--ro response* [ttl]
+--ro ttl ui nt8
+--ro destination-mep
| +--ro (nep-address)?
| +--:(nmac-address)

I

| | | +--ro nac-address? yang: mac- addr ess
| | +--:(ipv4-address)

| | | +--ro ipv4-address? i net:ipv4-address
| | +--:(ipv6-address)

| +--ro i pv6-address? i net:ipv6-address
| +--ro mep-id? MEP-i d

+--ro tx-packt-count? oam count er 32

+--ro rx-packet-count? oam count er 32

+--ro mn-del ay? oam count er 32

+--ro average-del ay? oam count er 32

+--ro max-del ay? oam count er 32

notifications:
+---n CCM RDI -notification
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+--ro nep-id? MEP-i d
+--ro renote-nmepid? MVEP-i d
+--ro error-nessage? string

Figure 5 data hierarchy of QAM
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6. OAM YANG nodul e
<CODE BEGA NS> file "xxx.yang"

nmodul e gen-oam {
nanespace "urn:cisco: parans: xnl : ns: yang: gen- oant';
prefix goam

inmport ietf-interfaces {
prefix if;

}

i mport ietf-yang-types {
prefix yang;

inmport ietf-inet-types {
prefix inet;

}

organi zation "I ETF NETMOD (NETCONF Data Modeling ) Wrking G oup";
cont act
"Ti ssa Senevirathne tsenevir@i sco. cont;
description
"Thi s YANG nodul e defines the generic configuration
statistics and rpc for OAMto be used within IETF in
a protocol indpendent nmanner. Functional |evel
abstraction is indendent with YANG nodeling. It is
assuned that each protocol maps correspondi ng
abstracts to its native format.
Each protocoal may extend the YANG nodel defined
here to include protocol specific extensions"

revision 2014-04-17 {
description
"Initial revision. - 02 version";
reference "draft-tissa-netnod-oani;

}

identity technol ogy-types {
description
"this is the base identity of technol ogy types which are
vpls, nvo3, TRILL, ipv4, ipv6, npls";

identity ipvéd {
base technol ogy-types;
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description
"technol ogy of ipv4";
}

identity ipv6 {
base technol ogy-types;
description
"technol ogy of ipv6";
}

i dentity command-sub-type {
description
"defines different rpc comuand subtypes, e.g rfc792 ping
vs udp ping, this is optional for nost cases”

}

identity icnp-rfc792 {
base conmand- sub-type
description
"Defines the command subtypes for | CMP ping"
reference "RFC 792";

}

typedef MEP-direction {
type enuneration {
enum " Up" {
val ue O0;

enum " Down" {
val ue 1;
}

}
}

typedef MEP-id {
type uint32 {
range "1..8191";
}
description
"Defines type for MEPIDmrange is 1..8191";
}

typedef CCMInterval {
default "interval -1m n";
type enuneration {
enum "interval -invalid" {
val ue 0;
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enum "interval - 300hz" {

val ue 1;

}

enum "interval - 10ns" {

val ue 2;

}

enum "interval - 100nms" {

val ue 3;

}

enum "interval - 1s" {

val ue 4;

}

enum "interval - 10s" {

val ue 5;

}

enum "interval -1mn" {

val ue 6;

}

enum "interval - 10nm n" {

val ue 7;

}
}

ref erence

"802. 2Q Rev5 or 802. ag,
are standard enuneration fromthe 802.1Q'

description

"Interval Invalid -

Interval 300Hz - Value 1
| nterval elOns - val ue 2
I nterval 100nms - val ue3
I nterval 1s - value 4
Interval 10s - value 5
Interval Inmin - value 6

Interval 10m n -

}

typedef ecnp-choices {
type enuneration {
enum "ecnp- use-pl at f orm hash" {

val ue O;

}

value 0

val ue 7";

for CGeneric OAM

all of the above

enum "ecnp- use-round-robin" {

val ue 1;

}
}
}

Senevi r at hne
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typedef MD- nane-format {
type enuneration {
enum "i eee-reserved" {
val ue 0;
}
enum "none" {
val ue 1;

enum "dns-1|ike-nanme" {
val ue 2;
}
enum "mac- addr ess-and- ui nt" {
val ue 3;
reference "802. 1Q Rev5”
description
"Domai n nanme 3 specifies domain nane is mac-address + 2
octets.";
}
}
reference "802. 1Q';
description
"defines the domain nane format";
}

typedef MA-nane-format {
type enuneration {

enum "i eee-reserved" {
val ue 0;

}

enum "primry-vid" {
val ue 1;

}

enum "char-string" {
val ue 2;

}

enum "unsi gned-i nt 16" {
val ue 3;

enum "rfc2865-vpni d" {
val ue 4;

}
}
reference "802. 1Q

description
"Defi nes Format of MA-nanes";
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typedef oam counter32 {
type yang: zer o- based- count er 32;
description
"defines 32 bit counter for CAM;
}

groupi ng nep-address {
choi ce mep-address {
case nmc-address {
| eaf mac-address {
type yang: mac- addr ess;
}
}

case ipv4-address {
| eaf ipv4-address {
type inet:ipv4-address;

}

case ipv6-address {
| eaf ipv6-address {
type inet:ipv6-address;

}
}
}

groupi ng mai nt enance-donai n {
status current;
description
"Defines the MA-domai n group"
reference "802. 1Q Rev5";
| eaf technol ogy {
mandat ory true
status current;
type identityref {
base technol ogy-types;
}
description
"Defines the technol ogy";
}
| eaf nd-name-format {
mandat ory true
status current;
description
"Defines the maintenance donmai n nane";
type MD nane-fornmat;
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reference "802. 1Q Rev5";

| eaf nd-nane {
status current;
description
"Defines the MA-Domain nanme. This is a binary (octet) string
of 43 bytes";
type binary {
length "1..43";

}
reference "802. 1Q Revb";

}
| eaf nd-Ilevel {
mandat ory true;
status current;
description
"Defines the MD Level";
type int32 {
range "0..7";
}
reference "802. 1Q Rev5 or 802. lag";
}
}

grouping ma-identifier {
description
"ma-identifier defines MAID paraneters as defined in 8021Q';
reference "I EEE 802. 1Q Rev5";
| eaf ma-nanme-format {
mandat ory true;
status current;
description
"This defines the MA name format 1 is no fornmat,
2 - dnslikename, 3- nacaddress 4-CharString";
type MA-nane-fornmat;
reference "I EEE 802. 1Q Rev 5";
}
| eaf ma-nane {
mandat ory true;
description
"Define the MA-Nane according to the specified format.
This is 43 byte string.";
type binary {
I ength "1..45";
}

reference "802. 1Q Rve 5 or 802lag C ause 21.6.5";
}
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}

groupi ng MEP {
status current;
description
"Defines elenents wthing the VEP";
reference "802. 1Q Rev5";
| eaf mep-id {
mandat ory true
status current;
description
"Assigm MEPID in the range of 1..8191";
type MEP-id {
range "1..8191";

}
reference "802. 1Q Revb5";

}
| eaf mep-nane {
type string;
description
"Defines textual nane for MEP. This is not specified in | EEE

but
defined in | ETF OAM for ease of use"
| eaf nep-direction {
type MEP-direction;
mandat ory true
| eaf ccm Tx-enabl e {
type bool ean;
default "fal se";
}

uses nep-address;
uses context-id;
| eaf Interface {

type if:interface-ref;

description

"Interface name as defined by ietf-interfaces”
}
}

groupi ng CCM defect-stats {
description
"Contains all of the CCMrel ated defect stats”;
| eaf ccmrdi-indicator {
config fal se
type bool ean;
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description
"True indicate one or nore of the MEP have seen RDI
flag set fromrenote MEP";
}
| eaf ccm xcon-count {
config fal se;
type oam counter 32;
description
"Nunber of times cross connect errors are seen”;
}

| eaf ccm xcon-|ndi cator {
config fal se;
type bool ean;
description
"There is currently cross connect error seen since |ast
clearing of the variable";
}
}

grouping nonitor-stats {
| eaf tx-packt-count ({
type oam counter 32;
description
"Transmi tted Packet count";
}

| eaf rx-packet-count {
type oam counter 32;
description
"Recei ved packet count";
}

| eaf mn-delay {
units "mlliseconds";
type oam counter 32;
description
"Delay is specified in mlliseconds";
}

| eaf average-del ay {
units "mlliseconds";
type oam counter 32;
description
"average delay in mlliseconds";

| eaf max-del ay {
type oam counter 32;
units "mllisecond";
}
}
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grouping MP {
description
"defines MP";
| eaf interface {
type if:interface-ref;

| eaf direction {
type MEP-direction;

}

groupi ng nest ed-oam | ayer {
| eaf offset {
type int8 {
range "1..7";
}
description
"defines nested QAM | ayer of fset
+1 is the layer inmediatly above
-1 is the layer immedi atly bel ow';
}
uses nai nt enance-donai n;
uses ma-identifier;

}

groupi ng interface-status {
description
"collection of interface related status";
| eaf adm n-status {
config fal se
type leafref {
path "/if:interfaces-state/if:interface/if:adm n-status"”
}
description
"oper status fromietf-interface nodul e";
}
| eaf oper-status {
config fal se
type leafref {
path "/if:interfaces-state/if:interface/if:oper-status"
}
description
"oper status fromietf-interface nodul e";
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groupi ng context-id {
description
"grouping for context id, this will be augnented
by others who use this conponent”;
choice context-id {
default "context-null"
case context-null {
description
"this is a place hol der when no context is needed"
| eaf context-null {
type enpty;
description
"there is no context define";
}

}
}
}

groupi ng flowentropy {
description
"defines the grouping statenent for flow entropy"”;
choice flow entropy {
case flowentropy-null;
}
}

cont ai ner domai ns {
status current;
config true
description
"Contains configuration related data. Wthin the container
is list of fault domains. Whin each dom an has List of MA";
list domain {
uses nai nt enance-donai n {
status current;
}

key "nd-nanme technol ogy";
order ed-by system
status current;
config true
description
"Define the list of Donmains within the | ETF-QAM';
cont ai ner MAs {
presence
"Indicates creation of MA within the Domain
There can be nore than one MA within a specified donmain";
status current;
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config true;
description
"This container defines MA, within that have multiple MA
and within MA have MEP, M P";
list MA {
ordered-by system
status current;
config true;
key "ma-nane";
uses ma-identifier;
uses context-id;
| eaf ccmInterval {
default "interval-invalid";
description
"Defines CCM Interval 0- Means disable
1 - CCMare sent 3 1/3 s
2 - CCM are sent every 10 ns
3- CCM are sent every 100 ns
4- CCM are sent every 1 s
5 - CCMare sent every 10 s
6 - CCM are sent every 1 mnute
7- CCM are sent every 10 mins";
type CCM I nterval;
reference "802. 1Q Rev5 and 802. lag";

| eaf ccm | oss-threshold {
default "3";
type uint32;
description
"number of consecutive CCM nessages ni ssed before
declaring RDI fault. This is nonitored per each
renote MEP';
}
| eaf ccmttl {
type uint8;
defaul t "255";
}
uses fl ow entropy;
list MEP {
key "mep-id";
ordered-by system
status current;
config true;
description
"contain |list of MEPS';
uses MeEP {
status current;
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}

for CGeneric OAM

uses interface-status {

description

"status of associated interface";

}

uses fl ow entropy;
list session {

June 2014

key "user-cooki e destination-mepid";
or der ed- by user;
config true;
description
"per session basis create the nonitoring";
| eaf user-cookie {
config true;
type uint32;
description
"user need to specify some cookie to identify
nmul ti pl e sessions between two MEPS";
}
leaf ttl {
config true;
type uint8;
defaul t "255";

| eaf interval {
units "mlliseconds";
default "1000";
type uint32;
description
"In mlli seconds. 0 neans conti nous";
| eaf enable {
default "fal se";
config true;
type bool ean;
description
"enabl e or disable a nonitor session";
}

| eaf ecnp-choice {
config true;
type ecnp-choi ces;
description
"0 means use the specified interface
1 nmeans use round robin";

| eaf destination-nepid {
type MEP-i d;
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}

cont ai ner desti nati on-nep-address {
uses nep-address;
}

uses CCM def ect-stats;
uses context-id;
uses fl ow entropy;
list outgoing-interface {

config true;

key "interface";

| eaf interface {

type leafref {
path "/if:interfaces/if:interface/if:nane";

config true;

}
}
}
}
list renote- VEP {
key "mep-id";

ordered-by system
status current;
config true;
description
"l'ist all of the renbte MEP within the NA";
| eaf mep-id {
mandat ory true;
status current;
description
"Assigm MEPID in the range of 1..8191";
config true;
type uint32;
reference "802. 1Q Revb5";
}
uses nep-address;
| eaf mep-nane {
type string;
description
"Defines textual name for MEP. This is not
specified in | EEE but defined in | ETF OAM
for ease of use";
}
| eaf ccmrx-error-count {
type oam counter 32;
description
"counts nunber of CCM packets that was
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expected but not received";

}

}

list MP {
key "interface direction";
uses M P;

uses CCM defect-stats {
description
"CCM defect stats capture at MA | evel
This will contain aggregrate stats fromall MEP";
}
list nested-oamlayer {
key "of fset";
description
"List of OAM | ayers above and below that are related to
current MA. This allow users to easily navigate up and
down
to effeciently troubl eshoot a connectivity issue";
uses nest ed- oam | ayer;

}
}
}
}

notification CCMRDI -notification {

description

"When RDI is received this notificiation is sent";
| eaf mep-id {

type MEP-i d;

description

"Indicate which MEP is seeing the error";

}

| eaf renote-nepid {
type MEP-i d;
description
"Who is seeing the error (if known) if unknown make it 0.";
}

| eaf error-message {

type string {
| ength "0..255";

}

description
"Error message to indicate nore details.";
}
}

rpc ping {
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description
"CGenerates Ping and return response"
i nput {
uses nai nt enance-donai n {
description
"Specifies the MA-donain";
}

uses ma-identifier {
description
"identfies the Mintenance associ ati on”;
}

uses context-id;
uses fl ow entropy;

leaf ttl {
type uint8;
default "255";
}

| eaf ecnp-choice {
type ecnp-choi ces
description
"0 means use the specified interface
1 nmeans use round robin";
}
| eaf sub-type {
type identityref {
base conmand- sub-type
}

description
"defines different comand types";
}

list outgoing-interfaces {
key "interface";
| eaf interface {
type if:interface-ref;
}

}

cont ai ner source-nep {
uses nep-address;
| eaf mep-id {
type MEP-id;

}

cont ai ner destination-nep {
uses nep-address;
| eaf mep-id {
type MEP-id;
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}

out put {
uses nonitor-stats {
description
"Stats of Ping is same as that of nonitor sessions”
}
}
}

rpc trace-route {
description
"CGenerates Trace-route and return response. Starts with TTL

of one and increnment by one at each hop. Untill destination
reached or TTL reach max val une";
i nput {

uses nai nt enance-donai n {
description
"Specifies the MA-donain";
}
uses ma-identifier {
description
"identfies the Miintenance association";
}
uses context-id;
uses fl ow entropy;
leaf ttl {
type uint8;
defaul t "255";
}
| eaf command- sub-type {
type identityref {
base conmand- sub-type
}
description
"defines different command types";
}
| eaf ecnp-choice {
type ecnp-choi ces;
description
"0 nmeans use the specified interface
1 nmeans use round robin";
}
list outgoing-interfaces {
key "interface";
| eaf interface {
type if:interface-ref;
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}

cont ai ner source-nep {
uses nep-address;
| eaf mep-id {
type MEP-i d;
}
}

cont ai ner destination-nep {
uses nep-address;
| eaf mep-id {
type MEP-i d;

}

out put {
list response {

key "ttl";

leaf ttl {
type uint8;

}

cont ai ner destination-nep {
uses nep-address;

| eaf mep-id {
type MEP-i d;
} _
uses nonitor-stats;
}
}
}
}
<CODE ENDS>

Fi gure 6 YANG nodul e of OAM

7. Base Mode for IP
The Base Modde defines default configuration that MJST be present in
the devices that conply with this docunment. Base Mbdde all ows users to
have "zero-touch" experience. Several paraneters require technol ogy
specific definition.

7.1. MEP Address
In the Base Mbde of operation, the MEP Address is the | P address of
the interface on which the MEP is | ocated.
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7.2. MEP | D for Base Mbde

In the Base Mbde of operation, each device creates a single UP MEP
associated with a virtual OAM port with no physical |ayer (NULL PHY).
The MEPI D associated with this MEP is zero (0). The choice of MEP-1D
zero i s explai ned bel ow.

MEPID is 2 octet field. It is never used on the wire except when
using CCM Ping, traceroute and session nonitoring does not use the
MEPID on its nessage header. It is inportant to have nmethod that can
derive MEP I D of base node in an automatic manner with no user
intervention. |P address cannot be directly used for this purpose as
the MEP ID is nmuch snmaller field. For Base Mode of | P we propose to
use MEP ID zero (0) as the default MEP-1D.

CCM packet use MEP-1D on the payl od. CCM MUST NOT be used in the Base
Mode for I P. Hence CCM MUST be di sabl ed on the Mi ntenance
Associ ati on of the Base Mde.

If CCMis required, users MJST configure a separate Mi ntenance
associ ation and assi gn unique value for the correspondi ng MEP | Ds.

[8021Q CFM defines MEP ID as an unsigned integer in the range 1 to
8191. In this docunent we propose to extend the range to 0 to 65535.
Value 0 is reserved for MEP | D of Base Mbde of I P and MJUST NOT be
used for other purposes.

7. 3. Maintenance Donain
Default MD-LEVEL is set to 3.

7.4. Muaintenance Associ ation
MAI D [ 8021Q has a flexible format and includes two parts:
Mai nt enance Donain Name and Short MA nane. In the Based Mbde of
operation, the value of the Miintenance Domai n Nanme nust be the
character string "GenericBaseMde" (excluding the quotes "). In Base
Mode operation Short MA Nane format is set to 2-octet integer format

(value 3 in Short MA Format field [8021QF ) and Short MA nane set to
65532 (OxFFFC).

8. Security Considerations

TBD
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9.

10.

10.

10.

| ANA Consi der ati ons

Thi s docunment registers the foll ow ng nanespace URI in the I ETF XM
registry.

URI : TBD
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