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Abstr act

Thi s docunment introduces an extension to YANG The extension allows
operation methods to be directly integrated in YANG nodel s.
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1. Introduction

YANG i s a data nodeling | anguage used to nodel data mani pul ated by
the NETCONF Protocol. YANG provides the capability to describe
configuration/state data in a tree structure; and it has been proven
that YANG is an efficient |anguage to nodel data for network

confi guration.

However, along with managenent requirenents of nodern NVS becom ng
nmore and nore sophisticate, the capability of only describing the
data structure in the nodel seens to be insufficient in sone
scenarios. In a nutshell, these scenarios require some operations to
be integrated in the nodel as well.

This docunment firstly describes the scenarios and then introduces a
YANG nodel extension which allows operation nmethod to be directly
i ntegrated in YANG nodel s.

2. Requirenents Language and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] when they appear in ALL CAPS. Wen these words are not in
ALL CAPS (such as "should" or "Should"), they have their usua
Engl i sh neanings, and are not to be interpreted as [ RFC2119] key

wor ds.

Ter ni nol ogy:
3. Scenarios and Requirenents of Operation Extension in Data Mdels

In sone datastore operation scenarios, the operations triggered fromthe
NETCONF client might be a set of conbined operations or a conplex single
operation within the NETCONF agent, which nmay change the datastores. And
sometines the datastore change might not be fromclient but fromthe agent
itself. These operations need to manipulate the data in running datastore
or candi date datastore, and thus they need the <edit-config> capability a
well as a unified authorization systemto control the influence to the data
stores caused by them

3. 1. Scenarios of Conplex Operations
The conpl ex operations on data nodel such as batch creating or

converting dynam c data to configuration data, are targeting the
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runni ng datastore or candi date datastore. Thus, the target datastore,
error-option, confirmed-commt, validation and other attributes of
<edi t-config> operation need to be specified. The follow ng are sone
exanpl es.

0 Scenario 1: converting the device's dynanmic ARP to static ARP

The ARP data nodel contains static configuration attributes and
dynami ¢ non-configuration attributes; both of them are needed by ARP
service. The difference between these two groups of attributes is
that the static ARP is configured by the client while the dynanic ARP
is learn fromnetwork peers. To accelerate the speed of dynam c ARP

| earning after rebooting device, or to sinplify the configuration of
the static ARP, the dynam c ARP entries need to be converted to
static ARP entries when the network is stable.

Current solution 1:

The client gets the dynamic ARP data then uses these data as
static ARP configuration and add themto the NETCONF agent by
usi ng <edit-config> operation

Probl ens of solution 1:

- There are too many data conmuni cati ons between client and
server, thus the performance is |ow.

- The configured ARP by dynamic ARP fromclient is duplicated
with the dynamic ARP in the device, thus the device has to
process the duplication.

Current solution 2

According to [ RFC6020]/[ RFC6241] RPC definition, define a new
non-standard RPC to convert dynanmic ARP to static ARP directly.

Probl enms of solution 2:
The new RPC cannot use the existing attributes of <edit-config>
operation, such as target datastore, error-option, confirmed
commit and validate. The NETCONF agent has to inplenent these
<edit-config> operation attributes itself, which nakes the agent
nore conpl ex

0 Scenario 2: batch operations on data node
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In sone situations, batch nerge operations on the Iist of one nodul e
m ght be needed to reduce the comunication data size

Current sol utions:
1) Use <get-config> with filter to get the data fromthe device,
and then add all merge operations to <edit-config> and send it to

t he device

2) According to [RFC6020]/[ RFC6241] RPC definition, define a non-
standard RPC to do the batch nmerge operation

Probl ens of current sol utions

1) Solution 1 inpacts the operation efficiency between host and
device significantly.

2) Solution 2 has the sanme issues with Use Case 1's solution 2
0 Scenario 3: nmaintaining operations on data nodel s

The data nodel of one nodule is usually hierarchical. Sonetines it
needs nmi ntai ning operations on the sub nodes, such as resting the
runni ng services.

Current solution:

According to [ RFC6020] /[ RFC6241] RPC definition, define a non-
standard RPC to do nmi ntai ni ng operations.

Probl ens of current sol ution:

1) When defining the RPC operation, all the key attributes of
parents path should appear in the input paranmeter of the RPC

ot herwi se the instance of the sub node could not be |ocated. The
addi tional key paraneters nake the input parameter definition
redundant .

2) The scope of sub nodes that the new defined RPC woul d i nmpact
is not clear, thus users have to refer other docunents to do
aut hori zation rather than just referring the RPC definition
itself.
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3.2. Scenario of Operation Authorization

The user-defined non-standard RPC operations m ght inpact the
dat astores, which need additional authorization

Current solution

When t he user-defined RPC operation inpact the datastores (either
directly mani pul ate the datastores or inpact the datastores as a
side effect of the protocol operation), then the server MJST

i ntercept the access operation and nmake sure the user is

aut horized to performthe requested access operation on the
targeted data as defined in [ RFC6536] Section 3.4.5.

Probl ens of Current Sol ution:

1) Because the scope of datastores that the RPC operation woul d

i mpact is not defined exactly, there is a risk that invocation of
non- st andard protocol operations m ght have undocunented side
effects ([ RFC6536] Section 3.7.2).

2) An administrator needs to set access control rules to nake the
configuration datastore protected from user-defi ned non-standard
protocol operation's side effects. But, the rules definition has
to depend on the rel evant docunments not directly on nodel
definition, thus it is not the same as the data node access
control rule definition, which makes the authorizati on managenent
nor e conpl ex.

3.3. The Requirenents for Operation Extension in Data Mdels

4.

The user-defined non-standard operation should overload the standard
operations of <edit-config> <get> <get-config> and so on, so that
the new operation could inherit the capabilities of the base standard
operations.

The user-defi ned non-standard operations should be able to clearly
define the scope of the datastores that the operations are allowed to
impact in terms of build-in RPC semantics rather than outside
docunent s.

Sol ution for Operation Extension in Data Mdels

4.1. General |dea

1) The operations to data nodes should be defined on the data nodel
hierarchy tree as a part of the data nodel attributes; the data
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node’ s sub-statenment of the operations should al so be defined as
wel | ..

2) The operations that will effect or side effect datastores should
be specified which base standard RPC operations are inherited.

3) When the data nodel operations are delivered by NETONCF, they MJST
be in the format of the base protocol RPC operations; and the
operations definition should be presented as a "Method" attribute of
data node; the base protocol RPC operation capabilities should be

i nherited.

4) The operation access control rules should depend on the inpact to
data nodel s by the operations defined in the nodel

4.2. Usage Exanpl e

This exanple is based on the ARP conversion scenario described in
Section 3. 1.

Operation is defined as a "nethod" substatenent in the YANG nodel
nmodul e arp {
nanespace "http://exanpl e. conl net work";
prefix "arp";
contai ner arp-records {
list arpList {
| eaf ipAddr {
type string
}
| eaf macAddr {
type string
}
| eaf styleType {

type string;
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}

met hod convert-arp {
base edit-config

description "A method to convert dynamic arp to static
arp";

i nput {
| eaf source-arptype {
type string;
}
| eaf dest-arptype {

type string;

}
Cor respondi ng NETCONF operation is as the foll ow ng:

<rpc nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xm ns: nc="urn:ietf:parans: xn : ns: net conf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >

</target>
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<confi g>
<arp xm ns="http://exanpl e.con network">
<ar p-records net hod="convert-arp">
<sour ce- ar pt ype>dynam c</ sour ce- ar pt ype >
<dest - ar pt ype>dynani c</ dest - ar pt ype >
</ arp-records >
</ ar p>
</ config>
</edit-config>
</rpc>
5. Security Considerations
TBD
6. | ANA Consi derations
Thi s docunment requires no | ANA registration
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