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Abst r act

This docunent identifies the requirenents for the Service Function
Chai ni ng (SFC).

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on August 17, 2015.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

This docunment identifies the requirenments for the Service Function
Chai ni ng (SFC).

The overal

probl em space is described in

[I-D.ietf-sfc-problemstatenent].

2. Term nol ogy

The reader

should be famliar with the terns defined in

[I-D.ietf-sfc-problemstatenent].
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3.

3.

The document nakes use of the follow ng ternmns:

(0]

SFC- enabl ed dorai n: denotes a network (or a region thereof) that
i mpl ements SFC

Service Function Loop: If a Service Function Chain is structured
to not invoke Service Functions nultiple tinmes, a loop is the
error that occurs when the sanme Service Function is invoked
several times when handling data bound to that Service Function
Chain. In other words, a | oop denotes an error that occurs when a
packet handl ed by a Service Function, forwarded onwards, and
arrives once again at that Service Function while this is not

all omwed by the Service Function Chain it is bound to.

Service Function Spiral: denotes a Service Function Chain in which
data is handled by a Service Function, forwarded onwards, and
arrives once again at that Service Function

* Note that sonme Service Functions support built-in functions to
acconmodat e spirals; these service-specific functions may
require that the data received in a spiral should differ in a
way that will result in a different processing decision than
the original data. This docunent does not nake such
assunpti on.

* A Service Function Chain may involve one or nore Service
Function Spirals.

* Unlike Service Function |oop, spirals are not considered as
errors.

Det ai | ed Requi renments Li st

The follow ng set of functional requirenents should be considered for
the design of the Service Function Chaining solution

1.

Instantiating and | nvoki ng Service Functions

SF_REQ#1: The solution MIUST NOT nake any assunption on whet her

Service Functions (SF) are deployed directly on physica
hardware, as one or nore Virtual Mchines, or any
conbi nation thereof.

SF_REQ#2: The solution MIUST NOT make any assunption on whet her

Servi ce Functions each reside on a separate addressable
Net work El enment, or as a horizontal scaling of Service
Functions, or are co-resident in a single addressable
Net wor k El ement, or any conbination thereof.
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Not e: Conmuni cati ons between Service Functions having
the sane | ocator are considered inpl enentation-
specific. These considerations are therefore out of
scope of the SFC specification effort.

The sol ution MJST NOT require any | ANA registry for
Servi ce Functi ons.

The solution MIST allow nultiple instances of a given
Service Function ( i.e., instances of a Service Function
can be enbedded in or attached to nultiple Network

El ement s).

A. This is used for |oad-bal ancing, |oad-sharing, to
mnimze the inpact of failures (e.g., by means of a
hot or cold standby protection design), to acconmpdate
pl anned mai nt enance operations, etc.

B. How these nultiple devices are involved in the service
delivery is depl oyment-specific.

The sol uti on MJST separate SF-specific policy
provi sioning-rel ated aspects fromthe actual handling of
packets (including forwarding decisions).

3.2. Chaining Service Functions

SFC_REQ#1:

SFC_REQ#2:

SFC_REQ#3:

SFC_REQ#4:

SFC_REQ#5:

SFC_REQ#6:

Boucadai r, et

The sol ution MJUST NOT assune any predefined order of
Service Functions. In particular, the solution MJST NOT
require any | ANA registry to store typical Service
Function Chai ns.

The identification of instanti ated Servi ce Function
Chains is local to each adm nistrative domain; it is
pol i cy-based and depl oynent - specific.

The solution MIST allow for rmultiple Service Chains to be
simul t aneously enforced within an adm nistrative domain.

The solution MJST allow the same Service Function to
belong to nultiple Service Function Chains.

The sol ution MJUST support the ability to deploy multiple
SFC- enabl ed donains within the same adnministrative
donai n.

The sol ution MJUST be able to associ ate the sane or
di stinct Service Function Chains for each direction
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(i nbound/ out bound) of the traffic pertaining to a
specific service. |In particular, unidirectional Service
Function Chains, bi-directional Service Function Chains,
or any conbi nation thereof MJST be support ed.

Note, the solution must allow to involve distinct SFC
Boundary Nodes for upstream and downstream Miltiple
SFC Boundary Nodes may be depl oyed within an

adm ni strative domain.

The solution MJUST be able to dynamically enforce Service
Function Chains. In particular, the solution MJST all ow
the update or the withdrawal of existing Service Function
Chains, the definition of a new Service Function Chain,
the addition of new Service Functions w thout having any
i mpact on other existing Service Functions or other
Servi ce Function Chains.

The solution MJST provide neans to control the SF-
inferred information to be | eaked outside an SFC-enabl ed
domain. In particular, an adm nistrative entity MJST be
abl e to prevent the exposure of the Service Function
Chaining logic and its related policies outside the

adm ni strative donain

The solution MIST prevent infinite Service Function
Loops.

A. Service Functions MAY be invoked nultiple tines in
the sane Service Function Chain (denoted as SF
Spiral), but the solution MJST prevent infinite
forwardi ng | oops.

3.3. MU Requirenents

Packet fragmentation can be very expensive in SFC environnent where
fragment ed packets have to be reassenbl ed before sending to each SF
on the chain. It is also worth noting that 1Pv6 traffic can only be
fragmented by the end systens.

MIU_REQ#L:

MIU_REQ#2:

The solution SHOULD nminimze fragnentation; in
particular, a miniml set of SFC specific information
shoul d be conveyed in the data packet.

Traffic forwarding on a SFC basis MJST be undertaken
wi t hout relying on dedicated resources to treat
fragments. |In particular, Qut of order fragnents MJST be
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forwarded on a per-SFC basis without relying on any
state.

Sone SFs (e.g., NAT) may require dedicated resources
(e.g., resources to store fragnented packets) or they nmay
adopt a specific behavior (e.g, linmt the tinme interva
to accept fragnents). The solution MJUST NOT interfere
with such practices.

3.4. Independence fromthe Underlying Transport Infrastructure
Requi renent s

UN_REQ#1:

UN_REQ#2:

UN_REQ#3:

UN_REQ#4:

3.5. Traffic

TC_REQ#1:
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The sol uti on MJUST NOT make any assunption on how Rl Bs
(Routing Information Bases) and FI Bs (Forwarding

I nformation Bases) are populated. Particularly, the
sol uti on does not neke any assunption on protocols and
mechani sms used to build these tables.

The sol ution MJST be transport independent.

A.  The Service Function Chaining shoul d operate
regardl ess of the network transport used by the
adm nistrative entity. |In particular, the solution
can be used whatever the sw tching technol ogi es
depl oyed in the underlying transport infrastructure.

B. Techni ques such as MPLS are neither required nor
excl uded.

The sol ution MJUST allow for chaining | ogics where invol ved
Service Functions are not within the sane | ayer 3 subnet.

The sol ution MJUST NOT exclude Service Functions to be
within the sane | P subnet (because this is depl oynent-
specific).

Cl assification Requirenments

The sol ution MJUST NOT make any assunption on how t he
traffic is to be bound to a given chaining policy. In
other words, classification rules are depl oynment-specific
and policy-based. For instance, classification can rely
on a subset of the information carried in a received
packet such as 5-tuple classification, be subscriber-
aware, be driven by traffic engineering considerations, or
any conbi nation thereof.
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Because a | arge nunber (e.g., 1000s) of classification
policy entries may be configured, means .Means to
reduce classification | ook-up tinme such as optim zing
the size of the classification table (e.qg.

aggregation) should be supported by the Cassifier

The solution MIUST NOT require every Service Function to be
co-located with a SFC Classifier; this is a depl oynent-
speci fic deci sion.

The solution MAY allow traffic re-classification at the

| evel of Service Functions (i.e., a Service Function can
al so be co-located with a Cassifier). The configuration
of classification rules in such context are the
responsibility of the administrative entity that operates
t he SFC-enabl ed donai n.

The solution MJST all ow Service Function Nodes to be
configured (or pushed) with the detailed policies on which
| ocal Service Functions to invoke for packets associated
with some Service Function Chains. The solution MJST
al | ow those steering policies to be updated based on
denmand.

3.6. Data Plane Requirenents

DP_REQ#1:

DP_REQ#2:
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The solution MIST be able to forward traffic between two
Service Functions (involved in the sane Service Function
Chain) without relying upon the destination address field
of the a data packet.

The solution MJST all ow for the association of a context
with the data packets. In particular:

A.  The solution MJST support the ability to invoke
differentiated sets of policies for a Service Function
(such sets of policies are called Profiles). A
profile denotes a set of policies configured to a
| ocal Service Function (e.g., content-filter-child,
content-filter-adult).

a. Few profiles should be assumed per Service
Function to accompdate the need for scal abl e
sol uti ons.

b. A finer granularity of profiles nmay be configured
directly to each Service Function; there is indeed
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no need to overload the design of Service Function
Chains with policies of lowlevel granularity.

DP_REQ#3: Service Functions nay be reachabl e using | Pv4 and/or |Pv6.
The adninistrative domain entity MJST be able to define
and enforce policies with regards to the address fanily to
be used when invoking a Service Function

A. A Service Function Chain may be conposed of |Pv4
addresses, | Pv6 addresses, or a mx of both |IPv4 and
| Pv6 addresses.

B. Miltiple Service Functions can be reachabl e using the
same | P address. Each of these Service Functions is
unamnbi guously identified with a Service Function
Identifier.

DP_REQ#4:
3.7. (QOAM Requi renents

OAM REQ#1: The solution MJST allow for Operations, Adninistration
and Mai ntenance (OAM) features [RFC6291]. In particular
the sol uti on MJUST:

A.  Support means to verify the conpletion of the
forwardi ng actions until the SFC Border Node is
reached (see Section 3.4.1 of [RFC5706]).

B. Support neans to ensure coherent classification rules
are installed in and enforced by all the Cassifiers
of the SFC domai n.

C. Support neans to correlate classification policies
with observed forwardi ng actions.

D. Support in-band liveliness and functionality checking
mechani sms for the instantiated Service Function
Chains and the Service Functions that belong to these
chai ns.

OAM REQ#2: The solution MJST support neans to detect the liveliness
of Service Functions of an SFC-enabl ed domain. In
particul ar, the solution MJST support means to
(dynam cal ly) detect that a Service Function instance is
out of service and notify the relevant el enents
accordingly (PDP and O assifiers, for one).
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Det ai | ed di agnosis requirenents are |isted bel ow

The solution MIST allow to assess the status of the
serviceability of a Service Function (i.e., the
Service Function provides the service(s) it is
configured for).

The solution MIUST NOT rely only on IP reachability to
assess whether a Service Function is up and running.

The solution MJST allow to diagnose the availability
of a Service Function Chain (including the
availability of a particular Service Function Path
bound to a given Service Function Chain).

The solution MJST allow to retrieve the set of
Service Function Chains that are enabled within a
domai n.

The solution MIUST allow to retrieve the set of s
Servi ce Function Chains in which a given Service
Function is invol ved.

The solution MJST allow to assess whether an SFC
enabl ed domain is appropriately configured (including
the configured chains are matchi ng what should be
configured in that domain).

The solution MJST allow to assess the output of the
classification rule applied on a packet presented to
a Classifier of an SFC enabl ed donai n.

The sol uti on MJST support the correlation between a
Service Function Chain and the actual forwarding path
foll owed by a packet matching that SFC

The solution MIST allow to diagnose the availability
of a segnment of a Service Function Chain, i.e., a
subset of Service Functions that belong to the said
chai n.

The sol uti on MJST support neans to notify the PDPs
whenever sone events occur (for exanple, a
mal f uncti oni ng Servi ce Function instance).

The solution MJST allow for |ocal diagnostic

procedures specific to each Service Function (i.e.
SF built-in diagnostic procedures).
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Internet-Draft

OAM REQ#4:

OAM_REQH5:

SFC Requi renent s February 2015

L. The solution MJST allow for custom zed service
di agnosti c.

Li veness status records for all Service Functions
(including Service Function instances), Service Function
Nodes, Service Function Chains (including the Service
Function Paths bound to a given chain) MJST be

mai nt ai ned.

SFC-specific counters and statistics MJST be provided.
These data include (but not linmted to):

*  Nunber of flows ever and currently assigned to a given
Service Function Chain and a given Service Function
Pat h.

*  Nunmber of flows, packets, bytes dropped due to policy.

*  Number of packets and bytes in/out per Service
Function Chain and per Service Function Path.

*  Nunmber of flows, packets, bytes dropped due to unknown
Service Function Chain or Service Function Path (this
is valid in particular for a Service Function Node).

3.8. Recovery and Load Bal anci ng Requi renments

LB_REQ#1:

LB_REQ#2:

LB_REQ#3:

Boucadai r, et

The solution MJST allow for | oad-bal anci ng anong nmultiple
i nstances of the sane Service Function

A. Load-bal anci ng may be provi ded by | egacy technol ogi es
or protocols (e.g., make use of | oad-bal ancers)

B. Load-bal ancing may be part of the Service Function
itself.

C. Load-bal ancer may be considered as a Service Function
el enent .

D. Because of the possible conplications, |oad bal ancing
SHOULD NOT be driven by the SFC O assifier

The sol ution MIST separate SF-specific policy
provi sioni ng-rel ated aspects fromthe actual handling of
packets (including forwardi ng decisions).

The sol uti on SHOULD support protection of the failed or
over-utilized Service Function instances. The protection
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mechani smcan rely on | ocal decisions anobng the nodes that
are connected to both active/standby Service Function
i nst ances.

3.9. Conpatibility with Legacy Service Functions Requirenents

LEG REQ#1: The solution MJUST all ow for gradual deployment in | egacy
infrastructures, and therefore coexist with | egacy
technol ogi es that cannot support SFC-specific
capabilities, such as Service Function Chain
interpretation and processing. The solution MJST be able
to work in a dormain that nmay be partly conposed of opaque
elements, i.e., elenents that do not support SFC- specific
capabilities.

3.10. QoS Requirenents

Q@S REQ#1: The solution MJST be able to provide different SLAs
(Service Level Agreements, [RFC7297]). |In particular,

A.  The solution MIST allow for different |evels of
service to be provided for different traffic streans
(e.g., configure O asses of Service (CoSes)).

B. The solution MJST be able to work properly within a
D ffserv domain [ RFC2475].

C. The solution SHOULD support the two nodes defined in
[ RFC2983] .

QS _REQ#2: ECN re-marking, when required, MJST be perforned
according to [ RFC6040].

3.11. Security Requirenents

SEC REQ#1: The solution MJST provide neans to prevent any
information | eaking that woul d be used as a hint to guess
i nternal engineering practices (e.g., network topol ogy,
service infrastructure topol ogy, hints on the enabled
mechani snms to protect internal service infrastructures
etc.).

The sol uti on MJST support neans to protect the SFC
domai n as a whol e against attacks that would lead to
the di scovery of Service Functions enabled in a SFC
donai n.

In particular, topol ogy hiding neans MJST be supported
to avoid the exposure of the SFC enabl ed donain
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topol ogy (including the set of the service function
chai ns supported within the domain and the
correspondi ng Service Functions that belong to these
chai ns).

SEC REQ#2: The solution MJST support neans to protect the SFC
enabl ed domai n agai nst any kind of denial-of-service and
theft of service (e.g., illegitimte access to the
service) attack.

For exanple, a user should not be granted access to
connectivity services he/she didn't subscribe to
(including direct access to sonme SFs), at the risk of
providing illegitimate access to network resources.
SEC REQ#3: The solution MJUST NOT interfere with | Psec [ RFC4301] (in
particular 1 Psec integrity checks).

4. | ANA Consi derations
Thi s docunment does not require any action from | ANA

5. Security Considerations
Sone security-related requirenents to be taken into account when
designing the Service Function Chaining solution are listed in
Section 3.11. These requirenments do not cover the provisioning
interface used to enforce policies into the Classifier, Service
Functions, and Service Function Nodes.
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