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Use Cases

The delivery of val ue-added services relies on the invocation of

advanced Service Functions in a sequenti al
cal l ed Service Function Chai ning (SFC).

order.
The set of invol ved Service

Thi s nmechanismis

Functions and their order depends on the service context and ot her
depl oynent - speci fi c consi derati ons.

Havi ng a single use case docunent eases the effort of deriving
requirenents that are to be net by SFC solution(s). Moreover, it
allows to identify comonalities between the various use cases that

are of i

nterest. This docunment presents a set of general use cases
of Service Function Chaining (SFC).
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1.

I nt roducti on

The delivery of Val ue-Added Services (VAS) relies on the invocation
of various Service Functions (SFs). Typically, the traffic is
forwarded through a set of Network El enments enbeddi ng Service
Functions, e.qg.:

a. Direct a portion of the traffic to a Network El enment for
nmoni tori ng and char gi ng pur poses.

b. Before sending traffic to DC servers, steer the traffic to cross
a | oad bal ancer to distribute the traffic | oad anong severa
i nks, Network El enments, etc.

c. Mbile network operators split nobile broadband traffic and steer
them al ong an of fl oadi ng pat h.

d. Use a firewall to filter the traffic for IDS (Intrusion Detection
System) /1 PS (Intrusion Protection Systen

e. Use a security gateway to encrypt/decrypt the traffic. SSL
of fl oadi ng function can al so be enabl ed.

f. If the traffic has to traverse different networks supporting
di stinct address famlies, for exanple |IPv4/1Pv6, direct the
traffic to a CGN (Carrier G ade NAT, [ RFC6888][ RFC6674]) or NAT64
[ RFC6146] .

g. Sone internal service platforns rely on inplicit service
identification. Dedicated Service Functions are enabled to
enrich packets (e.g., HITP header enrichnment) with the identity
of the subscriber or the UE (User Equipment).

h. Operators offer VAS on a per subscription basis. It is desirable
to steer traffic only fromthe subscribers, who have subscribed
to VAS, to the relevant service platfornmns.

Havi ng a single use case docunent eases the effort of deriving
requirenents that are to be net by SFC solution(s). Mbdreover, it
allows to identify comopnalities between the various use cases that
are of interest. This document describes sone use cases of Service
Function Chaining (SFC). It is not the purpose of this docunent to
be exhaustive, but instead, we try to draw the set of deploynments
context that are likely to see SFC sol uti ons depl oyed.

For nost of the use cases presented in this docunent:

0 Instantiated SFC are driven by business and engi neeri ng needs.
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0 The anount of instantiated SFCs can vary in tinme, service
engi neering objectives and service engi neering choi ces.

0 The anount of instantiated SFCs are policy-driven and are local to
each adm nistrative entity.

0 The technical characterization of each Service Function is not
frozen in time. A Service Function can be upgraded to support new
features or disable an existing feature, etc.

0 Sone stateful SFs (e.g., NAT or firewall) nmay need to treat both
out goi ng and i nconi ng packets. The design of SF Maps nust take
i nto account such constraints, otherw se, the service may be
di sturbed. The set of SFs that need to be invoked for both
direction is up to the responsibility of each adm nistrative
entity operating an SFC-enabl ed donai n.

o For subscription-based traffic steering, subscriber-awareness
capability is required. A UE is allocated a dynanic |Pv4 address
and/ or 1Pv6 prefix when attaching to a network. This |IPv4 address
and/ or 1Pv6 prefix can change fromtinme to time. The requirenent
is to be able to correlate an | Pv4 address and/or |1 Pv6 prefix to a
subscriber identity fromthat will be used to trigger the
i nvocation of some Service Functions.

0 Some Service Functions may be in the same subnet; while others may
not. Service Functions are deployed directly on physica
hardware, as one or nore Virtual Mchines, or any conbination
t her eof .

2. Term nol ogy

Thi s docunment makes use of the terns defined in
[I-D.ietf-sfc-architecture].

Service Flow packets/frames with specific service characteristics
(e.g., packets matching a specific tuple of fields in the packet
header and/or data) or determ ned by some service-inferred policies
(such as access port and etc.).

G interface: 3GPP defines the G interface as the reference point
bet ween the GGSN (Gat eway GPRS Support Node) and an external PDN
(Packet Domain Network). This interface reference point is called
SG in 4G networks (i.e., between the PDN Gateway (PGN and an

ext ernal PDN) [ RFC6459] .

Liu, et al. Expi res March 21, 2015 [ Page 4]



Internet-Draft Service Function Chaining General Use CasesSeptenber 2014

3.

3.

Servi ce Function Chai ning Use Cases

Servi ce Function Chains can be deployed in a diversity of scenarios
such as broadband networ ks, nobile networks, and DC center. This
section describes a set of scenarios for Service Function Chaining
depl oynent. Please note that for each SFC there is a correspondi ng
symretrical reverse chain, so we added bidirectional |inks to each
SFC use case figure below. For those links that do not have a
directional mark, they are bidirectional by default.

1. Service Function Chain in Fi xed Broadband Networks

In fixed broadband networks, users nmay be accessed into the network
via different technol ogies, which typically includes DSL, Ethernet
and PON. Watever the access technology is, the architecture for
access and netro network is sinmlarly conprised of Access Nodes (ANs)
and Broadband Network Gateways (BNGs), where the AN is usually a

devi ce providing access to network for custonmers with variant access
technol ogies and the BNGis the first I P node and providing

subscri ber authorization, authentication and accounti ng.

11 \\
Ty + e + +---+ | |
| Customer|---]Access|----|BNE ----------------------- | Internet [
| Net wor k| | Node | +---+ A A | ] | ]
R + Fo- - - + | | \\ /1
A v o meeee-
1 W\
|| Service |]
[ Chain |
|| Network |[]
W\ 111

Service Function Chain in Fi xed Broadband Networ ks

Figure 1: An exanple of Service Function Chain in Broadband Networks

Figure 1 illustrates a fixed broadband network wi th Service Chaining.
Service Chain Network is deployed behi nd BNG and before |nternet.

The Service Function Chain in Figure 1 may include several Service
Functions to perform services such as DPl, NAT44, DS-Lite, NPTv6,
Parental control, Firewall, |oad bal ancer, Cache, etc.

The Broadband Forum (BBF) is devel oping a study docunment (SD- 326)
about Fl exi bl e Service Chai ni ng, whose scope includes identifying and
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docunenting use cases relevant to fixed broadband networks. Though
SD-326 is an internal project within BBF, the content related to use
cases has been conmunicated to | ETF per the follow ng Liaison

St at enent: Broadband Forum Work on Fl exi bl e Service Chai ni ng (SD- 326)
(http://datatracker.ietf.org/liaison/1304/). As BBF is the |eading
organi zation on fixed broadband network architectures, this liaison
will serve as reference for service chaining use cases applicable in
such fixed broadband context. Future liaison statenents from BBF nmay
provi de additional use cases, and will be referenced here as
appropri at e.

3.2. Service Function Chain in Mbile Networks: Brief Overview

3GPP defines the G interface as the reference point between the GGSN
(Gateway GPRS Support Node) and an external PDN (Packet Domain

Net wor k) [RFC6459]. This interface reference point is called SG in
4G networks (i.e., between the PDN Gateway (PGWN and an external PDN)
[ RFC6459]. Note, there is no standard specification of such
reference points (i.e., @ and SE@) in terms of functions to be

| ocated in that segment.

Not e: The use cases do not include 3GPP rel ease details. For nore
informati on on the 3GPP rel eases detail, the reader may refer to
Section 6.2 of [RFC6459].

Traffic is directed to/fromlnternet traversing one or nore Service
Functions. Note, these Service Functions are called "enabl ers" by
some operators. One exanple of enabler function is a HITP Header
Enri chment Function. There are also other VAS function such as
Parental Control or network-based Firewall. Subscribers can opt-in
and opt-out to these services anytine using a self-served portal or
by calling the Operator’s custoner service.

In light of current deploynents, plenty of Service Functions are
enabled in the G Interface (e.g., DPl, billing and chargi ng, TCP
optinization, web optim zation, video optim zation, header

enrichnent, etc.). Sone of these Service Functions are co-located on
the sane device while others are enabled in standal one boxes. In
order to fulfill new business needs, especially to offer innovative
added- val ue services, the nunber of enabled Service Functions in the
G Interface is still growing. Sonme of these functions are not
needed to be invoked for all services/UEs, e.g.,: TCP optim zation
function only for TCP flows, HITP header enrichment only of HTTP
traffic, Video optimization function for video flows, IPv6 firewall +
NAT64 function for outgoing |Pv6e packets, I1Pv4 firewall + NAT64
function for incom ng |IPv4 packets, etc.
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3CGPP has defined Traffic Detection Function (TDF) which inplenents
DPI (detection) functionality along with enforcement and chargi ng of
the correspondi ng detected applications [TS.23203]. TDF resides on
G/SG interface.

Note: It was tenpting to use TDF and DPlI terns interchangeably,
but given the diversity of deploynents involving DPl nodul es the
text uses DPI to refer to | egacy depl oynents. The behavi or of
such DPlI nodul es is depl oynent-specific.

Several (S)G Interfaces can be deployed within the sane PLMN (Public
Land Mbile Network). This depends mainly on the nunber of PDNs and
other factors. Each of these interfaces may involve a differentiated
set of Service Functions to be invol ved.

More details about SFC usage within Mbile Networks can be found in
[I-D.ietf-sfc-use-case-nobility].

3.3. Comon Service Chain Network: A Convergence Too

From previ ous two use cases, we can see conmonalities in service
chaining. Even though fixed and nobil e broadband networks are
depl oyed separately, for integrated operators that running both
networks it is obviously beneficial to provide service chaining to
bot h networks froma conmon service chai n network

In addition to resource optimsation, a conmon service chai n network
can al so enabl e seanl ess service swi tchover fromone network to the
other. For exanple, a custoner is watching football gane on his
nobi | e phone via 3G network. After he arrives home, he can sw tch
over to the WLAN on his honme gateway, which is backhauled to the
network by Fiber To The Home (FTTH, a typical PON service), 100 Mps
br oadband access. In the case, it is easier to provide seanless
service froma comon service chain network

SFC can be used as a tool to better address convergence needs

(including adjust the service delivery to the access network
constraints or to the capabilities of connected devices).
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Fi gure 2: Conmon Service Chain Network
Figure 2 illustrates a common Service Chain Network is shared by both

fixed and nobil e broadband networks. Such a conmon service chain
network can be depl oyed as consisting of only network nodes with
specific functions, or in a data center. |In both cases, service
nodes, whet her physical or virtual, are shared by both wireline and
wirel ess networks. Operators manage service chains universally for
both networks and traffic fromboth networks may go through the sane
servi ce chain.

3.4. Distributed Service Function Chain

Besi des t he depl oynent use cases |listed above, a Service Function
Chain is not necessarily inplenmented in a single |ocation but can

al so be distributed crossing several portions of the network (e.g.
data centers) or even using a Service Function that is located at an
network el enment close to the customer (e.g. certain security
functions).

Mul ti pl e SFC-enabl ed domai ns can be enabled in the same
admi ni strative domain.

For steering traffic to subscription-based Service Functions, the SFC
Classifier needs to understand which subscriber a flow belong to in
order to retrieve the service profile to apply to this flow In some
contexts, it is not possible to identify in a permanent nmanner the
subscri ber by the source | P address because that | P address nmay be
assigned dynanmically. Qut-of-band nethods to correlate the source IP
address and a subscriber identifier may be needed in a given

adm ni strative domain. The SFC Cassifier can rely on pull or push
met hods to correlate an | P address and/or |1 Pv6 prefix to a subscriber
identity. Exanples are querying the PCRF or receiving RAD US
Accounting nessages respectively.
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For steering traffic to traffic nanagement Service Functions such as
video optimsation platform in nobile network, it is desirable to
performoptimsation on when required. That is when there is
congestion in the Radio cells. One option for the SFC Cassifier to
have this congestion-awareness is for the network to provide this
information to the SFC Classifier, directly, or via an internedi ate
actionabl e-intelligence function, which can conbi ne other inputs or
policies. How those policies and feedback data are configured to the
SFC Classifier may be specific to each adm nistrative domain.

3.5. Service Function Chain in Data Center

In DC (Data Center), like in broadband and nobil e networks, Service
Function Chains may al so be depl oyed to provi de added-val ue servi ces.

Figure 3 illustrates a possible scenario for Service Function Chain
in Data Center: SFs are |ocated between the DC Router (access router)
and the Servers. From Servers to Internet, there are nultiple

Servi ce Functions such as IDS/IPS, FW NAT lined up and a nmonolithic
SFC created for all incoming traffic.

EIE R R R R I I R I I R I R I R O R I R I

* oo +

* | Server +<+ *

* oo + | * ..

* | * /1 \\
R SN + [ + +- -+ +-- -+ [ + |
* | Server +<+->| | DS/ | PS+<- >| FW<- >| NAT+<- >| DC Router|<->+ Internet |
*ofeaeaas + | S RS + +- -+ +---+ Foemmmmaas + | |
* | * \\ /1
* | *x ..

* <+ *

* *

* *

* *

* m *

IR IR R Sk kb I R R S O I R I

Figure 3: Service Function Chain in Data Center

More details about Service Function Chain in Data Center can be found
in[l-D.ietf-sfc-dc-use-cases].

3.6. Service Function Chain in Coud CPE
Cloud CPE is one depl oynent scenari o where the val ue-added service

functions are centralized (e.g., hosted in the network or cloud
side), leaving the subscriber side box with basic L2/L3
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functionalities. 1In this scenario, all the value added services are
configured by subscribers and enabled in the network side.

Subscri bers can define their own added val ue services. The C oud CPE
will translate those services requests into chains of Service
Functions. Such architecture nust support neans to differentiate
subscribers and their traffic.

Fommm - + Fommm - Cl oud CPE----- +
| L2- CPE]| - - + | oo+ |
e + [ +-+ []|ACL|-- [ R +
| ==Encapsul ation== ---| FW-- +---+ \ | | Internet |
R e, + | +- -+ \ / | Hommmmmmaeaas +
| L2- CPE]| - - + | oo oo + |
oo + | |TcP-q |
| bk
o e e +
Figure 4: SFC in O oud CPE
4. Abstraction of SFC in Different Depl oynent Scenarios
This section presents the SFC scenarios froma different angle, i.e.

the abstraction of SFC use cases in different deploynment scenarios.
Each of the use case may belong to one or many of the categories
listed bel ow
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e e o m e e e e e e oo +
| Cat egory | Description |
e e e e e e e e o o mm e e e e e e e e e e e e e e e e e e e e eem o +
| Per-service | Chain different Service Functions based [
| Characteristic SFC | on service/application characteristics |
e oo o o e e oo +
| Per-user/subscription| Chain different Service Functions based |
| SFC | on user requirenments or subscription |

|

| information. Note, this does not mnean
[ | that millions of SFCs will be instantiated|
| | but SF classification is subscriber-aware. |

| Chain different Service Functions for [
| Traffic Engineering purposes. This may |
| | includes |oad, utilisation, planned |
| maintenance, etc. [

oo o o e e e e e e e e e e e e e e e e e e e eeao o +
| Bi-directional Flow | Function path that contain bi-directional |
| SFC | Service Functions |
Fom e e e e e e e e oo ) +
| SFC over Multi - | Service Functions distributed over differ-|
| Underl ay Networks | ent underlay networks [
oo o o e e e e e e e e e e e e e e e e e e e eeao o +
| SFC over Service | SFC that contains the paths for different

| Functi ons For ki ng | service or applications [
Fom e e e e e e e e oo ) +

4.1. Per-service characteristic SFC

The traffic in a network is usually forwarded based on destination IP
or MAC addresses. In an operator’s network, some Service Functions
are inplenented, where traffic is steered through these Service
Functions in a certain sequence according to service characteristics
and obj ecti ves.

o e e e e e e ee oo +
Fooe- - >| Servi ce Function Chaining A
B RS + | S +

——————— >| Servi ce | <-->
| dassifier | [ R T +
e + e >| Servi ce Function Chaining B
o e e e e e e ee oo +

Figure 5: Ceneral Service Function Chain
Traffic enters a SFC enabled domain in a service classifier, which

identifies traffic and classifies it into service flows. Service
flows are forwarded on a per SF Map basi s.
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Per - user/ subscription requirenment SFC

In operator networks with user subscription information, it is
considered as a value added service to provide different subscribers
with differentiated services. Subscribers may subscribe different
services and the order handling at the operator side will translate
those subscription request into configuration operations so that the
service will be appropriately delivered to the subscri bers.
Configuration operations include in particular the provisioning of
classification rules.

TE-Ori ented SFC

TE-oriented SFC is required by operators in achieving flexible
service operating. For exanple, if certain paths are congested or
certain Service Functions are overl oaded, SFC forwardi ng should be
i nferred accordingly.

SFC for Bi-directional Flow

Sone Service Functions, for exanple, NAT or TCP optimzation, need to
handl e bi-directional flows, while others SFs such as video
optinization don’t need to handle bi-directional flows.

Due to | Pv4 address exhaustion, nore and nore operators have depl oyed
or are about to deploy IPv6 transition technol ogi es such as NAT64

[ RFC6146]. The traffic traversing a NAT64 function may go through
different types of |IP address domains. One key feature of this
scenario is that characteristics of packets before and after
processed by the service processing function are different, e.qg.
fromlIPve to IPv4. The unpredictability of processed packets, due to
the algorithmin the Service Function, brings difficulties in
steering the traffic.

A variety of hosts can be connected to the sane network: |Pv4-only,
dual -stack, and IPv6-only. A differentiated forwardi ng path can be
envi saged for each of these hosts. |In particular, DS hosts should
not be provided with a DNS64, and as such there traffic should not be
delivered to a NAT64 device. Means to guide such differentiated path
can be inplenented at the host side; but nmay also be enabled in the
network side as well.
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Fommem e e + Fommmm e a - +
====>+ SF C + R + | SF E | <==>+---+
B +<::::::>| SF I K======>4- - - e e e + I | NTI
+< >| NAT | < >| NET|
R R + +---+

Figure 6: Service Function Chain with NAT64 function

Figure 6 shows a specific exanple of Service Function Chain wi th NAT
function. Service flowl is processed by SF(Service Function) C, NAT
and E sequentially. |In this exanple, the SF NAT perfornms NAT64. As
a result, packets after processing by the SF NAT are in |IPv4, which
is a different version of |IP header fromthe packets before
processing. Service Function Chaining in this scenario should be
able to identify the flow even if it is changed after processed by
Servi ce Functi ons.

4.5. SFC over Miltiple Underlay Networks
Operators may need to deploy their networks with various types of

underl ay technol ogies. Therefore, Service Function Chaining needs to
support different types of underlay networks.

S + e + e +
---+ SF A [ | SF B [ | SF C +o--
Fomm - - -+ B T +----- F--- -+
AN NN AN
TR IR |
[ /11 \\ | ] /11 \\ [
| | Ethernet | v v | |
+->+ network +--+ +--+ | P network +<-+

I

I I I
\\ /1 \\ /1

Figure 7: nultiple underlay networks: Ethernet and IP

Figure 7 illustrates an exanple of Ethernet and |IP network, very
common and easy for depl oynent based on existing network status, as
underl ay networks. SF(Service Functions) A, B and C locate in

Et hernet and | P networks respectively. To build a Service Function
Chain of SF A B and C, Service Function Chaining needs to support
steering traffic across Ethernet and | P underlay networks.
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4.6. SFC over Service Path Forking

To enabl e service or content awareness, operators need DPlI functions
to look into packets. Wen a DPlI function is part of a Service
Function Chain, packets processed by the DPI function rmay be directed
to different paths according to result of DPl processing. That means
a forking service path.

In this use case, the switching SF is another classifier which need
to classify flow and shepherd themto different paths.

T + Fommmmeas + Fommmmeas +
_ | | ]
----- | Firewall +<------>+ DPI +<------>tanti-virus|----
| | | | | |
Fomm e - + +-- - - - +----+ Fom e o - +
AN
\%
e oot
I
| Parental |
| control |
S oot
I
Y

Figure 8: a forking service path

Fi gure 8 shows the use case of a forking service path. Traffic first
goes through a firewall and then arrives at DPlI function which
discerns virus risk. |If a certain pre-configured pattern is natched
the traffic is directed to an anti-virus function.

Such DPI function may fork out nore than one path.
Service function sharing is sub-category of the service function
forking. Some carrier grade hardware box or Service Functions

runni ng on high performance servers can be shared to support multiple
Service Function Chains. Following is an exanple.

Liu, et al. Expi res March 21, 2015 [ Page 14]



Internet-Draft Service Function Chaining General Use CasesSeptenber 2014

SFC1 Fomm oo + B +
------- D T T L T e S
SFC2 | Firewal I | | Vi deo |
------- Shoo>e ot |
R + S NIy +
I
%
[ S +
| |
| Parental |
| Control |
R +
I
%

Figure 9: Two Service Function Chains share one Service Function

In Figure 9, there are three Service Functions, firewall, VideoOpt
and Parental Control, and two Service Functions Chains SFClL and SFC2.
SFC1 serves broadband user groupl which subscribes to secure web
surfing and Internet video optimzation, while SFC2 serves broadband
user group2 which subscribes to secure web surfing with parenta
control. SF Firewall is shared by both Service Function Chains.

4.7. Recursive SFC

SFCs can be provided in a recursive manner. A Level 1 service

provi der can sell SFC services to nmultiple clients. Each client can
further partition its SFC and serve as a Level 2 service provider to
sell differentiated SFCs to different clients. This process can
continue several iterations making recursive service a new business
nmodel which is becomni ng popul ar today.

Consi der a use case where an enterprise |leases a virtual service
network froma data canter provider. The enterprise then creates two
servi ce chains out of the virtual service network. The first service
chain, designed for its enployees, will force traffic flows to go
through NAT, DPI, firewall, LB, and various servers. The second one,
designed for its custoners, will only go through NAT and web servers
Its custoners can create specific websites for different departnents
such as purchase departnent, service departnent, etc.

An inmportant characteristic of recursive service is that each service
provider is a separate entity who owns the SFC it purchased from

| ower |evel provider and who al so decides the SFCs it creates for its
clients.
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5.

Security Considerations

Thi s docunment does not define an architecture nor a protocol. It
focuses on listing use cases and typical Service Function exanpl es.
Sone of these functions are security-rel ated.

SFC-rel ated security considerations are discussed in
[I-D.ietf-sfc-architecture].
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