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1. Introduction

Servi ce Function Chaining (SFC) enables the creation of conposite
services that consist of an ordered set of Service Functions (SF)
that must be applied to packets and/or franes selected as a result of
classification. Service Function Chaining is a concept that provides
for nmore than just the application of an ordered set of SFs to
selected traffic; rather, it describes a nethod for deploying SFs in
a way that enabl es dynami c ordering and topol ogi cal independence of
those SFs as well as the exchange of netadata between participating
entities. Foundations of the SFC are described in bel ow docunents:

0 [I-D.ietf-sfc-problemstatenent]: SFC probl em statenent.
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o Various individual drafts

Thi s docunent provides reference franmework for Operations
Admi ni stration and M ntenance (OAM [ RFC6291]) of the SFC
Specifically, this docunent provides:

0o In Section 2, an SFC | ayeri ng nodel
o In Section 3, involved conponents within the SFC | ayer
0o In Section 4, functional requirenents for the SFC OAM
o In Section 5, an OAM gap anal ysi s.

1.1. Docunent Scope

The focus of this docunent is to provide an architectural franework

for the SFC OAM particularly focused on the aspect of the QOperation
portion of the OAM Actual solutions and mechani sns are outside the
scope of this document.

2. SFC Layering Mde

Mul tiple layers conme into play for inplenenting the SFC. These
i nclude the service |ayer at SFC | ayer and the underlying Network,
Transport, Link, etc., layers.

o0 The service layer, refer to as the "Service Layer" in Figure 1,
consists of classifiers and service functions, and uses the
overlay network reach froma classifier to service functions and
service functions to service functions.

o0 The network overlay transport |ayer, refer to as the "Network",
"transport"” and layers belowin Figure 1, extends in between
various service functions and is nostly transparent to the service
functions. It leverages various overlay network technol ogi es
i nterconnecting service functions and all ows establishing of
service function paths.

o The link layer, refer to as the "Link" in Figure 1, is dependent
upon t he physical technology used. Ethernet is a popul ar choice
for this layer, but other alternatives are deployed (e.g. PGS,
DWM etc...).
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Figure 1: SFC Layering Exanple
3. SFC OAM Conponents

The SFC operates at the service layer. For the purpose of defining
the OAM franmework, the service layer is broken up into three distinct
conmponent s.

1. Service function conponent: A function providing a specific
service. OAMsolutions for this conponent are to test the
service functions fromany SFC aware network devices (i.e.
classifiers, controllers, other service nodes).

2. Service function chain conponent: An ordered set of service
functions. OAMsolution for this conponent are to test the
service function chains and the service function paths.

3. Cassifier conponent: A policy that describes the mapping from
flows to service function chains. OAMsolutions for this
conponent are to test the validity of the classifiers.

Bel ow figure illustrates an exanple where OAM for the three defined
components are used within the SFC environnent.
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Figure 2: SFC OAM for Three Conponents

It is expected that multiple SFC OAM sol utions will be defined, many
targeting one specific conmponent of the service layer. However, it
is critical that SFC OAM sol uti ons together provide the coverage of
all three SFC OAM conponents: the service function conponent, the
service function chain conmponent and the cl assifier conponent.

3.1. Service Function Conponent
3.1.1. Service Function Availability

One SFC OAM requirenent for the service function conponent is to

all ow an SFC aware network device to check the availability to a
specific service function, |ocated on the sanme or different network
devices. Service function availability is an aspect which raises an
i nteresting question. How does one determine that a service function
is avail able? On one end of the spectrum one might argue that a
service function is sufficiently available if the service node
(physical or virtual) hosting the service function is avail able and
is functional. On the other end of the spectrum one m ght argue
that the service function availability can only be concluded if the
packet, after passing through the service function, was exam ned and
verified that the packet got expected service applied.

The former approach will |ikely not provide sufficient confidence to
the actual service function availability, i.e. a service node and a
service function are two different entities. The latter approach is
capabl e of providing an extensive verification, but cones with a
cost. Sone service functions nake direct nodifications to packets,
whi | e other service functions do not nake any nodifications to
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packets. Additionally, purpose of some service functions is to,
conditionally, drop packets intentionally. 1In such case, packets
will not be coming out fromthe service function. The fact is that
there are many flavors of service functions available, and nmany nore
flavors of service functions will likely be introduced in future.
Even a given service function may introduce a new functionality
within a service function (ex: a new signature in a firewall). The
cost of this approach is that verifier functions will need to be
continuously nodified to "keep up" with new services comng out: |ack
of extendibility.

Thi s framework document provi des a RECOMMVENDED architectural nodel
where generalized approach is taken to verify that a service function
is sufficiently available. TBD - details will be provided in a | ater
revision.

1.2. Service Function Performance Measurenent

Second SFC QAM requirenent for the service function conponent is to
all ow an SFC aware network device to check the |oss and delay of a
specific service function, |ocated on the sanme or different network
devices. TBD - details will be provided in a later revision.

2. Service Function Chain Conponent
2.1. Service Function Chain Availability

Verifying an SFC is a conplicated process as the SFC coul d be
conprised of varying SF's. Thus, SFC requires the OAM | ayer to
perform validation and verification of SF's within an SFC Path, as
well as connectivity and fault isolation.

In order to performservice connectivity verification of an SFC, the
OAM coul d be initiated fromany SFC aware network devices for end-to-
end paths or partial path terminating on a specific SF within the
SFC. This OAM function is to ensure the SF' s chai ned together has
connectivity as it is intended to when SFC was established. Necessary
return code should be defined to be sent back in the response to OAM
packet, in order to qualify the verification.

When ECMP exists at the service layer on a given SFC, there nust be
an ability to discover and traverse all avail abl e paths.

TBD - further details will be provided in a later revision
2.2. Service Function Chain Performance Measurenent

The ingress of the service function chain or an SFC aware network
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devi ce nmust have an ability to performloss and del ay nmeasurenents
over the service function chain as a unit (i.e. end-to-end) or to a
specific service function through the SFC

3.3. dassifier Conponent

A classifier defines a flow and nmaps inconming traffic to a specific
SFC, and it is vital that the classifier is correctly defined and
functioning. The SFC OAM nust be able to test the definition of
flows and the mapping functionality to expected SFCs.

4. SFC OAM Functi ons

Section 3 described SFC OAM operations required on each SFC
component. This section explores the sane fromthe OAM functionality
poi nt of view, which many will be applicable to multiple SFC
conponents.

Various SFC QAM requirenments provi des the need for various QAM
functions at different layers. Many of the OAM functions at
different |layers are already defined and in existence. |In order to
support SFC and SF's, these functions have to be enhanced to operate
a single SFto multiple SFFs in an SFC and also nultiple SFC s.

4.1. Connectivity Functions

Connectivity is mainly an on-demand function to verify that the
connectivity exists between network el enents and the availability
exists to service functions. Ping is a common tool used to perform
this function. OAM nessages shoul d be encapsul ated with necessary
SFC header and with OAM mar ki ngs when testing the service function
chai n conponent. QAM nessages MAY be encapsul ated with necessary SFC
header and with OAM nmar ki ngs when testing the service function
conponent. Sone of the OAM functions perfornmed by connectivity
functions are as follows:

o Verify the MIU size froma source to the destination SF or through
the SFC. This requires the ability for OAM packet to take
vari abl e | ength packet size.

o Verify the packet re-ordering and corruption

o Verify the policy of an SFC or SF using OAM packet.

o Verification and validating forwardi ng paths.

0 Proactively test alternate or protected paths to ensure
reliability of network configurations.
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4.2. Continuity Functions

Continuity is a nodel where OAM nessages are sent periodically to
validate or verify the reachability to a given SF or through a given
SFC. This allows nonitor network device to quickly detect failures
like link failures, network failures, service function outages or
service function chain outages. BFD is one such function which hel ps
in detecting failures quickly. QAM functions supported by continuity
check are as foll ows:

0 Ability to provision continuity check to a given SF or through a
gi ven SFC.

0o Notifying the failure upon failure detection for other OAM
functions to take appropriate action

4.3. Trace Functions

Tracing is an inportant OAM function that allows the operation to
trigger an action (ex: response generation) fromevery transit device
on the tested layer. This function is typically useful to gather
information fromevery transit devices or to isolate the failure
poi nt towards an SF or through an SFC. Sone of the OAM functions
supported by trace functions are:

0 Ability to trigger action fromevery transit device on the tested
| ayer towards an SF or through an SFC, using TTL or other means.

o Ability to trigger every transit device to generate response wth
OAM code(s) on the tested layer towards an SF or through an SFC
usi ng TTL or ot her neans.

0 Ability to discover and traverse ECVWP paths within an SFC
0 Ability to skip un-supported SF's while tracing SF's in an SFC
4. 4. Performance Measurenent Function

Per f or mance managenent functions involve neasuring of packet |oss,
del ay, delay variance, etc. These neasurenents could be neasured
pro-actively and on-denand.

SFC OAM framewor k shoul d provide the ability to perform packet |o0ss
for an SFC. In an SFC, there are various SF s chai ned together.
Measuring packet loss is very inportant function. Using on-demand
function, the packet |oss could be neasured using statistical neans.
Usi ng OAM packets, the approxinmation of packet |oss for a given SFC
coul d be measur ed.
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Delay within an SFC could be measured fromthe time it takes for a
packet to traverse the SFC fromingress SF to egress SF. As the
SFC s are generally unidirectional in nature, neasurenent of one-way
delay is inportant. |In order to neasure one-way del ay, the clocks
have to be synchroni zed using NTP, GPS, etc.

Del ay variance could al so be neasured by sendi ng OAM packets and
measuring the jitter between the packets passing through the SFC

Sone of the OAM functions supported by the perfornance neasurenent
functions are:

0o Ability to neasure the packet processing delay of a service
function or a service function path along an SFC

0 Ability to neasure the packet loss of a service function or a
service function path al ong an SFC

5. Gap Analysis

This Section identifies various OAM functions available at different
levels. It will also identify various gaps, if not all, existing
within the existing toolset, to perform OAM function on an SFC

5.1. Existing OAM Functions

There are various OQAMtool sets available to perform OAM function and
network | ayer, protocol layers and link layers. These OAM functions
could validate sone of the network overlay transport. Tools |ike
ping and trace are in existence to performconnectivity check and
tracing internmediate hops in a network. These tools support
different network types like IP, MPLS, TRILL etc. There is also an
effort to extend the tool set to provide connectivity and continuity
checks within overlay networks. BFD is another tool which helps in
detection of data forwarding failures.
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Figure 3: OAM Tool GAP Anal ysis

5.2. M ssing OAM Functi ons
As shown in Figure 3, OAM functions for SFC are not standardi zed yet.
Hence, there are no standard based tools available to verify SF and
SFC.

5.3. Required OAM Functi ons
Primary OAM functions exist for network, transport, |ink and ot her
| ayers. Tools like ping, trace, BFD, etc., exist in order to perform
these OAM functions. Configuration, orchestration and manageability
of SF and SFC coul d be performed using CLI, Netconf etc.
For configuration, manageability and orchestration, providing data
and information nodels for SFC is very much essential. Wth
virtualized SF and SFC, nmanageability of these functions has to be
done programmati cally.

6. Security Considerations
SFC and SF OAM nust provi de nmechani snms for:
0 Preventing usage of OAM channel for DDOS attacks.

o OAM packets nmeant for a given SFC should not get |eaked beyond
t hat SFC.

0 Prevent OAM packets to |leak the information of an SFC beyond its
admi ni strative domain.

7. |1 ANA Consi derations
No action is required by I ANA for this docunent.
8. Acknow edgenents

TBD
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