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Abst ract

BGPsec- speaking routers are provisioned with private keys to sign BGP
messages; the correspondi ng public keys are published in the gl obal
RPKI (Resource Public Key Infrastructure) thereby enabling
verification of BGPsec nessages. This docunment describes two ways of
provi sioning the public-private key-pairs: router-driven and
operator-driven.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 27, 2013.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect

Turner, et al. Expi res Novenber 24, 2014 [ Page 1]



Internet-Draft Rout er Keying for BGPsec May 23, 2014

3.

to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

I nt roducti on

BGPsec- speaking routers are provisioned with private keys, which
allowthemto digitally sign BG nessages. To verify the signature,
the public key, in the formof a certificate [I-D.ietf-sidr-bgpsec-
pki-profiles], is published in the RPKI (Resource Public Key
Infrastructure). This docunent describes two nethods for

provi sioning the necessary public-private key-pairs: router-driven
and operator-driven.

The di fference between the two nethods is where the keys are
generated: on the router in the router-driven nethod and el sewhere in
the operator-driven method. Routers are expected to support either
one, the other, or both nethods to work in various depl oynent
environnments. Sone routers may not allow the private key to be off-

| oaded while other routers may. O f-1oading of private keys would
support swappi ng of routing engi nes which could then have the sane
private key installed in the soon-to-be online engine that had
previously been installed in the soon-to-be renoved card.

The remai nder of this docunent describes how operators can use the
two met hods to provision new and exi sting routers.

Note: [I-D.ietf-sidr-bgpsec-pki-profiles] specifies the format for
the PKCS #10 request and [I-D.ietf-sidr-bgpsec-al gs] specifies the
al gorithms used to generate the signature.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" are to
be interpreted as described in RFC 2119 [ RFC2119] only when they
appear in all upper case. They may al so appear in |ower or m xed
case as English words, wthout nornmative mneaning.

Readers are assuned to be familiar with the BGPsec protocol [I-
D.ietf-sidr-bgpsec-overview][|-D.ietf-sidr-bgpsec-protocol] and the
RPKI [ RFC6480] as well as the BGPsec-specific PKI (Public Key
Infrastructure) specifications [I-D.ietf-sidr-bgpsec-pki-profiles][I-
D.ietf-sidr-bgpsec-al gs].

Provi si oni ng a New Rout er
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Dependi ng on the options supported by the new router, operators are
free to use either the router-driven or operator-driven mnethods.
Regardl ess of the nethod chosen, operators first establish a secure
communi cati on channel (e.g., via SSH (Secure Shell)) between the
operator’s managenent platformand the router to allow the operator
to securely use the Command Line Interface (CLI). How this channe
is established is router-specific and is not in scope of this
docunent. Though other configuration nmechani sns mi ght be used, e.g.
Net Conf (see [RFC6470]), in the remainder of this docunment, the
secure comuni cation channel between the server and the router is
assuned to be an SSH protected CLI

Encryption, integrity, authentication, and key exchange al gorithns
used by the secure communicati on channel SHOULD be of conparabl e
strength to BGPsec keys, which currently is 128-bit, or stronger than
BGPsec keys. |In other words for the encryption algorithm do not use
export grade crypto (40-56 bits of security), do not use Triple DES
(112 bits of security), do use sonething like or better than AES-128:
aes128-chc [ RFC4253] and AEAD AES 128 GCM [ RFC5647]; for integrity
use sonething |ike hnmac-sha2-256 [ RFC6668] or AESAD AES 128 GCM

[ RFC5647]; for authentication use sonething |ike ecdsa-sha2-ni stp256
[ RFC5656], and; for key exchange use sonething |ike ecdh-sha2-

ni st p256 [ RFC5656] .

Note that some routers support the use of public key certificates and
SSH. The certificates used for the SSH session are different than
the certificates used for BGPsec. The certificates used with SSH
shoul d al so enable a level of security comrensurate with BGPsec keys;
x509v3- ecdsa- sha2- ni st p256 [ RFC6187] coul d be used for

aut henti cati on.

3.1. Router-Cenerated Keys

In the router-driven nethod, once the SSH protected CLI session is
est abl i shed between the operator and the router, the operator issues
a conmand, or comands, for the router to generate the public/private
key pair, to generate the PKCS#10 request, and to sign the PKCS#10
with the private key. Once generated, the PKCS#10, which includes
the public key the router wants certified, is transmtted to the RPKI
CA for the CAto certify. This can be via a nunber of neans, two of
whi ch night be as foll ows:

0 Through the SSH-protected CLI session with the operator’s RPK
managenent platform The operator off-|oads the PKCS#10 and
upl oads the request to the CA. If the CAis operated by an
external entity, external network connectivity likely is
required.

Turner, et al. Expi res Novenber 24, 2014 [ Page 3]



Internet-Draft Rout er Keying for BGPsec May 23, 2014

0 Between the router and the CA: The operator, through a comrand or
commands, pronpts the router to send/transfer the PKCS#10 request
to the CA over the network. Cbviously for this to work, the
router requires network connectivity with the CAand if the CAis
operated by an external entity external network connectivity nmay
be required.

After the CA certifies the key, it does two things:

0 Publishes the certificate in the dobal RPKI. The CA nust have
connectivity to the relevant publication point, which in turn
nmust have external network connectivity as it is part of the
A obal RPKI.

0 Returns the certificate to the operator’s managenent station or
to the router, normally packaged in a PKCS#7, using the
correspondi ng nethod by which it received the certificate
request.

Wth network connectivity, the router and CA can exchange the
certificate request and the certificate using the application/pkcsl0
medi a type [ RFC5967] and appli cation/pkcs7-m nme [ RFC5751],
respectively, with the FTP [ RFC2585], the HTTP [ RFC2585], or the EST
(Enrol I nent over Secure Transport) [RFC7030].

The router SHOULD extract the certificate fromthe PCKCS#7 and verify
that the private key it holds corresponds to the returned public key.
The router SHOULD informthe operator that the certificate was

recei ved; by sone mechani sm which is out of scope of this docunent.
The router SHOULD i nform the operator whether or not the keys
correspond, again by a mechani smwhich is out of scope for this
docunent .

The router SHOULD al so verify that the returned certificate validates
back to a trust anchor. To performthis verification either the CA's
certificate needs to be installed on the router via the CLI or the
CA's certificate needs to be returned along with the router’s
certificate in the PKCS#7. The router SHOULD informthe operator
whet her or not the signature validates to a trust anchor; this
notification mechanismis out of scope. After performng these
checks, the router need not retain the CA's certificate because the
certificate is not transmitted as part of BGPsec nessages

Note that even if the operator cannot extract the private key from
the router, this signature still provides a |linkage between a private
key and a router. That is the server can verify the proof of
possession (POP), as required by [ RFC6484].

Turner, et al. Expi res Novenber 24, 2014 [ Page 4]



Internet-Draft Rout er Keying for BGPsec May 23, 2014

3.2. (Operator-Generated Keys

In the operator-driven nethod, the operator generates the
public/private key pair and installs the private key into the router
over the SSH-protected CLI session. Note that cut/copy and paste
operations for keys over a certain sizes are error-prone.

The operator uses RPKI managenent tools to generate the keys, the
PKCS#10 certification request, the certificate, and the PKCS#7
certification response, as well as publishing the certificate in the
G obal RPKI. External network connectivity nay be needed if the
certificate is to be published in the d obal RPKI.

Along with the PKCS#7, the operator returns the private key. The
private key is encapsulated in a PKCS #8 [ RFC5958], the PKCS#8 is
further encapsulated in CM5 (Cryptographi c Message Syntax) SignedData
[ RFC5652], and signed by the AS's EE (End Entity) certificate.

The router SHOULD verify the signature of the encapsul ated PKCS#8 to
ensure the returned private key did in fact come fromthe operator,
but this requires that the operator also provision via the CLI or
include in the SignedData the RPKI CA certificate and relevant AS s
EE certificate(s). The router should informthe operator whether or
not the signature validates to a trust anchor; this notification
mechani smis out of scope.

The router SHOULD extract the certificate fromthe PKCS#7 and verify
that the private key corresponds to the returned public key. The
router SHOULD i nformthe operator whether it successfully received
the certificate; this mechanismis out of scope. The router should

i nformthe operator whether or not the keys correspond; this

mechani smis out of scope. The router SHOULD al so verify the
returned certificate back to a trust anchor, but to performthis
verification either the CA's certificate needs to be installed on the
router via the CLI or the CA's certificate needs to be returned al ong
with the router’s certificate in the PKCS#7. The router SHOULD

i nformthe operator whether or not the signature validates to a trust
anchor; this notification mechanismis out of scope. After
perform ng these checks, the router need not retain the CA
certificate.

Not e: The signature on the PKCS#8 and Certificate need not be made by
the same entity. Signing the PKCS#8, pernits nore advanced
configurations where the entity that generates the keys is not CA

4., Key Managenent

An operator’s responsibilities do not end after key generation, key
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provisioning, certificate issuance, and certificate distribution
They persist for as long as the operator wi shes to operate the
BGPsec- speaki ng router.

Paranount to naintaining a router that can be a continuous BPGsec
speaker is ensuring that the router has a valid certificate at al
times. To ensure this, the operator needs to ensure the router

al ways has a non-expired certificate. That is the key used when BGP-
speaki ng al ways has an associated certificate whose expiry tine is
after the current tine.

Ensuring this is not terribly difficult but requires that either

0 The router has a nechanismto notify the operator that the
certificate has an inpending expiration, and/or

0 The operator notes the expiry tinme of the certificate and uses a
cal endaring programto renind themof the expiry tine. It is
advi sabl e that the expiration warning happen well in advance of
the actual expiry time, and/or

0 The RPKI CA warns the operaor of pending expiration, and/or

0 Use sone other kind of automated process to search for and track
the expiry times of router certificates.

Regardl ess of the technique used to track router certificate expiry
times, it is advisable to notify additional operators in the sane
organi zation as the expiry tinme approaches thereby ensuring that the
forgetful ness of one operator does not affect the entire

organi zati on.

Depending on inter-operator relationship, it may be appropriate to
notify a peer operator that one or nore of their certificates are
about to expire.

Routers that support nultiple private keys also greatly increase the
chance that routers can continuously speak BGPsec because the new
private key and certificate can be obtained prior to expiration of
the operational key. oviously, the router needs to know when to
start using the new key. Once the new key is being used, having the
already distributed certificate ensures continuous operation

Whet her the certificate is rekeyed (i.e., different key in the
certificate with a new expiry tine) or renewed (i.e., the same key in
the certificate with a new expiry tine) depends on the key's lifetine
and operational use. Arguably, rekeying the router’'s BGPsec
certificate every time the certificate expires is nore secure than
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renewal because it limits the private key’'s exposure. However, if
the key is not conpromi sed the certificate could be renewed as nmany
times as allowed by the operator’s security policy. Routers that
support only one key can use renewal to ensure continuous operation
assuning the certificate is renewed and distributed prior to the
operational’s certificate expiry tine.

Certain unfortunate circunstances exist when the operator will need
to revoke the router’s BGPsec certificate. When this occurs, the
operator needs to use the RPKI CA systemto revoke the certificate by
placing the router’'s BGPsec certificate on the CRL (Certificate
Revocation List) as well as rekeying the router’s certificate.

When it is decided that an active router key is to be revoked, the
process of requesting the CA to revoke, the process of the CA
actually revoking the router’s certificate, and then the process of
rekeying/renewing the router’s certificate, (possibly distributing a
new key and certificate to the router), and distributing the status
takes tine during which the operator nust decide how they wish to
mai ntain continuity of operations, with or wi thout the conprom sed
private key, or whether they wish to bring the router offline to
address the conproni se

Keepi ng the router operational and BGPsec-speaking is the ideal goal
but if operational practices do not allow this then reconfiguring the
router to disabling BGPsec is likely preferred to bringing the router
of fline.

Rout ers whi ch support nore than one private key, where one is
operational and the other(s) are soon-to-be-opertional, facilitate
revocati on events because the operator can configure the router to
make a soon-to-be-operational key operational, request revocation of
the conprom sed key, and then make a new soon-to-be-operational key,
all hopefully without needing to take offline or reboot the router
For routers which support only one operational key, the operators
should create or install the new private key, and then request
revocation of the conmpronised private key.

5. Oher Use Cases

Current router code generates private keys for uses such as SSH, but
the private keys may not be seen or off-loaded via the SSH-protected
CLI session or any other nmeans. Wile this is good security, it
creates difficulties when a routing engi ne or whole router nust be
replaced in the field and all software which accesses the router nust
be updated with the new keys. Al so, any network based initial contact
with a newrouting engine requires trust in the public key presented
on first contact.
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To allow operators to quickly replace routers w thout requiring
update and distribution of the corresponding public keys in the RPKI
routers SHOULD all ow the private BGPsec key to be off-loaded via the
SSH protected CLI, NetConf (see [RFC6470]), SNMP, etc. This lets the
operator upload the old private key via the mechani smused for

oper at or - gener at ed keys, see Section 3.2.

6. Security Considerations

Qper at or-generated keys could be intercepted in transport and the
reci pient router would have no way of knowi ng a substitution had been
made or that the key had been disclosed by a nonkey in the m ddle.
Hence transport security is strongly RECOMENDED. As noted in
Section 3, the level of security provided by the transport security
SHOULD be commensurate with the BGPsec key. Additionally, operators
SHOULD ensure the transport security inplenmentation is up to date and
addresses all known inplenentation bugs.

Al'l generated key pairs MJST be generated froma good source of non-
determnistic randominput [ RFC4086] and the private key MJST be
protected in a secure fashion. Disclosure of the private key | eads
to masquerade [ RFC4949]. The |l ocal storage format for the private
key is a local natter.

Though the CA's certificate is installed on the router and used to
verify the returned certificate is in fact signed by the CA the
revocation status of the CA's certificate is not checked. The
operator MJUST ensure that installed CA certificate is valid.

Operators need to nmanage their SSH keys to ensure only those
aut hori zed to access the router may do so. As enployees no | onger
need access to the router, their keys SHOULD be renoved fromthe
router.

7. | ANA Consi derations

Thi s docunent has no | ANA Consi der ati ons.
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