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Abst r act

Thi s docunment describes BGPSEC, an extension to the Border Gateway
Protocol (BGP) that provides security for the path of autononous
systens through which a BGP update nessage passes. BGPSEC is

i npl emented via a new optional non-transitive BGP path attribute that
carries a digital signature produced by each autononobus systemthat
propagat es the update nessage.

Requi rement s Language
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"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTI ONAL" are to be interpreted as described in RFC 2119 [1] only
when they appear in all upper case. They may al so appear in |ower or
m xed case as English words, w thout normative meaning
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security for Border Gateway Protocol (BGP) [2] route advertisements.
That is, a BGP speaker who receives a valid BGPSEC updat e has

crypt ographi ¢ assurance that the advertised route has the foll ow ng
two properties:

1. The route was originated by an AS explicitly authorized by the
hol der of the IP address prefix to originate route advertisenments
for that prefix.

2. Every AS on the path of ASes listed in the update nessage has
explicitly authorized the advertisenent of the route to the
subsequent AS in the path.

Thi s docunment specifies a new optional (non-transitive) BGP path
attribute, BGPSEC Path. It also describes how a BGPSEC- conpliant BGP
speaker (referred to hereafter as a BGPSEC speaker) can generate,
propagate, and validate BGP update nessages containing this attribute
to obtain the above assurances.

BGPSEC relies on the Resource Public Key Infrastructure (RPKI)
certificates that attest to the allocation of AS nunber and IP
address resources. (For nore information on the RPKI, see [7] and
the docunents referenced therein.) Any BGPSEC speaker who w shes to
send, to external (eBGP) peers, BGP update nessages containing the
BGPSEC Path needs to possess a private key associated with an RPK
router certificate [10] that corresponds to the BGPSEC speaker’s AS
nunber. Note, however, that a BGPSEC speaker does not need such a
certificate in order to validate received update nessages containing
the BGPSEC Path attribute

2. BGPSEC Negoti ation
Thi s docunment defines a new BGP capability [6] that allows a BGP
speaker to advertise to a neighbor the ability to send or to receive
BGPSEC updat e nessages (i.e., update nmessages containing the
BGPSEC Path attribute).

2.1. The BGPSEC Capability
This capability has capability code : TBD
The capability length for this capability MJST be set to 3.

The three octets of the capability value are specified as foll ows.

BGPSEC Send Capability Val ue:
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0 1 2 3 4 5 6 7
S +
| Version | Dir | Reserved
o +
I I
F------ AFL e +
I I
S +

The first four bits of the first octet indicate the version of BGPSEC
for which the BGP speaker is advertising support. This docunent
defines only BGPSEC version O (all four bits set to zero). Oher
versi ons of BGPSEC nay be defined in future docunents. A BGPSEC
speaker MAY advertise support for multiple versions of BGPSEC by
including nultiple versions of the BGPSEC capability in its BGP OPEN
nmessage.

The fifth bit of the first octet is a direction bit which indicates
whet her the BGP speaker is advertising the capability to send BGPSEC
updat e nessages or receive BGPSEC update nessages. The BGP speaker
sets this bit to 0 to indicate the capability to recei ve BGPSEC
updat e nessages. The BGP speaker sets this bit to 1 to indicate the
capability to send BGPSEC updat e nessages

The remaining three bits of the first octet are reserved for future
use. These bits are set to zero by the sender of the capability and
i gnored by the receiver of the capability.

The second and third octets contain the 16-bit Address Fanily
Identifier (AFlI) which indicates the address fanmily for which the
BGPSEC speaker is advertising support for BGPSEC. This docunent only
specifies BGPSEC for use with two address famlies, |Pv4 and | Pv6,

AFl values 1 and 2 respectively. BGPSEC for use with other address
famlies may be specified in future docunents.

2.2. Negotiating BGPSEC Support

In order to indicate that a BGP speaker is willing to send BGPSEC
updat e nessages (for a particular address fanmly), a BGP speaker
sends the BGPSEC Capability (see Section 2.1) with the Direction bit
(the fifth bit of the first octet) set to 1. In order to indicate
that the speaker is willing to receive BGP update nessages contai ni ng
the BGPSEC Path attribute (for a particular address fanily), a BGP
speaker sends the BGPSEC capability with the Direction bit set to O.
In order to advertise the capability to both send and recei ve BGPSEC
updat e nessages, the BGP speaker sends two copies of the BGPSEC
capability (one with the direction bit set to 0 and one with the
direction bit set to 1).
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3.

Simlarly, if a BGP speaker wishes to use BGPSEC with two different
address famlies (i.e., IPv4 and |1 Pv6) over the same BGP session,
then the speaker includes two instances of this capability (one for
each address famly) in the BGP OPEN nessage. A BGP speaker SHOULD
NOT advertise the capability of BGPSEC support for a particul ar AFI
unless it has also advertised the multiprotocol extension capability
for the same AFlI conbination [3].

In a session where BGP session, a peer is permtted to send update
messages containing the BGPSEC Path attribute if, and only if:

0 The given peer sent the BGPSEC capability for a particular version
of BGPSEC and a particular address family with the Direction bit
set to 1; and

0 The other peer sent the BGPSEC capability for the sanme version of
BGPSEC and the sane address fanmily with the Direction bit set to
0.

In such a session, we say that the use of (the particul ar version of)
BGPSEC has been negotiated (for a particular address famly). BGP
updat e nessages w thout the BGPSEC Path attribute MAY be sent within
a session regardl ess of whether or not the use of BGPSEC is
successfully negotiated. However, if BGPSEC i s not successfully
negoti ated, then BGP update nessages containing the BGPSEC Path
attribute MJUST NOT be sent.

Thi s docunent defines the behavior of inplenmentations in the case
where BGPSEC version zero is the only version that has been
successfully negotiated. Any future docunment which specifies

addi tional versions of BGPSEC will need to specify behavior in the
case that support for nultiple versions is negoti ated.

BGPSEC cannot provi de neani ngful security guarantees w thout support
for four-byte AS nunbers. Therefore, any BGP speaker that announces
t he BGPSEC capability, MJST al so announce the capability for four-
byte AS support [4]. If a BGP speaker sends the BGPSEC capability but
not the four-byte AS support capability then BGPSEC has not been
successful ly negoti ated, and update messages containing the

BGPSEC Path attribute MJUST NOT be sent within such a session

Not e that BGPSEC updat e nmessages can be quite large, therefore any
BGPSEC speaker announcing the capability to recei ve BGPSEC nessages
SHOULD al so announce support for the capability to receive BGP

ext ended nessages [9].

The BGPSEC Path Attribute
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The BGPSEC Path attribute is a new optional non-transitive BGP path
attribute.

This docunent registers a new attribute type code for this attribute
TBD

The BGPSEC Path attribute carries the secured information regarding
the path of ASes through which an update nessage passes. This
includes the digital signatures used to protect the path information.
We refer to those update nessages that contain the BGPSEC Path
attribute as "BGPSEC Updat e nessages”. The BGPSEC Path attribute
replaces the AS PATH attribute in a BGPSEC update nessage. That is,
updat e nessages that contain the BGPSEC Path attribute MJST NOT
contain the AS PATH attribute, and vice versa.

The BGPSEC Path attribute is nade up of several parts. The follow ng
hi gh-1 evel diagram provides an overview of the structure of the
BGPSEC Path attribute:

H gh- Level Diagram of the BGPSEC Path Attribute

o +
[ S + [
| | Secure Path | |
| o e eme e eee e aaas + |
I I AS X I I
| | pCount X | |
| | Fl ags X | |
I I AS Y I I
| | pCount Y | |
| | Flags Y | |
I I e I I
| S + |
| |
[ S + S + [
| | Sig Block 1 | | Sig Block 2 | |
| T + T + |
| | Alg Suite 1 | | Alg Suite 2 | |
| | SKI X1 | | SKI X1 | |
| | Signature X1 | | Signature X1 | |
[ | SKI Y1 [ | SKI Y1 [ [
| | Signature Y1 | | Signature Y1 | |
| | - | | e | |
| - + - + |
I I
o +

The following is the specification of the format for the BGPSEC Path
attribute.
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BGPSEC Path Attribute

o mm m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memaa oo +
| Secure_Path (vari abl e) [
T +
| Sequence of one or two Signature_ Bl ocks (variable) |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e eee oo +

The Secure Path contains AS path information for the BGPSEC update
message. This is logically equivalent to the information that is
contained in a non-BGPSEC AS PATH attribute. A BGPSEC update nessage
contai ning the BGPSEC Path attribute MJUST NOT contain the AS PATH
attribute. The Secure_Path is used by BGPSEC speakers in the sane
way that information fromthe AS PATH is used by non- BGPSEC speakers.
The format of the Secure_ Path is described belowin Section 3.1

The BGPSEC Path attribute will contain one or two Signature_Bl ocks,
each of which corresponds to a different algorithmsuite. Each of
the Signature Blocks will contain a signature segnment for one AS
nunber (i.e, secure path segnent) in the Secure_Path. |In the nobst
common case, the BGPSEC Path attribute will contain only a single
Signature_ Bl ock. However, in order to enable a transition from an
old algorithmsuite to a new algorithmsuite (without a flag day), it
will be necessary to include two Signature_Bl ocks (one for the old
algorithm suite and one for the new algorithmsuite) during the
transition period. (See Section 6.1 for nore di scussion of algorithm
transitions.) The format of the Signature Bl ocks is described bel ow
in Section 3.2.

3.1. Secure_Path

Here we provide a detail ed description of the Secure_Path information
in the BGPSEC Path attribute

Secure_Path

e +
| Secure_Path Length (2 octets) |
S +
| One or More Secure_ Path Segnents (variable) |
oo e e e e e e e e e e e e e e e e e e e e e eeeoo oo +

The Secure_Path Length contains the length (in octets) of the entire
Secure_Path (including the two octets used to express this length
field). As explained below each Secure Path segnment is six octets
long. Note that this nmeans the Secure Path Length is two greater
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than six tines the nunber Secure_Path Segnments (i.e., the number of
AS nunbers in the path).

The Secure Path contains one Secure_Path Segnent for each (distinct)
Aut ononobus Systemin the path to the originating AS of the NLRI

specified in the update nessage.

Secure_Pat h Segnent

o e e e e e e e e e ao oo +
| AS Number (4 octets) |
o e e e e e e e i +
| pCount (1 octet) |
B +
| Fl ags (1 octet) |
o e e e e e e e e e ao oo +

The AS Nunber is the AS nunmber of the BGP speaker that added this
Secure_Path segnment to the BGPSEC Path attribute. (See Section 4 for
nmore information on populating this field.)

The pCount field contains the nunber of repetitions of the associated
aut ononous system nunber that the signature covers. This field

enabl es a BGPSEC speaker to minic the semantics of prepending

mul tiple copies of their AS to the AS PATH without requiring the
speaker to generate multiple signatures.

The first bit of the Flags field is the Confed Segnent flag. The
Confed_Segnent flag is set to one to indicate that the BGPSEC speaker
that constructed this Secure_Path segnent is sending the update
message to a peer AS within the same Aut ononobus System confederation
[5]. (That is, the Confed_Segnent flag is set in a BGPSEC update
message whenever, in a non-BGPSEC update nessage, the BGP speaker’s
AS woul d appear in a AS PATH segnent of type AS CONFED SEQUENCE.) In
all other cases the Confed Segnent flag is set to zero.

The remai ning seven bits of the Flags MJST be set to zero by the

sender, and ignored by the receiver. Note, however, that the

signature is conputed over all eight bits of the flags field.
3.2. Signature_Bl ock

Here we provide a detail ed description of the Signature_Blocks in the
BGPSEC Path attri bute.
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Si gnat ur e_Bl ock

o mmm e e e e e e e e e e e e e e e e e e e e e e e +
| Signature_Block Length (2 octets) [
. +
| Algorithm Suite Identifier (1 octet) |
e +
| Sequence of Signature Segnents (variable) |
o mmm e e e e e e e e e e e e e e e e e e e e e e e +

The Signature_Block Length is the total nunber of octets in the
Signature_ Bl ock (including the two octets used to express this length
field).

The Algorithm Suite ldentifier is a one-octet identifier specifying
the digest algorithmand digital signature algorithmused to produce
the digital signature in each Signature Segment. An | ANA registry of
algorithmidentifiers for use in BGPSEC is specified in the BGPSEC

al gorithms docunment [11].

A Signature_ Bl ock has exactly one Signature Segnent for each
Secure_Path Segnent in the Secure_Path portion of the BGPSEC Path
Attribute. (That is, one Signhature Segrment for each distinct AS on
the path for the NLRI in the Update nessage.)

Si gnat ure Segment s

Fomm o e e e e e e e e e e e e e e e e e me i eo - +
| Subject Key ldentifier (20 octets)

o o e e e e e e e e e e e e e e e e e e e e meeeo— - +
| Signhature Length (2 octets) |
Fom e m e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Signature (vari abl e) |
Fomm o e e e e e e e e e e e e e e e e e me i eo - +

The Subject Key ldentifier contains the value in the Subject Key
Identifier extension of the RPKI router certificate [10] that is used
to verify the signature (see Section 5 for details on validity of
BGPSEC updat e nessages).

The Signature Length field contains the size (in octets) of the value
in the Signature field of the Signhature Segnent.

The Signature contains a digital signature that protects the NLR and

the BGPSEC Path attribute (see Sections 4 and 5 for details on
signature generation and validation, respectively).
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4.

Generating a BGPSEC Updat e

Sections 4.1 and 4.2 cover two cases in which a BGPSEC speaker may
generate an update nessage containing the BGPSEC Path attribute. The
first case is that in which the BGPSEC speaker originates a new route
advertisenent (Section 4.1). That is, the BGPSEC speaker is
constructing an update nessage in which the only AS to appear in the
BGPSEC Path is the speaker’s own AS. The second case is that in

whi ch t he BGPSEC speaker receives a route advertisement from a peer
and then decides to propagate the route advertisenent to an externa
(eBGP) peer (Section 4.2). That is, the BGPSEC speaker has received
a BGPSEC update nmessage and is constructing a new update nmessage for
the same NLRI in which the BGPSEC Path attribute will contain AS
nunber (s) other than the speaker’s own AS.

The renmaining case is where the BGPSEC speaker sends the update
message to an internal (iBGP) peer. Wen originating a new route
advertisement and sending it to an internal peer, the BGPSEC speaker
creates a new BGPSEC Path attribute with zero Secure_Path segnents
and zero Signature Segnents. \When propagating a received route
advertisenent to an internal peer, the BGPSEC speaker popul ates the
BGPSEC Path attribute by copying the BGPSEC Path attribute fromthe
recei ved update nessage. That is, the BGPSEC Path attribute is
copied verbatim Note that in the case that a BGPSEC speaker chooses
to forward to an i BGP peer a BGPSEC updat e nessage that has not been
successfully validated (see Section 5), the BGPSEC Path attribute
SHOULD NOT be removed. (See Section 7 for the security ramfications
of renovi ng BGPSEC si gnhat ures.)

The information protected by the signature on a BGPSEC updat e nessage
i ncludes the AS nunber of the peer to whomthe update nessage is
being sent. Therefore, if a BGPSEC speaker wi shes to send a BGPSEC
update to nultiple BGP peers, it MIST generate a separate BGPSEC
updat e nessage for each unique peer AS to which the update nessage is
sent.

A BGPSEC updat e message MJST advertise a route to only a single NLRI.
This is because a BGPSEC speaker receiving an update nessage with
multiple NLRI woul d be unable to construct a valid BGPSEC updat e
message (i.e., valid path signatures) containing a subset of the NLR
in the received update. |If a BGPSEC speaker w shes to advertise
routes to nultiple NLRI, then it MJST generate a separate BGPSEC
updat e nessage for each NLR

In order to create or add a new signature to a BGPSEC updat e nmessage
with a given algorithmsuite, the BGPSEC speaker nust possess a
private key suitable for generating signatures for this algorithm
suite. Additionally, this private key nust correspond to the public
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4.

1.

key in a valid Resource PKI end-entity certificate whose AS number
resource extension includes the BGPSEC speaker’s AS nunber [10]. Note
al so that new signatures are only added to a BGPSEC updat e nessage
when a BGPSEC speaker is generating an update nessage to send to an
external peer (i.e., when the AS nunber of the peer is not equal to

t he BGPSEC speaker’s own AS nunber). Therefore, a BGPSEC speaker who
only sends BGPSEC update nessages to peers within its own AS, it does
not need to possess any private signature keys.

Oiginating a New BGPSEC Updat e

In an update nessage that originates a new route advertisenent (i.e.
an update whose path will contain only a single AS nunber), when
sendi ng the route advertisenent to an external, BGPSEC-speaki ng peer,
t he BGPSEC speaker creates a new BGPSEC Path attribute as foll ows.

First, the BGPSEC speaker constructs the Secure Path with a single
Secure_Path Segnent. The AS in this path is the BGPSEC speaker’s own
AS number. In particular, this AS nunber MJUST match an AS nunber in
the AS nunber resource extension field of the Resource PKI router
certificate(s) [10] that will be used to verify the digita
signature(s) constructed by this BGPSEC speaker

The BGPSEC Path attribute and the AS Path attribute are mutually
exclusive. That is, any update nmessage contai ning the BGPSEC Path
attribute MUST NOT contain the AS Path attribute. The infornmation
that would be contained in the AS Path attribute is instead conveyed
in the Secure_Path portion of the BGPSEC Path attribute.

The Resource PKlI enables the legitinmate hol der of |P address
prefix(es) to issue a signed object, called a Route Oigination

Aut hori zation (ROA), that authorizes a given AS to originate routes
to a given set of prefixes (see [8]). Note that validation of a
BGPSEC update nessage will fail (i.e., the validation algorithm
specified in Section 5.2, returns "Not Valid ) unless there exists a
valid ROA authorizing the first ASin the Secure_Path portion of the
BGPSEC Path attribute to originate routes to the prefix being
advertised. Therefore, a BGPSEC speaker SHOULD NOT originate a
BGPSEC updat e advertising a route for a given prefix unless there
exists a valid ROA authorizing the BGPSEC speaker’s AS to originate
routes to this prefix.

The pCount field of the Secure_Path Segnment is typically set to the
value 1. However, a BGPSEC speaker may set the pCount field to a
val ue greater than 1. Setting the pCount field to a value greater
than one has the sane senantics as repeating an AS nunber nultiple
times in the AS PATH of a non- BGPSEC update nessage (e.g., for
traffic engineering purposes). Setting the pCount field to a val ue

Lepi nski Expi res January, 2015 [ Page 11]



Internet-Draft BGPSEC Pr ot ocol July 2014

greater than one pernmits this repetition without requiring a separate
digital signature for each repetition

If the BGPSEC speaker is not a nenber of an autononbus system
confederation [5], then the Flags field of the Secure Path Segnent
MUST be set to zero. (Menbers of a confederation should follow the
speci al processing instructions for confederation nenbers in Section
4.4.)

Typically, a BGPSEC speaker will use only a single algorithmsuite,
and thus create only a single Signature Block in the BGPSEC Path
attribute. However, to ensure backwards conpatibility during a
period of transition froma ’'current’ algorithmsuite to a 'new
algorithmsuite, it will be necessary to originate update nessages
that contain a Signature_Block for both the 'current’ and the ’'new
algorithmsuites (see Section 6.1).

When originating a new route advertisenent, each Signature_Bl ock MJST
consi st of a single Signature Segnent. The follow ng describes how
t he BGPSEC speaker popul ates the fields of the Signature_ Bl ock.

The Subject Key Identifier field (see Section 3) is populated with
the identifier contained in the Subject Key ldentifier extension of
the RPKI router certificate corresponding to the BGPSEC speaker[ 10].
Thi s Subject Key Identifier will be used by recipients of the route
advertisenent to identify the proper certificate to use in verifying
t he signature.

The Signature field contains a digital signature that binds the NLR
and BGPSEC Path attribute to the RPKI router corresponding to the
BGPSEC speaker. The digital signature is conputed as foll ows:

o Construct a sequence of octets by concatenating the Target AS
Nunber, the Secure_ Path (Origin AS, pCount, and Flags), A gorithm
Suite ldentifier, and NLRI. The Target AS Nunber is the ASto
whom t he BGPSEC speaker intends to send the update nessage. (Note
that the Target AS nunber is the AS nunmber announced by the peer
in the OPEN nessage of the BGP session within which the update is
sent.)
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Sequence of Cctets to be Signed

B +

| Target AS Number (4 octets) |
e +

| Origin AS Nunber (4 octets) | ---\
T e + \
| pCount (1 octet) | > Secure_Path
B + /
| Fl ags (1 octet) | ---/
e +

| Algorithm Suite Id. (1 octet) |

oo e e e e e e e e e e e eaaa o +

| NLRI Length (1 octet) [

B +

| NLRI Prefix (vari abl e) |
e +

o Apply to this octet sequence the digest algorithm (for the
algorithmsuite of this Signature_Block) to obtain a digest val ue.

0 Apply to this digest value the signature algorithm (for the
algorithmsuite of this Signature_Block) to obtain the digita
signature. Then populate the Signature Field with this digita
si gnature.

The Signature Length field is populated with the length (in octets)
of the Signature field.

4.2. Propagating a Route Advertisenent

When a BGPSEC speaker receives a BGPSEC update nessage containing a
BGPSEC Path attribute (with one or nore signatures) froman (internal
or external) peer, it may choose to propagate the route advertisenent
by sending to its (internal or external) peers by creating a new
BGPSEC advertisenent for the sane prefix.

If a BGPSEC router has received only a non-BGPSEC update nessage

(wi thout the BGPSEC Path attribute), containing the AS Path
attribute, froma peer for a given prefix then it MJST NOT attach a
BGPSEC Path attribute when it propagates the update nessage. (Note
that a BGPSEC router nmay al so recei ve a non- BGPSEC updat e nessage
froman internal peer without the AS Path attribute, i.e., with just
the NLRI in it. 1In that case, the prefix is originating fromthat AS
and hence the BGPSEC speaker SHOULD sign and forward the update to
its external peers, as specified in Section 4.1.)

Conversely, if a BGPSEC router has received a BGPSEC updat e nessage
(with the BGPSEC Path attribute) froma peer for a given prefix and
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it chooses to propagate that peer’s route for the prefix, then it
SHOULD propagate the route as a BGPSEC updat e nessage containing the
BGPSEC Path attri bute.

Not e that renovi ng BGPSEC signatures (i.e., propagating a route
advertisement without the BGPSEC Path attribute) has significant
security ramfications. (See Section 7 for discussion of the
security ramfications of removing BGPSEC signatures.) Therefore
when a route advertisenment is received via a BGPSEC updat e nmessage
propagating the route advertisenment w thout the BGPSEC Path attribute
i's NOT RECOMVENDED, unless the nessage is sent to a peer that did not
advertise the capability to recei ve BGPSEC update nessages (see
Section 4.4).

Furt hernmore, note that when a BGPSEC speaker propagates a route
advertisenent with the BGPSEC Path attribute it is not attesting to
the validation state of the update nessage it received. (See Section
7 for nore discussion of the security semantics of BGPSEC
signatures.)

If the BGPSEC speaker is producing an update nmessage which would, in
the absence of BGPSEC, contain an AS SET (e.g., the BGPSEC speaker is
perform ng proxy aggregation), then the BGPSEC speaker MJST NOT

i nclude the BGPSEC Path attribute. In such a case, the BGPSEC
speaker rmust renpbve any existing BGPSEC Path in the received
advertisenent(s) for this prefix and produce a traditional (non-
BGPSEC) update nessage. It should be noted that BCP 172 [ 13]
recomends agai nst the use of AS SET and AS CONFED SET in the AS PATH
of BGP updates.

To generate the BGPSEC Path attribute on the outgoing update nessage,
the BGPSEC speaker first prepends a new Secure_Path Segnent (places
in first position) to the Secure_Path. The AS nunber in this
Secure_Path segnent MUST match the AS nunber in the AS nunber
resource extension field of the Resource PKI router certificate(s)
that will be used to verify the digital signature(s) constructed by
thi s BGPSEC speaker[ 10].

The pCount is typically set to the value 1. A BGPSEC speaker may set
the pCount field to a value greater than 1. (See Section 4.1 for a
di scussion of setting pCount to a value greater than 1.) A route
server that participates in the BGP control path, but does not act as
a transit AS in the data plane, may choose to set pCount to 0. This
option enables the route server to participate in BGPSEC and obtain
the associ ated security guarantees w thout increasing the effective

Il ength of the AS path. (Note that BGPSEC speakers conpute the
effective length of the AS path by summing the pCount values in the
BGPSEC Path attribute, see Section 5.) However, when a route server
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sets the pCount value to 0, it still inserts its AS nunber into the
Secure_Path segnment, as this information is needed to validate the
signature added by the route server. Note that the option of setting
pCount to O is intended only for use by route servers that desire not
to increase the effective AS-PATH | ength of routes they adverti se.
The pCount field SHOULD NOT be set to O in other circunstances.
BGPSEC speakers SHOULD drop incom ng update nessages with pCount set
to zero in cases where the BGPSEC speaker does not expect its peer to
set pCount to zero (i.e., cases where the peer is not acting as a
route server).

I f the BGPSEC speaker is not a nenmber of an autononous system
confederation [5], then the Confed_Segnent bit of the Flags field of
the Secure_Path Segnent MUST be set to zero. (Menbers of a

conf ederation should follow the special processing instructions for
confederation nenbers in Section 4.3.)

If the received BGPSEC updat e nessage contains two Signature_ Bl ocks
and the BGPSEC speaker supports both of the corresponding al gorithns
suites, then the new update nmessage generated by the BGPSEC speaker
SHOULD i ncl ude both of the Signature_ Blocks. |If the received BGPSEC
updat e nessage contains two Signature_ Bl ocks and the BGPSEC speaker
only supports one of the two corresponding algorithmsuites, then the
BGPSEC speaker MUST renove the Signature Bl ock corresponding to the
algorithmsuite that it does not understand. |f the BGPSEC speaker
does not support the algorithmsuites in any of the Signature_Bl ocks
contained in the received update nessage, then the BGPSEC speaker
MUST NOT propagate the route advertisenent with the BGPSEC Path
attribute. (That is, if it chooses to propagate this route
advertisenent at all, it nust do so as an unsi gned BGP update
nmessage) .

Note that in the case where the BGPSEC Path has two Signature_Bl ocks
(corresponding to different algorithmsuites), the validation

al gorithm (see Section 5.2) deens a BGPSEC update nessage to be
"Valid if there is at |east one supported algorithmsuite (and
correspondi ng Signature_Block) that is deened 'Valid . This means
that a 'Valid BGPSEC update nessage nay contain a Signature_ Bl ock
which is not deened 'Valid (e.g., contains signatures that the
BGPSEC does not successfully verify). Nonetheless, such

Si gnature_Bl ocks MJUST NOT be renobved. (See Section 7 for a

di scussion of the security ramifications of this design choice.)

For each Signature_Bl ock corresponding to an algorithmsuite that the
BGPSEC speaker does support, the BGPSEC speaker adds a new Signature
Segnent to the Signature Block. This Signature Segnent is prepended
to the list of Signature Segnents (placed in the first position) so
that the Iist of Signature Segments appear in the same order as the
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correspondi ng Secure_Path segnments. The BGPSEC speaker popul ates the
fields of this new signature segnent as foll ows.

The Subject Key Identifier field in the new segnent is populated with
the identifier contained in the Subject Key ldentifier extension of
the RPKI router corresponding to the BGPSEC speaker [10]. This

Subj ect Key Identifier will be used by recipients of the route
advertisenent to identify the proper certificate to use in verifying
t he signature.

The Signature field in the new segnent contains a digital signature
that binds the NLRI and BGPSEC Path attribute to the RPKI router
certificate corresponding to the BGPSEC speaker. The digita
signature is conputed as foll ows:

0 Construct a sequence of octets by concatenating the Target AS
nunber, the Secure_Path segnent that is being added by the BGPSEC
speaker constructing the signature, and the signature field of the
nmost recent Signature Segnent (the one corresponding to AS from
whom t he BGPSEC speaker’s AS received the announcenent). Note
that the Target AS nunber is the AS nunmber announced by the peer
in the OPEN nessage of the BGP session wthin which the BGPSEC
updat e nessage is sent.

Sequence of Cctets to be Signed

Fom e e e e e e e e e m e e e e am o +

| Target AS Number (4 octets) |

o e e e e e e e e e e e e e e e e e e eo oo +

| Signer’'s AS Nunber (4 octets) | ---\
S + \
| pCount (1 octet) | > Secure_Path
S + /
| Fl ags (1 octet) | ---/
o e e e e e e e e e e e e e e e e e e eo oo +

| Most Recent Sig Field (vari abl e) |

oo e e e e e e e e e e e e e e meeo—o - +

o Apply to this octet sequence the digest algorithm (for the
algorithmsuite of this Signature_Block) to obtain a digest val ue.

o0 Apply to this digest value the signature algorithm (for the
algorithmsuite of this Signature Block) to obtain the digita
signature. Then populate the Signature Field with this digita
si gnat ure.

The Signature Length field is populated with the length (in octets)
of the Signature field.
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4.3. Processing Instructions for Confederation Menbers

Menbers of autononous system confederations [5] MJST additionally
follow the instructions in this section for processi ng BGPSEC updat e
nmessages.

When a confederati on nenber sends a BGPSEC update nessage to a peer
that is a nmenber of the sanme confederation, the confederation nmenber
puts its (private) Menber-AS Nunber (as opposed to the public AS
Confederation lIdentifier) in the AS Nunber field of the Secure_Path
Segnent that it adds to the BGPSEC update nessage. Furthernore, when
a confederation nmenber sends a BGPSEC update nessage to a peer that
is a nmenber of the same confederation, the BGPSEC speaker that
generates the Secure_Path Segment sets the Confed_Segnent flag to
one. This nmeans that in a BGPSEC update nessage, an AS nunber
appears in a Secure Path Segnent with the Confed_Segnent flag set
whenever, in a non-BGPSEC updat e nessage, the AS nunber woul d appear
in a segnent of type AS_CONFED SEQUENCE in a non- BGPSEC updat e
nmessage

Wthin a confederation, the verification of BGPSEC signatures added
by ot her nenbers of the confederation is optional. |If a
confederati on chooses not to have its nenbers verify signatures added
by ot her confederation nenbers, then when sending a BGPSEC updat e
message to a peer that is a nenber of the sane confederation, the
conf ederati on nenmbers MAY set the Signature field within the
Signature_Segment that it generates to be zero (in lieu of
calculating the correct digital signature as described in Sections
4.1 and 4.2). Note that if a confederation chooses not to verify
digital signatures within the confederation, then BGPSEC is able to
provi de no assurances about the integrity of the (private) Menber-AS
Nunmbers placed in Secure_Path segments where the Confed_Segnment flag
is set to one.

When a confederati on nenber receives a BGPSEC update nessage froma
peer within the confederati on and propagates it to a peer outside the
confederation, it needs to renove all of the Secure_Path Segments
added by confederation menbers as well as the corresponding Signature
Segments. To do this, the confederation nenber propagating the route
out side the confederation does the foll ow ng:

o First, starting with the nost recently added Secure_Path segnents,
renove all of the consecutive Secure_Path segnents that have the
Confed_Segnent flag set to one. Stop this process once a
Scure_Path segnment is reached which has its Confed_Segnent flag
set to zero. Keep a count of the nunber of segnents renpved in
t hi s fashion.
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0 Second, starting with the nost recently added Signature Segnent,
renove a nunber of Signature Segnments equal to the nunber of
Secure_Path Segnents renoved in the previous step. (That is,
renove the K nost recently added signature segnents, where Kis
t he nunber of Secure_ Path Segnents renoved in the previous step.)

o Finally, add a Secure_Path Segnent containing, in the AS field,
the AS Confederation Identifier (the public AS nunber of the
confederation) as well as a corresponding Signature Segnent. Note
that all fields other that the AS field are popul ated as per
Sections 4.1 and 4. 2.

When validating a recei ved BGPSEC updat e nessage, confederation
menbers need to make the followi ng adjustnent to the algorithm
presented in Section 5.2. \When a confederation nenber processes
(validates) a Signature Segnent and its correspondi ng Secure_Path
Segnent, the confederation nenber nmust note that for a signature
produced by a BGPSEC speaker outside of a confederation, the Target
AS will always be the AS Confederation Identifier (the public AS
nunber of the confederation) as opposed to the Menber-AS Nunber.

To handl e this case, when a BGPSEC speaker (that is a confederation
menber) processes a current Secure_Path Segment that has the

Conf ed_Segnment flag set to zero, if the next nost recently added
Secure_Pat h segnent has the Confed_Segnent flag set to one then, when
computing the digest for the current Secure_Path segnment, the BGPSEC
speaker takes the Target AS Nunber to be the AS Confederation
Identifier of the validating BGPSEC speaker’s own confederation
(Note that the algorithmin Section 5.2 processes Secure_Path
Segnments in order fromnost recently added to | east recently added,
therefore this special case will apply to the first Secure_Path
segrment that the al gorithmencounters that has the Confed_Segnent
flag set to zero.)

Finally, as discussed above, an AS confederation may optionally
decide that its nmenbers will not verify digital signatures added by
menbers. I n such a federation, when a confederation nmenber runs the
algorithmin Section 5.2, the confederation nmenber, during processing
of a Signature_Segnment, first checks whether the Confed_Sequence fl ag
in the corresponding Secure_Path segnent is set to one. If the

Conf ed_Sequence flag is set to one in the correspondi ng Secure_Path
segnment, the confederati on nenber does not perform any further checks
on the Signature_Segnent and i nmedi ately noves on to the next

Si gnat ure_Segnent (and checks its correspondi ng Secure_Path segnent).
Note that as specified in Section 5.2, it is an error when a BGPSEC
speaker receives froma peer, who is not in the sane AS
confederation, a BGPSEC update contai ning a Confed_Sequence flag set
to one. (As discussed in Section 5.2, any error in the BGPSEC Path
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attribute MIST be handl ed using the "treat-as-w thdraw', approach as
defined in RFC WKYZ [12].)

4.4, Reconstructing the AS PATH Attribute

BGPSEC updat e nessages do not contain the AS PATH attri bute.
However, the AS PATH attribute can be reconstructed fromthe

BGPSEC Path attribute. This is necessary in the case where a route
advertisenent is received via a BGPSEC update nessage and then
propagated to a peer via a non-BGPSEC update nessage (e.g., because
the latter peer does not support BGPSEC). Note that there nmay be
addi tional cases where an inplementation finds it useful to perform
this reconstruction.

The AS PATH attribute can be constructed fromthe BGPSEC Path
attribute as follows. Starting with an enpty AS PATH attri bute,
process the Secure_Path segments in order fromleast-recently added
(corresponding to the origin) to nost-recently added. For each
Secure_Path segnent performthe foll ow ng steps:

1. If the Confed_Segnent flag in the Secure_Path segment is set to
one, then |l ook at the nost-recently added segnent in the AS PATH

* In the case where the AS PATH is enpty or in the case where
the nmost-recently added segnent is of type AS _SEQUENCE t hen
add (prepend to the AS PATH) a new AS PATH segnent of type
AS_CONFED_SEQUENCE. This segnent of type AS_CONFED SEQUENCE
shal |l contain a nunber of elenents equal to the pCount field
in the current Secure_ Path segnent. Each of these el enents
shal |l be the AS nunber contained in the current Secure_Path
segment. (That is, if the pCount field is X, then the segnent
of type AS_CONFED SEQUENCE contains X copies of the
Secure_Path segnent’s AS Nunber field.)

* In the case where the nost-recently added segnent in the
AS _PATH is of type AS_CONFED_SEQUENCE t hen add (prepend to the
segrment) a nunber of elenents equal to the pCount field in the
current Secure_Path segment. The val ue of each of these
el ements shall be the AS nunber contained in the current
Secure_Path segnent. (That is, if the pCount field is X, then
add X copies of the Secure_Path segnent’s AS Nunber field to
the existing AS_CONFED_SEQUENCE. )
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5.

2. If the Confed_Segment flag in the Secure_Path segnment is set to
zero, then look at the nost-recently added segnent in the
AS_PATH.

* In the case where the AS PATH is enpty, and the pCount field
in the Secure_Path segnent is greater than zero, add (prepend
to the AS PATH) a new AS_PATH segnment of type AS_SEQUENCE
This segnent of type AS SEQUENCE shall contain a number of
el ements equal to the pCount field in the current Secure_Path
segnent. Each of these elenents shall be the AS nunber
contained in the current Secure Path segnent. (That is, if
the pCount field is X then the segment of type AS_SEQUENCE
contains X copies of the Secure_Path segnent’s AS Nunber
field.)

* In the case where the nost recently added segnent in the
AS PATH is of type AS SEQUENCE then add (prepend to the
segnment) a nunber of elenents equal to the pCount field in the
current Secure_Path segnent. The value of each of these
el ements shall be the AS nunber contained in the current
Secure_Path segnent. (That is, if the pCount field is X, then
add X copies of the Secure Path segnent’s AS Nunber field to
the existing AS SEQUENCE.)

Processi ng a Recei ved BGPSEC Updat e

Upon receiving a BGPSEC update nessage from an external (eBGP) peer
a BGPSEC speaker SHOULD validate the nessage to determ ne the
authenticity of the path infornmation contained in the BGPSEC Path
attribute. Section 5.1 provides an overvi ew of BGPSEC validati on and
Section 5.2 provides a specific algorithmfor performng such
validation. (Note that an inplenentation need not follow the
specific algorithmin Section 5.2 as |long as the input/output
behavi or of the validation is identical to that of the algorithmin
Section 5.2.) During exceptional conditions (e.g., the BGPSEC
speaker receives an incredibly |arge nunber of update nessages at
once) a BGPSEC speaker MAY tenporarily defer validation of incom ng
BGPSEC updat e messages. The treatnent of such BGPSEC update
messages, whose validation has been deferred, is a matter of |oca

policy.

The validity of BGPSEC update nmessages is a function of the current
RPKI state. Wen a BGPSEC speaker |earns that RPKI state has changed
(e.g., froman RPKI validating cache via the RTR protocol), the
BGPSEC speaker MUST re-run validation on all affected update nessages
stored in its ADJ-RIB-IN. That is, when a given RPKI certificate
ceases to be valid (e.g., it expires or is revoked), all update
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nmessages contai ning a signature whose SKI matches the SKI in the
given certificate nust be re-assessed to deternmine if they are stil
valid. If this reassessnent determnes that the validity state of an
updat e has changed then, depending on |local policy, it may be
necessary to re-run best path selection

BGPSEC updat e nmessages do not contain an AS _PATH attri bute.

Theref ore, a BGPSEC speaker MJST utilize the AS path information in
the BGPSEC Path attribute in all cases where it would otherw se use
the AS path information in the AS PATH attribute. The only exception
to this rule is when AS path information nust be updated in order to
propagate a route to a peer (in which case the BGPSEC speaker follows
the instructions in Section 4). Section 4.4 provides an al gorithm
for constructing an AS PATH attribute froma BGPSEC Path attri bute.
Whenever the use of AS path information is called for (e.g., |oop
detection, or use of AS path length in best path selection) the
external ly visible behavior of the inplenentation shall be the sane
as if the inplenentation had run the algorithmin Section 4.4 and
used the resulting AS PATH attribute as it would for a non- BGPSEC
updat e nessage

Many signature algorithns are non-determnistic. That is, nmany
signature algorithnms will produce different signatures each tine they
are run (even when they are signing the same data with the sane key).
Therefore, if an inplenmentation receives a BGPSEC update from a peer
and | ater receives a second BGPSEC update nmessage fromthe sane peer,
the inplementati on SHOULD treat the second message as a duplicate
update nessage if it differs fromthe first update nessage only in
the Signature fields (within the BGPSEC Path attribute). That is, if
all the fields in the second update are identical to the fields in
the first update message, except for the Signature fields, then the
second update nessage should be treated as a duplicate of the first
update nessage. Note that if other fields (e.g., the Subject Key
Identifier field) within a Signature segnment differ between two
updat e nessages then the two updates are not duplicates.

Wth regards to the processing of duplicate update nmessages, if the
first update nmessage is valid, then an inplenmentati on SHOULD NOT run
the validation procedure on the second, duplicate update nessage
(even if the bits of the signature field are different). |If the
first update nessage is not valid, then an inpl enentati on SHOULD run
the validation procedure on the second duplicate update nessage (as
the signatures in the second update may be valid even though the
first contained a signature that was invalid).
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5.1. Overview of BGPSEC Val i dati on

Val i dati on of a BGPSEC updat e messages makes use of data from RPK
certificates and signed Route Origination Authorizations (ROY). In
particular, to validate update nmessages contai ning the BGPSEC Path
attribute, it is necessary that the recipient have access to the
foll owi ng data obtained fromvalid RPKI certificates and ROAs:

0 For each valid RPKI router certificate, the AS Nunber, Public Key
and Subject Key ldentifier are required,

o For each valid ROA, the AS Nunber and the list of |P address
prefixes.

Not e that the BGPSEC speaker could performthe validation of RPK
certificates and ROAs on its own and extract the required data, or it
could receive the sanme data froma trusted cache that perfornms RPK
validation on behal f of (sonme set of) BGPSEC speakers. (For exanple,
the trusted cache could deliver the necessary validity information to
t he BGPSEC speaker using the router key PDU [16] for the RTR protocol
[15].)

To val idate a BGPSEC update nessage contai ning the BGPSEC Path
attribute, the recipient perfornms the validation steps specified in
Section 5.2. The validation procedure results in one of two states:
"Valid and ’'Not Valid

It is expected that the output of the validation procedure will be
used as an input to BGP route selection. However, BGP route

sel ection, and thus the handling of the two validation states is a
matter of local policy, and is handled using |ocal policy mechanisns.

It is expected that BGP peers will generally prefer routes received
via 'Valid BGPSEC update nessages over both routes received via ' Not
Val i d’ BGPSEC update nessages and routes received via update nessages
that do not contain the BGPSEC Path attribute. However, BGPSEC
specifies no changes to the BGP deci sion process. (See [17] for

rel ated operational considerations.)

BGPSEC val i dati on needs only be perforned at the eBGP edge. The
validation status of a BGP signed/unsi gned update MAY be conveyed via
i BGP froman ingress edge router to an egress edge router via sone
mechani sm according to local policy within an AS. As discussed in
Section 4, when a BGPSEC speaker chooses to forward a (syntactically
correct) BGPSEC update message, it SHOULD be forwarded with its
BGPSEC Path attribute intact (regardless of the validation state of
the update nessage). Based entirely on local policy, an egress
router receiving a BGPSEC update nessage fromwithin its owmn AS MAY
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choose to performits own validation.
5.2. Validation Al gorithm

This section specifies an algorithmfor validation of BGPSEC update
messages. A conformant inplenentation MJUST include a BGPSEC updat e
validation algorithmthat is functionally equivalent to the
external ly visible behavior of this algorithm

First, the recipient of a BGPSEC update nessage perforns a check to
ensure that the nessage is properly forned. Specifically, the
recipient perfornms the follow ng checks:

1. Check to ensure that the entire BGPSEC Path attribute is
syntactically correct (conforms to the specification in this
docunent).

2. Check that each Signature Bl ock contains one Signature segnent
for each Secure_Path segnent in the Secure_Path portion of the
BGPSEC Path attribute. (Note that the entirety of each
Si gnat ure_Bl ock must be checked to ensure that it is well forned,
even though the validation process may terninate before al
signatures are cryptographically verified.)

3. Check that the update nessage does not contain an AS_PATH
attribute

4. |If the update nessage was received froma peer that is not a
menber of the BGPSEC speaker’s AS confederation, check to ensure
that none of the Secure Path segnents contain a Flags field with
t he Confed_Sequence flag set to one.

5. If the update nmessage was received froma peer that is not
expected to set pCount equal to zero (see Section 4.2) then check
to ensure that the pCount field in the nost-recently added
Secure_Path segnent is not equal to zero

If any of these checks fail, it is an error in the BGPSEC Path
attribute. Any of these errors in the BGPSEC Path attribute are
handl ed as per RFC WKYZ [12]. BGPSEC speakers MJUST handl e t hese
errors using the "treat-as-wi thdraw' approach as defined in RFC WKYZ
[12].

Next, the BGPSEC speaker verifies that the origin AS is authorized to
advertise the prefix in question. To do this, consult the valid ROA
data to obtain a list of AS nunbers that are associated with the
given | P address prefix in the update nessage. Then |ocate the |ast
(least recently added) AS nunber in the Secure Path portion of the
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BGPSEC Path attribute. |If the origin ASin the Secure_Path is not in
the set of AS nunbers associated with the given prefix, then the
BGPSEC update nmessage is "Not Valid and the validation algorithm
term nates

Finally, the BGPSEC speaker examines the Signature_Blocks in the
BGPSEC Path attribute. A Signature_Block corresponding to an

al gorithm suite that the BGPSEC speaker does not support is not
considered in validation. |If there is no Signature_Bl ock
corresponding to an algorithmsuite that the BGPSEC speaker supports
then the BGPSEC speaker MUST treat the update nessage in the sane
manner that the BGPSEC speaker would treat an (unsigned) update
nmessage that arrived without a BGPSEC Path attribute.

For each remaining Signature_Block (corresponding to an al gorithm
suite supported by the BGPSEC speaker), the BGPSEC speaker iterates
through the Signature segnments in the Signature Block, starting with
the nost recently added segnent (and concluding with the | east
recently added segnent). Note that there is a one-to-one
correspondence between Signature segments and Secure_Path segnents
within the BGPSEC Path attribute. The follow ng steps make use of
this correspondence.

0 (Step I): Locate the public key needed to verify the signature (in
the current Signature segnment). To do this, consult the valid
RPKI router certificate data and look up all valid (AS, SKi
Public Key) triples in which the AS matches the AS nunber in the
correspondi ng Secure_Path segment. O these triples that match
the AS nunber, check whether there is an SKI that matches the
value in the Subject Key Identifier field of the Signature
segnent. |If this check finds no such matching SKI val ue, then
mark the entire Signature_Block as "Not Valid and proceed to the
next Signature_ Bl ock

0 (Step Il): Compute the digest function (for the given algorithm
suite) on the appropriate data. |If the segment is not the (| east
recently added) segnment corresponding to the origin AS, then the
di gest function should be conmputed on the foll ow ng sequence of
octets:
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Sequence of Cctets to be Hashed

o mm e e e e e e e e e e e e e e e e e e e e eem o +
| AS Nunmber of Target AS (4 octets) |

o m e e oo +

| AS Number (4 octets) | ---\
NS + \

| pCount (1 octet) | > Secure_Path
o + /

| Flags (1 octet) | ~---/

o m e e oo +

| Sig Field in the Next Segnment (variable) |

oo e e e e eiaaooo- +

For the first segnent to be processed (the nost recently added
segnent), the 'AS Nunber of Target AS is the AS nunber of the BGPSEC
speaker validating the update nessage. Note that if a BGPSEC speaker
uses nultiple AS Nunbers (e.g., the BGPSEC speaker is a nmenber of a
confederation), the AS nunber used here MIST be the AS nunber
announced in the OPEN nessage for the BGP session over which the
BGPSEC updat e was recei ved

For each other Signature Segnent, the 'AS Nunber of Target AS is the
AS number in the Secure_Path segnent that corresponds to the

Si gnature Segnment added inmediately after the one being processed.
(That is, in the Secure_Path segnment that corresponds to the
Signature segnent that the validator just finished processing.)

The AS Nunber, pCount and Flags fields are taken fromthe Secure_ Path
segrment that corresponds to the Sighature segment currently being
processed. The ’'Signature Field in the Next Segnment’ is the
Signature field found in the Signature segment that is next to be
processed (that is, the next nost recently added Signature Segnent).

Alternatively, if the segnment being processed corresponds to the

origin AS (i.e., if it is the least recently added segnment), then the
di gest function should be conmputed on the foll ow ng sequence of
octets:
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Sequence of Cctets to be Hashed

B +

| AS Number of Target AS (4 octets)
e +

| Origin AS Nunber (4 octets) | ---\
T e + \
| pCount (1 octet) | > Secure_Path
B + /
| Fl ags (1 octet) | ---/
e +

| Algorithm Suite Id. (1 octet) |

oo e e e e e e e e e e e eaaa o +

| NLRI Length (1 octet) [

B +

| NLRI Prefix (variable) |
e +

The NLRI Length, NLRI Prefix, and Algorithm Suite ldentifier are al
obtained in a straight forward manner fromthe NLRI of the update
message or the BGPSEC Path attribute being validated. The Origin AS
Nunmber, pCount, and Flags fields are taken fromthe Secure_Path
segnment corresponding to the Signature Segnment currently being
processed.

The ' AS Nunber of Target AS is the AS Nunber fromthe Secure_Path
segrment that was added i medi ately after the Secure_Path segnent
containing the Oigin AS Nunber. (That is, the Secure_Path segnent
corresponding to the Signature segnent that the receiver just
finished processing prior to the current Signature segnent.)

0 (Step Ill): Use the signature validation algorithm (for the given
algorithmsuite) to verify the signature in the current segnent.
That is, invoke the signature validation algorithmon the
following three inputs: the value of the Signature field in the
current segnent; the digest value conputed in Step Il above; and
the public key obtained fromthe valid RPKI data in Step | above.
If the signature validation algorithmdeternmines that the
signature is invalid, then mark the entire Signature_Bl ock as ' Not
Valid and proceed to the next Signature_Block. |If the signature
validation algorithmdeterm nes that the signature is valid, then
continue processing Signature Segnents (within the current
Si gnat ur e_Bl ock) .

If all Signature Segments within a Signature_Bl ock pass validation
(i.e., all segnments are processed and the Signature_Bl ock has not yet
been marked 'Not Valid' ), then the Signature Block is marked as
"Valid’
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If at | east one Signature Block is marked as 'Valid , then the
validation algorithmterm nates and the BGPSEC update nessage is
deened to be "Valid . (That is, if a BGPSEC update nessage contains
two Signature Bl ocks then the update nessage is deened 'Valid if the
first Signature Block is marked 'Valid OR the second Signature_ Bl ock
is marked 'Valid' .)

6. Algorithns and Extensibility
6.1. Algorithm Suite Considerations

Note that there is currently no support for bilateral negotiation
(using BGP capabilities) between BGPSEC peers to use of a particul ar
(digest and signature) algorithmsuite. This is because the algorithm
suite used by the sender of a BGPSEC update nessage nust be

under stood not only by the peer to whomhe is directly sending the
message, but also by all BGPSEC speakers to whomthe route
advertisenent is eventually propagated. Therefore, selection of an

al gorithm suite cannot be a | ocal matter negotiated by BGP peers, but
i nstead nmust be coordi nated t hroughout the Internet.

To this end, a nmandatory al gorithm suites docunent will be created
whi ch specifies a mandatory-to-use 'current’ algorithmsuite for use
by all BGPSEC speakers [11].

It is anticipated that, in the future mandatory, the algorithmsuites
docunent will be updated to specify a transition fromthe 'current
algorithmsuite to a "new algorithmsuite. During the period of
transition (likely a small nunber of years), all BGPSEC update
messages SHOULD sinul t aneously use both the 'current’ algorithmsuite
and the "new algorithmsuite. (Note that Sections 3 and 4 specify
how the BGPSEC Path attribute can contain signatures, in parallel

for two algorithmsuites.) Once the transition is conplete, use of
the old 'current’ algorithmw |l be deprecated, use of the 'new
algorithmw Il be mandatory, and a subsequent 'even newer’ algorithm
suite may be specified as reconmend to inplement. Once the
transition has successfully been conpleted in this manner, BGPSEC
speakers SHOULD i nclude only a single Signature_ Bl ock (correspondi ng
to the "new algorithn.

6.2. Extensibility Considerations
This section discusses potential changes to BGPSEC that would require
substantial changes to the processing of the BGPSEC Pat h and thus

necessitate a new version of BGPSEC. Exanples of such changes
i ncl ude:
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0 A new type of signature algorithmthat produces signatures of
variable length

0 A new type of signature algorithmfor which the nunber of
signatures in the Signature Block is not equal to the nunber of
ASes in the Secure Path (e.g., aggregate signatures)

0 Changes to the data that is protected by the BGPSEC si gnatures
(e.g., attributes other than the AS path)

In the case that such a change to BGPSEC were deened desirable, it is
expected that a subsequent version of BGPSEC woul d be created and
that this version of BGPSEC woul d specify a new BGP path attribute,
let’s call it BGPSEC PATH TWO, which is designed to acconmodate the
desired changes to BGPSEC. 1In such a case, the mandatory al gorithm
sui tes docunent woul d be updated to specify algorithmsuites
appropriate for the new versi on of BGPSEC

At this point a transition would begin which is anal ogous to the
algorithmtransition discussed in Section 6.1. During the transition
period all BGPSEC speakers SHOULD sinultaneously include both the
BGPSEC Path attribute and the new BGPSEC PATH TWO attribute. Once
the transition is conplete, the use of BGPSEC Path could then be
deprecated, at which point BGPSEC speakers SHOULD i ncl ude only the
new BGPSEC PATH TWO attri bute. Such a process could facilitate a
transition to a new BGPSEC semantics in a backwards conpati bl e

f ashi on.

Security Considerations

For discussion of the BGPSEC threat nodel and rel ated security
consi derations, please see [14].

7.1 Security Quarantees

A BGPSEC speaker who receives a valid BGPSEC update nessage
containing a route advertisenment for a given prefix, is provided with
the follow ng security guarantees

0 The origin AS nunber corresponds to an autononbus systemthat has
been authorized, in the RPKI, by the | P address space holder to
originate route advertisenments for the given prefix.

o For each AS in the path, a BGPSEC speaker authorized by the hol der
of the AS nunber intentionally chose (in accordance with | oca
policy) to propagate the route advertisenent to the subsequent AS
in the path.
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That is, the recipient of a valid BGPSEC Update nessage is assured
that the Secure_Path portion of the BGPSEC Path attribute corresponds
to a sequence of autononous systenms who have all agreed in principle
to forward packets to the given prefix along the indicated path. (It
shoul d be noted that BGPSEC does not offer any guarantee that the
data packets would flow along the indicated path; it only guarantees
that the BGP update conveying the path indeed propagated al ong the
indicated path.) Furthernore, the recipient is assured that this
path term nates in an autononbus systemthat has been authorized by
the I P address space holder as a legitimte destination for traffic
to the given prefix.

Not e that although BGPSEC provides a nmechanismfor an AS to validate
that a received update nessage has certain security properties, the
use of such a mechanismto influence route selection is conpletely a
matter of local policy. Therefore, a BGPSEC speaker can nake no
assunptions about the validity of a route received froman externa
BGPSEC peer. That is, a conpliant BGPSEC peer nay (depending on the
| ocal policy of the peer) send update nessages that fail the validity
test in Section 5. Thus, a BGPSEC speaker MJST conpletely validate
al | BGPSEC updat e nessages received fromexternal peers. (Validation
of update nessages received frominternal peers is a matter of |oca
policy, see Section 5).

7.2 On the Renmoval of BGPSEC Si gnatures

There may be cases where a BGPSEC speaker deens 'Valid (as per the
validation algorithmin Section 5.2) a BGPSEC update nessage that
contains both a "Valid® and a 'Not Valid Signature Block. That is,
t he update nessage contains two sets of signatures corresponding to
two algorithmsuites, and one set of signatures verifies correctly
and the other set of signatures fails to verify. |In this case, the
prot ocol specifies that a BGPSEC speaker choosing to propagate the
route advertisenent in such an update nessage SHOULD add its
signature to each of the Signature Bl ocks. Thus the BGPSEC speaker
creates a signature using both algorithmsuites and creates a new
updat e nessage that contains both the 'Valid and the 'Not Valid set
of signatures (fromits own vantage point).

To understand the reason for such a design decision consider the case
where t he BGPSEC speaker receives an update nessage with both a set
of algorithmA signatures which are 'Valid and a set of algorithmB
signatures which are "Not Valid' . 1In such a case it is possible
(perhaps even likely, depending on the state of the algorithm
transition) that sone of the BGPSEC speaker’s peers (or other
entities further 'downstreami in the BGP topol ogy) do not support
algorithm A, Therefore, if the BGPSEC speaker were to renove the ' Not
Valid set of signatures corresponding to algorithmB, such entities
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woul d treat the message as though it were unsigned. By including the
"Not Valid set of signatures when propagating a route advertisenent,
t he BGPSEC speaker ensures that 'downstreani entities have as nuch

i nformati on as possible to make an i nfornmed opini on about the

val idation status of a BGPSEC updat e.

Note al so that during a period of partial BGPSEC depl oynent, a
"downstreanmi entity m ght reasonably treat unsigned nessages
differently from BGPSEC updates that contain a single set of ’Not
Valid signatures. That is, by renoving the set of 'Not Valid
signatures the BGPSEC speaker night actually cause a downstream
entity to 'upgrade’ the status of a route advertisenent from ' Not
Valid to unsigned. Finally, note that in the above scenario, the
BGPSEC speaker m ght have deened al gorithm A signatures 'Valid only
because of some issue with RPKI state local to his AS (for exanple,
his AS mi ght not yet have obtained a CRL indicating that a key used
to verify an algorithm A signature belongs to a newy revoked
certificate). 1In such a case, it is highly desirable for a
downstreamentity to treat the update as '"Not Valid (due to the
revocation) and not as 'unsigned (which would happen if the ' Not
Valid Signature_Bl ocks were renoved).

A simlar argunent applies to the case where a BGPSEC speaker (for
some reason such as lack of viable alternatives) selects as his best
path (to a given prefix) a route obtained via a 'Not Valid BGPSEC
updat e nessage. I n such a case, the BGPSEC speaker shoul d propagate a
si gned BGPSEC updat e nessage, adding his signature to the *Not Valid
signatures that already exist. Again, this is to ensure that
"downstream entities are able to make an inforned decision and not
erroneously treat the route as unsigned. It should also be noted
that due to possible differences in RPKI data observed at different
vantage points in the network, a BGPSEC update deened 'Not Valid at
an upstream BGPSEC speaker nmay be deened 'Valid by another BGP
speaker downstream

I ndeed, when a BGPSEC speaker signs an outgoing update nessage, it is
not attesting to a belief that all signatures prior to its are valid.
Instead it is merely asserting that:

0 The BGPSEC speaker received the given route advertisenent with the
i ndi cated NLRI and Secure_Path; and

0 The BGPSEC speaker chose to propagate an advertisenent for this
route to the peer (inplicitly) indicated by the ' Target AS

7.3 Mtigation of Denial of Service Attacks
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The BGPSEC update validation procedure is a potential target for
deni al of service attacks agai nst a BGPSEC speaker. To nmitigate the
ef fecti veness of such denial of service attacks, BGPSEC speakers
shoul d i npl enent an update validation algorithmthat perforns
expensi ve checks (e.g., signature verification) after perfornming |ess
expensi ve checks (e.g., syntax checks). The validation algorithm
specified in Section 5.2 was chosen so as to perform checks which are
likely to be expensive after checks that are likely to be

i nexpensive. However, the relative cost of performng required

val idation steps may vary between inpl enentations, and thus the

al gorithm specified in Section 5.2 nay not provide the best denial of
service protection for all inplenmentations.

7.4 Additional Security Considerations

The mechani sm of setting the pCount field to zero is included in this
specification to enable route servers in the control path to
participate in BGPSEC without increasing the effective Iength of the
AS- PATH. However, entities other than route servers could

concei vably use this mechani sm (set the pCount to zero) to attract
traffic (by reducing the effective I ength of the AS-PATH)
illegitimately. This risk is largely mtigated if every BGPSEC
speaker drops inconi ng update nessages that set pCount to zero but
come froma peer that is not a route server. However, note that a
reci pi ent of a BGPSEC update nmessage w thin which an upstreamentity
two or nore hops away has set pCount to zero is unable to verify for
t hensel ves whet her pCount was set to zero legitimtely.

BGPSEC does not provide protection against attacks at the transport

| ayer. An adversary on the path between a BGPSEC speaker and its
peer is able to performattacks such as nodi fying valid BGPSEC
updates to cause themto fail validation, injecting (unsigned) BGP
updat e nessages w t hout BGPSEC Pat h_Si gnature attributes, or

i njecting BGPSEC updat e nessages wi th BGPSEC Pat h_Si gnat ure
attributes that fail validation, or causing the peer to tear-down the
BGP session. Therefore, BGPSEC sessions SHOULD be protected by
appropriate transport security mechani sns.

8. | ANA Consi der ations

TBD: Need | ANA to assign nunbers for the two capabilities and the
BGPSEC PATH attri bute.

Thi s docunent does not create any new | ANA registries.
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