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Abstract

This docunent defines a standard profile for X 509 certificates used
to enabl e validation of Autononmpous System (AS) paths in the Border
Gat eway Protocol (BGP), as part of an extension to that protocol
known as BGPsec. BGP is the standard for inter-domain routing in the
Internet; it is the "glue" that holds the Internet together. BGPsec

i s being devel oped as one conponent of a solution that addresses the
requirenent to provide security for BGP. The goal of BGPsec is to
provide full AS path validation based on the use of strong
cryptographic primtives. The end-entity (EE) certificates specified
by this profile are issued to routers within an Aut ononous System
Each of these certificates is issued under a Resource Public Key
Infrastructure (RPKI) Certification Authority (CA) certificate.

These CA certificates and EE certificates both contain the AS
Identifier Del egation extension. An EE certificate of this type
asserts that the router(s) holding the corresponding private key are
authorized to enmit secure route advertisenents on behalf of the
AS(es) specified in the certificate. This docunment also profiles the
format of certification requests, and specifies Relying Party (RP)
certificate path validation procedures for these EE certificates

Thi s docunent extends the RPKI; therefore, this docunents updates the
RPKI Resource Certificates Profile (RFC 6487).

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
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and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Thi s docunment defines a profile for X 509 end-entity (EE)
certificates [RFC5280] for use in the context of certification of

Aut ononobus System (AS) paths in the BGPsec. Such certificates are
termed "BGPsec Router Certificates". The holder of the private key
associ ated with a BGPsec Router Certificate is authorized to send
secure route advertisenents (BGPsec UPDATEs) on behal f of the AS(es)
naned in the certificate. A router holding the private key is

aut horized to send route advertisenents (to its peers) identifying
the router’s ASN as the source of the advertisenents. A key property
provi ded by BGPsec is that every AS along the AS PATH can verify that
the other ASes al ong the path have authorized the advertisement of
the given route (to the next AS along the AS PATH).

This docunent is a profile of [RFC6487], which is a profile of

[ RFC5280]; thus this docunent updates [ RFC6487]. It establishes
requi renents inmposed on a Resource Certificate that is used as a
BGPsec Router Certificate, i.e., it defines constraints for
certificate fields and extensions for the certificate to be valid in
this context. This docunent also profiles the certification requests
used to acquire BGPsec Router Certificates. Finally, this docunent
specifies the Relying Party (RP) certificate path validation
procedures for these certificates.

.1.  Term nol ogy

It is assuned that the reader is famliar with the terns and concepts
described in "A Profile for X 509 PKI X Resource Certificates"

[ RFC6487], "BGPsec Protocol Specification" [ID.sidr-bgpsec-protocol],
"A Border Gateway Protocol 4 (BGP-4)" [RFC4271], "BGP Security

Vul nerabilities Analysis" [RFC4272], "Considerations in Validating
the Path in BGP" [RFC5123], and "Capability Advertisenent w th BGP-4"
[ RFC5492] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

Descri bing Resources in Certificates

Figure 1 depicts sonme of the entities in the RPKI and sone of the
products generated by RPKI entities. |ANA issues a Certification
Authority (CA) certificate to each Regional Internet Registry (RR
The RIR, in turn, issues a CA certificate to an Internet Service
Provider (ISP). The ISP in turn issues EE Certificates to itself to
enabl e verification of signatures on RPKI signed objects. The CA
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al so generates Certificate Revocation Lists (CRLs). These CA and EE
certificates are referred to as "Resource Certificates", and are
profiled in [ RFC6487]. [RFC6480] envisioned using Resource
Certificates to enable verification of Manifests [ RFC6486] and Route
Origin Authorizations (ROAs) [RFC6482]. RQOAs and Manifests include
the Resource Certificates used to verify them

[ S + [ +
| CA Cert |---] 1ANA |
[ S + [ +
\
Fommmmmaaa + S - +
| CACert |---] RR|
[ S + B +
\
[ S + B +
| CA Cert |[---] ISP |
Fommmmmaaa + S - +
I | |
+----- + / | | | +----- +
| CRL |--+ | | +--] ROA |
+-- - - - + [ [ +-- - - - +
| | e +
+--- -+ | +---| Manifest |
+| EE |---+ R +
| +----+
B +
Figure 1

Thi s docunent defines another type of Resource Certificate, which is
referred to as a "BGPsec Router Certificate". The purpose of this
certificate is explained in Section 1 and falls within the scope of
appropriate uses defined within [ RFC6484]. The issuance of BGPsec
Router Certificates has mninmal inmpact on RPKI CAs because the RPKI
CA certificate and CRL profile remain unchanged (i.e., they are as
specified in [RFC6487]). Further, the algorithnms used to generate
RPKI CA certificates that issue the BGPsec Router Certificates and
the CRLs necessary to check the validity of the BGPsec Router
Certificates remain unchanged (i.e., they are as specified in
[RFC7935]). The only inpact is that RPKI CAs will need to be able to
process a profiled certificate request (see Section 5) signed with
algorithms found in [ID.sidr-bgpsec-algs]. BGPsec Router
Certificates are used only to verify the signature on the BGPsec
certificate request (only CAs process these) and the signature on a
BGPsec Update Message [ID. sidr-bgpsec-protocol] (only BGPsec routers
process these); BGPsec Router Certificates are not used to process
Mani fests and ROAs or verify signatures on Certificates or CRLs.
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Thi s docunment enumerates only the differences between this profile
and the profile in [ RFC6487]. Note that BGPsec Router Certificates
are EE certificates and as such there is no inpact on process
described in [ RFC6916].

3. Updates to [ RFC6487]
3.1 BGPsec Router Certificate Fields

A BGPsec Router Certificate is consistent with the profile in

[ RFC6487] as nodified by the specifications in this section. As
such, it is a valid X 509 public key certificate and consistent with
the PKI X profile [RFC5280]. The differences between this profile and
the profile in [RFC6487] are specified in this section

3.1.1. Subject

Conmon nanme encodi ng options that are supported are printableString
and UTF8String. For BGPsec Router Certificates, it is RECOVWENDED
that the conmon nanme attribute contain the literal string "ROUTER-"
foll owed by the 32-bit AS Nunber [RFC3779] encoded as eight
hexadeci mal digits and that the serial nunber attribute contain the
32-bit BCGP Identifier [RFC4271] (i.e., the router ID) encoded as

ei ght hexadecimal digits. |If there is nmore than one AS nunber, the
choi ce of which to include in the common nane is at the discretion of
the Issuer. If the sane certificate is issued to nore than one router
(hence the private key is shared anmong these routers), the choice of
the router IDused in this nane is at the discretion of the Issuer

3.1.2. Subject Public Key Info

Refer to section 3.1 of [ID.sidr-bgpsec-algs].
3.1.3. BGPsec Router Certificate Version 3 Extension Fields
3.1.3.1. Basic Constraints

BGPsec speakers are EEs; therefore, the Basic Constraints extension
must not be present, as per [ RFC6487].

3.1.3.2. Extended Key Usage
BGPsec Router Certificates MJST include the Extended Key Usage (EKU)
extension. As specified in [RFC6487] this extension nust be marked

as non-critical. This docunent defines one EKU for BGPsec Router
Certificates:
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i d-kp OBJECT IDENTIFIER ::=
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) kp(3) }

i d- kp-bgpsec-router OBJECT IDENTIFIER ::={ id-kp 30 }
A BGPsec router MUST require the extended key usage extension to be
present in a BGPsec Router Certificate it receives. |If multiple
KeyPur posel d val ues are included, the BGPsec routers need not
recogni ze all of them as long as the required KeyPurposeld value is
present. BGPsec routers MJST reject certificates that do not contain

the BGPsec Router EKU even if they include the anyExt endedKeyUsage
O D defined in [ RFC5280] .

3.1.3.3. Subject Information Access

This extension is not used in BGsec Router Certificates. It MJST be
omtted.

3.1.3. 4. | P Resources

This extension is not used in BGsec Router Certificates. It MJST be
omtted.

3.1.3.5. AS Resources
Each BGPsec Router Certificate MJST include the AS Resource
Identifier Del egation extension, as specified in section 4.8.11 of
[ RFC6487]. The AS Resource ldentifier Del egation extension MJST
i nclude one or nore AS nunbers, and the "inherit" el ement MJST NOT be
speci fi ed.

3.2. BGPsec Router Certificate Request Profile

Refer to section 6 of [RFC6487]. The only differences between this
profile and the profile in [ RFC6487] are:

0 The Basic Constraints extension:

If included, the CA MUST NOT honor the cA boolean if set to TRUE
0 The Extended Key Usage extension:

If included, id-kp-bgpsec-router MIST be present (see Section

3.1). If included, the CA MIJST honor the request for id-kp-
bgpsec-router.

Reynol ds, et al. Expires July 9, 2017 [ Page 6]



I nt

3. 3.

3. 4.

Rey

ernet-Draft BGPsec Router PKI Profiles January 5, 2017

0 The Subject Information Access extension

If included, the CA MJUST NOT honor the request to include the
ext ensi on.

0 The SubjectPublicKeylnfo field is specified in [ID.sidr-bgpsec-
al gs] .

0 The request is signed with the algorithnms specified in [ID.sidr-
bgpsec-al gs] .

BGPsec Router Certificate Validation

The validation procedure used for BGPsec Router Certificates is
identical to the validation procedure described in Section 7 of

[ RFC6487] (and any RFC that updates that procedure), as nodified

bel ow. For exanple, in step 3: "The certificate contains all fields
that MJUST be present” - refers to the fields that are required by
this specification.

The differences are as foll ows:

0 BGPsec Router Certificates MJIST include the BGPsec Router EKU
defined in Section 3.1.3.2.

0 BGPsec Router Certificates MJST NOT include the SIA extension

0 BGPsec Router Certificates MJUST NOT include the | P Resource
ext ensi on.

0 BGPsec Router Certificates MJST include the AS Resource ldentifier
Del egati on extensi on.

0 BGPsec Router Certificate MJST include the subjectPublicKeylnfo
described in [ID. sidr-bgpsec-al gs].

NOTE: BGPsec RPs will need to support the algorithnms in [ID.sidr-
bgpsec-al gs], which are used to validate BGPsec signatures, as well
as the algorithnms in [RFC7935], which are needed to validate
signatures on BGPsec certificates, RPKI CA certificates, and RPK
CRLs.

Router Certificates and Signing Functions in the RPKI
As described in Section 1, the primary function of BGPsec route

certificates in the RPKI is for use in the context of certification
of Autononpus System (AS) paths in the BGPsec protocol
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The private key associated with a router EE certificate nmay be used
multiple times in generating signatures in nultiple instances of the
BGPsec_Path Attribute Signature Segnments [ID.sidr-bgpsec-protocol]
l.e., the BGPsec router certificate is used to validate nultiple

si gnatures

BGPsec router certificates are stored in the issuing CA's repository,
where a repository foll owi ng RFC6481 MUST use a .cer fil ename
extension for the certificate file.

4. Design Notes

The BGPsec Router Certificate profile is based on the Resource
Certificate profile as specified in [RFC7935]. As a result, many of
the design choices herein are a reflection of the design choices that
were taken in that prior work. The reader is referred to [ RFC6484]
for a fuller discussion of those choices.

CAs are required by the Certificate Policy (CP) [RFC6484] to issue
properly fornmed BGPsec Router Certificates regardless of what is
present in the certification request so there is sonme flexibility
permitted in the certificate requests:

0 BGPsec Router Certificates are always EE certificates; therefore
requests to issue a CA certificate result in EE certificates;

0 BGPsec Router Certificates are always EE certificates; therefore
requests for Key Usage extension val ues keyCertSign and cRLSi gn
result in certificates with neither of these val ues;

0 BGPsec Router Certificates always include the BGPsec Rouer EKU
val ue; therefore, request without the value result in certificates
with the value; and,

0 BGPsec Router Certificates never include the Subject Information
Access extension; therefore, request with this extension result in
certificates w thout the extension.

Note that this behavior is simlar to the CA including the AS
Resource ldentifier Delegation extension in issued BGPsec Router
Certificates despite the fact it is not present in the request.

5. Inplenmentation Considerations
This docunment permits the operator to include a list of ASNs in a
BGPsec Router Certificate. In that case, the router certificate would

becone invalid if any one of the ASNs is renoved from any superior CA
certificate along the path to a trust anchor. Operators could choose
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to avoid this possibility by issuing a separate BGPsec Router
Certificate for each distinct ASN, so that the router certificates
for ASNs that are retained in the superior CA certificate would
remai n valid.

6. Security Considerations
The Security Considerations of [RFC6487] apply.

A BGPsec Router Certificate will fail RPKI validation, as defined in
[ RFC6487], because the cryptographic algorithns used are different.
Consequently, a RP needs to identify the EKU to determ ne the
appropriate Validation constraint.

A BGPsec Router Certificate is an extension of the RPKI [RFC6480] to
enconpass routers. It is a building block BGPsec and is used to
val i dat e signatures on BGPsec Signature-Segnment origination of

Si gned- Pat h segnents [ID. sidr-bgpsec-protocol]. Thus its essential
security function is the secure binding of one or nore AS nunbers to
a public key, consistent with the RPKI all ocation/assi gnnent

hi er ar chy.

Hash functions [ID. sidr-bgpsec-al gs] are used when generating the two
key identifier extensions (i.e., Subject Key ldentifier and |ssuer
Key ldentifier) included in BGPsec certificates. However as noted in
[ RFC6818], collision resistance is not a required property of one-way
hash functions when used to generate key identifiers. Regardless,
hash collisions are unlikely, but they are possible and if detected
an operator should be alerted. A subject key identifier collision

m ght cause the incorrect certificate to be selected fromthe cache,
resulting in a failed signature validation

7. | ANA Consi der ations

Thi s docunment nakes use of two object identifiers in the SM Registry
for PKIX. One is for the ASN.1 nodule in Appendix A and it cones
fromthe SM Security for PKIX Mdule Identifier 1 ANA registry (id-
nmod- bgpsec-eku). The other is for the BGPsec router EKU defined in
Section 3.1.3.2 and Appendix A and it comes fromthe SM Security for
PKI X Ext ended Key Purpose | ANA registry. These O Ds were assigned
bef ore nmanagenent of the PKI X Arc was handed to | ANA. No | ANA

al | ocations are request of | ANA, but please update the references in
those registries when this docunment is published by the RFC editor
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Appendi x A ASN. 1 Modul e

BGPSECEKU { iso(1l) identified-organization(3)
security(5) nmechani sns(5) pkix(7) id-nmod(0)

DEFINITIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
-- | MPORTS NOTHI NG - -
-- OD Arc --
id-kp OBJECT IDENTIFIER ::={
i so(l) identified-organization(3) dod(6)
security(5) nechani sns(5) pkix(7) kp(3) }
-- BGPsec Router Extended Key Usage --
i d- kp-bgpsec-router OBJECT | DENTIFIER ::= {
END
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dod(6) internet(1)
i d- nod- bgpsec-eku(84) }

i nternet (1)

i d-kp 30 }
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