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Abst r act

The Resource Public Key Infrastructure (RPKI) is an authorization
infrastructure that allows the hol der of Internet Number Resources
(INRs) to nmake verifiable statenments about those resources. The
certification authorities (CAs) in the RPKI issue certificates to
match their allocation of INRs. These entities are trusted to issue
certificates that accurately reflect the allocation state of
resources as per their databases. However, there is sone risk that a
CA will make inappropriate changes to the RPKI, either accidentally
or deliberately (e.g., as a result of sone form of "governnent

mandat e”). The mechani snms descri bed below, and referred to as
"Suspenders" are intended to address this risk

Suspenders enables an I NR hol der to publish information about changes
to objects it signs and publishes in the RPKI repository system

This information is made available via a file that is external to the
RPKI repository, so that Relying Parties (RPs) can detect erroneous
or malicious changes related to these objects. RPs can then decide,

i ndi vidual ly, whether to accept changes that are not corroborated by
i ndependent assertions by INR holders, or to revert to previously
verified RPKI data.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 4, 2015.
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1. Overview

The Resource Public Key Infrastructure (RPKI) is an authorization
infrastructure that allows the hol der of Internet nunber resources
(INRs) to nake verifiable statenments about those resources. For
exanpl e, the holder of a block of IP(v4 or v6) addresses can issue a
Route Origination Authorization (ROA) to authorize an autononous
systemto originate routes for that bl ock

The certification authorities (CAs) in the RPKI issue certificates to
match their allocation of INRs. These entities are trusted to issue
certificates that accurately reflect the allocation state of
resources as per their databases. However, there is sone risk that a
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CA will make inappropriate changes to the RPKI, either accidentally
or deliberately (e.g., as a result of sone form of "governnent

mandat e”). Suspenders is a collection of mechani snms designed to
address this potential problem It addresses the first use case
described in [I-D.ietf-sidr-Ita-use-cases]. This use case describes
a scenario in which an RIR is conpelled to renove or nodify RPKI data
signed by the RIR, but the comunity of network operators wants to
continue using the RPKI as though these actions had not taken pl ace.

Assertions by INR holders about their resources, and about bindings
anong resources, are realized by publishing RPKI signed objects via
the RPKI repository system [RFC6481]. For exanple, authorization to
originate a route for a prefix is acconplished by issuing a ROA
Changes in the RPKI can have an adverse inpact on routing in the
Internet, by changing the set of (valid) signed objects for a
resource. Invalidating a ROA could cause the origin authorized by
the ROA in question to be less preferred; adding a ROA for a nore
specific prefix could enable an unauthorized party to represent
itself as the legitinmate origin for traffic for that prefix.

The goal of Suspenders is to mnimze the |ikelihood that changes to
the RPKI will adversely affect INR holders, irrespective of whether
the changes are inadvertent or malicious. Suspenders should work
when an INR holder acts as its own CA (and manages its own
publication point), and when the INR hol der has outsourced these
managenent functions. Suspenders allows each INR holder to assert a
"l ock” on selected objects at its publication point, to protect the
bi ndi ngs asserted by these objects. Changes to protected objects are
confirnmed by the INR holder, via a file published outside the
repository system Changes to the validity of protected objects,

ef fected by changes to any other objects in the RPKI, are presuned to
be unaut horized (and thus suspicious), unless independently confirmed
by the I NR hol der.

Detection of potentially adverse changes is carried out by each INR
hol der for its own resources, and by each RP that elects to inplenent
Suspenders. It is critical that an I NR hol der be able to quickly

det ect adverse changes that affect its own resources, so that it can
initiate actions to remedy the problem RPs should be able to detect
potentially adverse changes, that are not authorized by INR hol ders,
so that they can (at their discretion) use cached, validated data in
lieu of such changes. The nodel adopted here is to assune that
changes to previously-validated data should not be accepted, unless
aut hori zed by the relevant INR holder. Thus RPs who detect changes
need to be able to verify that these changes are authorized by the

I NR hol der. Because not all INR holders manage their own CAs and
publication points, an external nmechanismis used to signha

aut hori zed changes to RPs.
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3.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The LOCK Record and INRD Fil e

An INR holder that elects to protect its resources and resource

bi ndings creates a LOCK record in its publication point. The INR
hol der al so generates and signs an |Internet Nunber Resource

Decl aration (INRD) file, and publishes it at a |ocation independent
of the RPKI repository system The LOCK record consists of a URL
that points to the INRD file, and a public key used to verify a
signature on the content of that file. (This public key is distinct
fromany used by the INR holder in the RPKI context.) The INRD file
contains the date at which the nost recent changes were nade, and
enuner at es those changes. The formats of the LOCK record and | NRD
file are described bel ow.

1. LOCK Record Format and Semanti cs

The LOCK record conforns to the signed object specification from

[ RFC6488], which, in turn, uses the CM5 [ RFC5652] signed-data object
format. See [RFC6488] for the top-level signed-data format and the
constraints inposed on that format for use in the RPKI context. The
LOCK encapsul ated content is defined bel ow

Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type Cont ent Type,
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }
Cont ent Type ::= OBJECT | DENTI FI ER

The eContent Type for an LOCK record is defined as id-ct-rpki LOCK and
it has the numeric value 1.2.840.113549.1.9.16.1. XX

id-smime OBJECT IDENTIFIER ::= { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-ct OBJECT IDENTIFIER ::= { id-snminme 1}

i d-ct-rpki LOCK OBJECT IDENTIFIER ::= { id-ct XX}

The eContent for an LOCK record is defined by the foll owi ng ASN. 1
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LOCK :: = SEQUENCE {

version [ 0] I NTEGER DEFAULT O,

out sourced BOOLEAN

uRL | A5Stri ng,

publ i cKey Subj ect Publ i cKeyl nfo }
Subj ect Publ i cKeyl nfo ::= SEQUENCE {

al gorithm Al gorithm dentifier,

subj ect PublicKey BIT STRING }

The EE certificate enbedded in the LOCK record MJST use the inherit
flag in the [RFC3779] extensions. (The content of the LOCK is

i ndependent of the 3779 extensions in the EE certificate, so it is
appropriate to use the inherit flag here.)

The version nunber of the LOCK record determnmines the set of RPKI

obj ect types that it protects. Version O protects the LOCK record
itself, ROAs, (subordinate) CA certificates, and router certificates
(if present).

The al gorithm and subj ect PublicKey fields in the publicKey MJST
conformto the guidance in Section 3 of [RFC6485].

If an RP elects to process a LOCK record, it verifies the signature
on the record using the procedure described in [RFC6488]. If the
signature verification fails, it ignores the record. (If the RP has
a previously validated LOCK record, it continues to use that record
i nstance.)

If the signature verification succeeds, the RP extracts the version
nunber and verifies that the RP is prepared to process this version
of the record. |If not, it ignores the record. |If it is prepared to
process this version, it extracts the URL and public key fields. The
URL is used to fetch the corresponding INRD file, and the public key
is used to verify the signature on that file.

If the RP has a copy of an INRD file for this publication point, and
if the RP detects no material changes to the protected records at the
publication point, the RP SHOULD NOT fetch the INRD file. (A

mat eri al change is one that affects the semantics of the object. For
exanple, for a ROA, only changes to the prefixes and/or ASN are
material.) |If the RP does not hold a copy of the INRD file, or if a
protected record has changed, the RP fetches a new INRD fil e using
the URL, and proceeds as described in Section 3. 2.

When an | NR hol der has out sourced managenent of its RPKI CA function

and publication point, it is susceptible to attacks in which the LOCK
record itself is changed. This is because the entity providing these
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functions could create a new LOCK record containing a new URL and
public key, thus defeating the LOCK/ I NRD nechanism An authorized
change to the content of a LOCK record should be very rare. A

| ocation selected as a hone for an INRD file should be stable, and
thus the URL should rarely change. The public key used to verify the
signature on an INRD file should al so be constant for long intervals.
The LOCK record contains a flag that indicates whether the I NR hol der
has outsourced CA and publication point managenent. |If this flag is
FALSE, an RP will accept changes to the LOCK record (see Section 5)
just as it would changes to any other object at a protected
publication point. |If the flag is TRUE, then any change to a LOCK
record is regarded as suspicious by RPs. In such cases the RP del ays
accepting the new LOCK record and associated INRD file, as discussed
in Section 5.

3.2. INRD File Format and Semantics

The INRD file is a DER-encoded ASN.1 file that contains data

associ ated with a single INR hol der (publication point owner). The
file is encoded using ASN. 1, since nost of the values it holds wll
be conpared to data from RPKI objects that al so are ASN. 1 encoded,
and because it is a signed object.
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I NRD :: = SEQUENCE {
t bsl NRD TBSI NRD,
algorithm Algorithmdentifier,
signature OCTET STRI NG

}

TBSI NRD : : = SEQUENCE {
version [ 0] I NTEGER DEFAULT O,
| ast Change UTCTi ne,
changeW ndow ENUMERATED

{
1week (7) DEFAULT
2week (14)
4dweek (28)
},
addi tions [1] SEQUENCE SI ZE (1..MAX) OF
Pr ot ect edbj ect OPTI ONAL,
del etions [2] SEQUENCE SI ZE (1..MAX) OF
Pr ot ect edObj ect OPTI ONAL,
keyRol | over [ 3] OCTET STRI NG OPTI ONAL,
al gRol | over [4] OCTET STRI NG OPTI ONAL

}
Prot ect edObj ect ::= CHO CE {
cns(bj ect [ 0] Encapsul at edCont ent | nf o,
rtrCert [1] RtrCertlnfo,
cACert [2] CACertlnfo
}
RtrCertlnfo ::= SEQUENCE {
subj Keyld OCTET STRI NG,
aSNum | NTEGER
}
CACertlInfo ::= SEQUENCE {
subj Keyl d OCTET STRI NG,

i pAddr Bl ocks [0] 1 PAddrBl ocks OPTI ONAL,
aSldentifiers [1] ASldentifiers OPTI ONAL

}

-- See [RFC3779] for the definitions of |PAddrBlocks and
-- ASldentifiers.

The | ast Change and changeW ndow val ues are used to bound the set of
additions and deletions stored in an INRD file. The default is a one
week wi ndow, but two and four week values also may be expressed. The
wi ndow deterni nes the oldest tinme at which changes to protected
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objects at the publication point are represented in the additions and
del etions portions of the file.

The additions elenment is used by an INR holder to list all protected
obj ects that have been added to the publication point over the

i nterval defined by the change window. |f no objects have been added
during this interval, the element is onmtted. Similarly, the
deletions element is used by an INR holder to list all protected

obj ects that have been renoved fromthe publication point over the
interval defined by the change window. |f no objects have been
renoved during this interval, the elenent is onitted

A LOCK or ROA is listed in the additions and/or deletions fields by
putting its Encapsul atedContentinfo in the cnsCbject field of a
Protectedhject. A router certificate is listed by putting its SKi
and AS nunber in the rtrCert field. A CA certificate is listed by
putting its SKI and [ RFC3779] resources in the cACert field. If the
outsourced flag in the LOCK record is FALSE, then no CA certificates
shoul d be included in the additions or deletions elenents. |f any CA
certificates are included in these elenents, they are ignored. RPs
SHOULD accept all valid CA certificates issued at this publication
poi nt when the outsourced flag is FALSE

The key rollover elenment is present only during the tinme when a key
rol l over [RFC6489] is taking place. It signals to RPs that an
additional set of objects exist that would ordinarily be viewed as
competing with the objects protected by this INRD file. The SK
contained here is that of the CA for the "other" key. During key
roll over each CAwill have its own LOCK record, that points to its
own INRD file. The old CAwll list the new CA's SKI here; the new
CAwll not include this field. Key rollover is a transient
condition, so the need for both LOCK records and I NRD files ought not
be very | ong.

The algorithmrollover elenent is present during the tine when an
algorithmrollover [ RFC6916] is taking place. It signals to RPs that
an additional set of objects exist that would ordinarily be viewed as
competing with the objects protected by this INRD file. The SK
contained here is that of the CA for the "other"” algorithm During
algorithmrollover each CAwill have its own LOCK record, that points

toits own INRD file, and each of themw |l list the other CA's SK
here. (Note that the SKI value is conpared against the SKI in the CA
certificate in question. An RP does not compute an SKI. This means

that changes to the hash algorithmused to conpute an SKI do not

af fect how an RP processes this field. An RP MIST be prepared to
deal with an SKI |ength other than the 20 octet value in conmpbn use
today.) Algorithmtransition is a |long process, so both sets of LOCK
records and INRD files will persist for an extended peri od.
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An RP fetches an INRD file using a URL froma LOCK record, as noted
above. |If the file cannot be |ocated, the RP software | ogs an error
and regards any changes to the publication point as suspicious. |If
the file is located, the RP verifies the signature on the file using
the public key (and indicated algorithns) fromthe sane LOCK record.
If the signature fails, the RP software | ogs an error and regards any
changes to the publication point as suspicious. |If the signature is
valid, the RP extracts the data elenents fromthe INRD file.

If this is the first tinme that an INRD file is fetched for this
publication point, the file is accepted, and its content is used to
popul ate the RP's expanded | ocal cache. |If the INRDfile is
replacing a previously acquired instance for this publication point,
the content is used to confirmchanges to protected objects at this
publication point. If an RP detects changes to protected publication
poi nt objects that occurred after the |astChange tine, these changes
are treated as suspicious

Aut hori zi ng changes to subordinate CA certificates in an INRD file is
critical when an I NR hol der outsources CA and publication point
managenent. Listing these CAs and their associated 3779 extension
data enables an RP to detect creation of unauthorized CAs that could
then create conpeting ROAs or router certificates. However, if an

I NR hol der operates its own CA and nmanages its publication point, it
is not necessary to protect against such attacks. To signal this
situation, the "outsourced" flag in the LOCK record is set to FALSE
Under this condition, an RP will not inpose change control checks on
subordinate CA certificates for the publication point.

Sone cl asses of |INR holders need not publish a LOCK record and | NRD
file. 1ANA R Rs, and NIRs, are principally del egators of resources.
Each of these RPKI entities SHOULD create one publication point for
the resources used by the entity for its own networking needs, and a
separate publication point under which all resource del egations take
pl ace. The first publication point MAY be protected by a LOCK
record, so that ROAs and router certificates associated with those
resources can be protected. However, the second publication point
QUGHT not include a LOCK record. If this convention is foll owed,
these classes of INR holders need not update an INRD file every tine
a new subordinate CAis created or nodified, as a result of

del egation. |If an INR holder follows this convention, and includes a
LOCK record in its superior publication point, that record, and the
associ ated INRD file, conveys sone degree of protection for the
subordi nate CA resources, even if the INR holders of these resources
do not publish LOCK records.
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4.

Sel f - checki ng by RPs

It is easy for an INR holder, acting as an RP, to determine if any of
its resource bindings have been undernined via the RPKI. |t knows
what resources it holds, and what assertions it has made relevant to
those resources. Any conflicting RPKI objects represent a problen

It is nore difficult for an RP to detect problens with another INR
hol der’ s resources, because it |acks the know edge that the other INR
hol der has. The nmechani sns described in Section 5 are designed to
enable RPs to detect these problens. This section describes the
procedures each RP executes to detect adverse changes to its own data
in the RPKI repository system Note that the procedures in this
section do not require use of the LOCK record or INRD file.

When and I NR downl oads RPKI data, as it normally does, it SHOULD
performthe checks noted below, to detect problens. To enable such
checking, each INR holder’'s RP software MJUST be configured with data
about the ROAs, and other protected objects, of this INR holder. |If
any of these objects are nissing or fail to validate, then the INR
hol der has detected a problem and is notified.

The senmantics of ROAs require an additional check; if other ROAs for
the sane or nore specific prefixes are found anywhere in the RPK
repository system this too indicates a problem and the I NR hol der
is notified.

The semantics of router certificates, require a separate, additiona
check. A router certificate binds a public key (and a router ID) to
an ASN. Thus, if an INR hol der discovers router certificates for its
ASN, that it did not authorize, this indicates a probl em

As additional objects are protected via this nechanism it will be
necessary to perform additional checks to detect the latter sort of
adverse changes, based on the semantics of the protected objects.

In any case, RP software SHOULD i nformthe I NR hol der of the apparent
cause and source of the problem e.g., a revoked or expired
certificate or a manifest problem and guide the INR holder to the
responsi ble CAs (e.g., using Ghostbusters [RFC6493] records).

When an INR holder is alerted to a change adversely affecting its own
resources, it is expected to contact the appropriate RPKI entities to
rectify the error in a tinely fashion. |f the changes are determn ned
to be intentional (and not authorized by the INR holder), the INR
hol der can informthe Internet operations comunity (via an out of
band nmechani sn), which can then decide, individually, how to respond.
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Remedyi ng a problem detected by an INR holder is not likely to be

i nst ant aneous, even if the problemis just an error. To avoid
adversely affecting routing, the nmechani sns described in Section 5
enable RPs to detect a change that adversely affects INR holders, and
toreject it, reverting to previously validated INR data. This gives
the INR holder time to resolve the problem Reverting to an earlier
version of INR data is conceptually easy for RPs, because they

al ready cache RPKI data. The nechani sns descri bed bel ow require
augrmenting the RPKI |ocal cache maintained by each RP, to detect
adverse changes, naking use of information gleaned from LOCK records
and INRD files. The next section describes how the LOCK and | NRD
data is used.

5. Det ecti on & Renedi ati on

The design described in this section assunes that an RP has acquired
a snapshot of the RPKI repository, validated and extracted I NR
hol di ng and bi ndi ng data, and considers this data to be "good". The
detection and renediation algorithmis initialized by acquiring a
compl ete downl oad of RPKI repository data, and by fetching INRD files
for all publication points that contain a LOCK record. (Prior to
this initialization step, it is not possible for an RP to detect and
respond to adverse changes to the RPKI, using the techni que descri bed
bel ow. )

Each RP already maintains a cache of RPKI data [ RFC6480], [RFC6481];
this docunment extends that cache. For every publication point that
contains a LOCK record, the content of that record, and the
corresponding INRD file content, becone part of the data nmintained
by each RP.

An RP acquires and validates all changed RPKI objects as usual. An
RP does not update its cache with the changes, until additiona
checks, described below, are perforned. Before accepting any changes
the RP MJUST process every pub point where there is (or was) a LOCK
record. For each of these pub points, if there are changes to
protected objects, these changes nust be confirmed by the
corresponding INRD file before they are accepted. |If any of these
checks fail, the changes are held in escrow, waiting for a tinmeout
(or an updated INRD file?). After all protected pub point changes
have been processed, then changes for unprotected pub point can be
accepted. The checks will detect pending changes that woul d whack or
compete with protected objects, and place themin escrow.

After validating all changed objects downl oaded from the RPKI

repository, an RP perforns the foll owing additional checks for every
publication point that has (or had) a LOCK record:
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o ROA and router certificate whacking

0 |INR sub-del egati on changes

0 ROA conpetition

0 router certificate conpetition

0 LOCK record changes

A ROA or a router certificate has been whacked (see Appendix A) if it
was valid and is now mssing or invalid, and if it is not indicated
as deleted in the INRD file of its issuer. Any previously valid ROA

that is no longer valid (or missing) is checked against the INRD file
for the ROA issuer, to determine if the ROA or (router certificate)

certificate has been legitimtely revoked/renmoved. |If the INRD file
confirns the action, the old ROA (or router certificate) is renoved
fromthe I ocal cache. |If not, the old ROA (or router certificate) is

retai ned, but marked as suspi ci ous.

Changes to I NR sub-del egati on occur when the I NR hol der issues a new
CA certificate, an existing child CA certificate expires, or any
other change affects the status of a child CA certificate. These
changes are accepted by an RP only if they are confirned in the INR
hol der’s INRD file.

A newy issued ROAis in conpetition (see Appendix A) with an
existing ROA if the new ROA specifies the same or a nore specific
prefix than the ol der ROA, the new ROA is not issued by one of the
existing ROA' s issuer’s descendants, and the new ROA was not
authorized by the INRD file of the existing ROA. A conpeting ROA is
not accepted as valid by an RP.

A new y-issued router certificate conpetes with an existing router
certificate, if the new certificate includes the same ASN and was not
aut horized by the INRD file covering the existing router certificate.
A competing router certificate is not accepted as valid by an RP
(Such a certificate would be accepted if the INRD file of the issuer
of the original certificate indicates that the old certificate has
been del eted, and not replaced with a new router certificate
associated with the sane entity. |In this case, the new y-issued
certificate would not be in conpetition.)

As noted above, any change to a LOCK record is viewed as suspi ci ous
unl ess the outsourced flag is FALSE. If the record is for a
publication point that is not outsourced, then a changed LOCK record
is accepted as valid if the corresponding INRD file authorizes the
new record. (If the INR holder has changed the public key for the
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INRD file, it is RECOWENDED that the URL al so change. This allows
the INR holder to publish a new INRD file that authorizes the new
LOCK record, mnimzing the potential race condition between updating
an INRD file and a LOCK record.)

If the LOCK record shows that the publication point is outsourced, an
RP exani nes the changes nade to the LOCK record. |If the URL has
changed, but the public key and the outsource flag are unchanged, the
new LOCK record may be accepted, if the new INRD file authorizes the
change. If not, the new LOCK record is rejected. |If the public key
has been changed, a delay is inposed on accepting the new LOCK
record, even if the INRD file authorizes the change. (should we
establish a global delay, or should each I NR holder publish its own
del ay preference in the INRD file?)

Renedi ation for all of the whacking and conpetition events consists
of NOT nmaking a change in the |ocal cache when an unconfirmed change
i s encount er ed.

6. | NRD Managenent Scenari os

Conmon wi sdom notes that we cannot choose our parents, but we can

choose our friends, and we should do so wisely. |In the RPKI context,
and | NR hol der cannot, generally choose its CA, but Suspenders all ows
the INR holder to choose its INRD file server. It should do so

wi sely.

An INRD file is published outside of the RPKI repository system and
is verified using a public key that is also i ndependent of the RPKI
The nmotivation for these two neasures is to insulate this part of the
Suspenders system from possi bl e mani pul ati on by an entity to whom CA
and publication point services have been outsourced. If an INR

hol der acts as its own CA, and manages its own publication point, it
can publish its INRD file on the sane nachines as its publication
point, but not in the publication point. 1In this case the

i ndependence features are not critical, but they also don't cause
harm for this class of |INR hol der.

Every I NR hol der needs to choose a location for the INRD file that is
highly available. Wen an INR hol der has out sourced CA and
publicati on poi nt nmanagenent, independent publication of the INRD
file is critical. The INR holder needs to choose a |ocation for the
INRD file that is highly available. It also is appropriate to
consider placing the file outside of the geopolitical region in which
the INR holder (and its RIR) operate. Here too the notivation is to
insulate the INR holder froma nalicious action by the CA service
provi der, or, perhaps, an RIR above it.
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Organi zations nmay arise to offer hosting for INRD files, as a service
for INR holders. They could offer just file storage, or they might
of fer nore extensive services. For exanple, an organi zation m ght
monitor an I NR hol der’s publication point and create the INRD file
data, and even sign it for the INR holder. (In this case the

organi zati on woul d provide the public key to the I NR hol der for
inclusion in the LOCK record.) Various other arrangenments between
the I NR hol der and a organi zation that assists in nanaging INRD files
are possible, and are a local matter between the INR hol der and the
organi zati on.

A country might elect to mandate use of Suspenders, as a nmeans to
protect the INRs of its |ISPs and other organi zations that run BGP
with in the country. The notivation is simlar to that cited above,
i.e., protecting INRs against errors or malicious actions by RPK
entities. In this case the country itself generally is not an INR
hol der per se, so the relationship is somewhat different fromthat
di scussed above. Nonethel ess, the mechani sms descri bed above apply.

For exanple, Elbonia night mandate that every INR holder within the
country make use of Suspenders. Every Elbonian INR holder will be
required to include a LOCK record in its publication point, no natter
where that publication point is realized. The URL in each LOCK
points to a file on a server managed by an El boni an gover nnent

organi zation. Each El bonian | SP woul d be required to follow the
procedures described in Section 5, when managing its |ocal cache.

7. |1 ANA Consi derations

This docunment registers the following in the "RPKI Signed Object"
registry created by [ RFC6488]:

Nane: LOCK
O D 1.2.840.113549.1.9.16.1. XX
Ref erence: [ RFCxxxx] (this docunent)

Thi s docunent also registers the following three-letter fil ename
extension in the "RPKI Repository Name Schenes" registry created by
[ RFC6481] :

Fi |l enane extension: |ck

RPKI Obj ect: LOCK
Ref erence: [ RFCxxxx] (this docunent)
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8.

10.

10.

10.

Security Considerations

Thi s docunment specifies Suspenders, a set of security-focused
mechani sns designed to protect |INR hol ders agai nst accidental and
mal i ci ous changes to RPKI repository data, and to enable RPs to
detect and respond to such changes. Mre text to be provided |ater.
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Appendi x A, RPKI Object Wiacki ng and Conpetition

There are two ways that an RPKI object can be adversely affected. W
termthese actions "whacking" and "conpetition."

Any object in the RPKI can becone invalid or inaccessible (to RPs)
via various actions by CAs and/or publication point maintainers along
the certificate path fromthe object’s EE certificate to a trust
anchor (TA). Any action that causes an object to becone invalid or

i naccessible is termed "whacking". Revocation of the EE certificate
for an object whacks it. Revocation of any CA certificate along the
certificate path for the object (w thout reissuance) has the sane
effect. Reissuance of any CA certificate along the certificate path,
with changes in [ RFC3779] extensions in any of these certificates to
exclude the resources cited in a targeted object, also constitutes
whacki ng. Changing a manifest along the certificate path night whack
an object (depending on how RPs deal with mani fest changes), and
renovi ng an object fromthe RPKI repository systemal so potentially
whacks it. Unless an action that causes an object to be whacked is
aut hori zed by the creator of an object, whacking is an attack agai nst
the INR hol der that created the whacked object.

A different formof attack is termed object "conpetition". The
details of object conpetition are determ ned by the semantics of the
object. In the general case, one object conpetes with another object
(of the sane type), if the newer object creates a binding that
adversely affects the binding expressed in the original object. So,
for exanple, a newy issued ROA conpetes with an existing ROA if the
new ROA contains the sane or nore specific prefixes than the ol der
ROA. Conpetition does not always indicate an attack; the transfer of
resources in a "nmake before break" nodel inplies ROA conpetition. A
newy issued router certificate conpetes with a previously issued one
if the new certificate binds the same ASN to a public key issued by a

Kent & Mandel berg Expi res January 4, 2015 [ Page 16]



Internet-Draft Suspender s July 2014

different entity. (If key rollover or algorithmtransition is in
progress, such conpetition is explicitly authorized via the I NRD
file.)

Conpetition that is not authorized by the issuer of the origina
router certificate is viewed as an attack against that certificate.

Appendi x B. Design Criteria (do we still need this section?)

Several criteria were enployed in devel opi ng the nechani sns descri bed
in this document.

1. It is anticipated that object whacking and conpetition, and
anal ogous fornms of errors that adversely inpact INR holders, wll
be infrequent. Thus the detection mechani snms enpl oyed by RPs to
detect such anomalies ought to be efficient (in terns of data
fetching, processing, and storage) for the nornal case.

2. RPs may elect to ignore/reject adverse changes to objects if they
percei ve such changes as suspicious. |If an RP elects to reject a
change to an object it must have access to previously validated
objects for the INR hol der question

3. Transfers of "live" address space will occur, although not
frequently. |INR holders engaged in such transfers nust be able
to signal to RPs that such transfers are authorized, so that the
transfers are not rejected as suspici ous.

4. Routes for a prefix nmay be legitimately originated by nore than
one AS (MDA). The design MJST enable an INR holder to inform RPs
when this situation is authorized.

5. Many INR hol ders may choose to outsource CA and publication point
managenent functions. |NR hol ders who choose to outsource these
functions should be of fered equival ent protection agai nst ROA
i nval idation and conpetition as |INR hol ders who performthese
functions for thensel ves.

6. Any new RPKI repository objects used with the nmechani sns defi ned
here MJUST conformto the fornmat specified in [ RFC6488].

7. The decision to process any additional data associated with the
mechani snms described in this document is local to each RP. RPs
that choose to not inplenent these nmechanisnms will incur mninal
additional data fetching, storage, and processing burdens.

8. The decision to enploy the nechani sns described here to protect
I NR hol dings and binding is a | ocal one nade by each I NR hol der
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(I'NR hol ders who outsource CA and publication point nmanagenent
functions will require the providers of these services to support
creation and publication of one new RPKI object. As a result,

all such providers nust support generation and nai nt enance of the
new RPKI object so that their clients have the option to utilize
these capabilities.)

Revocation and expiration of RPKI object MJST continue to work as
they do currently, for all objects that have not been adversely
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