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1. I nt roduction

A nethod of managi ng a BGP Aut ononpbus System Number (ASN) migration

is described in RFC7705 [RFC7705]. Since it concerns the handling of

AS PATH attributes, it is necessary to ensure that the process and
features are properly supported in BGPSec
[I-D.ietf-sidr-bgpsec-protocol], because BGPSec is explicitly
designed to protect against changes in the BG AS PATH, whet her by
choi ce, by misconfiguration, or by nalicious intent. It is critica
that the BGPSec protocol framework is able to support this
operationally necessary tool w thout creating an unacceptable
security risk or exploit in the process.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "COPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1.2. Docunentation note

Thi s docunment uses Autonompous System Numbers (ASNs) from the range
reserved for docunentation as described in RFC 5398 [ RFC5398]. In
the exanpl es used here, they are intended to represent d obally

Uni que ASNs, not ASNs reserved for private use as docunmented in RFC
1930 [ RFC1930] section 10.

2. GCeneral Scenario

Thi s docunent assumes that the reader has read and understood the ASN
m gration nethod discussed in RFC7705 [ RFC7705] including its
exanpl es (see section 2 of the referenced docunent), as they will be
heavily referenced here. The use case being discussed in the

ref erenced docunent is as follows: For whatever the reason, a
provider is in the process of nerging two or nore ASes, where
eventual |y one subsunmes the other(s). BGP AS Confederations RFC 5065
[ RFC5065] is not enabl ed between the ASes, but a nechanismis being
used to nodify BG” s default behavior and allow the mgrating

Provi der Edge router (PE) to masquerade as the old ASN for the

Provi der Edge to Custonmer Edge (PE-CE) eBGP session, or to manipul ate
the AS PATH, or both. Wiile BGPSec [I-D.ietf-sidr-bgpsec-protocol]
does have a nethod to handl e standard confederation inplenentations,
it is not applicable in this exact case. This nmigration requires a
slightly different solution in BGPSec than for a standard

conf ederati on because unlike in a confederation, eBGP peers may not
be peering with the "correct” external ASN, and the forward-signed
updates are for a public ASN, rather than a private one, so there is
no expectation that the BGP speaker would strip the affected
signatures before propagating the route to its eBGP nei ghbors.

In the foll owi ng exanples (section 5.4) (Section 5.4), AS64510 is
bei ng subsunmed by AS64500, and both ASNs represent a Service Provider
(SP) network (see Figures 1 & 2 in RFC7705 [ RFC7705]). AS64496 and
64499 represent end custoner networks. References to PE, CE, and P
routers nmirror the diagrans and references in the above cited draft.

3. RPKI Consi derations

The nmet hods and i npl enentation discussed in RFC7705 [ RFC7705] are
wi dely used during network integrations resulting fromnergers and
acquisitions, as well as network redesigns, and therefore it is
necessary to support this capability on any BGPSec-enabl ed routers/
ASNs. What follows is a discussion of the potential issues to be
consi dered regardi ng how ASN-mi grati on and BGPSec
[I-D.ietf-sidr-bgpsec-protocol] validation mght interact.
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One of the primary considerations for this docunment and migration is
that service providers (SPs) rarely stop after one

mer ger/acqui sition/divestiture, and end up accunul ati ng severa

| egacy ASNs over tine. Since they are using nethods to migrate that
are transparent to and therefore do not require coordination with
custoners, they do not have a great deal of control over the length
of the transition period as they nmight with sonething conpletely
under their admnistrative control (e.g. a key roll). Because they
are not forcing a sinmultaneous mgration (i.e. both ends switch to
the new ASN at an agreed-upon tine), there is no incentive for a

gi ven custoner to conplete the nove fromthe old ASN to the new
This leaves many SPs with nmultiple | egacy ASNs which don't go away
very quickly, if at all. As solutions were being proposed for RPKI

i mpl ementations to solve this transition case, the W5 carefully
consi dered operational conplexity and hardware scaling issues
associated with maintaining nultiple | egacy ASN keys on routers

t hroughout the conbi ned network. While SPs who choose to remain in
this transition phase indefinitely invite added risks because of the
operational conplexity and scaling considerations associated with
mai ntaining nultiple | egacy ASN keys on routers throughout the

combi ned network, saying "don’t do this" is of limted utility as a
solution. As a result, this solution attenpts to mnimnze the
additional conplexity during the transition period, on the assunption
that it will likely be protracted. Note: Wile this docunent
primarily discusses service provider considerations, it is not solely
applicable to SPs, as enterprises often mgrate between ASNs using
the sanme functionality. What follows is a discussion of origin and
pat h validation functions and how they interact with ASN nigrations.

3.1. Oigin Validation

Route Oigin Validation as defined by RFC 6480 [ RFC6480] does not

nmodi fication to enable AS migration, as the existing protocol and
procedure allows for a solution. |In the scenario discussed in RFC
7705 [ RFC7705], AS64510 is being replaced by AS64500. |If there are
any existing routes originated by AS64510 on the router being noved
into the new ASN, this sinply requires generating new Route
Origination Authorizations (ROAs) for the routes with the new ASN and
treating themas new routes to be added to AS64500. However, we al so
need to consider the situation where one or nore other PEs are stil
in AS64510, and are originating one or nore routes that may be
distinct fromany that the router under nmigration is originating.

PE1 (which is now a part of AS64500 and instructed to use Replace Ad
AS as defined in RFC 7705 [ RFC7705] to renove AS64510 from the path)
needs to be able to properly handl e routes originated from AS64510.

If the route now shows up as originating from AS64500, any downstream
peers’ validation check will fail unless a ROA is *al so* avail able
for AS64500 as the origin ASN. |In addition to generating a ROA for
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65400 for any prefixes originated by the router being noved, it may
be necessary to generate ROAs for 65400 for prefixes that are
originating on routers still in 65410, since the AS repl acenent
function will change the origin AS in sone cases. This neans that
there will be nmultiple ROAs showi ng different ASes authorized to
orignate the same prefixes until all routers originating prefixes
from AS64510 are migrated to AS64500. Miltiple ROAs of this type are
perm ssi bl e per RFC 6480 [ RFC6480] section 3.2, and so managi ng
origin validation during a mgration like this is nerely applying the
defined case where a set of prefixes are originated fromnore than
one ASN. Therefore, for each ROA that authorizes the old ASN (e.g.
AS64510) to originate a prefix, a new ROA MIUST al so be created that
aut hori zes the replacing ASN (e.g. AS64500) to originate the sane
prefi x.

3.2. Path Validation

BGPSec Path Validation requires that each router in the AS Path
cryptographically sign its update to assert that "Every AS on the
path of ASes listed in the update nmessage has explicitly authorized
the advertisenent of the route to the subsequent AS in the path.”
(see intro of [I-D.ietf-sidr-bgpsec-protocol]) Since the referenced
AS migration technique is explicitly nodifying the AS PATH bet ween
two eBGP peers who are not coordinating with one another (are not in
the sane administrative domain), no level of trust can be assuned,
and therefore it may be difficult to identify legitinmate manipul ation
of the AS PATH for migration activities when conpared to mani pul ati on
due to misconfiguration or malicious intent.

3.2.1. CQutbound announcenents (PE-->CE)

When PE1 is nmoved from AS64510 to AS64500, it will be provisioned
with the appropriate keys for AS64500 to allow it to forward-sign
routes using AS64500. However, there is no guidance in the BGPSec
protocol specification [I-D.ietf-sidr-bgpsec-protocol] on whether or
not the forward-signed ASN value is required to match the confi gured
renote AS to validate properly. That is, if CEl's BGP session is
configured as "renote AS 64510", the presence of "local AS 64510" on
PE1 will ensure that there is no ASN m smatch on the BGP session
itself, but if CEl receives updates fromits renote nei ghbor (PEl)

f orwar d- si gned from AS64500, there is no gui dance as to whether the
BGPSec validator on CE1 still considers those valid by default.
RFC4271 [ RFC4271] section 6.3 nmentions this match between the ASN of
the peer and the AS PATH data, but it is listed as an optiona
validation, rather than a requirement. W cannot assume that this
m smatch will be allowed by vendor inplenentations and thus using it
as a neans to solve this nmigration case is likely to be problenmatic.

George & Murphy Expi res June 10, 2017 [ Page 5]



Internet-Draft BGPSec- as-m gration Decenber 2016

3.2.2. Inbound announcenents (CE-->PE)

I nbound is nore conplicated, because the CE doesn’t know that PEl1 has
changed ASNs, so it is forward-signing all of its routes with
AS64510, not AS64500. The BGPSec speaker cannot mani pul ate previ ous
signatures, and therefore cannot nani pul ate the previ ous AS Path

wi t hout causing a mismatch that will invalidate the route. |If the
updates are sinmply left intact, the ISP would still need to publish
and maintain valid and active public-keys for AS 64510 if it is to
appear in the BGPSec_Path_Signature in order that receivers can
val i date the BGPSEC Pat h_Signature arrived intact/whole. However, if
the updates are left intact, this will cause the AS Path length to be
i ncreased, which is unacceptable as discussed in RFC7705 [ RFC7705].

4. Requirenents

In order to be deployable, any solution to the described probl em
needs to consider the follow ng requirenments, listed in no particul ar
order. BGPSec:

0 MJST support AS Mgration for both inbound and out bound route
announcenents (see Section 3.2.1 and 3.2.2) without reducing
BGPSec’' s protections for route path

o0 MJST NOT require any reconfiguration on the renote eBGP nei ghbor
(CB)

0 SHOULD NOT require global (i.e. network-w de) configuration
changes to support migration. The goal is to limt required
configuration changes to the devices (PEs) being mgrated.

0 MJST NOT | engthen AS Path during migration

0 MJST operate within existing trust boundaries e.g. can't expect
renote side to accept pCount=0 (see Section 4.2 of
[I-D.ietf-sidr-bgpsec-protocol]) from untrusted/ non-confed
nei ghbor

5. Solution

As noted in [I-D.ietf-sidr-bgpsec-protocol], section 4.2, BGPSec

al ready has a solution for hiding ASNs where increasing the AS Path
length is undesirable. So a sinple solution would be to retain the
keys for AS64510 on PE1, and forward-sign towards CEl with AS64510
and pCount=0. However, this would nean passing a pCount=0 between
two ASNs that are in different adm nistrative and trust domai ns such
that it could represent a significant attack vector to nanipul ate
BGPSec- si gned paths. The expectation for legitinmate instances of
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pCount=0 (to make a route-server that is not part of the transit path
invisible) is that there is sone sort of existing trust relationship
bet ween the operators of the route-server and the downstream peers
such that the peers could be explicitly configured by policy to
accept pCount =0 announcenents only on the sessions where they are
expected. For the sanme reason that things |ike "Local AS" [ RFC7705]
are used for ASN nigration without end customer coordination, it is
unrealistic to assunme any sort of coordination between the SP and the
adm nistrators of CEL to ensure that they will by policy accept
pCount =0 signatures during the transition period, and therefore this
is not a workable solution

A better solution presents itself when considering how to handl e
routes coming fromthe CE toward the PE, where the routes are
forward-signed to AS64510, but will eventually need to show AS64500
in the outbound route announcenment. Because both AS64500 and AS64510
are in the sane adnministrative domain, a signature from AS64510
forward-signed to AS64500 with pCount=0 woul d be acceptable as it
woul d be within the appropriate trust boundary so that each BGP
speaker could be explicitly configured to accept pCount=0 where
appropri ate between the two ASNs. At the very sinplest, this could
potentially be used at the eBGP boundary between the two ASNs during
mgration. Since the AS PATH mani pul ati on descri bed above usually
happens at the PE router on a per-session basis, and does not happen
net wor k-wi de sinultaneously, it is not generally appropriate to apply
this AS hiding technique across all routes exchanged between the two
ASNs, as it may result in routing |oops and other undesirable
behavior. Therefore the nost appropriate place to inplenent this is
on the local PE that still has eBGP sessions with peers expecting to
peer with AS64510 (using the transition nmechanisnms detailed in
RFC7705 [ RFC7705]). Since that PE has been noved to AS64500, it is
not possible for it to forward-sign AS64510 with pCount=0 wi t hout
some m nor changes to the BGPSec behavior to address this use case.

AS migration is using AS PATH and renote AS manipulation to act as if
a PE under migration exists sinultaneously in both ASNs even though
it is only configured with one global ASN. This docunment descri bes
applying a sinmlar technique to the BGPSec signatures generated for
routi ng updates processed through this migration nmachinery. Each
routing update that is received fromor destined to an eBGP nei ghbor

that is still using the old ASN (64510) will be signed tw ce, once
with the ASN to be hidden and once with the ASN that will remain
visible. In essence, we are treating the update as if the PE had an

internal BGP hop and the update was passed across an eBGP session
bet ween AS64500 and AS64510, configured to use and accept pCount =0,
while elimnating the processing and storage overhead of creating an
actual eBGP session between the two ASNs within the PE router. This
will result in a properly secured AS Path in the affected route
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updat es, because the PE router will be provisioned with valid keys
for both AS64500 and AS64510. An inportant distinction here is that
while AS migration under standard BGP4 is nanipul ati ng the AS_PATH
attribute, BGPSec uses an attribute called the Secure_Path (see
Section 3.1 of [I-D.ietf-sidr-bgpsec-protocol]), and BGPSec capabl e
nei ghbors do not exchange AS PATH i nformation in their route
announcenents. However, a BGPSec nei ghbor peering with a non-BGPSec-

capabl e nei ghbor will use the information found in Secure_Path to
reconstruct a standard AS_PATH for updates sent to that nei ghbor
Unlike in Secure_Path where the ASN to be hidden is still present,

but ignored when considering AS Path (due to pCount=0), when
reconstructing an AS_PATH for a non-BGPSec nei ghbor, the pCount=0
ASNs wi Il not appear in the AS PATH at all (see section 4.4 of the
[I-D.ietf-sidr-bgpsec-protocol]). This docunent is not changing

exi sting AS _PATH reconstruction behavior, nmerely highlighting it for
clarity.

The procedure to support AS Mgration in BGPSec is slightly different
dependi ng on whet her the PE under migration is receiving the routes
fromone of its eBGP peers ("inbound" as in section 3.2.2) or
destined toward the eBGP peers ("outbound® as in section 3.2.1).

5.1. CQutbound (PE->CE)

When a PE router receives an update destined for an eBGP nei ghbor
that is locally configured with AS-nigration nechani sns as di scussed
in RFC7705 [RFC7705], it MUST generate a valid BGPSec signature as
defined in [I-D.ietf-sidr-bgpsec-protocol] for _both_ configured
ASNs. It MJST generate a signature fromthe new (gl obal) ASN forward
signing to the old (local) ASN with pCount=0, and then it MJST
generate a forward signature fromthe old (local) ASN to the target
eBGP ASN wi th pCount=1 as nor nal

5.2. I nbound (CE->PE)

When a PE router receives an update froman eBGP nei ghbor that is
locally configured with AS-migration nmechanisnms (i.e. the opposite
direction of the previous route flow), it MJST generate a signature
fromthe old (local) ASN forward signing to the new (global) ASN with
pCount=0. It is not necessary to generate the second signature from
the new (gl obal) ASN because the Aut ononous System Border Router
(ASBR) will generate that when it forward signs towards its eBGP
peers as defined in nornmal BGPSec operation. Note that a signature
is not normally added when a routing update is sent across an i BGP
session. The requirenent to sign updates in i BGP represents a change
to the normal behavior for this specific AS-migration scenario only.
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5.3. Oher considerations

In this case, the PE is adding BGPSec attributes to routes received
fromor destined to an i BGP nei ghbor, and using pCount=0 to mask
them Wiile this is not prohibited by BGPSec
[I-D.ietf-sidr-bgpsec-protocol], BGPSec-capable routers that receive
updat es from BGPSec-enabl ed i BGP nei ghbors MJST accept updates with
new (properly-fornmed) BGPSec attributes, including the presence of
pCount =0 on a previous signature, or they will interfere with this
method. In simlar fashion, any BGPSec-capable route-reflectors in
the path of these updates MJUST reflect themtransparently to their
BGPSec- capabl e clients.

In order to secure this set of signatures, the PE router MJIST be
provisioned with valid keys for _both_ configured ASNs (old and new),
and the key for the old ASN MIUST be kept valid until all eBGP
sessions are nmigrated to the new ASN. Downstream nei ghbors will see
this as a valid BGPSec path, as they will sinply trust that their
upstream nei ghbor accepted pCount=0 because it was explicitly
configured to do so based on a trust relationship and busi ness

rel ati onshi p between the upstreamand its nei ghbor (the old and new
ASNSs) .

Additionally, section 4 of RFC7705 [ RFC7705] di scusses nethods in

whi ch AS migrations can be conpleted for i BGP peers such that a
session between two routers will be treated as i BGP even if the

nei ghbor ASN is not the same ASN on each peer’s gl obal configuration
As far as BGPSec is concerned, this requires the same procedure as
when the routers mgrating are applying AS mgration nechanisns to
eBGP peers, but the router functioning as the "ASBR' between ol d and
new ASN is different. 1In eBGP, the router being nigrated has direct
eBGP sessions to the old ASN and signs fromold ASN to new with
pCount =0 before passing the update along to additional routers inits
global (new) ASN. In iBGP, the router being migrated is receiving
updates (that may have originated either from eBGP nei ghbors or other
i BGP nei ghbors) fromits downstream nei ghbors in the old ASN, and
MUST sign those updates fromold ASN to new with pCount=0 before
sendi ng themon to ot her peers.

5.4. Exanple

The followi ng exanple will illustrate the nmethod being used above.
As with previous exanples, PEl is the router being migrated, AS64510
is the old ASN, which is being subsuned by AS64500, the ASN to be
permanent|y retai ned. 64505 is another external peer, used to
denonstrate what the announcenents will look like to a third party
peer that is not part of the migration. Sone additional notation is
used to delineate the details of each signature as foll ows:
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The origin BGPSEC signhature attribute takes the form sig(<Target
ASN>, Origin ASN, pCount, NLRI Prefix) key

I nternedi ate BGPSEC signature attributes take the form sig(<Target
ASN>, Signer ASN, pCount, <nobst recent sig field>) key

Equi val ent AS_PATH refers to what the AS PATH would ook like if it
was reconstructed to be sent to a non-BGPSec peer, while Secure_Path
shows the AS Path as represented between BGPSec peers.

Note: The representation of signhature attribute generation is being
sinplified here sonewhat for the sake of brevity; the actual details
of the signing process are as described Sections 4.1 and 4.2 in
[I-D.ietf-sidr-bgpsec-protocol]. For exanple, what is covered by the
signature al so includes Flags, Algorithm Suite ID, NLRI length, etc.
Also, the key is not carried in the update, instead the SKI is

carri ed.
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Bef ore Merger

64505
I
ISP B ISP A
CE-1 <--- PE-1 <-mmmmmmmmmeeeeeeoe PE-2 <--- CE-2
64496 O d_ASN: 64510 O d_ASN. 64500 64499

CE-2 to PE-2: sig(<64500>, 0=64499, pCount=1, N)K 64499-CE2 [sigl]
Equi val ent AS_PATH=(64499)
Secur e_Pat h=(64499)
I engt h=sunm( pCount) =1

PE-2 to 64505: sig(<64505>, 64500, pCount=1, <sigl>)K 64500-PE2 [sig2]
si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigl]
Equi val ent AS_PATH=( 64500, 64499)
Secur e_Pat h=(64500, 64499)
I engt h=sunm( pCount ) =2

PE-2 to PE-1: sig(<64510>, 64500, pCount=1, <sigl>)K 64500-PE2 [sig3]
si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigl]
Equi val ent AS_PATH=( 64500, 64499)
Secur e_Pat h=(64500, 64499)
I engt h=sunm( pCount ) =2

PE-1 to CE-1: sig(<64496>, 64510, pCount=1, <sig3>)K 64510-PE1 [sig4]
si g(<64510>, 64500, pCount=1, <sigl>)K 64500-PE2 [sig3]
si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigl]

Equi val ent AS PATH= (64510, 64500, 64499)
Secur e_Pat h=(64510, 64500, 64499)
I engt h=sun( pCount ) =3
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Mgrating, route flow outbound PE-1 to CE-1
64505
I
ISP A ISP A
CE-1 <--- PE-1 <--smmmmmmimeaeaamo - PE-2 <--- CE-2
64496 O d_ASN: 64510 O d_ASN: 64500 64499

New_ASN: 64500 New_ASN: 64500

CE-2 to PE-2:

PE-2 to 64505:

PE-2 to PE-1:

si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigll]
Equi val ent AS PATH=(64499)

Secur e_Pat h=(64499)

I engt h=sun( pCount ) =1

si g(<64505>, 64500, pCount=1, <sigll>)K 64500-PE2 [sigl2]
si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigll]

Equi val ent AS PATH=( 64500, 64499)

Secur e_Pat h=(64500, 64499)

I engt h=sun( pCount ) =2

si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigll]
Equi val ent AS_PATH=(64499)

Secur e_Pat h=(64499)

I engt h=sun( pCount ) =1

#PE-2 sends to PE-1 (in iBGP) the exact sane update
#as recei ved from AS64499.

PE-1 to CE-1:

si g(<64496>, 64510, pCount =1, <sigl3>)K 64510-PEl [si g14]
si g(<64510>, 64500, pCount=0, <sigll>)K 64500-PE2 [sigl3]
si g(<64500>, 64499, pCount=1, N)K 64499-CE2 [sigll]

Equi val ent AS_PATH=(64510, 64499)

Secur e_Pat h=(64510, 64500( pCount =0), 64499)

| engt h=sunm{ pCount)=2 (length is NOT 3)

#PE1 adds [sigl3] acting as AS64500
#PE1 accepts [sigl3] with pCount=0 acting as AS64510,

#as it would if

George & Murphy

it received sigl3 froman eBGP peer
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M grating, route flow inbound CE-1 to PE-1

64505
I
ISP A ISP A
CE-1 ---> PE-1 -ccmmmmmmmmeeeeeo > PE-2 ---> CE-2
64496 O d_ASN: 64510 O d_ASN. 64500 64499

New_ASN: 64500 New_ASN: 64500

CE-1 to PE-1: sig(<64510>, 64496, pCount=1, N)K 64496- CEl [ sig21]

Equi val ent AS PATH=(64496)
Secur e_Pat h=(64496)
I engt h=sun( pCount ) =1

PE-1 to PE-2: sig(<64500>, 64510, pCount=0, <sig21>)K 64510-PEl [si g22]

si g(<64510>, 64496, pCount=1, N)K 64496-CE1l [ sig21]
Equi val ent AS PATH=(64496)

Secur e_Pat h=(64510 (pCount=0), 64496)

I engt h=sum( pCount)=1 (length is NOT 2)

#PE1 adds [sig22] acting as AS64510
#PE1 accepts [sig22] with pCount=0 acting as AS64500,
#as it would if it received sig22 froman eBGP peer

PE-2 to 64505: sig(<64505>, 64500, pCount=1, <sig22>)K 64500- PE2 [sig23]

si g(<64500>, 64510, pCount=0, <sig21>)K 64510-PE1 [sig22]
si g(<64510>, 64496, pCount=1, N)K 64496-CEl [sig21l]

Equi val ent AS_PATH=( 64500, 64496)

Secur e_Pat h=(64500, 64510 (pCount=0), 64496)

I engt h=sum( pCount)=2 (length is NOT 3)

PE-2 to CE-2: sig(<64499>, 64500, pCount=1, <sig22>)K 64500-PE2 [sig24]

6

si g(<64500>, 64510, pCount=0, <sig21>)K 64510-PE1l [sig22]
si g(<64510>, 64496, pCount=1, N)K 64496-CE1 [sig21]

Equi val ent AS_PATH=( 64500, 64496)

Secur e_Pat h=(64500, 64510 (pCount=0), 64496)

I engt h=sum( pCount)=2 (length is NOT 3)
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10.

10.

| ANA Consi derati ons
This meno includes no request to | ANA
Note for RFC Editor
This section can be renoved prior to publication

RFC Editor - this docunment updates draft-ietf-sidr-bgpsec-protocol
but the nornal Updates= netadata nethod cannot be used until an RFC
nunber is assigned to the docunent being updated. Please ensure that
the metadata is corrected when the bgpsec-protocol docunent has been
assi gned an RFC nunber.

Security Considerations

RFC7705 [ RFC7705] di scusses a process by which one ASN is m grated
into and subsurmed by another. Because this process involves
mani pul ating the AS Path in a BGP route to nake it deviate fromthe
actual path that it took through the network, this nigration process
is attenpting to do exactly what BGPSec is working to prevent.
BGPSec MUST be able to manage this legitimte use of AS Path
mani pul ation w thout generating a vulnerability in the RPKI route
security infrastructure, and this docunent was witten to define the
met hod by which the protocol can neet this need.

The sol ution discussed above is considered to be reasonably secure
fromexploitation by a malicious actor because it requires both
signatures to be secured as if they were forward-si gned between two
eBGP nei ghbors. This requires any router using this solution to be
provi sioned with valid keys for both the nigrated and subsuned ASN so
that it can generate valid signatures for each of the two ASNs it is
adding to the path. |If the AS' s keys are conprom sed, or zero-length
keys are permtted, this does potentially enable an AS PATH
shorteni ng attack, but these are existing security risks for BGPSec.
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