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Abst ract

Thi s docunent defines a new BGP opaque extended community to carry
the origination AS validation state inside an autononous system

| BGP speakers that receive this validation state can configure |oca
policies allowing it to influence their decision process.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-

Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 14, 2017
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a new BGP opaque extended community to carry
the origination AS validation state inside an autononbus system

| BGP speakers that receive this validation state can configure |ocal
policies allowing it to influence their decision process.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Oigin Validation State Extended Conmunity

The origin validation state extended comunity is an opaque extended
community [RFC4360] with the foll owi ng encodi ng:

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

| 0x43 | 0x00 | Reserved |
B T T i I T T o S S S e b S S S
| Reserved | val i dati onst at e|

T S T S S e e s i S i S S S S S
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The val ue of the high-order octet of the extended Type Field is 0x43,
which indicates it is non-transitive. The value of the | ow order
octet of the extended type field as assigned by I ANA is 0x00. The
Reserved field MJST be set to 0 and ignored upon the receipt of this
community. The last octet of the extended community is an unsigned
integer that gives the route’s validation state [RFC6811]. It can
assume the foll ow ng val ues:

Fom e - o m e e e e e e e e e e +
| Value | Meaning [
R . +
[ 0 | Lookup result = "valid" [
[ 1 | Lookup result = "not found"

| 2 | Lookup result = "invalid"

Fom e - o m e e e e e e e e e e +

If the router is configured to support the extensions defined in this
draft, it SHOULD attach the origin validation state extended
conmunity to BGP UPDATE nessages sent to | BGP peers by mapping the
computed validation state in the last octet of the extended
community. Simlarly on the receiving | BGP speakers, the validation
state of an IBGP route SHOULD be derived directly fromthe | ast octet
of the extended community, if present.

An inplementati on SHOULD NOT send nore than one instance of the
origin validation state extended community. However, if nore than
one instance is received, an inplenmentati on MJST di sregard all

i nstances other than the one with the nunerically-greatest validation
state value. |If the value received is greater than the | argest
specified value (2), the inplenentation MIST apply a strategy sinilar
to attribute discard [ RFC7606] by discarding the erroneous conmunity
and logging the error for further analysis.

By default, inplenentations MJST drop the origin validation state
extended comunity if received froman EBGP peer, without further
processing it. Simlarly, by default an inplenentati on SHOULD NOT
send the comunity to EBGP peers. However it SHOULD be possible to
configure an inplenmentation to send or accept the comunity when
warranted. An exanple of a case where the conmmunity woul d reasonably
be received from or sent to, an EBGP peer is when two adjacent ASes
are under control of the sane administration. A second exanple is
documented in [I-D.ietf-sidr-route-server-rpki-light].

3. Depl oyment Considerations
I n depl oynent scenarios where not all the speakers in an autononous

system are upgraded to support the extensions defined in this
docunent, it is necessary to define policies that match on the origin
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7

7

1.

val i dati on extended community and set another BGP attribute [ RFC6811]
that influences the best path selection the same way as what woul d
have been enabled by an inplementation of this extension.

Acknowl edgenent s

The authors would like to acknow edge the val uabl e revi ew and
suggestions from Wesl ey George, Roque Gagliano and Bruno Decraene on
thi s docunent.

| ANA Consi der ati ons

| ANA has assigned the value 0x00 fromthe "Non-Transitive Opaque
Ext ended Community Sub-Types" registry. The value is called "BGP
Origin Validation State Extended Conmunity".

Security Considerations

Security considerations such as those described in [ RFC4272] continue
to apply. Since this docunent introduces an extended community that
will generally be used to affect route selection, the analysis in
Section 4.5 ("Falsification") of [RFC4593] is relevant. These issues
are neither new, nor unique to the origin validation extended

communi ty.

The security considerations provided in [RFC6811] apply equally to

this application of origin validation. In addition, this docunent
descri bes a schene where router A outsources validation to sone
router B. If this schene is used, the participating routers should
have the appropriate trust relationship -- B should trust A either

because they are under the same administrative control or for some

ot her reason (for exanple, consider
[I-D.ietf-sidr-route-server-rpki-light]). The security properties of
the propagati on path between the two routers should al so be
considered. See [RFC7454] Section 5.1 for advice regarding
protection of the propagation path.
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