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Abst ract

BGPsec- speaking routers are provisioned with private keys in order to
si gn BGPsec announcenents. The correspondi ng public keys are
published in the gl obal Resource Public Key Infrastructure, enabling
verification of BGPsec nessages. This docunment describes two net hods
of generating the public-private key-pairs: router-driven and
operator-driven.

Requi renents Language

The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 16, 2017.
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1. Introduction
BGPsec- speaki ng routers are provisioned
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published in the Resource Public Key Infrastructure (RPKI). This
docunent describes provisioning of BGPsec-speaking routers with the
appropriate public-private key-pairs. There are two sub-nethods,
router-driven and operator-driven

These two sub-nethods differ in where the keys are generated: on the
router in the router-driven nethod, and el sewhere in the operator-
driven method. Routers are required to support at |east one of the
met hods in order to work in various deploynment environnents. Somne
routers may not allow the private key to be off-1oaded while others
may. Wiile off-1loading private keys woul d ease swappi ng of routing
engi nes, exposure of private keys is a well known security risk

In the operator-driven nethod, the operator generates the private/
public key-pair and sends it to the router

In the router-driven nethod, the router generates its own public/
private key-pair.

The router-driven nodel mrrors the nodel used by traditional PK
subscri bers; the private key never | eaves trusted storage (e.qg.
Hardware Security Mdule). This is by design and supports classic
PKI Certification Policies for (often human) subscribers which
require the private key only ever be controlled by the subscriber to
ensure that no one can inpersonate the subscriber. For non-humans,
this nmodel does not al ways work. For exanple, when an operator wants
to support hot-swappable routers the sane private key needs to be
installed in the soon-to-be online router that was used by the the
soon-to-be offline router. This notivated the operator-driven nodel.

The renmai nder of this docunent describes how operators can use the
two met hods to provision new and existing routers. The nethods
described invol ve the operator configuring the two end points (i.e.
t he managenent station and the router) and acting as the
intermediary. Section 7 describes a nethod that requires nore
capabl e routers.

Useful References: [RFC8205] describes gritty details, [RFC8209]
specifies the format for the PKCS#10 certification request, and

[ RFC8208] specifies the algorithnms used to generate the PKCS#10' s
si gnature.

2. Managenent / Router Conmunication
Operators are free to use either the router-driven or operator-driven
met hod as supported by the platform Regardless of the nethod

chosen, operators first establish a protected channel between the
managenent systemand the router. How this protected channel is
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established is router-specific and is beyond scope of this docunent.
Though ot her configuration nechani sns m ght be used, e.g. Net Conf
(see [RFC6470]); for sinplicity, in this docunment, the protected
channel between the managenent platformand the router is assuned to
be an SSH protected CLI. See Appendix A for security considerations
for this protected channel

3. Exchange Certificates

A nunber of options exist for the operator nmanagenent station to
exchange PKl-related information with routers and with the RPK
i ncl udi ng:

- Use application/pkcsl0 nedia type [ RFC5967] to extract certificate
requests and application/pkcs7-nmine [I-D.|anps-rfc5751-bis] to return
the issued certificate,

- Use FTP or HTTP per [RFC2585], and
- Use Enroll ment over Secure Transport (EST) protocol per [RFC7030].
4, Set-Up

To start, the operator uses the protected channel to install the
appropriate RPKI Trust Anchor’s Certificate (TA Cert) in the router
This will later enable the router to validate the router certificate
returned in the PKCS#7 certs-only message [I-D.lanps-rfc5751-bis].

The operator also configures the Autononmous System (AS) nunber to be
used in the generated router certificate. This may be the sole AS
configured on the router, or an operator choice if the router is
configured with multiple ASs. A router with nultiple ASs can be
configured with multiple router certificates by followi ng the process
of this docunent for each desired certificate.

The operator configures or extracts fromthe router the BGP
Identifier [RFC4271] to be used in the generated router certificate.
In the case where the operator has chosen not to use uni que per-
router certificates, a BGP lIdentifier of O may be used.

5. Generate PKCS#10
The private key, and hence the PKCS#10 certification request, which
is sonetimes referred to as a Certificate Signing Request (CSR), may

be generated by the router or by the operator

The PKCS#10 request SHOULD be saved to enable verifying that the
returned public key in the certificate corresponds to the private
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used to generate the signature on the CSR

NOTE: The PKCS#10 certification request does not include the AS
number or the BGP Identifier for the router certificate. Therefore,
the operator transmits the AS it has chosen or the router and the BGP
Identifier as well when it sends the CSR to the CA

5.1. Router-Cenerated Keys

In the router-generated nethod, once the protected channel is
established and the initial Set-Up (Section 4) perforned, the
operator issues a comrand or conmands for the router to generate the
public/private key pair, to generate the PKCS#10 certification
request, and to sign the PKCS#10 certification request with the
private key. Once generated, the PKCS#10 certification request is
returned to the operator over the protected channel

The operator includes the chosen AS nunber and the BGP Identifier
when it sends the CSRto the CA

NOTE: If a router were to communicate directly with a CA to have the
CA certify the PKCS#10 certification request, there would be no way
for the CAto authenticate the router. As the operator knows the
authenticity of the router, the operator nedi ates the conmunication
with the CA

5.2. (Operator-Generated Keys

In the operator-generated nethod, the operator generates the
public/private key pair on a nmanagenent station and installs the
private key into the router over the protected channel. Beware that
experi ence has shown that copy and paste from a nanagenment station to
a router can be unreliable for long texts.

The operator then creates and signs the PKCS#10 certification request
with the private key; the operator includes the chosen AS nunber and
the BGP Identifier when it sends the CSR to the CA

Even if the operator cannot extract the private key fromthe router,
this signature still provides a |inkage between a private key and a
router. That is the operator can verify the proof of possession
(POP), as required by [ RFC6484].

5.2.1. Using PKCS#8 to Transfer Private Key
A private key can be encapsulated in a PKCS#8 Asymmetric Key Package

[ RFC5958] and should be further encapsul ated in Cryptographic Message
Syntax (CMS) SignedData [ RFC5652] and signed with the AS's End Entity
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(EE) private key.

The router SHOULD verify the signature of the encapsul ated PKCS#8 to
ensure the returned private key did in fact come fromthe operator
but this requires that the operator also provision via the CLI or
include in the SignedData the RPKI CA certificate and relevant AS s
EE certificate(s). The router should informthe operator whether or
not the signature validates to a trust anchor; this notification
mechani smis out of scope.

6. Send PKCS#10 and Recei ve PKCS#7

The operator uses RPKI managenent tools to communicate with the

gl obal RPKI systemto have the appropriate CA validate the PKCS#10
certification request, sign the key in the PKCS#10 (i.e., certify it)
and generate a PKCS#7 certs-only nessage, as well as publishing the
certificate in the dobal RPKI. External network connectivity may be
needed if the certificate is to be published in the d obal RPKI

After the CA certifies the key, it does two things:

1. Publishes the certificate in the dobal RPKI. The CA nust have
connectivity to the relevant publication point, which in turn
nmust have external network connectivity as it is part of the
A obal RPKI.

2. Returns the certificate to the operator’s managenent station
packaged in a PKCS#7 certs-only nessage, using the correspondi ng
met hod by which it received the certificate request. It SHOULD
include the certificate chain below the TA Certificate so that
the router can validate the router certificate

In the operator-generated nethod, the operator SHOULD extract the
certificate fromthe PKCS#7 certs-only nessage, and verify that the
private key it holds corresponds to the returned public key. If the
operator saved the PKCS#10 it can check this correspondence by
comparing the public key in the CSR to the public key in the returned
certificate. |If the operator has not saved the PKCS#10, it can check
this correspondence by generating a signature on any data and then
verifying the signature using the returned certificate.

In the operator-generated nmethod, the operator has already installed
the private key in the router (see Section 5.2).

7. Install Certificate

The operator provisions the PKCS#7 certs-only nessage into the router
over the protected channel
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The router SHOULD extract the certificate fromthe PKCS#7 certs-ony
message and verify that the public key corresponds to the stored
private key. |If the router stored the PKCS#10, it can check this
correspondence by conparing the public key in the CSRto the public
key in the returned certificate. |If the router did not store the
PKCS#10, it can check this correspondence by generating a signature
on any data and then verifying the signature using the returned
certificate. The router SHOULD i nformthe operator whether it
successfully received the certificate and whether or not the keys
correspond; the mechanismis out of scope.

The router SHOULD also verify that the returned certificate validates
back to the installed TA Certificate, i.e., the entire chain fromthe
installed TA Certificate through subordinate CAs to the BGPsec
certificate validate. To performthis verification the CA
certificate chain needs to be returned along with the router’s
certificate in the PKCS#7 certs-only nmessage. The router SHOULD

i nformthe operator whether or not the signature validates to a trust
anchor; this notification mechanismis out of scope.

NOTE: The signature on the PKCS#8 and Certificate need not be made by
the sane entity. Signing the PKCS#8, pernits nore advanced
configurations where the entity that generates the keys is not the
direct CA

8. Advanced Depl oynent Scenari os

More PKI-capabl e routers can take advantage of this increased
functionality and lighten the operator’s burden. Typically, these
routers include either pre-installed manufacturer-generated
certificates (e.g., |IEEE 802.1 AR [802.1AR]) or pre-installed

manuf act ur er - gener at ed Pre-Shared Keys (PSK) as well as PKI-
enrol I ment functionality and transport protocol, e.g., CMC s "Secure
Transport" [RFC7030] or the original CMC transport protocol’s

[ RFC5273]. When the operator first establishes a protected channe
bet ween t he managenment system and the router, this pre-installed key
material is used to authenticate the router

The operator burden shifts here to include:

1. Securely comrunicating the router’s authentication nmaterial to
the CA prior to operator initiating the router’s CSR. CAs use
aut hentication material to determ ne whether the router is
eligible to receive a certificate. Authentication material at a
m ni mum i ncludes the router’s AS nunber and BGP ldentifier as
well as the router’s key material, but can al so include
additional information. Authentication material can be
conmmuni cated to the CA (i.e., CSRs signed by this key materia

Bush, et al. Expires March 3, 2019 [ Page 7]



Internet-Draft Rout er Keying for BGPsec August 30, 2018

are issued certificates with this AS and BGP Identifier) or to
the router (i.e., the operator uses the vendor-supplied
managenent interface to include the AS nunber and BGP Identifier
in the router-generated CSR)

2. Enabling the router to communicate with the CA. Wile the
router-to-CA conmuni cations are operator-initiated, the
operator’s managenent interface need not be involved in the
communi cati ons path. Enabling the router-to-CA connectivity MAY
require connections to external networks (i.e., through
firewalls, NATs, etc.).

Once configured, the operator can begin the process of enrolling the
router. Because the router is conmunicating directly with the CA
there is no need for the operator to retrieve the PKCS#10
certification request fromthe router as in Section 5 or return the
PKCS#7 certs-only nessage to the router as in Section 6. Note that
the checks perforned by the router in Section 7, nanely extracting
the certificate fromthe PKCS#7 certs-only nessage, verifying the
public key corresponds to the private key, and that the returned
certificate validated back to an installed trust anchor, SHOULD be
perfornmed. Likew se, the router SHOULD notify the operator if any of
these fail, but this notification nechanismis out of scope.

When a router is so configured the comrunication with the CA SHOULD
be automatically re-established by the router at future tinmes to
renew or rekey the certificate automatically when necessary (See
Section 8). This further reduces the tasks required of the operator

9. Key Managenent

Key managenent does not only include key generation, key
provisioning, certificate issuance, and certificate distribution. It
al so i ncludes assurance of key validity, key roll-over, and key
preservation during router replacenent. Al of these
responsibilities persist for as long as the operator w shes to
operate the BGPsec-speaki ng router

9.1. Key Validity
It is critical that a BGPsec speaking router is signing with a valid
private key at all tinmes. To this end, the operator needs to ensure
the router always has a non-expired certificate. |.e. the key used
to sign BGPsec announcenents al ways has an associated certificate
whose expiry tinme is after the current tine.

Ensuring this is not terribly difficult but requires that either
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1. The router has a nechanismto notify the operator that the
certificate has an inpending expiration, and/or

2. The operator notes the expiry tine of the certificate and uses a
cal endaring programto renind themof the expiry tine, and/or

3. The RPKI CA warns the operator of pending expiration, and/or

4. The operator uses sone other kind of autonmated process to search
for and track the expiry tines of router certificates.

It is advisable that expiration warnings happen well in advance of
the actual expiry tine.

Regardl ess of the technique used to track router certificate expiry
times, it is advisable to notify additional operators in the sane
organi zation as the expiry tinme approaches thereby ensuring that the
forgetful ness of one operator does not affect the entire

organi zati on.

Depending on inter-operator relationship, it may be hel pful to notify
a peer operator that one or nore of their certificates are about to
expire

9.2. Key Roll-Over

Routers that support nultiple private keys al so greatly increase the
chance that routers can continuously speak BGPsec because the new
private key and certificate can be obtained and distributed prior to
expiration of the operational key. Obviously, the router needs to
know when to start using the new key. Once the new key is being
used, having the already distributed certificate ensures continuous
operati on.

More information on how to proceed with a Key Roll-Over is described
in [I-D.sidrops-bgpsec-rollover].

9.3. Key Revocation

Certain unfortunate circunstances nmay occur causing a need to revoke
a router’s BGPsec certificate. Wien this occurs, the operator needs
to use the RPKI CA systemto revoke the certificate by placing the
router’s BGPsec certificate on the Certificate Revocation List (CRL)
as well as re-keying the router’s certificate.

When an active router key is to be revoked, the process of requesting

the CA to revoke, the process of the CA actually revoking the
router’s certificate, and then the process of re-keying/renew ng the
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9. 4.

10.

router’s certificate, (possibly distributing a new key and
certificate to the router), and distributing the status takes tine
during which the operator nust decide how they wish to maintain
continuity of operations, with or without the conpronised private
key, or whether they wish to bring the router offline to address the
conprom se

Keeping the router operational and BGPsec-speaking is the ideal goal
but if operational practices do not allow this then reconfiguring the
router to disable BGPsec is likely preferred to bringing the router
of fli ne.

Rout ers whi ch support nore than one private key, where one is
operational and other(s) are soon-to-be-operational, facilitate
revocati on events because the operator can configure the router to
make a soon-to-be-operational key operational, request revocation of
the conpromi sed key, and then nmake a next generation soon-to-be-
operational key, all hopefully w thout needing to take offline or
reboot the router. For routers which support only one operationa
key, the operators should create or install the new private key, and
then request revocation of the certificate corresponding to the
conprom sed private key.

Rout er Repl acenent

Currently routers often generate private keys for uses such as SSH
and the private keys may not be seen or off-loaded fromthe router.
While this is good security, it creates difficulties when a routing
engi ne or whole router nust be replaced in the field and all software
whi ch accesses the router nust be updated with the new keys. Al so,
any network based initial contact with a new routing engine requires
trust in the public key presented on first contact.

To allow operators to quickly replace routers w thout requiring
update and distribution of the corresponding public keys in the RPKI
routers SHOULD allow the private BGPsec key to inserted via a
protected channel, e.g., SSH, NetConf (see [RFC6470]), SNWP. This

| ets the operator escrow the old private key via the mechani sm used
for operator-generated keys, see Section 5.2, such that it can be re-
inserted into a replacenent router. The router MAY allow the private
key to be to be off-loaded via the protected channel, but this SHOULD
be paired with functionality that sets the key into a pernmanent non-
exportable state to ensure that it is not off-loaded at a future tine
by unaut hori zed operati ons.

Security Considerations

The router’s manual wll describe whether the router supports one,
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the other, or both of the key generation options discussed in the
earlier sections of this draft as well as other inportant security-
related information (e.g., howto SSH to the router). After
famliarizing one’s self with the capabilities of the router, an
operator is encouraged to ensure that the router is patched with the
| at est software updates available fromthe nmanufacturer

Thi s docunment defines no protocols so in some sense introduces no new
security considerations. However, it relies on many others and the
security considerations in the referenced docunents shoul d be

consul ted; notably, those docunent listed in Section 1 should be
consulted first. PKl-relying protocols, of which BGPsec is one, have
many i ssues to consider so many in fact entire books have been
witten to address them so listing all PKI-related security
considerations is neither useful nor helpful; regardl ess, sonme boot-
strapping-related issues are listed here that are worth repeating:

Public-Private key pair generation: M stakes here are for al
practical purposes catastrophic because PKlis rely on the pairing
of a difficult to generate public-private key pair with a signer;
all key pairs MJST be generated froma good source of non-
determnistic random i nput [ RFC4086].

Private key protection at rest: M stakes here are for all practica
pur poses catastrophi c because disclosure of the private key all ows
another entity to masquerade as (i.e., inpersonate) the signer;

all private keys MJIST be protected when at rest in a secure

fashi on. (Qbviously, how each router protects private keys is

i mpl ementation specific. Likewi se, the local storage format for

the private key is just that, a |local matter.

Pr

vate key protection in transit: M stakes here are for al

practical purposes catastrophic because disclosure of the private
key allows another entity to masquerade as (i.e., inpersonate) the
signer; transport security is therefore strongly RECOWENDED. The
| evel of security provided by the transport |ayer’'s security
mechani sm SHOULD be comensurate with the strength of the BGPsec
key; there’s no point in spending tine and energy to generate an
excel l ent public-private key pair and then transmt the private
key in the clear or with a known-to-be-broken algorithm as it
just undermines trust that the private key has been kept private.
Additionally, operators SHOULD ensure the transport security
mechanismis up to date, in order to addresses all known

i mpl ement ati on bugs.

SSH key managenent is known, in sonme cases, to be |ax

[1-D.yl onen-sshkeybcp]; enployees that no | onger need access to a
routers SHOULD be renoved the router to ensure only those authorized
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have access to a router.

Though the CA's certificate is installed on the router and used to
verify that the returned certificate is in fact signed by the CA the
revocation status of the CA's certificate is rarely checked as the
router may not have gl obal connectivity or CRL-aware software. The
operator MUST ensure that the installed CA certificate is valid.

11. | ANA Consi derations

Thi s docurment has no | ANA Consi derati ons.
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Appendi x A.  Managenent/ Rout er Channel Security

Encryption, integrity, authentication, and key exchange al gorithns
used by the protected channel SHOULD be of equal or greater strength
than the BGPsec keys they protect, which for the algorithm specified
in [RFC8208] is 128-bit; see [RFC5480] and by reference [ SP800-57]
for informati on about this strength claimas well as [ RFC3766] for
"how to deternmine the | ength of an asynmetric key as a function of a
symretric key strength requirenent.” In other words, for the
encryption algorithm do not use export grade crypto (40-56 bits of
security), do not use Triple DES (112 bits of security). Suggested
m ni mum al gorithnms woul d be AES-128: aesl128-chc [ RFC4253] and
AEAD AES 128 GCM [ RFC5647] for encryption, hmac-sha2-256 [ RFC6668] or
AESAD _AES 128 GCM [ RFC5647] for integrity, ecdsa-sha2-nistp256

[ RFC5656] for authentication, and ecdh-sha2-ni st p256 [ RFC5656] for
key exchange.

Sone routers support the use of public key certificates and SSH.  The
certificates used for the SSH session are different than the
certificates used for BGPsec. The certificates used with SSH shoul d
al so enable a |l evel of security commensurate with BGPsec keys;

x509v3- ecdsa- sha2- ni st p256 [ RFC6187] coul d be used for

aut henti cati on.

The protected channel nust provide confidentiality, authentication
and integrity and replay protection.

Appendi x B. The n00b Guide to BGPsec Key Managenent

This appendix is informative. It attenpts to explain all of the PK
t echnobabbl e i n pl ai ner | anguage.

BGPsec speakers send signed BGPsec updates that are verified by other
BGPsec speakers. In PKI parlance, the senders are referred to as
signers and the receivers are referred to as relying parties. The
signers with which we are concerned here are routers signing BGPsec
updates. Signers use private keys to sign and relying parties use
the correspondi ng public keys, in the formof X 509 public key
certificates, to verify signatures. The third party involved is the
entity that issues the X. 509 public key certificate, the
Certification Authority (CA). Key managenent is all about making
these key pairs and the certificates, as well as ensuring that the
relying parties trust that the certified public keys in fact
correspond to the signers’ private keys.
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The specifics of key managenent greatly depend on the routers as well
as managenent interfaces provided by the routers’ vendor. Because of
these differences, it is hard to wite a definitive "how to," but
this guide is intended to armoperators with enough information to
ask the right questions. The other aspect that nakes this guide
informative is that the steps for the do-it-yourself (DY) approach

i nvol ve arcane conmmands while the GU -based vendor-assi sted

managenment consol e approach will likely hide all of those comrands
behi nd sonme button clicks. Regardless, the operator will end up with
a BGPsec-enabled router. Initially, we focus on the DY approach and

then follow up with some i nformati on about the GU -based approach

The first step in the DY approach is to generate a private key; but
in fact what you do is create a key pair; one part, the private key,
is kept very private and the other part, the public key, is given out
to verify whatever is signed. The two nodels for howto create the
key pair are the subject of this docunent, but it boils down to
either doing it on-router (router-driven) or off-router (operator-
driven).

If you are generating keys on the router (router-driven), then you
will need to access the router. Again, how you access the router is
router-specific, but generally the DY approach uses the CLI and
accessing the router either directly via the router’s craft port or
over the network on an adninistrative interface. |f accessing the
router over the network be sure to do it securely (i.e., use SSHv2).
Once logged into the router, issue a command or a series of commands
that will generate the key pair for the algorithns referenced in the
mai n body of this docunment; consult your router’s docunentation for
the specific commands. The key generation process will yield
multiple files: the private key and the public key; the file format
vari es dependi ng on the arcane command you issued, but generally the
files are DER or PEM encoded.

The second step is to generate the certification request, which is
often referred to as a certificate signing request (CSR) or PKCS#10
certification request, and to send it to the CAto be signed. To
generate the CSR, you issue sone nore arcane commands whil e | ogged
into the router; using the private key just generated to sign the
certification request with the algorithns referenced in the nmain body
of this docunent; the CSRis signed to prove to the CA that the
router has possession of the private key (i.e., the signature is the
pr oof - of - possession). The output of the conmand is the CSR file; the
file format varies depending on the arcane conmmand you issued, but
generally the files are DER or PEM encoded.

The third step is to retrieve the signed CSR fromthe router and send
it tothe CA. But before sending it, you need to also send the CA
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t he subject nanme and serial number for the router. The CA needs this
information to issue the certificate. How you get the CSR to the CA
is beyond the scope of this docunment. Wile you are still connected
to the router, install the Trust Anchor (TA) for the root of the PKl
At this point, you no | onger need access to the router for BGPsec-
related initiation purposes.

The fourth step is for the CAto issue the certificate based on the
CSR you sent; the certificate will include the subject nane, serial
nunber, public key, and other fields as well as being signed by the
CA. After the CA issues the certificate, the CA returns the
certificate, and posts the certificate to the RPKI repository. Check
that the certificate corresponds to the private key by verifying the
signature on the CSR sent to the CA; this is just a check to nake
sure that the CA issued a certificate that includes a public key that
is the pair of the private key (i.e., the math will work when
verifying a signature generated by the private with the returned
certificate).

If generating the keys off-router (operator-driven), then the sane
steps are used as the on-router key generation, (possibly with the
same arcane commands as those used in the on-router approach), but no
access to the router is needed the first three steps are done on an
admi ni strative workstation: o Step 1: Cenerate key pair; o Step 2
Create CSR and sign CSR with private key, and; o Step 3: Send CSR
file with the subject nane and serial nunber to CA

After the CA has returned the certificate and you have checked the
certificate, you need to put the private key and TA in the router
Assumi ng the DI'Y approach, you will be using the CLI and accessing
the router either directly via the router’s craft port or over the
network on an admin interface; if accessing the router over the
networ k make doubly sure it is done securely (i.e., use SSHv2)
because the private key is being noved over the network. At this
point, access to the router is no |longer needed for BGPsec-rel ated
initiation purposes.

NOTE: Regardl ess of the approach taken, the first three steps could
trivially be collapsed by a vendor-provided script to yield the
private key and the signed CSR

G ven a QUJ -based vendor-assi sted managenent console, then all of
these steps will likely be hidden behind pointing and clicking the
way t hrough BGPsec-enabling the router

The scenarios described above require the operator to access each
router, which does not scale well to large networks. An alternative
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woul d be to create an image, performthe necessary steps to get the
private key and trust anchor on the inmage, and then install the inmage
via a managenent protocol

One final word of advice; certificates include a notAfter field that
unsurprisingly indicates when relying parties should no | onger trust
the certificate. To avoid having routers with expired certificates
follow the recormendations in the Certification Policy (CP) [ RFC6484]
and nake sure to renew the certificate at |east one week prior to the
not After date. Set a calendar rem nder in order not to forget!
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