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Thi s docunent specifies the Managenent |Information Base (MB) for the
| ETF TRILL (Transparent Interconnection of Lots of Links) QAM
obj ect s.
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1. Introduction

Overall, TRILL OAMis intended to neet the requirenments given in
[ RFC6905]. The general framework for TRILL OAMis specified in

[ TRILLOAMFRM . The details of the Fault Managenent [FM sol ution,
conforming to that franework, are presented in [ TRILLOAMFM . The
solution | everages the nmessage format defined in Ethernet
Connectivity Fault Managenent (CFM [802.1Q as the basis for the
TRI LL OAM nessage channel .

Thi s docunent uses the CFM M B nodul es defined in [802.1Q as the
basis for TRILL OAM M B, and augnents the existing tables to add new
TRILL managed objects required by TRILL. This document further
specifies a new table with associ ated nmanaged objects for TRILL OAM
specific capabilities.

2. The Internet-Standard Managenent Franework
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For a detail ed overview of the Internet-Standard Managenent
Framewor k, please refer to [ RFC3410]. Managed objects are accessed
via a virtual information store, termnmed the Managenent |nformation
Base or MB. MB objects are generally accessed through the Sinple
Net wor k Managenent Protocol (SNMP). Objects in the MB are defined
using the Structure of Managenent Information (SM) specification.
This meno specifies a MB nodule that is compliant to SMv2

[ RFC2578], [RFC2579] and [ RFC2580] .

3. Overview
The TRILL-CAM M B nodul e is intended to provide an overall framework
for managing TRILL OAM It |everages the | EEE8021-CFM M B and
| EEE8021- CFM V2- M B nodul es defined in [802.1Q, and augnments the Mep
and Mep Db entries. It also adds a new table for TRILL OAM specific
nmessages.

4. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

5. Structure of the M B nodul e
bjects in this MB nodul e are arranged into subtrees. Each subtree
is organi zed as a set of related objects. The various subtrees are
shown bel ow, supplenented with the required el enents of the | EEEB021-
CFM M B nodul e.

5.1. Textual Conventions

Textual conventions are defined to represent object types relevant to
the TRILL CAM M B.

5.2. TRILL-OAM M B rel ationship to | EEES8021-TC-M B

In TRILL, traffic | abeling can be done using either a 12-bit VLAN or
a 24-bit fine grain | abel [RFCfgl].

| EEE8021- TC-M B defi nes | EEE8021Ser vi ceSel ector Type with two val ues:
- 1 representing a vlanld, and
- 2 representing a 24 bit isid.

We propose to use value 2 for TRILL's fine grain |abel. As such,
TRILL-OAMM B wi |l | inport | EEEB021Servi ceSel ect or Type,
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| EEE8021Ser vi ceSel ect or Val ueOr None, and | EEEB021Ser vi ceSel ect or Val ue
from | EEEB021- TC- M B.
5.3. TRILL OAM M B Tree
TRI LL- OAMM B
|--trill GanNotifications
| --trill Ganfaul t Al arm
|--trill GanM bQoj ect s
|--trill Camvep
| --trill CanmVepTabl e
| --trill CamVepFl owCf gTabl e
|--trill GanPtrTabl e
|--trill CGanMr Tabl e
|--trill CamMvepDbTabl e
5.3.1. Notifications

Notification (fault alarn) is sent to the nanagenent entity with the
O D of the MEP that has detected the fault.

5.3.2. TRILL OAM M B Per MEP (bjects

The TRILL CAM M B Per MEP Objects are defined in the

trill CamvepTabl e. The trill CanMepTabl e augnents the dot 1lagCf mvepEntry
(pl ease see section 6.1) defined in | EEEB021-CFM M B. It includes
objects that are locally defined for an individual MEP and its

associ at ed Fl ow.

5.3.2.1. trill CamvkepTabl e bjects

o trill GanVepRNane - This object contains the Roridge N ckname
as defined in [ RFC6325] section 3.7.

otrillCanmVepPtnilld - indicates the next sequence
nunmber/transaction identifier to be sent in a Path Trace
message. The sequence nunber may be zero because it waps
ar ound.
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o trill CamvepNexttM nifld - indicates the next sequence
nunber/transaction identifier to be sent in a Milti-destination
message. The sequence number may be zero because it w aps
around.

o trill CamvepMepPtrin - indicates the total nunber of valid,
in-order, Path Trace Replies received.

o trill GamvepPtrinCQutof Order - indicates the total nunber of
valid, out-of-order, Path Trace Replies received.

otrillCamvepPtrQut - indicates the total nunber of valid Path
Trace Replies transnitted.

otrillCanmVepMrin - indicates the total nunber of valid, in-
order, Multi-destination Replies received.

otrill CamvepMr I nQutof Order - indicates the total nunber of
valid, out-of-order, Milti-destination Replies received.

otrillCanmVepMrQut - indicates the total number of valid
Multi-destination Replies transmtted.

o trill CamvepTxLbrmDest RName - indicates the target destination
Rbri dge N ckNanme as defined in [ RFC6325] section 3.7.

o trill CanVepTxLbnHC - indicates the hop count field to be
transmtted.

o trill CGanvepTxLbnRepl yModeOob - True indicates that the Reply
Mode of the Loopback nessage is requested to be out-of - band,
and that the "Qut of band IP address"” TLV is to be transmtted.
Fal se indicates that in-band reply is transmtted.

o trillGanvepTransnitLbnmReplylp - indicates the |IP address to
be transmitted in the "Qut of band |IP Address TLV' in the
Loopback mnessage.

o trill CanVepTxLbnFl owEntropy - indicates the 128 bytes Fl ow
entropy to be transmtted, as defined in [ TRILLOAMFM .

o trill CanmVepTxPt nDest RNane - indicates the target Destination
Rbridge N cknanme to be transnmitted, as defined in [ RFC6325]
section 3.7.

o trill GanVepTxPtnHC - indicates the hop count field to be
transm tted.
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o trill CanVepTxPt nRepl yModeOob - True indicates that the Reply
Mode of the Path Trace nessage is requested to be out-of - band,
and that the "Qut of band IP address TLV' is to be transmtted.
Fal se indicates that in-band reply is transmtted.

otrillGanmvepTransnmitPtnmReplylP - indicates the IP address to
be transmitted in the "Qut of band IP Address TLV' in the Path
Trace nessage.

o trill GanMVepTrannitPtnFl oweEntropy - indicates the 128 bytes
Fl ow entropy to be transmtted, as defined in [ TRI LLOAMFM .

o trill CanmVepTxPtntStatus - A Bool ean flag set to True by the
MEP Path Trace Initiator State Machine or a M B manager to

i ndi cate that another Path trace nessage is being transmtted.
Reset to false by the MEP Initiator State Mchine.

o trill CamvepTxPtmResultOK - Indicates the result of the
operation, True : The Path Trace Message(s) will be (or has
been) sent, False: The Path Trace Message(s) will not be sent.

o trill CanVepTxPt nessages - The nunber of Path Trace nessages
to be transnitted.

o trill CamvepTxPt mSegNunber - Indicates the Path Trace
Transaction ldentifier of the first PTM (to be) sent. The val ue
returned is undefined if trill CamvepTxPtnmResultK is fal se.

otrillCanVepTxM nilree - Indicates the Miulti-destination Tree
identifier as defined in RFC6325.

otrill CanvepTxM nHC - I ndicates the hop count field to be
transm tted.

o trill CanvepTxM nRepl yModeOob - True indicates that the Reply
of the Multi-destination nessage is requested to be out-of-
band, and that the "Qut of band |IP address TLV' is to be
transmtted. False indicates that in-band reply is transmtted.

otrillCanmvepTransmitMnReplylp - the IP address to be
transmitted in the "CQut of band IP address TLV' in the Milti-
destinati on nessage.

o trill CanVepTxM nFl owEntropy - 128 Byte Flow Entropy to be
transmtted, as defined in [TRI LL-FM.

otrillCanVepTxM ntStatus - A Boolean flag set to True by the
MEP Multi-Destination Initiator State Machine or a M B manager
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to indicate that another Milticast trace nessage is being
transmtted. Reset to False by the MEP Initiator State Mchi ne.

otrill CanvepTxM nResultOK - Indicates the result of the
operation: -True The Milti-destination Message(s) will be (or
has been) sent. -False The Miulti-destination Message(s) wll
not be sent.

o trill CanmVepTxM nivessages - The nunber of Milti-Destination
Messages to be transmitted.

o trill CamvepTxM nmSegNunber - The Sequence Number of the first
Mul ti-destinati on nessage (to be) sent. The value returned is
undefined if trill CanVepTxM nResult K i s fal se.

o trill CanMepTxM nScopelLi st - The Milti-destination Rbridge
Scope list, 2 octets per Rbridge.

5.3.2.2. trill CamvepFl onCf gTabl e bj ect s

Each row in this table represents a Flow Configuration Entry for the
associ ated MEP. The table uses four indices. The first three indices
are the indices of the Miintenance Domain, MaNet, and MEP tables. The
fourth index is the specific Flow Configuration Entry on the sel ected
MEP. Some wite-able objects in this table are only applicable in
certain cases (as described under each object below), and attenpts to
wite values for themin other cases will be ignored.

o trill GanmvepFl owCf gl ndex - an index to the TRILL OAM Mep fl ow
configuration table which indicates the specific Flow for the
MEP. The index is never reused for other flow sessions on the
same MEP while this session is active. The index val ue keeps
increasing until it waps to 0. This value can al so be used in
Fl owidentifier TLW.

o trill CanvepFl owCf gFl owEntropy - This is 96 bytes of flow
entropy as described in [TRI LL-FM.

o trill CanVepFl owCf gDest Rnane - The target Rbridge ni cknanme
field to be transmtted as defined in [ RFC6325] section 3.7.

o trill CamvepFl onCf gFl owHC - indicates the time to live field
to be transmtted.

o trill CanVepFl owCf gRowSt atus - indicates the status of row

The wite-able colunmms in a row cannot be changed if the rowis
active. Al colums MJST have a valid value before a row can be
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acti vat ed.
5.3.2.3. trill CanPtrTabl e bjects

Each row in the table represents a Path Trace Reply Entry for the
defined MEP and Transaction. This table uses four indices. The first
three indices identify the MEP and the fourth index specifies the
Transaction ldentifier, and this transaction identifier uniquely
identifies the response for a MEP which can have nultiple flow.

o trill GanmMvepPtrTransactionld - indicates Transaction

i dentifier/sequence nunber returned by a previous transmt path
trace message commuand, indicating which PTMs response is going
to be returned.

otrillGanPtrHC - indicates hop count field value for a
returned PTR

otrillCamvepPtrFlag - indicates FCO field value for a
returned PTR

o trillGanMvepPtrErrorcode - indicates the Return code and
Return sub-code value for a returned PTR

o trill GanmMVepPtrTerm nal Mep - indicates a Bool ean val ue stating
whet her the forwarded PTM reached a MEP enclosing its MA, as
returned in the Termnal MEP flag field.

o trill CanmVepPtr Next Egressldentifer -An integer field hol ding
the | ast Egress Identifier returned in the PTR Upstream Rbri dge
ni ckname TLV of the PTR The Last Egress identifies the

Upst ream Ni cknane.

o trillGanMvepPtringress - The value returned in the |Ingress
Action field of the PTM The val ue i ngNoTl v(0) indicates that
no Reply Ingress TLV was returned in the PTM

o trill GanmVepPtrlngressMac - indicates the MAC address returned
in the ingress MAC address fil ed.

o trill GanmMVepl ngressPort| dSubtype - indicates ingress Port ID.
The format of this object is determ ned by the value of the
trill CamvepPtrlngressPort| dSubtype object.

o trill Gamvepl ngressPortld - indicates the ingress port ID. The

format of this object is determ ned by the value of the
trill CamMvepPtrlingressPortld object.
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o trill CamvepPtrEgressPortldSubtype - indicates the val ue
returned in the Egress Action field of the PTM The val ue

i ngNoTl v(0) indicates that no Reply Egress TLV was returned in
the PTM

o trill CamvepPtrEgressPortld - indicates the egress port ID
The format of this object is determ ned by the val ue of
trill CamMvepPtrEgressPortld object.

o trill CGanMepPtr Chassi sl dSubtype - This object specifies the
format for the Chassis IDreturned in the Sender I D TLV of the
PTR, if any. This value is ignored if the

trill CamMvepPtrChassild has a length of O

o trill GamvepPtr Chassisld - indicates the chassis ID returned
in the Sender ID TLV of the PTR, if any. The format of this
object is determ ned by the value of the

trill CamMvepPtrChassi sl dSubt ype obj ect.

o trill GanmVepPtr Organi zati onSpeci ficTlv - indicates al
Organi zation specific TLVs returned in the PTR if any.
Includes all octets including and followi ng the TLV I ength
field of each TLV, concatenated together

o trill CaMepPtr Next HopNi cknanmes - indicates Next hop Rbridge
List TLV returned in the PTR, if any. Includes all octets
including and follow ng the TLV | ength concat enated toget her

5.3.2.4. trill CamvtrTabl e bjects

This table includes Milti-destination Reply managed objects. Each row
in the table represents a Miulti-destination Reply Entry for the
defined MEP and Transaction. This table uses five indices: The first
three indices are the indices of the Mintenance Dorain, MNet, and
MEP tables. The fourth index is the specific Transaction ldentifier
on the selected MEP. The fifth index is the receive order of Milti-
destination replies. Some wite-able objects in this table are only
applicable in certain cases (as described under each object bel ow),
and attenpts to wite a value for themin other cases will be

i gnor ed.

o trill CamvepMr Transactionld - indicates Transaction

i dentifier/sequence nunber returned by a previous transnmit
Mul ti-destinati on nessage command, indicating which MIM s
response is going to be returned.

o trill CamvepMrReceiveOrder - indicates an index to
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di stinguish among nultiple MIR with sane sanme MIR Transacti on
Identifier field value. trill CamVepM r Recei veOrder are assi gned
sequentially from1, in the order that the Milti-destination
Tree Initiator received the MIRs.

otrillCamvepMrFlag - indicates FCO field value for a
returned MIR

otrillGanvepMrErrorCode - indicates return code and return
sub code value for a returned MIR

o trillCanVepMr Last Egresslidentifier - indicates an integer
field holding the Last Egress ldentifier returned in the MR
Upstream Rbri dge N cknane TLV of the MIR The Last Egress
Identifier identifies the Upstream N cknane.

otrillCanVepMringress - indicates the value returned in the
Ingress Action Field of the MIR. The val ue i ngNoTl v(0)
i ndicates that no Reply Ingress TLV was returned in the MIM

o trillGanVepMrIngressMac - indicates the MAC address returned
in the ingress MAC address field.

otrillGanvepMrIngressPortldSubtype - indicates the ingress
Port ID. The format of this object is determnmined by the val ue
of the trill CGamVepMr I ngressPort| dSubtype object.

otrillGanMepMringressPortld - indicates the ingress Port 1d.
The format of this object is determ ned by the value of the
trill CamMepMrIngressPortld object.

otrill CanVepMrEgress - indicates the value returned in the
Egress Action field of the MIR The val ue i ngNoTLv(0) i ndicates
that no Reply Egress TLV was returned in the MIR

o trill CamvepMrEgressivac - indicates the MAC address returned
in the egress MAC address field.

o trill CanVepM r EgressPort| dSubtype - indicates the egress Port
ID. The format of this object is deternmned by the value of the
trill CamvepM r EgressPort| dSubtype object.

o trill CamvepMrEgressPortld - indicates the egress port ID.
The format of this object is determ ned by the value of the
trill CamvepM rEgressPortld object.

o trill CanVepM r Chassi sl dSubtype - indicates the format of the
chassis IDreturned in the Sender ID TLV of the MIR if any.
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5.3.2. 4.

The value is ignored if the trill CamMepMr Chassisld has |ength
of 0.

o trillGanMepMr Chassisld - indicates the chassis ID returned
in the Sender ID TLV of the MIR, if any. The format of this
object is determ ned by the value of the

trill CamvepM r Chassi sl dSubt ype obj ect.

otrillCanVepMr Organi zationSpecificTlv - indicates all
Organi zation specific TLVs returned in the MIR, if any.
Includes all octets including and followi ng the TLV I ength
filed of each TLV, contacted together.

o trill CanVepM r Next HopNi cknanmes - indicates next hop Rbridge
List TLV returned in the PTR, if any. Includes all octets
including and following the TLV length filed of each TLV,
concat enat ed toget her.

o trill CamvepM r Next HopTot al Recei vers - indicates val ue
i ndi cating that MIR response contains Milticast receiver
availability TLW.

o trill GanMepM r Recei ver Count - indicates the nunber of
Mul ticast receivers available on responding Rbridge on the VLAN
specified by the diagnostic VLAN

trill CamvepDbTabl e (bj ects

This table is an augnentation of the dotlagCf mvepDbTabl e, and rows
are automatically added or deleted fromthis table based upon row
creation and destruction of the dotlagCfmvepDbTabl e.

o trill CanvepDbFl om ndex - This object identifies the Flow. |If
the Flow Identifier TLV is received than i ndex received can
al so be used.

o trill CanvepCf gFl owEntropy - indicates 96 bytes of Fl ow
entropy.

o trill CanVepDbFl owState - indicates the operational state of
the renote MEP (fl ow based) | FF state machi nes.

o trill CamvepDbRmepFai | edOkTime - indicates the tine
(sysUpTime) at which the Renote Mep Fl ow State machi ne | ast
entered either the RVEP_FAILED or RVEP_ K state.

o trill CanVepDbRbri dgeNane - indicates Renpote MEP Rbridge
Ni ckname.
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6. Relationship to other MB nodul e
The | EEE8021- CFM M B, | EEE801- CFM V2-M B and LLDP-M B contain
objects relevant to TRILL OAM M B. Managenent objects contai ned
in these nodul es are not duplicated here, to reduce overlap to
t he extent possible.

6.1. Relationship to | EEES8021-CFM M B

TRILL OAM M B Inports the foll owi ng managenent objects from
| EEE8021- CFM M B:

o dot 1agCf mvdl ndex
o dot 1agCf mval ndex
0 dot 1agCf mvepl denti fi er
o dot 1agCf mvepEntry
0 dot 1agCf mivepDbEntry
o Dot 1agCf m ngressActi onFi el dVal ue
o Dot 1agCf mEgessActi onFi el dval ue
o Dot 1agCf nRenot eMepSt at e
trill CamvepTabl e Augnents dot 1agCf mvepEntry. | nplenentation of | EEE-
CFMMB is required as we are Augnmenting the | EEE-CFM M B Tabl e.
bj ects/ Tabl es that are not applicable to a TRILL i npl ementation have
to be handl ed by the TRILL inpl enentati on back end and appropriate
val ues as described in | EEE-CFM M B have to be returned.
6.2. MB nodules required for | MPORTS
The following MB nodul e | MPORTS obj ects from SNWPv2- SM [ RFC2578] ,
SNWPv2- TC [ RFC2579], SNWPv2- CONF [ RFC2580], | EEE-8021-CFM M B, LLDP-
M B.
7. Definition of the TRILL OAM M B nodul e
TRILL-OAM M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY,
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OBJECT- TYPE,
NOTI FI CATI ON- TYPE,
Count er 32,
Unsi gned32,
I nt eger 32
FROM SNWPv2- SM
RowSt at us,
Tr ut hval ue,
Ti meSt anp,
MacAddr ess
FROM SNWPv2- TC
OBJECT- GROUP,
NOTI FI CATI ON- GROUP,
MODUL E- COVPLI ANCE
FROM SNWVPv2- CONF
dot 1agCf m\vdl ndex,
dot 1agCf mval ndex,
dot 1agCf mvepl denti fi er,
dot 1agCf mvepEntry,
dot 1agCf mvepDbEnt ry,
Dot 1agCf ml ngr essAct i onFi el dval ue,
Dot 1agCf nEgr essAct i onFi el dval ue,
Dot 1agCf nRenot eMepSt at e
FROM | EEE8021- CFM M B
LI dpChassi sl d,
LI dpChassi sl dSubt ype,
LI dpPortid
FROM LLDP- M B;

trill CamM b MODULE- | DENTI TY

LAST- UPDATED "201310191200Z"
ORGANI ZATI ON " TBD"
CONTACT- | NFO

"E-mai | dekumar @i sco. com

Postal: 510 McCarthy Bl vd
M| pitas, CA 95035
U S A
Phone: +1 408 853 9760"
DESCRI PTI ON
"This M B nodul e contains the nanagenent objects for the
managenent of Trill Services Qperations, Adm nistration
and Mai nt enance.
Initial version. Published as RFC xxxx.

Ref erence Overvi ew

A nunber of base docunents have been used to create the
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Textual Conventions MB. The followi ng are the
abbrevi ations for the baseline documents:

[CFM refers to 'Connectivity Fault Managenent’, |EEE 802. lag- 2007,
Decenber 2007

[Q840.1] refers to 'ITU T Requirenments and anal ysis for NMVS-EMS
managenment interface of Ethernet over Transport and

Metro Ethernet Network (EoT/MEN)', March 2007

[Y.1731] refers to ITU-T Y.1731 * QAM functi ons and nechani sns for
Et hernet based networks’, February 2011

Abbr evi ati ons Used

Term Definition

CCcm Continuity Check Message

CFM Connectivity Fault Managenent

CoS Cl ass of Service

| EEE Institute of Electrical and El ectronics Engi neers

| ETF I nternet Engi neering Task Force

ITUT I nternational Tel ecomruni cati on Union - Tel econmuni cati o
n

St andar di zati on Bur eau

MAC Medi a Access Control

MA Mai nt enance Associ ation (equivalent to a MEG

VD Mai nt enance Domai n (equivalent to a OAM Domain in MEF 17
)

MD Level Mai nt enance Donmi n Level (equivalent to a MEG | evel)

ME Mai nt enance Entity

MEG Mai nt enance Entity Goup (equivalent to a MY

MEG Level Mai nt enance Entity G oup Level (equivalent to MD Level)

MVEP Mai nt enance Associ ati on End Point or MEG End Poi nt

M B Managenent | nformati on Base

M P Mai nt enance Domain I nternediate Point or MEG I nternedi ate

Poi nt

MP Mai nt enance Point. One of either a MEP or a MP

QAM Operations, Adm nistration, and Mi ntenance On- Denmand

OAM actions that are initiated via manual intervention
for alimted tine to carry out diagnostics. On-Denand
OAM can result in singular or periodic OAM actions during
the diagnostic tinme interval

PDU Prot ocol Data Unit
RFC Request for Comment
SNWVP Si npl e Net wor k Management Prot ocol

SNVP Agent An SNWP entity containing one or nore conmand responder
and/ or notification originator applications (along wth

their associated SNMP engine). Typically inplemented in

an NE.

SNMP Manager An SNMP entity containing one or nore command generat or
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and/or notification receiver applications (along with
their associated SNWP engine). Typically inplemented in
an EM5 or NWVS.

TLV Type Length Value, a nethod of encodi ng bjects
urc Coor di nated Uni versal Tinme
UNI User-to-Network | nterface
VLAN Virtual LAN'
REVI S| ON "201310191200Z"
DESCRI PTI ON

"Initial version. Published as RFC xxxx."
ci={ mb-2 xxx }

-- RFC Ed.: assigned by | ANA see section 9 for details

ERE R R R R R R R I I I R I I O I I R R R I I R R R R O I R O

-- (Cbject definitions in the TRILL OAM M B Mdul e

EE R R R R S R R R R R R S R I R R R R R R S R R R S R R R O

trill CamNotifications OBJECT | DENTI FI ER
o= { trillCanMb 0 }

trill CanM bObj ects OBJECT | DENTI FI ER
o= { trillCamMb 1}

trill GamM bConf ormance OBJECT | DENTI FI ER
o= { trillCanMb 2}

EE I R I R S R R R S R I R S R I R S R R S R R R S R R S R R I R O

-- Goups in the TRILL OAM M B Mdul e

R b O S R R I I S b S S S R O I R I b S S O R

trill Camvep OBJECT | DENTI FI ER
o= trillCGanM bbj ects 1 }

R E Sk b S SRR I I S b S I S O R R I b S b S O R

-- TRILL OAM MEP Configuration

IR R R R EEREEEREEEREEEEREEEEEEREEEEEEEREEEEEEREEEREEREEEEEEEEEEERE SRR SRR EE RS

trill CamvepTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Trill CamVepEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is an extension of the dotlagCfnivepTabl e and rows
are automatically added or deleted fromthis table based upon
row creation and destruction of the dotlagCf mvepTabl e.
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This table represents the local MEP TRILL OAM confi guration
table. The primary purpose of this table is provide |ocal
paraneters for the TRILL OAM function found in [TRI LL-FM and
instantiated at a MEP."

REFERENCE "[TRILL-FM "

o= { trill Camvep 1}

trill CamvepEntry OBJECT- TYPE

SYNTAX Trill CamvepEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The conceptual row of trill CanVepTable."

AUGVENTS { dot 1agCf mvepEntry }

c:=f{ trill CGamvepTable 1 }

Trill CamMvepEntry ::= SEQUENCE {

trill CamvepRNane Unsi gned32,
trill CamvepNext Ptnirl d Unsi gned32,
trill CamvepNext M nirl d Unsi gned32,
trill CamvepPtrin Count er 32,
trill CamMvepPtrI nQut of O der Count er 32,
trill CamvepPtrQut Count er 32,
trill CamvepMrin Count er 32,
trill CamMepM r | nCut of O der Count er 32,
trill CamvepM r Qut Count er 32,
trill CamvepTxLbnmDest RNane Unsi gned32,
trill CamvepTxLbnHC Unsi gned32,

trill CamMvepTxLbnRepl yModeQob Trut hVal ue,
trill CamMepTransm t LbnRepl yl p OCTET STRI NG
trill CamvepTxLbnFl owEnt r opy OCTET STRI NG
trill CamvepTxPt mDest RName Unsi gned32,
trill CamvepTxPt mHC Unsi gned32,
trill CamvepTxPt nRepl yMbdeCQob Trut hval ue,
trill CamMepTransm t Pt nRepl yl p OCTET STRI NG
trill CamMvepTxPt nFl owEnt r opy OCTET STRI NG

trill CamMvepTxPt nt at us Trut hval ue,
trill CamvepTxPt mResul t OK Tr ut hval ue,
trill CamvepTxPt mvessages I nt eger 32,
trill CamvepTxPt nSeqNunber Unsi gned32,
trill CamvepTxM nilr ee Unsi gned32,
trill CamvepTxM nmHC Unsi gned32,

trill CamvepTxM nmRepl yModeQob  Trut hval ue,
trill CamvepTransm t M nRepl yl p OCTET STRI NG
trill CamvepTxM nFl owEnt r opy OCTET STRI NG

trill CamvepTxM ntt at us Tr ut hval ue,
trill CamvepTxM nResul t OK Tr ut hval ue,
trill CamvepTxM mvessages I nt eger 32,
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trill CamvepTxM nSeqNunber Unsi gned32,
trill CamvepTxM nScopeli st OCTET STRI NG
}
trill CamvepRNane OBJECT- TYPE
SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains Rbridge N ckName of TRILL Rbridge as
defined in RFC 6325 section 3.7."

REFERENCE " TRI LL- FM and RFC 6325 section 3. 7"

o= { trill CamvepEntry 1 }

trill CamMvepNext Pt nTl d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Next sequence nunber/transaction identifier to be sent in a
Path Trace nmessage. This sequence nunber can be zero because it
wraps around. |nplenentation should be unique to identify
Transaction Id for a MEP with multiple flows."

REFERENCE "TRI LL-FM 11.1.1.1"

o= { trill CamvepEntry 2 }

trill CamvepNext M nTl d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Next sequence nunber/transaction identifier to be sent in a
Mul ti-destinati on nessage. This sequence nunber can be zero
because it waps around. |Inplenentation should be unique to
identify Transaction Id for a MEP with multiple flows."
REFERENCE "TRI LL-FM 12. 2. 1"
o= { trill CamvepEntry 3 }

trill CamvepPtrin OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, in-order Path Trace Replies received."
REFERENCE " TRI LL- FM section 11"
o= trill CGamVepEntry 4 }

trill CamMvepPtrl nQut of Order OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, out-of-order Path Trace Replies received."
REFERENCE " TRI LL- FM section 11"
o= { trill CamvepEntry 5 }

trill GCamMvepPtrQut OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, Path Trace Replies transnitted."
REFERENCE " TRI LL- FM section 11"
o= trill CGanmVepEntry 6 }

trill CamMepMrIn OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of valid, in-order Miulti-destination Replies
recei ved."

REFERENCE " TRI LL- FM section 12"
cr=f trill CGamvepEntry 7 }

trill CamvepM r 1 nQut of Order OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of valid, out-of-order Milti-destination Replies
received. "

REFERENCE " TRI LL- FM section 12"
o= { trill CamvepEntry 8 }

trill CamMepM rQut OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunmber of valid, Milti-destination Replies
transmtted."

REFERENCE " TRI LL- FM section 12"

o= trill CGamVepEntry 9 }

trill CamMvepTxLbnmDest RNanme OBJECT- TYPE
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SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Target Destination Rbridge N ckNane Field as
defined in RFC 6325 section 3.7 to be transnitted.”
REFERENCE " TRI LL- FM and RFC6325 section 3. 7"
:={ trill GamvepEntry 10 }

trill GamvepTxLbnmHC OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 63)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The Hop Count to be transmtted.

REFERENCE " TRI LL- FM section 3"
o= { trill CamvepEntry 11 }

trill CamvepTxLbnmRepl yMbdeCQob OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"True Indicates that Reply of Lbmis out of band and
out of band IP Address TLV is to be transmtted.
Fal se indicates that In band reply is transmtted."
REFERENCE " TRI LL-FM 10.1.2. 1"
o= trill GanmVepEntry 12 }

trill CamMepTransmitLbnReplyl p OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I P address for out of band IP Address TLV is to be transmtted."”
REFERENCE "TRI LL-FM 10.1.2. 1"
r={ trill CGamvepEntry 13 }

trill CamvepTxLbnFl oweEnt ropy OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"128 Byte Flow Entropy as defined in TRILL-FMto be transmtted."
REFERENCE " TRI LL- FM section 3"
o= trill GanmVepEntry 14 }
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trill CamvepTxPt nDest RName OBJECT- TYPE

SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Target Destination Rbridge N ckNane Field

as defined in RFC 6325 section 3.7 to be transnitted."”
REFERENCE " TRI LL- FM and RFC6325 section 3.7"
r=f{ trill GamvepEntry 15 }

trill CamvepTxPt THC OBJECT- TYPE

SYNTAX Unsi gned32 (1..63)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Hop Count field to be transmitted.

REFERENCE "TRI LL- FM section 3"
o= { trill CamvepEntry 16 }

trill CamMepTxPt nRepl yModeCob OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"True Indicates that Reply of Ptmis out of band and
out of band IP Address TLV is to be transmtted.
Fal se indicates that In band reply is transmtted."
REFERENCE " TRI LL- FM section 11"
DEFVAL { false }
o= { trill CamvepEntry 17 }

trill CamvepTransm t Pt nRepl yl p OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I P address for out of band | P Address TLV is to be transmtted."
REFERENCE "TRI LL- FM section 11"
o= trill GanVepEntry 18 }

trill CamMvepTxPt nFl owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"128 Byte Flow Entropy as defined in TRILL-FMto be transnmitted."
REFERENCE " TRI LL- FM secti on 3"
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o= { trill CamvepEntry 19 }

trill CamvepTxPt nSt at us OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A Boolean flag set to true by the MEP Path Trace Initiator State
Machi ne or an M B nanager to indicate that another Ptmis being
transmtted.
Reset to false by the MEP Initiator State Machine."

REFERENCE "TRI LL- FM section 11"

DEFVAL { false }

:={ trill CGamvepEntry 20 }

trill CamvepTxPt mResul t OK OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates the result of the operation:
- true The Path Trace Message(s) will be (or has been) sent.
- false The Path Trace Message(s) will not be sent."
REFERENCE "TRI LL- FM section 11"
DEFVAL { true }
cr={ trill CGamvepEntry 21 }

trill CamvepTxPt mvessages OBJECT- TYPE

SYNTAX I nteger32 (1..1024)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of Path Trace messages to be transmitted.”
REFERENCE " TRI LL- FM section 11"
o= trill GanmVepEntry 22 }

trill CamMepTxPt nSegNunber OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Path Trace Transaction ldentifier of the first PTM (to be)
sent. The value returned is undefined if
trill CamvepTxPt mResultOK is false.”

REFERENCE " TRI LL- FM section 11"

o= trill GanmVepEntry 23 }

trill CamvepTxM niTr ee OBJECT- TYPE
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SYNTAX Unsi gned32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The Multi-destination Tree is identifier for tree as defined in
RFC6325. "

o= { trill CamvepEntry 24 }

trill CamvepTxM nHC OBJECT- TYPE

SYNTAX Unsi gned32(1..63)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The Hop Count field to be transmitted.

REFERENCE "TRI LL- FM section 3, RFC 6325 section 3"
o= trill GanmVepEntry 25 }

trill CamvepTxM nmRepl yMbdeQob OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"True Indicates that Reply of Mmis out of band and
out of band IP Address TLV is to be transmitted.
Fal se indicates that In band reply is transmtted."
REFERENCE " TRI LL- FM section 12"
o= trill CGanVepEntry 26 }

trill CamMepTransmit M nReplyl p OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"I P address for out of band IP Address TLV is to be transmtted."”
REFERENCE " TRI LL- FM section 12"

o= { trill CamvepEntry 27 }

trill CamvepTxM nFl owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"128 Byte Flow Entropy as defined in TRILL-FMto be transmitted."
REFERENCE " TRI LL- FM section 3"
o= trill CGanVepEntry 28 }

trill CamvepTxM ntt at us OBJECT- TYPE
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SYNTAX Trut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A Boolean flag set to true by the MEP Multi Destination Initiator St
ate
Machine or an M B manager to indicate that another Mmis being
transmtted.
Reset to false by the MEP Initiator State Machine."
REFERENCE " TRI LL- FM section 12"
DEFVAL { false }
o= { trill CamvepEntry 29 }

trill CamvepTxM nmResul t OK OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Indicates the result of the operation:
- true The Multi-destination Message(s) will be (or has been) sent.

- false The Multi-destination Message(s) will not be sent.”
REFERENCE " TRI LL- FM section 12"
DEFVAL { true }
o= { trill CamvepEntry 30 }

trill CamvepTxM mvessages OBJECT- TYPE

SYNTAX Integer32 (1..1024)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of Multi Destination nessages to be transmitted."
REFERENCE " TRI LL- FM section 12"
r=f{ trill GamvepEntry 31 }

trill CamvepTxM nSeqNunber OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Multi-destination Transaction Identifier of the first MIM (to be

sent. The value returned is undefined if
trill CamvepTxM nmResultOK is false.”
REFERENCE " TRI LL- FM secti on 12"
r=f{ trill GamvepEntry 32 }

trill CamvepTxM nScopelLi st OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON

"The Multi-destination Rbridge Scope list, 2 OCTET per Rbridge."
REFERENCE " TRI LL- FM section 12"
o= trill GanmVepEntry 33 }

R b O S R SRR I I S b S R I O I R I b S S O

-- TRILL OAM Tx Measurenent Configuration Table

R R R R R R R R R R R R R R R R E R R R R EEEEEREEREEREEEREEEREEEEEEEEEEEEEEEEEE RN

trill CamMvepFl owCf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tril | CamVepFl owCf gEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes configuration objects and operations for
the Trill OCAM[TRILL-FM.

Each row in the table represents a Flow configuration Entry for
the defined MEP. This table uses four indices. The first

three indices are the indices of the M ntenance Domain,

MaNet, and MEP tables. The fourth index is the specific Flow
configuration Entry on the sel ected MEP.

Some witable objects in this table are only applicable in
certain cases (as described under each object), and attenpts to
wite values for themin other cases will be ignored.”
REFERENCE "[TRILL-FM "
o= trill GanmVep 2 }

trill CamvepFl owCf géntry OBJECT- TYPE

SYNTAX Trill CamvepFl owCf gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CGanVepFl owCf gTabl e. "
| NDEX {

dot 1agCf mvdl ndex,
dot 1agCf mval ndex,
dot 1agCf mvepl denti fi er,
trill CamvepFl owCf gl ndex

}
i={ trill CamvepFl owCf gTable 1 }
Trill CamvepFl owCf gEntry :: = SEQUENCE ({
trill CamvepFl owCf gl ndex Unsi gned32,

trill CamvepFl owCf gFl owent r opy OCTET STRI NG
trill CamvepFl owCf gDest RNane Unsi gned32,
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trill CamvepFl owCf gFl owHC Unsi gned32,
trill CamvepFl owCf gRowSt at us RowsSt at us
}
trill CamvepFl owCf gl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index to the Trill OAM Mep Fl ow Configuration table which
i ndi cates the specific Flow for the MEP.

The index is never reused for other flow sessions on the sane
MEP while this session is active. The index val ue keeps
increasing until it waps to O.
This value can also be used in Flowidentifier TLV [TRILL-FM"
REFERENCE " TRI LL- FM'
o= { trill CamvepFl owCf gEntry 1 }

trill CamvepFl owCf gFl owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This is 128 byte of Flow Entropy as described in
TRILL OAM [ TRILL-FM . "

REFERENCE " TRI LL- FM section 3"

o= trill CGanmvepFl owCf gEntry 2 }

trill CamvepFl owCf gDest RNanme OBJECT- TYPE

SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Target Destination Rbridge N ckNane Field as

defined in RFC 6325 section 3.7 to be transnitted."
REFERENCE " TRI LL- FM section 3 and RFC 6325 section 3. 7"
r=f trill CamvepFl owCf gEntry 3 }

trill GamvepFl owCf gFl owHC OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Tinme to Live field to be transm tted.

to be transmtted."
REFERENCE " TRI LL- FM section 3 and RFC 6325 section 3. 7"
o= { trill CamvepFl owCf gEntry 4 }
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trill CamvepFl owCf gRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of the row.

The witable colums in a row cannot be changed if the row
is active. All colums MIST have a valid value before a row
can be activated."

o= trill CGanmVepFl owCf gEntry 5 }

R R Sk Sk kO I R Ik kS R R I o R R Rk O R SRR ok b S I

-- TRILL OAM Path Trace Reply Tabl e

ER R R R R R R R R R R R I R I R I I R R R I R R R R O I R

trill GanPtrTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Trill CanPtrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes Path Trace Reply objects and operations for
the Trill OAM [TRILL-FM.

Each row in the table represents a Path Trace Reply Entry for

the defined MEP and Transaction. This table uses four indices.
The first three indices are the indices of the Mi ntenance Domai n,
MaNet, and MEP tables. The fourth index is the specific
Transaction ldentifier on the sel ected MEP.

Some witable objects in this table are only applicable in
certain cases (as described under each object), and attenpts to
wite values for themin other cases will be ignored."
REFERENCE "TRI LL- FM'
o= { trill Camvep 3}

trill CanPtrEntry OBJECT- TYPE

SYNTAX Trill CanPtrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CanPtrTable."
| NDEX {

dot 1agCf m\vdl ndex,

dot 1agCf mval ndex,

dot 1agCf mvepl denti fi er,
trill CamMepPtrTransactionld
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Trill CanPtrEntry :

}

TRILL OAM M B

}
= { trillCanPtrTable 1 }

: = SEQUENCE ({
trill CamMepPtrTransactionld
trill CamvepPtrHC

trill CamMepPtrFl ag

trill CamMvepPtr Error Code
trill CamvepPtr Term nal Mep
trill CamMvepPtrLast Egressid
trill CamMvepPtrlngress

January 15, 2014

Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
Tr ut hVval ue,
Unsi gned32,
Dot 1agCf ml ngressAct i onFi el dval u

trill CamMepPtrl ngressMac MacAddr ess,
trill CamvepPtrl ngressPort| dSubtype LI dpPortl1d,
trill CamMvepPtrlngressPortld LI dpPort1d,

trill CamMvepPtr Egress Dot 1agCf nEgr essAct i onFi el dval ue

trill CamMepPtr Egr essMac MacAddr ess,
trill CamvepPtrEgressPort| dSubtype LI dpPortld,
trill CamvepPtrEgressPortld LI dpPortl1d,

trill CamvepPt r Chassi sl dSubt ype LI dpChassi sl dSubt ype,
trill CamMvepPtr Chassisld LI dpChassi sl d,

trill CamMvepPtrOrgani zationSpecificTlv OCTET STRI NG

trill CamvepPt r Next HopNi cknamnes OCTET STRI NG

trill CamvepPtrTransacti onld OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Transaction identifier/sequence nunber returned by a previous
transmit path trace message command, indicating which PTMs
response is going to be returned.”

REFERENCE "TRI LL- FM section 11"

o= { trillCanPtrEntry 1 }

trill CamMepPtrHC OBJECT- TYPE

SYNTAX Unsi gned32 (1..63)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Hop Count field value for a returned PTR "
REFERENCE "TRI LL- FM'

= f{ trillGanPtrEntry 2 }

trill CamMvepPtrFl ag OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"FCO (TRILL OAM Message TLV) field value for a
returned PTR "

REFERENCE "TRILL-FM 9.4.2.1"

o= trillCanPtrEntry 3 }

trill Cam\vepPtrError Code OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Return Code and Return Sub code value for a returned PTR "
REFERENCE "TRI LL-FM 9.4.2.1"

= { trillCanPtrEntry 4 }

trill CamvepPtr Term nal Mep OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A bool ean val ue stating whether the forwarded PTM reached a
MEP enclosing its MA, as returned in the Terminal MEP flag of
the Flags field."

REFERENCE "TRI LL- FM'

= trillCGanPtrEntry 5 }

trill CamvepPtrLast Egressld OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An Integer field holding the Last Egress ldentifier returned
in the PTR Upstream Rbri dge ni ckname TLV of the PTR
The Last Egress Ildentifier identifies the Upstream N cknane"
REFERENCE "TRI LL-FM 9. 4. 3. 4"
o= trillCanPtrEntry 6 }

trill CamvepPtrlngress OBJECT- TYPE

SYNTAX Dot 1agCf ml ngr essAct i onFi el dVal ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Ingress Action Field of the PTM
The val ue i ngNoTlv(0) indicates that no Reply Ingress TLV was
returned in the PTM"

REFERENCE "TRI LL-FM 9. 4. 1"

o= trillCanPtrEntry 7 }
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trill CamMvepPtrlngressMac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the ingress MAC address field."
REFERENCE "TRI LL-FM 9. 4. 1"

c:={ trillCanPtrEntry 8 }

trill CamMvepPtrlngressPort| dSubtype OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ingress Port ID. The format of this object is determ ned by
the value of the trill CanMepPtrl ngressPort| dSubtype object."”
REFERENCE "TRI LL-FM 9. 4. 1"
o= { trillGanPtrEntry 9 }

trill CamvepPtrlngressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ingress Port ID. The fornmat of this object is determ ned by
the value of the trill CanepPtrlngressPortld object."”
REFERENCE "TRI LL-FM 9. 4. 1"
o= { trillGanPtrEntry 10 }

trill CamMepPtr Egress OBJECT- TYPE

SYNTAX Dot 1agCf nEgr essAct i onFi el dval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Egress Action Field of the PTM
The val ue i ngNoTl v(0) indicates that no Reply Egress TLV was
returned in the PTM"

REFERENCE "TRI LL-FM 9. 4. 1"

= f{ trillGanPtrEntry 11 }

trill CamMvepPtrEgressMac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the egress MAC address field."
REFERENCE "TRI LL-FM 9. 4. 1"

o= { trillCanPtrEntry 12 }
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trill CamMepPtr EgressPort| dSubt ype OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Egress Port ID. The format of this object is determ ned by
the value of the trill CamvepPtrEgressPort| dSubtype object."
REFERENCE "TRI LL-FM 9. 4. 1"
= { trillGanPtrEntry 13 }

trill CamMvepPtrEgressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Egress Port ID. The format of this object is determ ned by
the value of the trill CanVepPtrEgressPortld object."”
REFERENCE "TRILL-FM 9. 4. 1"
o= { trillCanPtrEntry 14 }

trill CamvepPtrChassi sl dSubt ype OBJECT- TYPE

SYNTAX LI dpChassi sl dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object specifies the format of the Chassis ID returned
in the Sender ID TLV of the PTR, if any. This value is
meani ngless if the trill Cam\vepPtrChassisld has a length of 0."
REFERENCE "TRILL-FM 9. 4. 1"
o= { trillGanPtrEntry 15 }

trill CamMvepPtrChassisld OBJECT- TYPE

SYNTAX LI dpChassi sl d
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Chassis ID returned in the Sender 1D TLV of the PTR if
any. The format of this object is determnmined by the
val ue of the trill CamMvepPtrChassi sl dSubt ype object.”
REFERENCE "TRILL-FM 9. 4. 1"
o= trillQanPtrEntry 16 }

trill CamMvepPtrOrgani zati onSpecificTlv OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..0 | 4..1500))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Al'l Organization specific TLVs returned in the PTR if
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any. Includes all octets including and followi ng the TLV
Length field of each TLV, concatenated together."
REFERENCE "TRI LL-FM 9. 4. 1"

o= trillGanPtrEntry 17 }

trill CamvepPt r Next HopNi cknames OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..0 | 4..1500))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Next hop Rbridge List TLV returned in the PTR, if
any. Includes all octets including and followi ng the TLV
Length field of each TLV, concatenated together."
REFERENCE "TRI LL-FM 9. 4. 3. 5"

= f{ trillGanPtrEntry 18 }

EE R I R S I R R I R R R I R R I R R I R S R I R R R I R R R R R O S

-- TRILL OAM Multi Destination Reply Tabl e

R R Sk Sk kO I R Ik kS R R I o R R Rk O R SRR ok b S I

trill CanMr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Trill CGamMrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes Miulti-destination Reply objects and
operations for the Trill OAM[TRI LL-FM.

Each row in the table represents a Milti-destination Reply

Entry for the defined MEP and Transacti on.

This table uses five indices.

The first three indices are the indices of the Mintenance Donmnin,
MaNet, and MEP tables. The fourth index is the specific
Transaction ldentifier on the sel ected NMEP.

The fifth index is the receive order of Milti-destination

replies.

Sone witable objects in this table are only applicable in
certain cases (as described under each object), and attenpts to
wite values for themin other cases will be ignored."
REFERENCE "TRI LL- FM'
r={ trill Camvep 4}

trill CanMrEntry OBJECT- TYPE

SYNTAX Trill CamMrEntry
MAX- ACCESS not - accessi bl e
STATUS current
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TrillCamMrEntry :

}

trill CamMepM r Transacti onld OBJECT- TYPE

trill CamvepM r Recei veOr der OBJECT- TYPE

REFERENCE

DESCRI PTI ON

TRILL OAM M B

January 15, 2014

"The conceptual row of trill CanMrTable."

| NDEX {
dot 1agCf m\vdl ndex,
dot 1agCf mval ndex,

dot 1agCf mvepl denti fi er,
trill CamMepPtr Transacti onl d,
trill CamvepM r Recei veOr der

}
= { trillCamMrTable 1}

: = SEQUENCE {
trill CamMepMr Transacti onld
trill CamvepM r Recei veOr der
trill CamvepM r Fl ag

trill CamvepM r Error Code
trill CamvepM rLast Egressid
trill CamvepMr I ngress

trill CamvepM rl ngressMac

trill CamvepM rl ngressPort | dSubtype

trill CamvepMrl ngressPortld
trill CamvepM r Egress

trill CamMepM r Egr essMac

trill CamvepM r Egr essPort | dSubt ype

trill CamvepM r EgressPortlid
trill CamvepM r Chassi sl dSubt ype
trill CamvVepM r Chassi sld

trill CamvepM r Organi zationSpecificTlv

trill CamvepM r Next HopNi cknanes

trill CamvepM r Recei ver Avai l ability

trill CamvepM r Recei ver Count

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
Dot 1agCf ml ngressAct i onFi el dVal u

MacAddr ess,
LI dpPort1d,
LI dpPortld,
Dot 1agCf nEgr essAct i onFi el dval ue

MacAddr ess,

LI dpPortl1d,

LI dpPort1d,

LI dpChassi sl dSubt ype,
LI dpChassi sl d,

OCTET STRI NG

OCTET STRI NG

Tr ut hVal ue,

Tr ut hVal ue

"Transaction identifier/sequence nunber returned by a previous
transmt Milti-destination nessage conmand, indicating
which MIMs response is going to be returned."

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current

"TRI LL- FM section 12"
= { trillCamMrEntry 1}
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DESCRI PTI ON
"An index to distinguish anong multiple MIR with sane
MIR Transaction ldentifier field value.
trill CamvepM r Recei veOrder are assigned sequentially from1,
in the order that the Miulti-destination Tree Initiator
recei ved the MIRs."
REFERENCE " TRI LL- FM'
= { trillCanMrEntry 2 }

trill CanmvepMr Fl ag OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"FCO (TRILL OAM Message TLV) field value for a
returned MIR "

REFERENCE "TRI LL-FM 9.4.2.1"

o= trillCanMrEntry 3 }

trill CamvepM r Error Code OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Return Code and Return Sub code value for a returned MIR "
REFERENCE "TRI LL-FM 9.4.2.1"

= { trillCanMrEntry 4 }

trill CamvepM rLast Egressld OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An Integer field holding the Last Egress ldentifier returned
in the MIR Upstream Rbridge Ni cknanme TLV of the MIR
The Last Egress ldentifier identifies the Upstream N cknane."
REFERENCE "TRI LL-FM 9. 4. 3. 4"
= { trillCanMrEntry 5 }

trill CamvepMr I ngress OBJECT- TYPE

SYNTAX Dot 1agCf ml ngr essAct i onFi el dVval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Ingress Action Field of the MIR
The val ue i ngNoTlv(0) indicates that no Reply Ingress TLV was
returned in the MM "

REFERENCE "TRI LL- FM 12. 2. 3"
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= trillCanMrEntry 6 }

trill CamvepM rl ngressivac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the ingress MAC address field."
REFERENCE "TRI LL- FM 12. 2. 3"

o= trillCanMrEntry 7 }

trill CamMvepM I ngressPort| dSubt ype OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ingress Port ID. The fornat of this object is determ ned by
the value of the trill CamvepMrI ngressPort| dSubtype object."
REFERENCE "TRI LL-FM 12. 2. 3"
= { trillCanMrEntry 8 }

trill CamvepMrIngressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ingress Port ID. The format of this object is determ ned by
the value of the trill CanMepMrIngressPortld object."
REFERENCE "TRI LL- FM 12. 2. 3"
o= trillCanMrEntry 9 }

trill CamvepM r Egr ess OBJECT- TYPE

SYNTAX Dot 1agCf nEgr essAct i onFi el dval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Egress Action Field of the MIR
The val ue i ngNoTl v(0) indicates that no Reply Egress TLV was
returned in the MIR "

REFERENCE "TRI LL-FM 12. 2. 3"

o= trillCGanMrEntry 10 }

trill CamvepM r Egr essMac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"MAC address returned in the egress MAC address field."
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REFERENCE "TRI LL- FM 12. 2. 3"
= { trillCanMrEntry 11 }

trill CamvepM r Egr essPort | dSubt ype OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Egress Port ID. The format of this object is determ ned by
the value of the trill CanMepM r EgressPort| dSubtype object."
REFERENCE "TRI LL-FM 12. 2. 3"
o= { trillCanmMrEntry 12 }

trill CamvepM r EgressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Egress Port ID. The format of this object is determ ned by
the value of the trill CanivepMr EgressPortld object."”
REFERENCE "TRI LL-FM 12. 2. 3"
o= trillCanMrEntry 13 }

trill CamvepM r Chassi sl dSubt ype OBJECT- TYPE

SYNTAX LI dpChassi sl dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object specifies the format of the Chassis ID returned
in the Sender ID TLV of the MIR, if any. This value is
meani ngless if the trill CamvepM r Chassisld has a length of 0."
REFERENCE "TRI LL-FM 12. 2. 3"
= { trillCanMrEntry 14 }

trill CamvepM r Chassi sl d OBJECT- TYPE

SYNTAX LI dpChassi sl d
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Chassis ID returned in the Sender ID TLV of the MIR if
any. The format of this object is deternined by the
val ue of the trill CamvepMr Chassi sl dSubtype object."
REFERENCE "TRI LL-FM 12. 2. 3"
= { trillCanMrEntry 15 }

trill CamvepM r Organi zati onSpeci ficTlv OBIJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..0 | 4..1500))
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"All Oganization specific TLVs returned in the MIR, if
any. Includes all octets including and follow ng the TLV
Length field of each TLV, concatenated together."

REFERENCE "TRI LL- FM 12. 2. 3"

o= trillCanMrEntry 16 }

trill CamvepM r Next HopNi cknanes OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..0 | 4..1500))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Next hop Rbridge List TLV returned in the PTR, if
any. Includes all octets including and follow ng the TLV
Length field of each TLV, concatenated together."
REFERENCE "TRILL-FM 9. 4. 3. 5"

o= { trillCamMrEntry 17 }

trill CamvepM r Recei ver Avai |l ability OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"True val ue indicates that MIR response contai ned
Mul ticast receiver availability TLV'

REFERENCE "TRI LL-FM 9. 4. 3. 6"

o= trillCanMrEntry 18 }

trill CamvepM r Recei ver Count OBJECT- TYPE

SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of Milticast receivers available on
respondi ng RBridge on the VLAN specified by the
di agnostic VLAN."

REFERENCE "TRI LL-FM 9. 4. 3. 6"

= { trillCanMrEntry 19 }

EE R I R S R R R S I R R I R R S R R R R R S R I R S R R R O

-- TRILL OAM MEP Dat abase Tabl e

Rk b O S I SRR S S S b S I R I O O R R S O

trill CamvepDbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tril | CamvepDbEntry
MAX- ACCESS not-accessi bl e
STATUS current
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DESCRI PTI ON
"This table is an extension of the dotlagCf nivepDbTabl e and rows
are automatically added or deleted fromthis table based upon
row creation and destruction of the dotlagCf nivepDbTabl e.
REFERENCE
"[TRILL-FM "
cr=f{ trillGamvep 5 }

trill CamvepDbEntry OBJECT- TYPE
SYNTAX Trill CamvepDbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CanivepDbTabl e.”
AUGMENTS {
dot 1agCf mvepDbEnt ry

}
o= { trill CamvepDbTable 1 }

Trill CamvepDbEntry ::= SEQUENCE {
trill CamvepDbFI owl ndex Unsi gned32,
trill CamvepDbFI owEnt r opy OCTET STRI NG,
trill CamvepDbFl owst at e Dot 1agCf nRenot eMepSt at e,
trill CamvepDbFl owFai | edOkTi me  Ti neSt anp,
trill CamvepDbRbri dgeName Unsi gned32,
trill CamvepDbLast GoodSeqNum Count er 32
}
trill CamvepDbFI owl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object identifies the Flow. If Flow Identifier TLV is received
than index received can al so be used.
REFERENCE " TRI LL- FM'
o= {trill CamvepDbEntry 1 }

trill CamvepDbFI owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"128 byte Fl ow Entropy.

REFERENCE " TRI LL- FM section 3."
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o= {trill CanVepDbEntry 2 }

trill CamvepDbFl owSt at e OBJECT- TYPE

SYNTAX Dot 1agCf nRenot eMepSt at e
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The operational state of the renote MEP (fl ow based)
| FF State machi nes. State Machine is running now per
flow ™"

REFERENCE " TRI LL- FM'
o= A{trill CamvepDbEntry 3 }

trill CamvepDbFI owFai | edOkTi ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Time (sysUpTine) at which the Renote Mep Flow state
machi ne |l ast entered either the RVEP_FAI LED or RMEP_(OK
state.

REFERENCE " TRI LL- FM'
o= {trill CanVepDbEntry 4 }

trill CamvepDbRbri dgeName OBJECT- TYPE

SYNTAX Unsi gned32( 0. .65471)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Rermot e MEP Rbridge Ni ckname"
REFERENCE " TRI LL- FM RFC 6325 section 3"
o= {trill CamvepDbEntry 5 }

trill CamvepDbLast GoodSeqNum OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Last Sequence Nunber received."
REFERENCE "TRI LL- FM 13. 1"
o= {trill CamvepDbEntry 6}

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

-- TRILL OAM M B NOTI FI CATI ONS ( TRAPS)

-- This notification is sent to nmanagenent entity whenever a MEP | oses/restor
es

-- contact with its peer Flow Meps

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S
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trill Ganfaul t Al arm NOTI FI CATI ON- TYPE

OBJECTS { trill CamvepDbFl owSt ate }
STATUS current
DESCRI PTI ON

"A MEP Fl ow has a persistent defect condition.
A notification (fault alarm) is sent to the nmanagenent
entity with the OD of the Flow that has detected the fault.

The managenent entity receiving the notification can identify
the system fromthe network source address of the
notification, and can identify the Flow reporting the defect
by the indices in the OD of the

trill CamMepFl o ndex, and trill Canfl owDef ect

variable in the notification:

dot 1agCf mvdl ndex - Al so the index of the MEP' s
Mai nt enance Domain table entry
(dot 1lagCf mwdTabl e) .

dot 1agCf mval ndex - Also an index (with the NMD table index)
of the MEP's Mai ntenance Associ ation
network table entry
(dot 1agCf mvaNet Tabl €), and (with the MD
tabl e i ndex and conponent |ID) of the
MEP' s MA conponent table entry
(dot 1agCf mvaConpTabl e) .

dot 1agCf mvepl dentifier - MEP lIdentifier and final index
into the MEP table (dotlagCf mvepTable).

trill CamvepFl owCf gl ndex - Index identifies

i ndi cates the specific Flow for the MeEP"
REFERENCE "TRI LL- FM'
o= { trillCamNotifications 1 }

IR R R R R R R E R R R R R R R E R EE R E R R EREEEREREEEREEEREREEEREEEEREEEREEREREEEREEREEEER]

-- TRILL OAM M B Modul e - Conf ornmance | nformation

EE R R R R R S I R R I I R R R R R S R O S R R R R R R I R S R I R O

trill GamM bConpl i ances OBJECT | DENTI FI ER
o= { trill GanM bConformance 1 }

trill CamM bGroups OBJECT | DENTI FI ER
o= { trill CanM bConf ormance 2 }

EE R R R R R R R R I R I I R I R R I R R R R I R R

-- TRILL OAM M B Units of conformance

R IR R I R R R R R R I I R R R R I R S R R R R R R R S I R R R R

trill CamvepMandat or yG oup OBJECT- GROUP
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OBJECTS {
trill CamvepRNane,
trill CamvepNext Pt mrl d,
trill CamvepNext M nill d,
trill CamMvepPtrln,
trill CamMepPtr | nCut of O der,
trill GamvepPtrQut,
trill CamvepMrIn,
trill CamvepM rl nCQut of Or der,
trill CamvepM rQut,
trill CamvepTxLbnDest RNane,
trill CamvepTxLbnmHC,
trill CamvepTxLbnRepl yMbdeCQob,
trill CamvepTransm t LbnRepl yl p,
trill CamvepTxLbnFl owEnt r opy,
trill CamvepTxPt nDest RNane,
trill CamvepTxPt mHC,
trill CamvepTxPt mRepl yMbdeCQob,
trill CamMepTransmit Pt nRepl yl p,
trill CamvepTxPt nFl owEnt r opy,
trill CamvepTxPt nft at us,
trill CamvepTxPt nResul t OK,
trill CamvepTxPt mvessages,
trill CamMepTxPt nSegNunber,
trill CamvepTxM nilr ee,
trill CamvepTxM mHC,
trill CamvepTxM nRepl yMbdeCQob,
trill CamMepTransm t M nRepl yl p,
trill CamvepTxM nFl owEnt r opy,
trill CamMepTxM ntt at us,
trill CamvepTxM nmResul t OK,
trill CamvepTxM mvessages,
trill CamvepTxM nSeqNunber ,
trill CamvepTxM nScopeli st

}
STATUS current
DESCRI PTI ON

"Mandat ory objects for the TRILL OAM MEP group."
= f{ trillGanM bG oups 1 }

trill CamMvepFl owCf gTabl eG oup OBJECT- GROUP

OBJECTS {
trill CamvepFl owCf gFl owEnt r opy,
trill CamvepFl owCf gDest RNane,
trill CamvepFl owCf gFl owHC,
trill CamvepFl owCf gRowSt at us
}
STATUS current
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DESCRI PTI ON
"Trill OAM MEP Fl ow Configuration objects group.”
= trill GanM bG oups 2 }

trill CanPtrTabl eG oup OBJECT- GROUP

OBJECTS {
trill GamvepPtr HC,
trill CamvepPtrFl ag,
trill CamvepPtr Error Code,
trill CamMvepPtr Ter m nal Mep,
trill CamMvepPtrLast Egressld,
trill CamMvepPtrl ngress,
trill CamvepPtr I ngressMac,
trill CamvepPtrl ngressPort| dSubtype,
trill CamvepPtrlngressPortld,
trill CamvepPtrEgress,
trill CamvepPtr Egr essMac,
trill CamMvepPtrEgressPort| dSubtype,
trill CamMepPtrEgressPortld,
trill CamvepPt r Chassi sl dSubt ype,
trill CamvepPtr Chassi sl d,
trill CamMvepPtrOrgani zati onSpecificTlv,
trill CamMvepPt r Next HopNi cknanes
}
STATUS current
DESCRI PTI ON

"Trill OAM MEP PTR objects group.”
o= trillGanM bG oups 3 }

trill CamM r Tabl eG oup OBJECT- GROUP
OBJECTS {

trill CamvepM r Fl ag,
trill CamvepM r Error Code,
trill CamvepM rLast Egressl d,
trill CamvVepMr I ngress,
trill CamvepM I ngressMac,
trill CamvepM I ngressPort| dSubtype,
trill CamvepMr I ngressPortld,
trill CamvepM r Egress,
trill CamvepM r Egr essMac,
trill CamvepM r EgressPort | dSubt ype,
trill CamMepM r EgressPortld,
trill CamvepM r Chassi sl dSubt ype,
trill CamvepM r Chassi sl d,
trill CamvepM r Organi zati onSpecificTlv,
trill CamvepM r Next HopNi cknanes,
trill CamvepM r Recei ver Avail ability,
trill CamMepM r Recei ver Count
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}
STATUS current

DESCRI PTI ON
"Trill OAM MEP MIR objects group."
o= { trillGanM bG oups 4 }

trill CanmvepDbG oup OBJECT- GROUP
OBJECTS {

trill CamvepDbFl owl ndex,
trill CamvepDbFI owEnt r opy,
trill CamvepDbFl owst at e,
trill CamvepDbFl owFai | edOkTi e,
trill CamvepDbRbri dgeNane,
trill CamvepDbLast GoodSeqNum

}

STATUS current
DESCRI PTI ON

"Trill OAM MEP DB objects group.”
:={ trill GanM bG oups 5 }

trill CamNotificati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS  {
trill CanfFaul t Al arm

}
STATUS current
DESCRI PTI ON
"Cbjects for Notification G oup"
c:={ trill GanM bG oups 6 }

R S b S S O R S b S b S S R R R O I SRR I O b b

-- TRILL OAM M B Mbdul e Conpliance statenents

IR R R R SRR EEREEEREEEREEEEREEEEEEEEEREEEEEEREEEREEEREEEEEEEEEEEREEREEE RS

trill CamM bConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

"The conpliance statenment for the TRILL CAM M B."
MODULE -- this nodul e

MANDATORY- GROUPS {
trill CamvepMandat or yGroup,
trill CamvepFl owCf gTabl eG oup,
trill CanPtrTabl eG oup,
trill CamM r Tabl eG oup,
trill CamvepDbG oup,
trill CamNotificati onG oup

}
c:={ trill GanM bConpliances 1 }
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-- Conpliance requirement for read-only inplenmentation.

trill CamM bReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplenentation that only
provi de read-only support for TRl LL- OAM M B.
Such devices can be nonitored but cannot be configured
using this M B nodul e

MODULE -- this nodul e

MANDATORY- GROUPS {
trill CamvepMandat or yGroup,
trill CamvepFl owCf gTabl eG oup,
trill CanPtr Tabl eG oup,
trill CamM r Tabl eG oup,
trill CamvepDbG oup,
trill CamNotificati onG oup

}
-- trill CamMvepTabl e

OBJECT trill CamvepTxLbnDest RNane
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT trill CamvepTxLbnHC
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT trill CanmvepTxLbnRepl yModeCob
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT trill CamVepTransnit LbnRepl ylp
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT trill CGanvepTxLbn¥l owEnt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT trill CamvepTxPt nDest RNane
M N ACCESS read-only
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DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nHC
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanmvepTxPt nRepl yModeCob
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CGanmvepTransmi t Pt mRepl yl p
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamVepTxPt nl owEnt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nft at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanmvepTxPt nResul t K
M N ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt mVessages
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nSegNunber
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM nir ee
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
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OBJECT trill CamVepTxM nHC
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanvepTxM nRepl yModeCob
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CGanmVepTransnit M nRepl yl p
M N ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanVepTxM nFl owknt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM nft at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanmvepTxM nResul t K
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM mvessages
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM nSeqNunber
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM ntScopelLi st
M N ACCESS read-only

DESCRI PTI ON
"Wite access is not required.

-- trill CamvepFl owCf gTabl e
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OBJECT trill CanmvepFl owCf gFl owEnt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT trill CamvepFl owCf gDest RNarre
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT trill CamvepFl owCf gFl owHC
M N ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT trill CamvepFl owCf gRowSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

o= { trill GanM bConpliances 2 }

END
8. Security Considerations

This MBrelates to a systemthat will provide network connectivity
and packet forwarding services. As such, inproper nanipulation of the
objects represented by this MB may result in denial of service to a
| arge number of end-users.

There are nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-create. Such objects may be

consi dered sensitive or vulnerable in sone network environments. The
support for SET operations in a non-secure environment w thout proper
protection can have negative effect on sensitivity/vulnerability are
descri bed bel ow.

Sone of the readable objects in this MB nodule (objects with a MACG
ACCESS ot her than not-accessible) may be considered sensitive or

vul nerabl e in sone network environnents. It is thus inportant to
control CET and/or NOTIFY access to these objects and possibly to
encrypt the values of these objects when sending them over the
network via SNWP.

SNWVP version prior to SNMPv3 did not include adequate security. Even
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10.
10.

if the network itself is secure, there is no control as to who on the
secure network is all owed to access and GET/ SET
(read/ change/ create/ del ete) the objects in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nmechani sm (for
aut henti cation and privacy).

Furt her, deploynent of SNWP version prior to SNWPv3 is NOT
RECOMVENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

trillCamM B { nmib-2 xxx }

Editor’s Note (to be renoved prior to publication): the ANA is
requested to assign a value for "xxx" under the 'nmib-2' subtree and
to record the assignnment in the SM Nunbers registry. Wen the

assi gnnent has been nmade, the RFC Editor is asked to replace "XXX"
(here and in the MB nodule) with the assigned value and to renove
this note.
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Copyright (c) 2014 | ETF Trust and the persons identified as authors
of the code. Al rights reserved. Redistribution and use in source
and binary forns, with or without nodification, is permtted pursuant
to, and subject to the license terns contained in, the Sinplified BSD
Li cense set forth in Section 4.c of the I ETF Trust’s Legal Provisions
Relating to | ETF Docunents (http://trustee.ietf.org/license-info).

Copyright (c) 2014 | ETF Trust and the persons identified as authors
of the code. Al rights reserved. Redistribution and use in source
and binary forns, with or without nodification, are permtted
provided that the following conditions are net:

0 Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

Kumar et al. Expires July 19, 2014 [ Page 49]



Internet Draft TRILL OAM M B January 15, 2014

0 Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng

di sclaimer in the docunentation and/or other materials provided
with the distribution.

0 Neither the nanme of Internet Society, |ETF or | ETF Trust, nor
the names of specific contributors, may be used to endorse or
pronote products derived fromthis software wi thout specific prior
witten perm ssion.

THI'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTCRS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPGCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTCORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT

LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE CR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE USE
OF TH'S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.
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