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Abst ract

The Transparent Interconnection of Lots of Links (TRILL) protocol is
i mpl ement ed by devices called TRILL Switches or RBridges (Routing
Bridges). TRILL supports both point-to-point and nulti-access |inks
and is designed so that a variety of link protocols can be used
between TRILL switch ports. This docunent standardi zes nethods for
encapsulating TRILL in IP(v4 or v6) to provide a unified TRILL
canpus.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 5, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

I nt roducti on

TRILL switches (RBridges) are devices that inplenment the | ETF TRILL
protocol [RFC6325] [RFC7176] [RFC7177].

RBri dges provide transparent forwarding of frames within an arbitrary
net wor k topol ogy, using |least cost paths for unicast traffic. They
support not only VLANs and Fine G ained Labels [RFC7172] but al so

mul ti pat hi ng of unicast and nulti-destination traffic. They use IS
ISIlink state routing and encapsulation with a hop count. They are
conmpatible with | EEE 802. 1 custoner bridges, and can increnentally
replace them

Ports on different RBridges can conmunicate with each ot her over
various link types, such as Ethernet [RFC6325], pseudow res
[ RFC7173], or PPP [ RFC6361].

Thi s docunment defines a nethod for RBridges to comuni cate over UDP/

I P(v4 or v6). TRILL over IP will allow renote, Internet-connected
RBridges to forma single RBridge canpus, or multiple TRILL over IP
networks within a canpus to be connected as a single TRILL canpus via
a TRILL over |P backbone.

TRILL over |IP connects RBridge ports using |Pv4d or |Pv6 as a
transport in such a way that the ports appear to TRILL to be
connected by a single nulti-access link. Therefore, if nore than two
RBri dge ports are connected via a single TRILL over IP link, any pair
of them can conmuni cate

To support the scenarios where RBridges are connected via links (such
as the public Internet) that are not under the same adninistrative
control as the TRILL campus, this docunent specifies the use of

Dat agr am Transport Layer Security (DTLS) [RFC6347] to secure the
communi cati ons between RBridges running TRILL over IP

Use Cases for TRILL over |IP

This section introduces two application scenarios (a renote office
scenario and an | P backbone scenari o) which cover the nost typical of
situations where network adm nistrators may choose to use TRILL over
an | P networKk.

1. Rempte Ofice Scenario

In the Renote O fice Scenario, a renote TRILL network is connected to
a TRILL canpus across a nmultihop IP network, such as the public
Internet. The TRILL network in the renote office becones a | ogica
part of TRILL canpus, and nodes in the renote office can be attached
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to the same VLANs or Fine G ained Label s RFC7172] as |ocal canpus

nodes. In many cases, a renote office may be attached to the TRILL
campus by a single pair of RBridges, one on the canpus end, and the
other in the remote office. In this use case, the TRILL over IP |ink

will often cross |ogical and physical |IP networks that do not support
TRILL, and are not under the sanme adnministrative control as the TRILL
canpus.

3. 2. | P Backbone Scenari o

In the | P Backbone Scenario, TRILL over IP is used to connect a
nunber of TRILL networks to forma single TRILL canpus. For exanple
a TRILL over |P backbone could be used to connect nultiple TRILL
networks on different floors of a large building, or to connect TRILL
networks in separate buildings of a nulti-building site. 1In this use
case, there may often be several TRILL switches on a single TRILL
over IPlink, and the IP link(s) used by TRILL over |IP are typically
under the same administrative control as the rest of the TRILL
canpus.

3.3. Inportant Properties of the Scenarios

There are a nunber of differences between the above two application
scenarios, some of which drive features of this specification. These
differences are especially pertinent to the security requirenents of
the solution, how nmulticast data frames are handl ed, and how t he
TRILL switch ports di scover each other

3.3.1. Security Requirenents

In the | P Backbone Scenario, TRILL over IP is used between a number
of RBridge ports, on a network link that is in the sane

adm nistrative control as the remainder of the TRILL canpus. While
it is desirable in this scenario to prevent the association of rogue
RBri dges, this can be acconplished using existing IS-1S security
mechani sms. There nmay be no need to protect the data traffic, beyond
any protections that are already in place on the | ocal network.

In the Renote O fice Scenario, TRILL over IP may run over a network
that is not under the sane admi nistrative control as the TRILL
network. Nodes on the network may think that they are sending
traffic locally, while that traffic is actually being sent, in a UDP/
I P tunnel, over the public Internet. It is necessary in this
scenario to protect the integrity and confidentiality of user
traffic, as well as ensuring that no unauthorized RBridges can gain
access to the RBridge canpus. The issues of protecting integrity and
confidentiality of user traffic are addressed by using DTLS for both
IS-1S frames and data frames between RBridges in this scenario.
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3.3.2. Milticast Handling

3.

4.

In the | P Backbone scenario, native nulticast may be supported on the
TRILL over IP link. |If so, it can be used to send TRILL IS-IS and
mul ti cast data packets, as discussed later in this docunent.

Al ternatively, multi-destination packets can be transnmitted serially.

In the Renote O fice Scenario there will often be only one pair of
RBri dges connecting a given site and, even when nmultiple RBridges are
used to connect a Renpote Ofice to the TRILL canpus, the intervening
network may not provide reliable (or any) multicast connectivity.

| ssues such as conpl ex key managenent also nmakes it difficult to
provide strong data integrity and confidentiality protections for
multicast traffic. For all of these reasons, the connections between
|l ocal and renote RBridges will be treated |ike point-to-point |inks,
and all TRILL IS-1S control messages and nulticast data packets that
are transmtted between the Renote Ofice and the TRILL canpus will
be serially transmtted, as discussed later in this docunent.

3.3. RBridge Neighbor Discovery

In the | P Backbone Scenario, RBridges that use TRILL over IP will use
the normal TRILL IS-1S Hello nechanisns to discover the existence of
ot her RBridges on the link [RFC7177], and to establish authenticated
conmuni cation with those RBridges.

In the Renote O fice Scenario, a DILS session will need to be

est abl i shed between RBridges before TRILL IS-IS traffic can be
exchanged, as discussed below. In this case, one of the RBridges
will need to be configured to establish a DILS session with the other
RBridge. This will typically be acconplished by configuring the
RBridge at a Rempte Office to initiate a DILS session, and subsequent
TRILL exchanges, with a TRILL over |P-enabled RBridge attached to the
TRI LL canpus

TRILL Packet Fornmats

To support the TRILL base protocol standard [ RFC6325]. , two types
of packets will be transmitted between RBridges: TRILL Data franes
and TRILL |IS-1S packets.
1. TRILL Data Packet

The on-the-wire formof a TRILL Data packet in transit between two
nei ghboring RBridges is as shown bel ow
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| TRILL Data | TRILL | Native Frane | Li nk |
| Link Header | Header | Payl oad | Trailer |

Where the Encapsul ated Native Frane is sinmlar to Ethernet frame
format with a VLAN tag or Fine Gained Label [RFC7172] but with no
trailing Frame Check Sequence (FCS).

4.2. TRILL 1S-1S Packet

TRILL 1S 1S packets are formatted on-the-wire as follows:

| TRILL IS-1S | TRILL IS IS | Li nk |
| Link Header | Payl oad | Trailer |

The Link Header and Link Trailer in these formats depend on the
specific link technology. The Link Header usually contains one or
more fields that distinguish TRILL Data fromTRILL IS-1S. For
exanpl e, over Ethernet, the TRILL Data Link Header ends with the
TRILL Ethertype while the TRILL I S-1S Link Header ends with the L2-
IS-1S Ethertype; on the other hand, over PPP, there are no Ethertypes
but PPP protocol code points are included that distinguish TRILL Data
fromTRILL I S-1S.

In TRILL over IP, we will use UDP/IP (v4 or v6) as the link header
and the TRILL packet type will be determ ned based on the UDP
destination port nunber. |In TRILL over IP, no Link Trailer is
speci fied, although one may be added when the resulting |IP packets
are encapsul ated for transnission on a network (e.g. Ethernet).

5. Link Protocol Specifics

TRILL Data packets can be unicast to a specific RBridge or multicast
to all RBridges on the link. TRILL IS-1S packets are al ways
multicast to all other RBridge on the link (except for MIU PDUs,

whi ch may be unicast). On Ethernet links, the Ethernet nulticast
address Al -RBridges is used for TRILL Data and All-1S-1S-RBridges
for TRILL IS 1S

To properly handl e TRILL base protocol packets on a TRILL over IP

link, either native nulticast node nust be enabled on that |ink, or
mul ti cast nust be sinulated using serial unicast, as discussed bel ow
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In TRILL Hell o PDUs used on TRILL IP Iinks, the I P addresses of the
connected I P ports are their real SNPA (SubNetwork Point of
Attachnent) addresses and, for |IPv6, the 16-byte | Pv6 address is
used; however, for easy of code re-use designed for conmon 48-bit
SNPAs, for TRILL over IPv4, a 48-bit synthetic SNPA that |ooks like a
uni cast MAC address is constructed for use in the SNPA field of TRILL
Nei ghbor TLVs [RFC7176] [ RFC7177] on the link. This synthetic SNPA is
as foll ows:

0123456789012345
i i i o i I R S S
| OxFE | 0x00 [
e i I e R SR
| 1 Pv4 upper half |
B i S S S i i T S N S
| 1Pv4 |ower half |
R i ks Sk i N SR R S

This synthetic SNPA/ MAC address has the local (0x02) bit on in the
first byte and so cannot conflict with any globally unique 48-bit

Et hernet MAC. However, at the IP level, where TRILL operates on an
IPlink, there are only IP stations, not MAC stations, so conflict on
the link with a real MAC address woul d be inpossible in any case.

6. Port Configuration

Each RBridge physical port used for a TRILL over IP |link MJST have at
| east one IP (v4 or v6) address. |Inplenmentations MAY allow a single
physical port to operate as nmultiple IPv4 and/or |Pv6 |ogical ports.

Each | P address constitutes a different |ogical port and the RBridge
with those ports MJST associate a different Port ID with each | ogica
port.

TBD: MJST be able to configure a list of | P addresses for serial
uni cast. MJST be able to configure a non-standard |P nulti-cast
address if native nulticast is being used.

7. TRILL over UDP/IP Format

The general format of a TRILL over UDP/IP packet is shown bel ow.

| IP | UDP | TRILL |
| Header | Header | Payl oad [
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Where the UDP Header is as follows:
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Source Port - see Section 10.2

Destination Port - indicates TRILL Data or IS-1S, see Section 14
UDP Length - as specified in [ RFC768]

UDP Checksum - as specified in [ RFC768]

The TRILL Payload starts with the TRILL Header (not including the
TRILL Ethertype) for TRILL Data packets and starts with the 0x83

I ntradomai n Routeing Protocol Discrimnator byte (thus not including
the L2-1S-1S Ethertype) for TRILL | S-1S packets.

8. Handling Milticast

By default, both TRILL I S-1S packets and nulti-destination TRILL Data
packets are sent to an All-RBridges IPv4 or IPv6 nulticast Address as
appropriate (see Section 14); however, a TRILL over |IP port nmay be
configured to use serial unicast with a list of one or nore unicast

| P addresses of other TRILL over |IP ports to which rmulti-destination
packets are sent. Such configuration is necessary if the TRILL over

I P port is connected to an I P network that does not support IP
multicast. In both cases, unicast TRILL data packets woul d be sent
by unicast IP

When a TRILL over IP port is using IP nulticast, it MJST periodically
transmit appropriate |GW (1Pv4d [ RFC3376]) or M.D (I Pv6 [ RFC2710])
packets so that the TRILL multicast IP traffic will be sent to it.

Al though TRILL fully supports broadcast links with nore than 2
RBri dges connected to the, even where native IP nulticast is
avail abl e, there may be good reasons for configuring TRILL over IP

ports to use unicast. In sone networks, unicast is nore reliable
than multicast. |If multiple unicast connections between parts of a
TRILL canpus are configured, TRILL will in any case spread traffic
across them treating themas parallel links, and appropriately fai
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over traffic if a link ceases to operate or incorporate a new |ink
that comes up.

9. Use of DILS

Al'l RBridges that support TRILL over |IP MJST inplement DTLS and
support the use of DILS to secure both TRILL IS-1S and TRILL data
packets. When DITLS is used to secure a TRILL over IP link and no | S-
IS security is enabl ed, the DILS session MIST be fully established
before any TRILL IS-1S or data packets are exchanged. Wen there is
IS-1S security [ RFC5304] or [RFC5310] provided, people nay select to
use I S-1S security to protect the 1S-1S packet. Note that [ RFC5304]
only support M5, which is not suggested to use at nore. However, in
this case, the DTLS session still MIST be fully established before
any data packets transm ssion since 1S 1S security does not provide
any protection to data packets.

RBri dges that inplement TRILL over | P SHOULD support the use of
certificates for DILS and, if they support certificates, MJST support
the follow ng algorithm

o TLS_RSA W TH_AES 128 CBC_SHA256 [ RFC5246]

RBri dges that support TRILL over |IP MJUST support the use of pre-
shared keys for DTLS. |If the communicating RBridges have IS IS Hello
aut henti cation enabled with a pre-shared key, then, by default a key
derived fromthat TRILL Hell o pre-shared key is used for DTLS unless
sonme other pre-shared key is configured. The follow ng cryptographic
al gorithnms MJUST be supported for use with pre-shared keys:

o TLS_PSK W TH _AES_128_CBC SHA256[ RFC5487]

When appl yi ng pre-shared keys, a key needs to be derived fromthe
default pre-shared key for DILS usage. Specifically, the key is
derived as foll ows:

HVAC- SHA256 ("TRILL IP'| IS-1S-shared key )

In the above "|" indicates concatenation, HVAC- SHA256 is as descri bed
in [ FIPS180] [RFC6234] and "TRILL IP" is the eight byte US ASCl |
[ASCII] string indicated. Wen [RFC5310] is deployed, there could be
mul tiple keys identified with 16-bit key IDs. In this case, the Key
ID of 1S-1S-shared key is also used to identify the derived key.
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10. Transport Considerations
10.1. Recursive Ingress

TRILL is designed to transport end station traffic to and from | EEE
802. 1Q conformant end stations and IP is frequently transported over

| EEE 802.3 or sinilar protocols supporting 802.1Q conformant end
stations. Thus, an end station data frame EF nmight get TRILL
ingressed to TRILL(EF) which was then sent on a TRILL over IP over an
802.3 link resulting in an 802.3 franme of the form

802. 3(I P(TRILL(EF))). There is a risk of such a packet being re-

i ngressed by the sane TRILL canpus, due to physical or |ogica

nmi sconfiguration, |ooping round, being further re-ingressed, etc.

The packet m ght get discarded if it got too large but if
fragmentation is enabled, it would just keep getting split into
fragments that would continue to | oop and grow and re-fragnent unti
the path was saturated with junk and packets were being di scarded due
to queue overflow. The TRILL Header TTL would provide no protection
because each TRILL ingress adds a new Header and TTL.

To protect against this scenario, TRILL over |IP output ports MJIST by,
default, test whether a TRILL packet they are above to send is, in
fact a TRILL ingress of a TRILL over I P over 802.3 or the |like
packets. That is, is it of the form TR LL(802.3(IP(TRILL(...)))? If
so, the default action of the TRILL over |IP output port is to discard
the packet. However, there are cases where sone |evel of nested
ingress is desired so it MJST be possible to configure the port to
al | ow such packets.

10.2. Fat Fl ows

For the purpose of |oad balancing, it is worthwhile to consider how
to transport the TRILL packets over the Equal Cost Miltiple Paths
(ECVMPs) existing in the | P path.

The ECWP el ection for the IP traffics could be based, at |east for

| Pv4, on the quintuple of the outer I P header { Source IP
Destination I P, Source Port, Destination Port, and |IP protocol }.
Such tupl es, however, can be exactly the sane for all TRILL Data
packets between two RBridge ports, even if there is a huge anount of
data being sent. Therefore, in order to support ECVP, a RBridge
SHOULD set the Source Port as an entropy field for ECVMP deci sions.
This idea is also introduced in [|-D.yong-tsvwg-gre-in-udp-encap].
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10. 3. Congestion Consi derations

TRILL can carry nmany different protocols as a payload. Wen a TRILL
over |P flow carries primarily |IP-based traffic, the aggregate
traffic is assuned to be TCP friendly due to the congestion contro
mechani snms used by the payload traffic. Packet loss will trigger the
necessary reduction in offered | oad, and no additional congestion
avoi dance action is necessary. When a TRILL over IP flow carries
payl oad traffic that is not known to be TCP friendly and the flow
runs across a path that could potentially becone congested,
addi ti onal nechani sns MUST be enployed to ensure that the offered
load on the TRILL link over IP is reduced appropriately during

peri ods of congestion. This is not necessary in the case of a TRILL
link over I P through an over- provisioned network, where the
potential for congestion is avoided through the over-provisioning of
t he network.

11. MIU Consi derations

In TRILL each RBridge advertises the largest LSP frane it can accept
(but not less than 1,470 bytes) on any of its interfaces (at |east
those interfaces with adjacencies to other RBridges in the canpus) in
its LSP nunber zero through the originatingLSPBufferSize TLV

[ RFC6325] [RFC7176]. The campus nini nrum MU, denoted Sz, is then
established by taking the mininumof this advertised MIU for al
RBridges in the canpus. Links that do not neet the Sz MIU are not
included in the routing topology. This protects the operation of |IS-
IS fromlinks that would be unable to acconmodate sone LSPs.

A nmet hod of determi ning originati ngLSPBufferSize for an RBridge with
one or nore TRILL over |IP portsis described in [RFC7180]. However,

if an IP link either can accommpdate junbo franmes or is a link on
which IP fragnentation is enabl ed and acceptable, then it is unlikely
that the IPlink will be a constraint on the RBridge's
originatingLSPBufferSize. On the other hand, if the IP link can only
handl e smaller frames and fragnentation is to be avoi ded when
possible, a TRILL over IP port might constrain the RBridge's

ori gi nati ngLSPBuf fer Si ze. Because TRILL sets the m ni mum val ues of
Sz at 1,470 bytes, there may be links that nmeet the mini mum MIU f or
the I P protocol (1,280 bytes for IPv6, theoretically 68 bytes for

I Pv4) on which it would be necessary to enable fragnentation for
TRILL use

The optional use of TRILL IS-IS MIU PDUs, as specified in [ RFC6325]

and [ RFC7177] can provi de added assurance of the actual MIU of a
l'ink.
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12. M ddl ebox Consi derations
TBD
13. Security Considerations

TRILL over IP is subject to all of the security considerations for
the base TRILL protocol [RFC6325]. |In addition, there are specific
security requirenments for different TRILL depl oynent scenarios, as
di scussed in the "Use Cases for TRILL over |IP" section above.

This docunment specifies that all RBridges that support TRILL over IP
MUST i npl enent DTLS, and rmekes it clear that it is both wi se and good
to use DILS in all cases where a TRILL over IP link will traverse a
network that is not under the same admi nistrative control as the rest
of the TRILL canpus. DILS is necessary, in these cases to protect
the privacy and integrity of data traffic.

TRILL over IP is conpletely conpatible with the use of IS IS
security, which can be used to authenticate RBridges before allow ng
themto join a TRILL canpus. This is sufficient to protect against
rogue RBridges, but is not sufficient to protect data packets that
may be sent, in UDP/IP tunnels, outside of the | ocal network, or even
across the public Internet. To protect the privacy and integrity of
that traffic, use DTLS

In cases were DTILS is used, the use of IS 1S security may not be
necessary, but there is nothing about this specification that would
prevent using both DTLS and |IS-1S security together. In cases where
both types of security are enabled, by default, a key derived from
the 1S-1S key will be used for DTLS

14. | ANA Consi der ations

| ANA has allocated the followi ng destination UDP Ports for the TRILL
IS-1S and Data channel s:

UDP Port Pr ot ocol
(TBD) TRILL I S-1S Channel
(TBD) TRILL Data Channel

| ANA has all ocated one I Pv4 and one I Pv6 nmulticast address, as shown
bel ow, which correspond to the Al -RBridges and All-1S-1S-RBridges
mul ti cast MAC addresses that the | EEE Registration Authority has
assigned for TRILL. Because the Iow |level hardware MAC address
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15.

16.

16.

di spatch considerations for TRILL over Ethernet do not apply to TRILL
over I[P, one IP nulticast address for each version of IPis
sufficient.

[ Val ues recomended to | ANA: ]

Name | Pv4 | Pv6

Al - RBri dges 233.252.14.0 FFOX: 0: 0: 0: 0: 0: 0: 205

Not e: when these | Pv4 and | Pv6 nulticast addresses are used and the
resulting IP frame is sent over Ethernet, the usual |P derived MAC
address i s used.

[ Need to discuss scopes for IPv6 nulticast (the "X' in the addresses)
sonewhere. Default to "site" scope but MJST be configurabl e?]
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