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Abst r act

Draft [TRILL-Active-PS] |ists basic problens which any active-active
sol utions shoul d address, these problens include frame duplications,
| oop, MAC address flip-flop and unsynchroni zed i nformati on anong
menber RBridges. For each problem there nmay be multiple ways to
deal with it. Sonme solutions solve all or nost of the problens
listed, and at the sanme time introduces extra issues. This draft
tries to analyze and conpare the different solutions for each of the
i ssues, gives a brief summary on the pros and cons, and/or the
appl i cabl e scenari os.
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1. Introduction

The I ETF TRILL (Transparent |nterconnection of Lots of Links)

[ RFC6325] protocol provides |oop free and per hop based multipath
data forwarding with mninmumconfiguration. TRILL uses IS-1S

[ RFC6165] [ RFC6326bis] as its control plane routing protocol and
defines a TRILL specific header for user data.

Cust oner edge(CE) devices typically are multi-homed to severa
RBridges. Al of the uplinks of a CE are considered as an Milti -
Chassi s Link Aggregation (MC-LAG bundle. An edge group is the group
of edge RBridges that a CEis nulti-honed to in active-active node
An edge group corresponds to an MC-LAG One RB can be in nore than
one edge group. An active-active flow based | oad-sharing nmechani sm
is desirable to achieve better |oad balancing and high reliability.
A CE device can be a layer3 end systemby itself or a bridge switch
t hrough which | ayer3 end systens are accessed to TRILL canpus.
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Draft [TRILL-Active-PS] lists the followi ng problens which any
active-active solution shoul d address:
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Figure 1 TRILL Active-Active Access Scenario

1. Frame duplications

2. Loop

3. Address flip-flop

4. Unsynchroni zed informati on anong nenber RBri dges

For each problem there may be nultiple ways to deal with it. And
some solutions solve all or nost of the problens |isted, and at the

same tinme introduces extra issues. This draft tries to anal yze and
conpare the different solutions for each of the issue, gives a brief
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summary on the pros and cons, and/or the applicable scenarios. The
co-aut hors believe such analysis is hel pful to design a nore
compl eted solution in future

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in RFC 2119

[ RFC2119] .

The acronynms and terminology in [ RFC6325] is used herein with the
foll owi ng additions:

BUM - Broadcast, Unknown unicast, and Ml ticast.

CE - Custoner equipnent. Could be a bridge or end station or a
hyper vi sor.

CMI - Coordinated Multicast Trees [ CMI]

Edge group - a group of edge RBs to which at least one CE is
multiply attached. One RB can be in nore than one edge group

LACP - Link Aggregation Control Protocol
LAG - Link Aggregation, as specified in [8021AX].
3. Frane duplications

Frame duplication nmay occur when a renote host sends multi -
destination frame to a local CE which has an active-active
connection to the TRILL canpus.

To avoid local CE receiving multiple copies froma renote RBridge

t he designated forwarder (DF) mechani sm should be supported. DF
allows only one port in one RB of MC-LAG to forward nulticast
traffic from TRILL canpus to | ocal access side for each VLAN. The
basic idea of DF is to el ect one RBridge per VLAN from an edge group
to be responsible for egressing the nulticast traffic.

Each RB in an edge group el ects a DF using sane al gorithm which
guarantees the same RB el ected as DF per MC- LAG per VLAN. The RB
that is elected as a DF for a given VLAN will forward multi-
destination traffic in the egress direction towards the CE. Al non-
DF RBs drop multi-destination traffic in the egress direction
towards the CE. Al edge RBs, including DF and non-DF, can ingress
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the traffic to TRILL canpus as usual.[draft-hao-trill-dup-avoi dance-
active-active-00] describes the detail DF mechani smand TRILL
prot ocol extension for DF el ection

4. Loop

If a CE sends a broadcast, unknown unicast, or nulticast (BUM

packet to DF RB, it will forward that packet to all or subset of the
other RBs including the non-DF RBs. Because non-DF RBs don’t egress
BUM frame to | ocal access side, in this case the frane won't | oop
back to the CE

If a CE sends a BUM packet to one of the non-DF (Designated
Forwarder) RBs, say RB1, then RB1 will forward that packet to all or
subset of the other RBs including the DF RB for that MC-LAG In this
case the franme will | oop back to the CE and traffic split-horizon
filtering mechani smshould be used to avoid | oopi ng back anobng

RBri dges in a edge group

Split-horizon nechanismrelies on ingress nicknane to check if a
packet’s egress port belongs to a sane MC-LAG with the packet’s
i ncom ng port to TRILL canpus.

4. 1. I ndependent nickname allocation

Each ingress RBridge allocates a uni que nicknanme for each MC LAG

i ndependently. It is not required that the nicknanme provisioned on
all involved edge RBridges remains the same for one corresponding
MC- LAG

When the ingress RBridge receives a BUMframe froma local CE it
uses the nicknane as ingress nickname for TRILL tunnel encapsul ation
and sends the franme to other RBridge(s).

When an egress RBridge receives a nulticast frane fromthe TRILL
campus, it checks the ingress nicknanme in the TRILL header and
filters out the frame on all local interfaces connected to the sane
CE. Each egress RBridge should track the nickname(s) associated with
the other RBridge(s) with which it has a shared nulti-homed LAG The
solution has limted nicknane allocation scalability issue, because
each RBridge needs allocate per nicknane per MC LAG

4.2. Consistent nickname allocation
Edge RBridges formng an MC-LAG in an edge group are assigned a

gl obal I y uni que pseudo-nicknanme. If nmultiple MC-LAGs exist, edge
BRri dges for each individual MZLAG should be assigned such a
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pseudo- ni ckname. It shoul d be guaranteed that pseudo-nicknane
provi sioned on all involving edge RBridges remains the sanme for one
correspondi ng MC- LAG

When a ingress RBridge receives traffic froma active-active
accessed CE, it perforns TRILL encapsul ation with the pseudo-

ni ckname as ingress ni ckname. Wen the traffic comes to each egress
RBri dge, the egress RBridge checks the ingress nickname in TRILL

header and filters out the franme on all |ocal interfaces connected
to the same CE. Each egress RBridge relies on the pseudo-ni cknane to
filter out the frane on all local interfaces connected to the sanme
CE.

4.3. Conparison

| Sol ution I ndependent Al l ocation Consi st ent
Al'l ocation |

o e e e e e aaoo o oo e e e e e e e e e e ee e eaao - o e e oo
____________ +

| N cknane consunption | Hi gh Nor ma
| I

o e e e e e aaoo o oo e e e e e e e e e e ee e eaao - o e e oo
____________ +

Scal ability Low Hi gh
I

o e e e e e aaoo o oo e e e e e e e e e e ee e eaao - o e e oo

____________ +

5. Address flip-flop

MAC learning in TRILL can be perforned either in data plane or
control plane. Wen a |ocal host hl attaches to nultiple edge

RBri dges, learning at the renote host for hl may have MAC flip-flop
problem There are different ways to avoid this for data plane

| earni ng and control plane | earning scenarios.

5.1. Data plane | earni ng node

For data plane | earning node, to avoid mac address flip-flop on
renote RBs, a pseudo-nicknanme [ TRILLPN] sol ution was proposed. The
basic idea is to represent all nenber |inks of the MC-LAG as a
virtual RBridge with single pseudo-nickname. Any nenber RBri dge of
the MC-LAG shoul d use this pseudo-nicknanme rather than its own

ni cknanme as ingress ni cknanme when inject TRILL data frames. It

sol ves the above nentioned problens pretty well; however, it
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i ntroduces anot her issue: packet drop due to RPF check. To overcone
the RPF check failure issue, three solutions have been proposed.

5.1.1. CMmr

CMI [CMI] solution all ows edge RBridges to specify different
distribution trees to forward BuMtraffic froma connecting CE
device by using a new IS 1S Affinity sub-TLV. Renote RBridges
calculate their forwarding tables and derive the RPF for
distribution trees based on the distribution tree association
adverti senments.

In this solution, it’s required to establish multiple distribution
trees in a TRILL canpus, i.e. if a CEis active-active accessed to 4
edge RBridges, at least 4 distribution trees are required. No

har dwar e upgrade is needed for RBridges in the TRILL canpus, only
sof tware upgrade is needed.

5.1.2. Centralized replication

Ingress RB participating in active-active connection sends BUM
traffic to one of a distribution tree root node through unicast
TRILL encapsul ation. The distribution tree root node acts as
centralized replication node. Wen the distribution tree root node
recei ves uni cast TRILL encapsulation BUMtraffic fromthe ingress RB,
it decapsul ates the unicast TRILL packet. Then it replicates and
forwards the BUMtraffic to all other destination RBs through the
distribution tree established per TRILL base protocol. [draft-hao-
trill-centralized-replication-00] describes the detail centralized
replication solution. Through the centralized replication solution
only uni cast forwardi ng behavior is required between edge RB and
distribution tree root RB, so no RPF check function is required

al ong the path between ingress RB and distribution tree node.

When the ingress RBridge receives BUMtraffic froman active-active
accessing CE device, the traffic will be injected to TRILL canpus

t hrough TRILL encapsul ation. Then it is replicated and forwarded to
other CE devices through TRILL distribution tree, even when the
receiver CE is connected to the same RBridge as the sender CE. To
avoid duplicated traffic on receiver CE, ingress RBridge can't
locally replicate and forward the BUMtraffic to other connecting CE
when it receives BUMtraffic froman active-active sender CE, i.e.
the access port of the ingress RBridge should be isolated from other
| ocal access ports.

In this solution, it’s required to consune nore network bandw dth
bet ween ingress RB and distribution tree root node than CMI sol ution
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Bot h hardware and software upgrade are required on edge RBs
participating in active-active connection and the distribution tree
root node. This solution doesn’t require nultiple distribution trees
in TRILL canpus, so it has better scalability than CMr

5.1.3. Tunneling anong edge RBs

This solution allows only a sel ected edge RBridge in an edge group
participating in active-active access to be responsible for
forwarding BUMtraffic fromconnecting CE to TRILL canpus al ong
distribution tree per TRILL base protocol. Al other edge RBridges
in the virtual RBridge send BUMtraffic fromconnecting CE to the
sel ected edge RBridge through unicast TRILL encapsul ati on. \Wen the
sel ected edge RBridge receives TRILL traffic fromother RBs in a
same virtual RBridge, the selected RB decapsul ates the unicast TRILL
packet. Then it forwards the BUMtraffic to trill canpus al ong
distribution tree established per TRILL protocol

Simlar to the solution of centralized replication, to avoid
duplicated traffic on receiver CE, the access port of ingress

RBri dge connecting to an active-active accessing sender CE should be
i solated fromother |ocal access ports.

In this solution, it’s required to consunme nore network bandw dth
anong edge RBs. Both hardware and software upgrade are required on
edge RBs participating active-active connection. This solution
doesn’t require nmultiple distribution trees in TRILL canpus, so it
has better scalability than CMr

5.1. 4. Conparison

Fom e e e e oo Fomm e - o e e e e e e e oo e e e e
____________ +
[ Sol ution | Cwmr | Centralized replication | Tunneling anon
g edge RBs |
Fom e e e e oo Fomm e - o e e e e e e e oo e e e e
____________ +
Scal ability | Medium | Hi gh Hi gh
I
Fom e e e e oo Fomm e - o e e e e e e e oo e e e e
____________ +
| Network bandw dth | Low [ Hi gh [ Hi gh

[ consunption [ [ [
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oo e e e a oo oo T o m e e e e e i oo - o e oo
____________ +

| Software upgrade | Al RBs | root and edge nodes [ root and edg
e nodes |

oo e e e a oo oo T o m e e e e e i oo - o e oo
____________ +

| Hardware upgrade | No [ root and edge nodes [ root and edg
e nodes |

oo e e e a oo oo T o m e e e e e i oo - o e oo
____________ +

5.2. Control plane |earning node

If a CE device is nulti-honed to nmultiple edge RBs in active-active
nmode, each edge RB shoul d announce the MAC of its attached end
systens to all other RBs through ESADI -1ike control protocol. Renote
RBriges will learn the MAC association with different ingress RB

ni cknanes and generate nultiple MAC forwarding entries in ECMP node.
Al'l edge RBs shoul d di sabl e the data plane MAC | earni ng function
MAC to ni cknanme associ ation should be |earned only through the
control plane.

Pseudo- ni cknane nechani sm was basically designed to avoid MAC
address learning flip-flop when a MAC address could be learnt to
nore than one RBridge. Wth control plane MAC | eani ng, pseudo-

ni ckname is not required since nultiple mac to nickname entries can
be | eaned for the same MAC. The probl em of RPF check failure for
mul ti cast frame caused by pseudo-ni ckname nmechanismis not an issue
here.

In the control plane MAC |l earning solution, if an edge RB
participating TRILL active-active access receives BUMtraffic from
connecting CE device, it uses its own nicknanme as ingress nicknane

i nstead of pseudo-nicknanme to ingress data frane into a TRILL canpus.

This nmethod requires hardware and software changes.
6. Unsynchroni zed i nfornmati on anong nenber RBridges

Synchroni zati on mechani sm shoul d be provided to ensure information
consi stency anong all edge RBridges in a edge group, such as MAC
tabl e, dynami ¢ VLAN and nulticast group, LACP configuration and
state, DHCP snooping table, and etc. [draft-hao-trill-rb-syn-02]
describes the detail synchronization requirenents. Two
synchroni zati on solutions as follows are provided.
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6.1. RBridge channe

RBri dge channe

commruni cati on protoco

RBri dge Channe
RBri dge Channe

t he payl oad. RBridge channe

based comuni cati on protoco
edge group is introduced to inplenent synchronization
is restricted to RBridge nodes in each edge
group, other RBridges in TRILL canpus needn’t
message shoul d be given by a Protoco
Header to indicate synchronization information in

message i s forwarded through TRILL data

based conmmuni cati on protoco

pl ane. Transmi ssion delay is relatively |ow

6.2. TRILL LSP extension

anong al |

i nvol ve.

February 2014

RBridges in a

A new type of
field in the

TRILL LSP can be extended to inplenent synchronizati on anong all
edge RBridges. Synchronization information is conveyed through new
TLVs or sub-TLVs in TRILL LSP. Because TRILL LSP is flooded to all

RBridges in TRILL canpus,

so it may cause canpus w de fluctuation

TRILL LSP is forwarded through control plane. Transnission delay is

relatively high.

6. 3. Conparison

e T T e e
____________ +

| Sol ution RBri dge channel based TRILL LSP e
Xt ensi on |

e T T e e
____________ +

| Floodi ng scope Edge group Canpus w
i de [

e T T e e
____________ +

| For war di ng Dat a pl ane Control p
| ane |

e T T e e

7. Solution summary

Hao & Li

Through the above anal ysis, a conpleted solution for active-active
connection can be stitched together using nmechanisns for each
i ndi vi dual problem analyzed in this draft.

If there are nultiple mechanisnms for a single problem any one can
be picked up. For example, in MAC | earning through data pl ane
scenarios for address flip-flop problem there are three nechani sns
including CMI, centralized replication and tunneling anbng edge RBs
to solve MAC address flip-flop problens. Any one out of three can be
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selected to conbine with other mechanisnms to forma whol e sol ution
If there is only one nechanismfor a single problem then it is a
mandat ory part of the conpleted solution. For exanple, DF election
mechanismis the only acceptable way to prevent franme duplication
Thus it is a mandatory part of the conpleted sol ution

In sunmmary, the whole solution for TRILL active-active connection is
as foll ows.

Fom e e e e oo o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo
____________ +
Probl em Sol ution
I
Fom e e e e oo o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo
____________ +
| Frame duplication DF el ection
I
Fom e e e e oo o m e e e e e e e e e e e e e e e e mo— oo e e e -
____________ +
[ Loop [ Dat a pl ane MAC | earni ng [ Contro
| plane |
[ [ [ MAC | e
arni ng |
| I e e
____________ +
[ | CMI | Centralized | Tunneling [
I
| | | replication | anbng edge RBs
I
Fom e e e e oo Fomm e - o e e m e e e e e e e e oo e e e -
____________ +
| Address flip-flop [ I ndependant al |l ocation | Consi stent
al l ocation |
Fom e e e e oo Fomm e - o e e m e e e e e e e e oo e e e -
____________ +
| Unsynchroni zed [ [
I
[ i nformation [ RBri dge channel based [ LSP extens
i on |
I I I
I
Fom e e e e oo Fomm e - o e e e e e e e oo e e e e
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8. Security Considerations

This draft does not introduce any extra security risks. For genera
TRILL Security Considerations, see [ RFC6325].

9. | ANA Consi derations

Thi s docunment requires no | ANA Actions. RFC Editor: Please renove
this section before publication
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