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Abstract

The |1 Pv6 addressing architecture defines Mdified EU -64 fornat
Interface ldentifiers, and the existing | Pv6é over various |ink-layers
specify how such identifiers are derived fromthe underlying |ink-

| ayer address (e.g., an | EEE LAN MAC address) when enpl oying | Pv6

St at el ess Address Autoconfiguration (SLAAC). The security and
privacy inplications of enbeddi ng hardware addresses in the Interface
I dentifier have been known and understood for sone time now, and sone
popul ar 1 Pv6 inpl enentations have al ready deviated from such schenes
to nmitigate these issues. This docunment changes the reconmended
default Interface ldentifier generation schenme to that specified in
RFC7217, and recommends agai nst enbeddi ng hardware addresses in | Pv6
Interface Identifiers. It fornmally updates RFC2464, RFC2467

RFC2470, RFC2491, RFC2492, RFC2497, RFC2590, RFC3146, RFC3572
RFC4291, RFC4338, RFC4391, RFC5072, and RFC5121, wi hch require |Pv6
Interface ldentifiers to be derived fromthe underlying |ink-Iayer
addr ess.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on April 11, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. I nt roducti on

[ RFC4862] specifies Statel ess Address Autoconfiguration (SLAAC) for

| Pv6 [ RFC2460], which typically results in hosts configuring one or
nmore "stable" addresses conposed of a network prefix advertised by a
I ocal router, and an Interface ldentifier (11D) [RFC4291] that
typically enbeds a hardware address (e.g., an | EEE LAN MAC address).

The security and privacy inplications of enbedding a hardware address
inan IPv6 Interface | D have been known for sonme tine now, and are

di scussed in great detail in
[I-D.ietf-6man-ipv6-address-generation-privacy]; they include:

0 Network activity correlation

0 Location tracking
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0 Address scanning
0 Device-specific vulnerability exploitation

Sone popul ar 1 Pv6 inpl enentati ons have al ready deviated fromthe
traditional stable |1 D generation scheme to nmitigate the
af orementi oned security and privacy inplications [Mcrosoft].

As a result of the aforenentioned issues, this docunment recomends
the inplenmentation of an alternative schene ([ RFC7217]) as the
default stable Interface-1D generation schene, such that the

af orenmenti oned i ssues are nitigated.

NOTE: [ RFC4291] defines the "Modified EU -64 format" for Interface
identifiers. Appendix A of [RFC4291] then describes how to transform
an | EEE EU -64 identifier, or an | EEE 802 48-bit MAC address from
which an EU -64 identifier is derived, into an interface identifier
in the Modified EU -64 format.

2. Term nol ogy

St abl e address:
An address that does not vary over tine within the sanme network
(as defined in [I-D.ietf-6man-ipv6-address-generation-privacy].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Generation of |Pv6 Interface Identifiers

Nodes SHOULD NOT enpl oy | Pv6 address generation schenes that enbed
the underlying hardware address in the Interface ldentifier. Namely,
nodes SHOULD NOT generate Interface ldentifiers with the schenes
specified in [ RFC2464], [RFC2467], [RFC2470], [RFC2491], [RFC2492],

[ RFC2497], [RFC2590], [RFC3146], [RFC3572], [RFC4338], [RFC4391],

[ RFC5121], and [ RFC5072].

Nodes SHOULD i npl enent and enpl oy [ RFC7217] as the default scheme for
generating stable | Pv6 addresses wi th SLAAC.

Future specifications SHOULD NOT specify | Pv6 address generation

schenes that enbed the underlying hardware address in the Interface
Identifier.

Gont, et al. Expires April 11, 2015 [ Page 3]



Internet-Draft Default Interface-IDs Cct ober 2014

4.

Future Work

At the time of this witing, the mechani sns specified in the
foll owi ng docunents are not conpatible with the recomendations in
t hi s docunent:

0 RFC 6282 [ RFC6282]
0 RFC 4944 [ RFC4944]
o RFC 6755 [ RFC775]

It is expected that that future revisions or updates of these
docunents will address the aforenentioned i ssues such that the
requirenents in this docunents can be enforced

| ANA Consi der ati ons

There are no | ANA registries within this docunent. The RFC- Editor
can renove this section before publication of this docunment as an
RFC.

Security Considerations

Thi s docunment recomends [RFC7217] as the default schene for
generating | Pv6 stable addresses with SLAAC, such that the security
and privacy issues of Interface IDs that enbed hardware addresses are
m ti gat ed.
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