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Abst r act

Near field communication (NFC) is a set of standards for snartphones
and portabl e devices to establish radio comunication with each other
by touching themtogether or bringing theminto proximty, usually no
more than 10 cm NFC standards cover comuni cations protocols and
data exchange fornmats, and are based on existing radi o-frequency
identification (RFID) standards including |SQI|EC 14443 and Fel i Ca.
The standards include |1SO|EC 18092 and those defined by the NFC
Forum The NFC technol ogy has been widely inplenented and avail abl e
in nmobil e phones, |aptop conputers, and many other devices. This
docunent describes how IPv6 is transmtted over NFC using 6LowPAN

t echi ques.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 27, 2015.
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1. I nt roducti on

NFC is a set of short-range wireless technol ogi es,

NFC- enabl ed Devi ce Connected to the Internet.

QOO ~N~NOOOUIRADRMDMN

typically

requiring a distance of 10 cmor |ess. NFC operates at 13.56 M1z on
| SO'| EC 18000-3 air interface and at rates ranging from 106 kbit/s to
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424 kbit/s. NFC always involves an initiator and a target; the
initiator actively generates an RF field that can power a passive
target. This enables NFC targets to take very sinple formfactors
such as tags, stickers, key fobs, or cards that do not require
batteries. NFC peer-to-peer conmunication is possible, provided both
devices are powered. NFC builds upon RFID systens by all ow ng two-
way conmuni cation between endpoints, where earlier systens such as

contactless smart cards were one-way only. It has been used in
devi ces such as nobil e phones, running Android operating system
named with a feature called "Android Beant. |In addition, it is

expected for the other nobile phones, running the other operating
systens (e.g., i0S, etc.) to be equipped with NFC technology in the
near future

Consi dering the potential for exponential growh in the nunber of

het erogeneous air interface technol ogies, NFC woul d be w dely used as
one of the other air interface technol ogies, such as Bluetooth Low
Energy (BT-LE), W-Fi, and so on. Each of the heterogeneous air
interface technol ogies has its own characteristics, which cannot be
covered by the other technol ogies, so various kinds of air interface
technol ogi es woul d be existing together. Therefore, it is required
for themto comuni cate each other. NFC al so has the strongest point
(e.g., secure communication distance of 10 cn) to prevent the third
party from attacking privacy.

When t he nunber of devices and things having different air interface
technol ogi es comuni cate each other, IPv6 is an ideal internet
protocols owing to its large address space. Al so, NFC would be one
of the endpoints using |Pv6. Therefore, This docunent describes how
I Pv6 is transnitted over NFC using 6LOWPAN techiques with follow ng
scopes.
0 Overview of NFC technol ogi es;
0 Specifications for |IPv6 over NFC

*  Nei ghbor Discovery;

* Addressing and Configuration;

* Header Conpression

*  Fragnmentation & Reassenbly for a | Pv6 dat agram
RFC4944 [1] specifies the transm ssion of |Pv6 over |EEE 802. 15. 4.

The NFC link also has simlar characteristics to that of |EEE
802. 15.4. WMany of the nmechanisns defined in the RFC4944 [1] can be
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applied to the transnission of 1Pv6 on NFC |inks. This docunent
specifies the details of I1Pv6 transm ssion over NFC |inks.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [2].

3. Overview of Near Field Comunication Technol ogy

NFC t echnol ogy enabl es sinple and safe two-way interactions between
el ectroni c devices, allow ng consunmers to perform contactl ess
transacti ons, access digital content, and connect el ectronic devices
with a single touch. NFC conpl enents many popul ar consuner | evel

wi rel ess technologies, by utilizing the key elenents in existing
standards for contactless card technology (ISO | EC 14443 A&B and
JIS-X 6319-4). NFC can be conpatible with existing contactless card
infrastructure and it enables a consuner to utilize one device across
di fferent systens.

Extendi ng the capability of contactless card technol ogy, NFC al so
enabl es devices to share information at a distance that is |less than
10 cmw th a nmaxi mum comruni cati on speed of 424 kbps. Users can
share busi ness cards, nake transactions, access information froma
smart poster or provide credentials for access control systens with a
si mpl e t ouch.

NFC s bidirectional comunication ability is ideal for establishing
connections with other technologies by the sinplicity of touch. In
addition to the easy connection and quick transactions, sinple data
sharing is also avail abl e.

3.1. Peer-to-peer Mde for I Pv6 over NFC

NFC- enabl ed devices are unique in that they can support three nodes
of operation: card emul ation, peer-to-peer, and reader/witer. Peer-
t o- peer node enabl es two NFC-enabl ed devices to conmuni cate with each
other to exchange information and share files, so that users of NFC
enabl ed devi ces can quickly share contact infornmation and other files
with a touch. Therefore, a NFC-enabl ed device can securely send | Pv6
packets to any correspondi ng node on the Internet when a NFC-enabl ed
gateway is linked to the Internet.
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. 2. Protocol Stacks in | Pv6 over NFC

The I P protocol can use the services provided by Logical Link Contro
Protocol (LLCP) in the NFC stack to provide reliable, two-way
transport of information between the peer devices. Figure 1 depicts
the NFC P2P protocol stack with IPv6 bindings to the LLCP

For data communication in I Pv6 over NFC, an | Pv6 packet SHALL be
received at LLCP of NFC and transported to an Information Field in
Protocol Data Unit (I PDU) of LLCP of the NFC-enabl ed peer device.
Since LLCP does not support fragnentation and reassenbly, Upper
Layers SHOULD support fragnentation and reassenbly. For |Pv6
addressi ng or address configuration, LLCP SHALL provide rel ated

i nformation, such as link | ayer addresses, to its upper layer. LLCP
to I Pv6 protocol Binding SHALL transfer the SSAP and DSAP val ue to
the 1 Pv6 over NFC protocol. SSAP stands for Source Service Access
Point, which is 6-bit value neaning a kind of Logical Link Control
(LLC) address, while DSAP neans a LLC address of destination NFC
enabl ed devi ce.

| |

[ | Application Layer
| Upper Layer Protocols | Transport Layer
| | Net wor k Layer

I I

B B <
| | Pv6- LLCP Bi ndi ng | |

R e T T + NFC

| | Logi cal Link

[ Logi cal Link Control Protocol [ Layer

I (LLCP) I I

B B <
| | |

[ Activities [ [

| Di gital Protocol | NFC

[ [ Physi cal

R i i + Layer

I I I

| RF Anal og | |

I I I

oo e e e e e e e e e e e e e e e e eeeooo oo B Ry

Figure 1: Protocol Stack of NFC
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3.3. NFC-enabl ed Devi ce Addressing

NFC- enabl ed devices are identified by 6-bit LLC address. 1n other
words, Any address SHALL be usable as both an SSAP and a DSAP
address. According to NFCForum TS-LLCP_1.1 [3], address val ues
between 0 and 31 (00h - 1Fh) SHALL be reserved for well-known service
access points for Service Discovery Protocol (SDP). Address val ues
between 32 and 63 (20h - 3Fh) inclusively, SHALL be assigned by the

| ocal LLC as the result of an upper |ayer service request.

3.4. NFC Packet Size and Mru

As nentioned in Section 3.2, an | Pv6 packet SHALL be received at LLCP
of NFC and transported to an Information Field in Protocol Data Unit
(I PDU) of LLCP of the NFC-enabl ed peer device. The format of the I
PDU SHALL be as shown in Figure 2.

0 0 1 1 2 2

0 6 0 6 0 4
Fomm - - - Fomm e o - - e +
| DDDDDD| 1100] SSSSSS| N(S) | N(R) | Service Data Unit |
Homm - - - R S S +
| <------- 3 bytes -------- > |
R R T T 128 bytes (default) ------------------ > |
I I

Figure 2: Format of the | PDU in NFC

The | PDU sequence field SHALL contain two sequence nunbers: The send
sequence nunber N(S) and the receive sequence nunber N(R). The send
sequence number N(S) SHALL indicate the sequence nunber associ ated
with this | PDU. The receive sequence nunmber N(R) value SHALL
indicate that | PDUs nunbered up through N(R) - 1 have been received
correctly by the sender of this | PDU and successfully passed to the
senders SAP identified in the SSAP field. These | PDUs SHALL be
consi dered as acknow edged.

The information field of an | PDU SHALL contain a single service data
unit. The maxi num nunber of octets in the information field SHALL be
determ ned by the Maximum I nformation Unit (MU) for the data |ink
connection. The default value of the MU for | PDUs SHALL be 128
octets. The local and renpte LLCs each establish and nmaintain
distinct MU values for each data |ink connection endpoint. Al so, An
LLC MAY announce a larger MU for a data |link connection by
transmtting an M UX extension paranmeter within the information
field.
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4.

4.

1.

Speci fication of |Pve over NFC

NFC t echnol ogy sets al so has considerations and requirenents owing to
| ow power consunption and al |l owed protocol overhead. 6LoWPAN
standards RFC4944 [1], RFC6775 [4], and RFC6282 [5] provide usefu
functionality for reduci ng overhead which can be applied to BT-LE
This functionality conprises of link-local |Pv6 addresses and

statel ess | Pv6 address auto-configuration (see Section 4.3), Neighbor
Di scovery (see Section 4.4) and header conpression (see Section 4.5).

One of the differences between | EEE 802.15.4 and NFC is that the
fornmer supports both star and nmesh topol ogy (and requires a routing
protocol ), whereas NFC can support direct peer-to-peer connection and
simpl e mesh-1ike topol ogy dependi ng on NFC application scenarios
because of very short RF distance of 10 cmor |ess.

Protocol Stack

Figure 3 illustrates I Pv6 over NFC. Upper |ayer protocols can be
transport protocols (TCP and UDP), application |ayer, and the others
capabl e running on the top of |Pv6.

| | Transport &

| Upper Layer Protocols | Application Layer

e + Keemecmeemeaaeaan

I I I

[ | Pv6 [ [

[ [ Net wor k

R e + Layer

[ Adapt ation Layer for |Pv6 over NFC | [

e + Keemeemeemeaaaaan

| | Pv6- LLCP Bi ndi ng |

| Logi cal Link Control Protocol | NFC Li nk Layer
(LLCP) I I

NN + Cemmemiiniaaaaiaas

I I I

[ Activities [ NFC

| Di gital Protocol | Physi cal Layer

| RF Anal og | |

I I I

S NN + Cemmemiiniaaaaiaas

Figure 3: Protocol Stack for |IPv6 over NFC

Adaptation | ayer for I Pv6 over NFC SHALL support nei ghbor discovery,
address aut o-configuration, header conpression, and fragnentation &
reassenbl y.
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4.2. Link Mode

In the case of BT-LE, Logical Link Control and Adaptation Protoco
(L2CAP) supports fragnentation and reassenbly (FAR) functionality;
therefore, adaptation layer for | Pv6 over BT-LE do not have to
conduct the FAR procedure. However, NFC link layer is simlar to

| EEE 802.15.4. Adaptation |layer for |1Pv6 over NFC SHOULD support FAR
functionality. Therefore, fragnmentation functionality as defined in
RFC4944 [1] SHALL be used in NFC-enabl ed devi ce networKks.

The NFC |ink between two conmuni cating devices is considered to be a
point-to-point link only. Unlike in BT-LE, NFC |ink does not

consi der star topol ogy and nesh network topol ogy but peer-to-peer
topol ogy and sinple multi-hop topology. Due to this characteristics,
6LOoWPAN functionality, such as addressing and auto-configuration, and
header conpression, is specialized into NFC

4.3. Statel ess Address Autoconfiguration

A NFC-enabl ed device (i.e., 6LN) performs statel ess address

aut oconfiguration as per RFC4862 [6]. A 64-bit Interface identifier
(I''D) for a NFC interface MAY be forned by utilizing the 6-bit NFC
LLCP address (i.e., SSAP or DSAP) (see Section 3.3). |In the case of
NFC- enabl ed devi ce address, the "Universal/Local" bit MJST be set to
0 RFC4291 [7]. Only if the NFC-enabl ed device address is known to be
a public address the "Universal/Local" bit can be set to 1. As
defined in RFC4291, the IPv6 |ink-1ocal address for a NFC- enabl ed
device is fornmed by appending the 11D, to the prefix FE80::/64, as
depicted in Figure 4.

0 0 0 1 1
0 1 6 2 2
0 0 4 2 7
Fom e o - e e e e oo oo Fom e e e e oo oo Homm - - - +
[1111111010| zeros | zeros | SSAP
[ RS o e e e o - o e e e Fom e e +

Figure 4: IPv6 link-local address in NFC

The tool for a 6LBR to obtain an I Pv6 prefix for nunbering the NFC
network is can be acconplished via DHCPv6 Prefix Del egati on (RFC3633

(8])-
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4.4. Neighbor Discovery

4.

4.

Nei ghbor Di scovery Optim zation for 6LOWANs (RFC6775 [4]) descri bes
t he nei ghbor discovery approach in several 6LoWPAN topol ogi es, such
as nmesh topology. NFC does not consider conplicated nesh topol ogy
but sinple multi-hop network topology or directly connected peer-to-
peer network. Therefore, the follow ng aspects of RFC6775 are
applicable to NFC

1. In a case that a NFC-enabl ed device (6LN) is directly connected
to 6LBR, A NFC 6LN MUST register its address with the 6LBR by
sendi ng a Neighbor Solicitation (NS) nessage with the Address
Regi stration Option (ARO and process the Nei ghbor Advertisenent
(NA) accordingly. |In addition, DHCPv6 is used to assigned an
address, Duplicate Address Detection (DAD) is not required.

2. For sending Router Solicitations and processing Router
Advertisenments the NFC 6LNs MJUST foll ow Sections 5.3 and 5.4 of
t he RFC6775.

5. Header Conpression

Header conpression as defined in RFC6282 [5] , which specifies the
conmpression format for | Pv6 datagrans on top of | EEE 802.15.4, is
REQUI RED in this docunent as the basis for | Pv6 header conpression on
top of NFC. Al headers MJST be conpressed according to RFC6282
encodi ng formats.

If a 16-bit address is required as a short address of | EEE 802. 15. 4,
it MUST be formed by padding the 6-bit NFC |ink-1layer (node) address
to the left with zeros as shown in Figure 5.

0 1

0123456789012345
it U N S S N ik S N
| Padding(all zeros)| NFC Addr. |
L i S e

Figure 5: NFC short adress fornmat

6. Fragnentation and Reassenbly

Fragnment ati on and reassenbly (FAR) as defined in RFC4944, which
specifies the fragmentation nmethods for |Pv6 datagrams on top of |EEE
802.15.4, is REQURED in this docunent as the basis for |IPv6 datagram
FAR on top of NFC. Al headers MJST be conpressed according to
RFC4944 encoding formats, but the default MIU of NFC is 128 bytes.

Thi s MUST be consi der ed.
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4.7. Unicast Address Mapping

The address resolution procedure for mapping | Pv6 non-nmnulticast
addresses into NFC |ink-1ayer addresses follows the genera
description in Section 7.2 of RFC4861 [9], unless otherw se
speci fi ed.

The Source/ Target |ink-1layer Address option has the follow ng form
when the addresses are 6-bit NFC |ink-I1ayer (node) addresses.

0 1
0123456789012345
T S S i ity JH S
| Type | Lengt h=1 |
B i S S S i i T S N S

I
+- Paddi ng (all zeros) -+
I I
+- B i I T R
| | NFC Addr. |
B i S S S i i T S N S

Fi gure 6: Unicast address napping
Option fields:

Type:
1. for Source Link-layer address.
2: for Target Link-layer address.

Lengt h:
This is the length of this option (including the type and
length fields) in units of 8 octets. The value of this field
is 1 for 6-bit NFC node addresses.

NFC addr ess:

The 6-bit address in canonical bit order. This is the unicast
address the interface currently responds to.

4.8. Milticast Address Mapping

Al 1Pv6 nulticast packets MJUST be sent to NFC Destination Address
255 (broadcast) and filtered at the I Pv6 | ayer. Wen represented as
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a 16-bit address in a conpressed header, it MJST be forned by padding
on the left with a zero.

0 1
0123456789012345
B s T I i R S e T S e i S R

| Padding(all zeros)| 0x3F
B Tl T sl i S S S S S

Figure 7: Milticast address mapping
5. Internet Connectivity Scenarios

As two typical scenarios, the NFC network can be isolated and
connected to the Internet.

5.1. NFC-enabl ed Devi ce Connected to the Internet

One of the key applications by using adaptation technol ogy of |Pv6
over NFC is the nost securely transmitting | Pv6 packets because RF
di stance between 6LN and 6LBR SHOULD be within 10 cm [If any third
party wants to hack into the RF between them it MJST cone to nearly
touch them Applications can choose which kinds of air interfaces
(e.g., BT-LE, W-Fi, NFC, etc.) to send data dependi ng
characteristics of data. NFC SHALL be the best solution for secured
and private infornmation.

Figure 8 illustrates an exanple of NFC-enabl ed device network
connected to the Internet. Distance between 6LN and 6LBR SHOULD be
10 cmor less. |If there is any of close |aptop conputers to a user

it SHALL beconmes the 6LBR. Additionally, Wen the user mounts a NFC
enabled air interface adapter (e.g., portable small NFC dongle) on
the close laptop PC, the user’s NFC enabl ed device (6LN) can

conmmuni cate the laptop PC (6LBR) within 10 cm di stance.

EIE I IR I S

LN -------ommmeme oo - - 6LBR ----- * Internet *------- CN
| (dis. 10 cmor less) | Hok Rk ok ok Kk ok ok x
I
I
I

I

I I

S NFC ------- > | <----- | Pv6 packet ------ > |
I I

Fi gure 8: NFC-enabl ed device network connected to the I|nternet
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5.

8.

2

1.

| sol at ed NFC-enabl ed Devi ce Network

In sone scenarios, the NFC enabl ed device network may transiently be
a sinple isolated network as shown in the Figure 9.

S NFC -------- >
(I Pv6 over NFC packet)

S NFC -------- >
(I Pv6 over NFC packet)

Figure 9: I|solated NFC enabl ed devi ce network

In nmobil e phone markets, applications are designed and nmade by user
devel opers. They may image interesting applications, where three or
nmor e nobil e phones touch or attach each other to acconplish

out standi ng performance. For instance, three or nore nobile phones
can play nmulti-channel sound of nusic together. 1In addition
attached three or nore nmobil e phones can nmake an extended banner to
show | onger sentences in a concert hall.

| ANA Consi derations
There are no | ANA considerations related to this docunent.
Security Considerations
The met hod of deriving Interface ldentifiers from®6-bit NFC Link
| ayer addresses is intended to preserve global uniqueness when it is
possible. Therefore, it is to required to protect fromduplication
t hrough acci dent or forgery.
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