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Abst ract

Modi fications to 6l owpan Nei ghbor Di scovery protocol are proposed in
order to secure the neighbor discovery for |ow power and | ossy
networks. This docunent defines |ightweight and secure version of

t he nei ghbor discovery for | ow power and | ossy networks. The nodes
generate a Cryptographically Cenerated Address, register the
Cryptographically Generated Address with a default router and
periodically refresh the registration. Cryptographically generated
address and digital signatures are calculated using elliptic curve
cryptography, so that the cryptographic operations are suitable for

| ow power devices
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1. Introduction

Nei ghbor di scovery for | Pv6 [ RFC4861] and statel ess address

aut oconfiguration [ RFC4862], together referred to as nei ghbor

di scovery protocols (NDP), are defined for regular hosts operating
with wired/wireless links. These protocols are not suitable and
require optimnizations for resource constrained, |ow power hosts
operating with |l ossy wireless links. Neighbor discovery
optimzations for 6l owpan networks include sinple optimzations such
as a host address registration feature using the address registration
option which is sent in unicast Neighbor Solicitation (NS) and

Nei ghbor Advertisenent (NA) nessages [ RFC6775].

Nei ghbor di scovery protocols (NDP) are not secure especially when
physi cal security on the link is not assured and vul nerable to
attacks defined in [ RFC3756]. Secure nei ghbor di scovery protocol
(SEND) is defined to secure NDP [ RFC3971]. Cryptographically
gener at ed addresses (CGA) are used in SEND [ RFC3972]. SEND nandat es
the use of the RSA signature algorithmwhich is conputationally heavy
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4.

and not suitable to use for | ow power and resource constrai ned nodes.
The use of an RSA public key and signature |l eads to | ong nmessage
sizes not suitable to use in lowbit rate, short range, asymetric
and non-transitive links such as | EEE 802. 15. 4.

In this docunent we extend the 6l owpan nei ghbor di scovery protoco
with cryptographically generated addresses. The nodes generate CGAs
and register themw th the default router. CGA generation is based
on elliptic curve cryptography (ECC)and signature is cal cul ated using
elliptic curve digital signature algorithm (ECDSA) known to be

i ghtweight, |eading to nuch smaller packet sizes. The resulting
protocol is called Lightweight Secure Nei ghbor Discovery Protoco
(LSEND) .

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

The termnology in this docunent is based on the definitions in
[ RFC3971], [RFC3972] in addition to the ones specified in [RFC6775].

Probl em St at enent

6LowPAN nei ghbor di scovery protocol [RFC6775] needs to be extended to
make it secure and also for being nore efficient as well as other use
cases. Requirenments on such enhancenents are stated in
[1-D. thubert-6lo-rfc6775-update-reqgs].

New Opti ons
1. CGA Paraneters and Digital Signature Option

This option contains both CGA paraneters and the digital signature.

A summary of the CGA Parameters and Digital Signature Option format
i's shown bel ow.
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Length [ Pad Length | Sig. Length |
B i i S S i I e i S S R L e e e e

I I
. CGA Paraneters .
L- B e i e R e b o R R S e e R L
I I
. Digital Signature .
L- B e i e R e b o R R S e e R L
I I
. Paddi ng .

R o T S T S T e T i T S S S S S S S e

Type
TBAL for CGA Paraneters and Digital Signature

Length
The I ength of the option (including the Type, Length, Pad Length,
Signature Length, CGA Paraneters, Digital Signature and Padding
fields) in units of 8 octets.

Pad Length
The I ength of the Padding field.

Sig Length
The length of the Digital Signature field.

CGA Par ameters

The CGA Paraneters field is variable-length containing the CGA
Paraneters data structure described in Section 4 of [ RFC3972].
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Digital Signature

The Digital Signature field is a variable length field containing
a Elliptic Curve Digital Signature Al gorithm (ECDSA) signature
(with SHA-256 and P-256 curve of [FIPS-186-3]). Digital signature
is constructed as explained in Section 4. 3.

Paddi ng

The Padding field contains a variable-length field nmaki ng the CGA
Paraneters and Digital Signature Option length a multiple of 8.

4.2. Digital Signature Option
This option contains the digital signature.

A sunmmary of the Digital Signature Option format is shown bel ow.
Note that this option has the sane format as RSA Signature Option
defined in [RFC3971]. The differences are that Digital Signature
field carries an ECDSA signature not an RSA signature, and in
calculating Key Hash field SHA-2 is used instead of SHA-1.

In the sequence of octets to be signed using the sender’s private key

i ncludes 128-bit CGA Message Type tag. |In LSEND, CGA Message Type
tag of OxE8CA7FB7FD2BB885DAB2D31A0F2808B4 MUST be used.
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Digital Signature
B T i S S i S T h T i S S S S e
Paddi ng

B S T S S e s i S S S S S o S R S S i S S

Type
TBA2 for Digital Signature
Length
The length of the option (including the Type, Length, Reserved,
Key Hash, Digital Signature and Padding fields) in units of 8
octets.
Key Hash
The Key Hash field is a 128-bit field containing the nost
significant (leftnost) 128 bits of a SHA-2 hash of the public key
used for constructing the signature. This is the same as in
[ RFC3971] except for SHA-1 which has been replaced by SHA-2
Digital Signature

Sane as in Section 4.1.

Paddi ng
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The Padding field contains a variable-length field containing as
many bytes long as remain after the end of the signature.

4.3. Calculation of the Digital Signature and CGA Usi ng ECC

Due to the use of Elliptic Curve Cryptography, the follow ng
nodi fications are needed to [ RFC3971] and [ RFC3972].

The digital signature is constructed by using the sender’s private
key over the sane sequence of octets specified in Section 5.2 of

[ RFC3971] up to all neighbor discovery protocol options preceding the
Digital Signature option containing the ECC based signature. The
signature value is conputed using the ECDSA signature algorithm as
defined in [ SEC1] and hash function SHA-256.

Public Key is the nost inportant paranmeter in CGA Paraneters defined
in Section 4.1. Public Key MJUST be DER-encoded ASN. 1 structure of
the type SubjectPublicKeylnfo formatted as ECC Public Key. The
Algorithm dentifier, contained in ASN.1 structure of type

Subj ect Publ i cKeyl nfo, MJST be the (unrestricted) id- ecPublicKey
algorithmidentifier, which is OD 1.2.840.10045.2.1, and the

subj ect Publ i cKey MUST be formatted as an ECC Public Key, specified in
Section 2.2 of [RFC5480].

Note that the ECC key | engths are deternined by the nanedCurves
paraneter stored in ECParameters field of the Al gorithnm dentifier.
The naned curve to use is secp256rl corresponding to P-256 which is
O D 1.2.840.10045.3.1.7 [ SEC2].

ECC Public Key could be in unconpressed formor in conpressed form
where the first octet of the OCTET STRING is 0x04 and 0x02 or 0x03,
respectively. Point conpression using secp256rl1l reduces the key size
by 32 octets. In LSEND, point conpression MJST be supported.

5. Protocol Interactions

Li ght wei ght Secure Nei ghbor Di scovery for Low power and Lossy

Net wor ks (LSEND for LLN) nodifies Nei ghbor Di scovery Optim zation for
Low power and Lossy Networks [RFC6775] as explained in this section
Protocol interactions are shown in Figure 1.

6LoWPAN Border Routers (6LBR) send router advertisenents (RA).
6LoWPAN Nodes (6LN, or sinply "nodes") receive these RAs and generate
their own cryptographically generated addresses using elliptic curve
cryptography as explained in Section 4.3. The node sends a nei ghbor
solicitation (NS) nessage with the address registration option (ARO
to 6LBR  Such a NS is called an address registration NS
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An LSEND for LLN node MJST send an address registration NS nessage
after adding CGA Paraneters and Digital Signature Option defined in
Section 4.1. Source address MJST be set to its crypotographically
generated address. An LSEND for LLN node MJST set the Extended
Unique lIdentifier (EUI-64) field [GQuide] in AROto the rightnost 64
bits of its crypotographically generated address. The Subnet Prefix
field of CGA Paraneters MJST be set to the leftnost 64 bits of its
crypot ographi cally generated address. The Public Key field of CGA
Par anmet ers MJUST be set to the node’s ECC Public Key.

6LBR recei ves the address registration NS. 6LBR then verifies the
source address as described in Section 5.1.2. of [RFC3971] using the
cl ai med source address and CGA Paraneters field in the nmessage.

After successfully verifying the address 6LBR next does a

crypt ographi ¢ check of the signature included in the Digita

Signature field in the nmessage. |If all checks succeed then 6LBR
perforns a duplicate address detection procedure on the address. |If
that al so succeeds 6LBR registers the CGA in the nei ghbor cache. 6LBR
al so caches the node’s public key.

6LBR sends an address registration nei ghbor advertisenent (NA) as a
reply to confirmthe node’'s registration. Status is set to 0 to

i ndi cate success. This conpletes initial address registration. The
address registration needs to be refreshed after the nei ghbor cache
entry times out.

6LN 6LBR
PP Ao |
I --------------- NS with ARO and CGA Option--------------- 4
I< ——————————————————————— NA with ARO-------------mmmmmoo I

Figure 1: Lightweight SEND for LLN Protocol

In order to refresh the nei ghbor cache entry, an LSEND for LLN node
MUST send an address registration NS nessage after adding the Digita
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Signature Option defined in Section 4.2. The Key Hash field is a
hash of the node’s public key and MJUST be set as described in

Section 4.2. The Digital Signature field MIST be set as described in
Section 4. 2.

6LBR recei ves the address registration refresh NS. 6LBR uses the key
hash field in Digital Signhature Option to find the node’'s public key
fromthe nei ghbor cache. 6LBR verifies the digital signature in the
NS. In case of successful verification, 6LBR sends back an address
regi stration nei ghbor advertisenent (NA) to the node and sets the
status to 0 indicating successful refreshment of the CGA of the node.
Simlar refresh NS and NA exchanges happen afterwards as shown in

Fi gure 1.

5. 1. Packet Si zes

An original address registration NS nessage that contains a 40 byte
header and ARO is 16 octets. DER-encoded ECC Public Key for P-256
curve is 88 octets |ong unconpressed and 88-32=56 octets with point
compression. Digital Signature field when using ECDSA for P-256
curve is 72 octets |long wi thout padding bytes for a DER encodi ng of
the ASN. 1 type "ECDSA-sig-val ue" [ANSIX9.62].

CGA Paraneters and Digital Signature Option’s CGA Paraneters include
16 octet nodifier, 8 octet prefix obtained fromthe router

adverti senent nessage sent from 6LBR, 1 octet collision count and 56
octet Public Key. Digital Signature is 72 octets. The option is 160
octets with Padding of 7 octets. The total nessage size of an
original LSEND address registration NS nessage is 216 octets and such
a nmessage can be encapsul ated into three 802.15.4 franes.

An address registration refresh NS nmessage contains an ARO which is
16 octets and the digital signature option containing 16 octet key
hash and 71 octet signature and 5 octet Padding. The nessage is 152
octets long with the header. Such a nessage could be encapsul ated in
two 802.15.4 franes.

The overhead of LSEND is valid initially and in base LSEND, possibly
after bootstrapping at the address registration nei ghbor solicitation
message. It disappears after that as we explain belowin Section 6
in case optinmal LSEND i s used

6. Optimnzations
In this section we present optim zations to the base LSEND defi ned
above. W use EU -64 identifier instead of source address in CGA

calculations. W also extend LSEND operation to 6LoWPAN nul ti hop
net wor k.
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Digital signature and CGA are cal cul ated over EU -64 or interface id
of the node. It is only done initially at once not repeated with
every nessage the node sends. The cal cul ati on does not change even
if the node has a new address since EU -64 does not change. This
means that this CGA can be used to claimnultiple targets. The
calculation is ECC based as described in Section 4.3.

Protocol interactions are as defined in Section 5. The address
registration NS message contains CGA Paraneters and Digital Signature
Option defined in Section 4.1. The node MJST set the Extended Uni que
Identifier (EU-64) field [Guide] in AROto the crypotographically
generated address. The Subnet Prefix field of CGA Paranmeters MJST be
set to the 64-bit prefix in the RA message received from 6LBR

Source address MJST be set to the prefix concatenated with the node’s
crypot ographically generated address. The Public Key field of CGA
Par aneters MJST be set to the node’s ECC Public Key.

CGA cal cul ated nay need to be nodified before it is used as EUl - 64.
The b2 bit or WL or "u" bit MIST be set to zero for globally unique
and bl bit or I/Gor "g" bit MIST be set to zero for unicast before
using it in IPv6 address as the interface identifier. |In LSEND
senders and receivers ignore any differences in the three |eftnost
bits and in bits 6 and 7 (i.e., the "u" and "g" bits) in the
interface identifiers [ RFC3972].

The Target Address field in NS nmessage is set to the prefix
concatenated with the node’ s crypotographically generated address.
Thi s address does not need duplicate address detection as EU-64 is
globally unique. So a host cannot steal an address that is already
registered unless it has the key for the EU -64. The same EU -64 can
thus be used to protect nultiple addresses e.g. when the node
receives a different prefix. The node adds CGA Paraneters (i ncluding
Public Key) and Digital Signature Option defined in Section 4.1 into
NS nessage. The node sends the address registration option (ARO
which is set to the CGA cal cul ated

Protocol interactions given in xref target="Dynamic-fig"/> are
modified a bit in that Digital Signature option with the public key
and ARO are passed to and stored by the 6LR/ 6LBR on the first NS and
not sent again the in the next NS

The 6LR/ 6LBR ensures first-cone/first-serve by storing the ARO and
the cryptographical material correlated to the target being
registered. Then, if the node is the first to claimany address it
likes, then it beconmes owner of that address and the address is bound
to the CGA in the 6LR/ 6LBR registry. This procedure avoids the
constrai ned device to conpute nultiple keys for nultiple addresses.
The registration process allows the node to tie all the addresses to
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the sane EUl -64 and have the 6LR/ 6LBR enforce first cone first serve
after that.

6.1. Miltihop Operation

In mul ti hop 6LOWPAN, 6LBR sends RAs with prefixes downstreamand it
is the 6LR that receives and relays themto the nodes. 6LR and 6LBR
comruni cate with the 1 CMPv6 Duplicate Address Request (DAR) and the
Duplicate Address Confirmati on (DAC) messages. The DAR and DAC use
the sane nessage format as NS and NA with different | CMPv6 type

val ues.

In LSEND we extend DAR/ DAC nmessages to carry CGA Paraneters and
Digital Signature Option defined in Section 4.1

In a nulti hop 6LOWPAN, the node exchanges the nessages shown in
Figure 1 with 6LR not with 6LBR. 6LBR nust be aware of who owns an
address (EU -64) to defend the first user if there is an attacker on
anot her 6LR.  Because of this the content that the source signs and
the signature needs to be propagated to the 6LBR i n DAR nessage. For
this purpose we need the DAR nessage sent by 6LR to 6LBR MJUST contain
CGA Paraneters and Digital Signature Option carrying the CGA that the
node cal cul ates and its public key. DAR nessage al so contains ARO

It is possible that occasionally, 6LR rmay niss the node’s CGA (that
it received in ARO) or the crypto information (that it received in
CGA Parameters and Digital Signature Option). 6LR should be able to
ask for it again. This is done by restarting the exchanges shown in
Figure 1. The result enables 6LR to refresh CGA and public key
informati on that was | ost. 6LR MJST send DAR nessage with CGA
Paraneters and Digital Signature Option and AROto 6LBR 6LBR as a
reply forms a DAC nessage with the information copied fromthe DAR
and the Status field is set to zero. Wth this exchange, the 6LBR
can (re)validate and store the CGA and crypto information to nake
sure that the 6LR is not a fake.

7. Security Considerations

The sane considerations regarding the threats to the Local Link Not
Covered (as in [RFC3971]) apply.

The threats discussed in Section 9.2 of [RFC3971] are countered by
the protocol described in this docunent as well.

As to the attacks to the protocol itself, denial of service attacks
that involve producing a very high nunber of packets are deened

unli kely because of the assunptions on the node capabilities in | ow
power and | ossy networKks.
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8. | ANA consi derations

Thi s docunment defines two new options to be used in neighbor

di scovery protocol nessages and new type val ues for CGA Paraneters
and Digital Signature Option (TBAl) and Digital Signature Option
(TBA2) need to be assigned by | ANA

Thi s docunent defines OxE8C47FB7FD2BB885DAB2D31A0F2808B4 for LSEND
CGA Message Type Tag.
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