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Abst ract

This specification defines the RPL Packet Information (RPI) NHC
conmpression, a nmethod to conpress RPL Option (RFC6553) information
within 6LOWPAN-style ("6l 0") adaptation |ayers. This extends 6LoWPAN
Header Conpression (RFC6282), saving up to 48 bits in each frane
conpared to the unconpressed formin RFC 6553.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 27, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

The design of Low Power and Lossy Networks (LLNs) is generally
focused on saving energy, which is the nost constrained resource of
all. The other constraints, such as the nmenory capacity and the duty
cycling of the LLN devices, derive fromthat prinmary concern. Energy
is typically available frombatteries that are expected to |ast for
years, or scavenged fromthe environment in very linmted quantities
Any protocol that is intended for use in LLNs nust be designed with
the primary concern of saving energy as a strict requirenent.

Controlling the anbunt of data transnission is one possible venue to

save energy. In a nunber of LLN standards, the frame size is linited
to much smaller values than the I Pv6 naxi mumtransnission unit (MU
of 1280 bytes. In particular, an LLN that relies on the classica

Physi cal Layer (PHY) of | EEE 802.14.5 [|I EEE802154] is limted to 127
bytes per frame. The need to conpress |Pv6 packets over |EEE
802.14.5 led to the 6LOWPAN Header Conpression [ RFC6282] work

( 6LOWPAN- HC) .

The Routing Protocol for Low Power and Lossy Networks [RFC6550] (RPL)
is designed to optinmize the routing operations in constrained LLNSs.
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As part of this optinmization, RPL requires the addition of RPL Packet
Information (RPl) in every packet, as defined in Section 11.2 of
[ RFC6550] .

______ . N
| I nt er net |
| | Native |IPv6
+----- + |
| | Border Router (RPL Root) n | n
I I I I I
+----- + | | | IPv6 in
| | | | 1Pv6 + RPI
o] o] o] o] | | |
0O 0O o O O OO 0 | | |
0O 00O OO 0 0 0O 0O O | | |
0] 0] 0o o 0o o 0O 0 O [ [ [
0o o 0o o o] o] 0o v v v
o] o] o] o]

LLN
Figure 1: IP-in-1P Encapsulation within the LLN

The RPI is used to tag the packet with the RPL Instance |ID and other
information that RPL requires for its operation within the RPL
domain. In particular, the Sender Rank, which is the scalar netric
comput ed by an specialized Objective Function such as [ RFC6552],

i ndi cates the Rank of the sender and is nodified at each hop. The
Sender Rank allows to validate that the packet progresses in the
expected direction, either upwards or downwards, along the DODAG

RPL defines the RPL Option for Carrying RPL Information in Data-Plane
Dat agrams [ RFC6553] to transport the RPI, which is carried in an | Pv6
Hop- by- Hop Opti ons Header [ RFC2460], typically consum ng eight bytes
per packet.

6TiSCH [I-D.ietf-6tisch-architecture] specifies the operation of |Pv6
over the TinmeSlotted Channel Hopping [I-D.ietf-6tisch-tsch] (TSCH)
nmode of operation of |EEE 802.14.5. The architecture requires the
use of both 6LoWPAN HC and RPL over |EEE 802.14.5. Because it
inherits the constraints on the frane size fromthe MAC | ayer, 6Ti SCH
cannot afford to spend 8 bytes per packet on the RPI. Hence the
requi renent for a 6LoWPAN header conpression of the RPI

This specification extends the 6l o adaptation |ayer framework

([ RFC4944], [RFC6282]) to carry the sane information in a 6LOWPAN RPL
Packet Information (RPI) NHC Next-header conpression (NHC) header
usual ly elimnating the Hop-by-Hop Options Header saving up to siXx
byt es per packet.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The Termi nol ogy used in this docunent is consistent with and
i ncorporates that described in ‘Term nology in Low power And Lossy
Net wor ks’ [ RFC7102] and [ RFC6550].

The term"byte" is used in its now custonary sense as a synonym for
"octet".

3. Updating RFC 6282

This specification proposes a new 6LOWPAN Next Header Conpression
(NHC) for the RPL option [RFC6553], called RPI_NHC, to be placed in a
packet that is conpressed per [RFC6282].

It updates [RFC6282] in that the "necessary property of encoding
headers usi ng LOAPAN_NHC' becones that "the i medi ately precedi ng
header nust be encoded using either LOAPAN | PHC, RPI _NHC or
LOAPAN_NHC*

Additionally, the necessary property of encodi ng headers using
RPI _NHC is that the inmedi ately precedi ng header nust be encoded
usi ng either LOAPAN_ | PHC or LOAPAN_NHC.

(Discuss: Is this really an update of RFC 6282 or a straightforward
addition to it?)

4. The RPL Packet |nformation NHC

[ RFC6550], Section 11.2, specifies the RPL Packet Information (RPI)
as a set of fields that are to be added to the | P packets for the
purpose of Instance ldentification, as well as Loop Avoi dance and
Det ecti on.

[ RFC6553] defines an encoding for the RPl as a RPL option located in
the 1 Pv6 Hop-by-hop Option Header. The present NHC conpression
mechani sm conpresses | Pv6 Hop-by-hop Headers that contain only that
RPL opti on.

The fields in the RPl include an 'O, an 'R, and an 'F bit, an

8-bit RPLINnstancelD (with some internal structure), and a 16-bit
Sender Rank.
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This section defines the format of the RPL Packet |nformation NHC
(RPI_NHC) that is used to conpress the RPI in 6LOWPAN net works.

4.1. Conpressing the RPLInstanceld

RPL | nstances are discussed in [ RFC6550], Section 5. A nunber of
simple use cases will not require nore than one instance, and in such
a case, the instance is expected to be the global Instance 0. A

gl obal RPLInstancelD is encoded in a RPLInstancelD field as foll ows:

01234567
T
| O] I D | dobal RPLInstancelD in 0..127
B S o

Figure 2: RPLInstancelD Field Format for d obal |nstances

For the particular case of the global |Instance 0, the RPLInstancelD
field is all zeroes. This specification allows to elide a

RPLI nstancel D field that is all zeroes, and defines a "I’ flag that,
when set, signals that the field is elided

4.2. Conpressing the Sender Rank

The SenderRank is the result of the DAGRank operation on the rank of
the sender; here the DAGRank operation is defined in [ RFC6550],
Section 3.5.1, as:

DAGRank(rank) = floor(rank/M nHopRankl ncr ease)

I f M nHopRankl ncrease is set to a nmultiple of 256, the |east
significant 8 bits of the SenderRank will be all zeroes; by eliding
those, the Sender Rank can be conpressed into a single byte. This
idea is used in [RFC6550] by defining DEFAULT M N _HOP_RANK | NCREASE
as 256 and in [ RFC6552] that defaults M nHopRanklncrease to
DEFAULT_M N_HOP_RANK_| NCREASE.

This specification allows to encode the Sender Rank as either one or
two bytes, and defines a 'K flag that, when set, signals that a
single byte is used.

4.3. The RPI_NHC encodi ng
[ RFC6553] defines an encoding for the RPL information as a RPL Option

| ocated in an | Pv6 Hop-by-Hop Option Header. The RPI_NHC provi des a
conpressed formfor that information and is constructed as foll ows:
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The RPI_NHC is imedi ately followed by the RPLInstancel D, unl ess that
is elided (1=1), and then the SenderRank, which is either conpressed
into one byte (K=1) or fully inlined as the whole 2 bytes (K=0).

Bits in the RPI_NHC i ndi cate whether the RPLInstancelD is elided and/
or the SenderRank is conpressed:

O R and F bits: The O R and F bits as defined in [ RFC6550],
Section 11. 2.

NH; 1-bit flag. The Next Header (NH) bit is defined in [ RFC6282],
Section 4.2, and it is set to indicate that the next header is
encoded using LOAPAN_NHC

I : 1-bit flag. |If it is set, the Instance IDis elided and the
RPLI nstancel D is the d obal RPLInstancelD 0. If it is not set,
the byte imediately followi ng the RPI _NHC contains the
RPLI nstancel D as specified in [ RFC6550], Section 5.1.

K: 1-bit flag. |If it is set, the SenderRank is conpressed into
one byte, and the least significant byte is elided. |If it is
not set, the SenderRank is fully inlined as 2 bytes.

In Figure 3, the RPLInstancelD is the dobal RPLInstancelD 0, and the
M nHopRankl ncrease is a nmultiple of 256 so the |east significant byte
is all zeroes and can be elided:

0 1

0123456789012345
it U N S S N ik S N
| NHC. I=1, K=1 | SenderRank [
I S i it S S

Figure 3: The nost conpressed RPI_NHC

In Figure 4, the RPLInstancelD is the dobal RPLInstancel D 0, but
bot h bytes of the SenderRank are significant so it can not be
conpr essed:

0 1 2

012345678901234567890123
i i S i i S S S S S il Sk e N o
| NHC: =1, K=0 | Sender Rank |
e i S i i S i it SSIE SN S

Figure 4: Eliding the RPLInstancel D

In Figure 5, the RPLInstancelD is not the d obal RPLInstancelD 0, and
t he M nHopRankl ncrease is a nultiple of 256:
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0 1 2
012345678901234567890123
B i i S S I T i i T S R
| NHC. 1=0, K=1 | RPLInstancelD | SenderRank [
B i e i o S i ik e T S B TR e

Fi gure 5: Conpressing Sender Rank

In Figure 6, the RPLInstancelD is not the d obal RPLInstancelD 0, and
bot h bytes of the Sender Rank are significant:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| NHC: 1=0, K=0 | RPLInstancelD | Sender Rank |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Figure 6: Least conpressed formof RPI_NHC
The next sections provide alternatives for format of the RPI_NHC
4.3.1. The Greedy Approach
The RPI_NHC is constructed as foll ows:
0 1 2 3 4 5 6 7

B T T Sy S S

11 0] 1| K| O R| F|NH|

S T T

Figure 7: The RPI_NHC, G eedy Version

Dependi ng on the RPLInstancel D and the M nHopRankl ncrease, the
proposed format thus squeezes the RPL information into 16 to 32 bits,
whi ch conpares to 64 bits when using a Hop-by-hop option with the RPL
option as specified in [ RFC6553].

(This is called the "greedy" approach as it consunes 1/4 of the NHC
space just for the RPI conpression.)

4.3.2. The Conservative Approach
In this approach, the encoding of the RPL Packet Information takes

two bytes: one byte to indicate the NH type, and then one byte to
signal the conpressed information
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The NH type is indicated in an extension to existing LOAPAN_NHC
encodi ngs. Section 4.2 of [RFC6553] defines LOAPAN _NHC encodi ngs for
| Pv6 Extension Headers as in Figure 8:

0 1 2 3 4 5 6 7
L S S P S

| 1] 1] 1] 0] EID  |NH |
B 5B S

Figure 8: I Pv6 Extension Header Encoding

Values 5 and 6 of the | Pv6 Extension Header ID (EID) are stil
reserved. This specification uses EID of 5 to indicate that the next
byte is a RPI_NHC. The RPI_NHC is constructed as shown in Figure 9:

0 1 2 3 4 5 6 7
L S P S

| '] K| O] R|] F| reserved
B T T i =

Figure 9: The RPI_NHC, Conservative Version

The bits 5 to 7 of the RPI_NHC are reserved for future use and MJUST
be sent as zero.

(This is called the "conservative" approach as it consumes only 1/256
of the NHC space.)

4.3.3. The Efficient Approach
4.3.3.1. The NHC escape nechani sm

The NHC space of [RFC6282] is linmted to 256 code points. For the
case sone infrequent bit conbinations do not fit into the 256 code
points, this specification assigns four code points:

0 1 2 3 4 5 6 7
M S Sy S S
[ Ol 1] 0O O] 1] X]| Y]
S S

Fi gure 10: NHC Escape Codes

Each NHC escape code is followed by a further NHC code point. The
latter MJUST be a code point for which special semantics for a
precedi ng escape code are defined, i.e., an escape code MJST NOT be
used in front of an NHC code point that does not define specia
semantics for this escape code.
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An escape code foll owed by another escape code supplies additiona
semanti cs; again, a sequence of such escape codes MJUST NOT be used
unl ess the final NHC code follow ng this sequence defines the
semantics for the specific sequence.

4.3.3.2. RPI_NHC Encodi ng

The RPI _NHC provides a conpressed formfor the RPl and is constructed
as foll ows:

0 1 2 3 4 5 6 7
g S S
| 11 0] 0] O] O I | K|NH]
B B S S S

Figure 11: RPI NHC, efficient version

The R and F bits, as defined in [ RFC6550], Section 11.2, are
represented as follows:

If R=0 and F=0, the NHC code is used as defined above. |If either is
non-zero, a single escape code with X=R and Y=F is prepended in front
of the NHC code. (An escape code with X=0 and Y=0 MJST NOT be used
with RPI _NHC. A sequence of two or nore escape codes MJUST NOT be
used wi th RPI_NHC.)

Dependi ng on the RPLInstancel D and the M nHopRankl ncrease, the
proposed format thus squeezes the RPI into 16 to 40 bits, which
conpares to 64 bits when using a Hop-by-hop option with the RPL
option as specified in [ RFC6553].

(This is called the "efficient” approach as it consunmes only 1/16 of
the NHC space, but, depending on the frequency of set R or set F
flags, is alnpost as efficient as the greedy approach.)

4.3.3.3. CQperation
A 6l o conpressor that is about to create either an RFC 6282 | PHC
header [ RFC6282] or a Fragl header [RFC4944] and finds a Hop-by-Hop
Options header [RFC2460] with an RPL Option [RFC6553] in it, perforns
the foll owi ng checks:
1. Does the conpression schene apply? |.e.

A. is no sub-tlv present in the RPL Option?

B. is the RPL Option the only option in the Hop-by-Hop Options
header ?
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2. Does the additional conpression for 1=1 apply? 1l.e.: is
RPLI nst ancel D == 07

3. Does the additional conpression for K=1 apply? l.e.: is
Sender Rank < 2567

4. 1s both R=0 and F=0, or do we need an escape code?

If check 1 succeeds, the conpressor renoves the Hop-by-Hop Options
header (replacing the zero-val ued next header field in the | Pv6
header with the value of the next header field of the Hop-by-Hop
Opti ons header), and, depending on the outconme of check 2 and 3,
generates an RPI_NHC Header with | and K set from the payl oad

information in the RPL Option. |If one or both of R and F are non-
zero (check 4), it precedes the first byte in the RPI_NHC header with
an escape code with X=R and Y=F. It then continues generating the

RFC 6282 | PHC or RFC 4944 Fragl header, filling in the continuation
of the RPL Information header as defined in Section 4.3.3.2.

A 6l o deconpressor that encounters a RPL Information header reverses
this process, creating a Hop-by-Hop Options header with a single RPL
Option carrying the information in the RPL Information header

5. Security Considerations

The security considerations of [RFC4944], [RFC6282], and [ RFC6553]
apply.

Using a conpressed format as opposed to the full inline RPL option is
| ogi cal ly equival ent and does not create an opening for a new threat
when conpared to [ RFC6553].

6. | ANA Consi derations

(greedy variant:)

Thi s docunment updates | ANA registry for the LOANPAN _NHC defined in
[ RFC6282] and assigns the previously unassi gned:

10l KORFN: RPL | nformation [ RFCt hi s]
Capital letters in bit positions represent class-specific bit
assignnents. | KORF represents variables specific to RPL I nformation
conmpression defined in Section 4. N indicates whether or not
addi ti onal LOAPAN_NHC encodi ngs follow, as defined in Section 4.2 of
[ RFCB553] .

(efficient variant:)
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This draft requests I ANA to assign the followi ng LOAPAN NHC types in
the "I Pv6 Low Power Personal Area Network Paraneters" registry:

010001XY: Escape X=0/Y=0 to X=1/Y=1 [RFCt hi s]
10001 OKN: RPL I nformation [ RFCt hi s]
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