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Abstract
Thi s docunment contains sonme observations on | Pv6 addressi ng.
Requi rement s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 30, 2015.
Copyright Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Opaque identifiers

RFC7217 [ RFC7217] describes a nechani smfor generating opaque
interface identifiers and argues that these identifiers inprove
security and privacy of |Pv6 addresses, when conpared to using
nmodi fi ed EU -64 address formats. The nain case presented in that
docunent is that using opaque interface identifiers, rather than
fixed hardware device identifiers, thwarts attenpts at correl ating of
host activities over tine, tracking across multiple networks, and

pi npoi nting devices that may exhi bit known vul nerabilities.

There are al so sone down sides to adopting this opaque identifier
format:

1.

Struik

Use of opaque identifiers does not preclude traceability on | ayer
2. Wile this is an obvious remark, the reverse also seens to
hold: if Layer 2 MAC addresses woul d be randoni zed (see, e.g.

di scussi on on MAC address randoni zation at | ETF-90), then
derivation of |IPv6 addresses using those randoni zed MAC adddreses
(rather than the EU -64 hardware address) would certainly serve
the sane purpose as the technique in RFC 7217. Moreover, |Pv6
opaque addresses nay trickle down to Layer 2, by deriving the
randoni zed MAC address fromthe interface identifier (assuned to
be at least 64-bit long). This would allow constrained nodes to
derive conpression benefits that would not be available if one
woul d cut the ties between Layer 2 and Layer 3 address formats.
As such, this would benefit "constrained cluster" specifications,
such as RFC6282, RFC4944, and RFC 6755.

The algorithmin RFC 7217 for generating opaque interface
identifiers RID depends on an intra-device secret key
(secret_key), and sone public parameters (Prefix, Net_Iface,
Network 1 D) and takes the form RI D =F(key, public paraneters).
It is noted that F() MJST be difficult to reverse, MJST not be
comput abl e wi t hout knowl edge of the secret key, and shoul d not
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| eak the secret key given a nunber of sanples F(key, public
parnms), where parns are under the control of an adversary. The
out put should be at least 64 bits (and, in practice, nostly is).
Whi |l e the specification suggests that the secret key shoul d,

i ndeed, be kept secret, the specification seens to allow

adm ni strator access and depends on trustworthy bootstrapping.
Since it cannot be verified outside the device whether the
quantity RID and the opaque interface identifier were indeed
generated as specified with a secret key unknown to any outside
device, this leaves this technique open to "Big Brother"-esque
mani pul ation. Indeed, it is not hard to see (inspired by
[Surveillance]) that one could field devices, where device-
internal private information could be | eaked via the opaque
interface identifier, no matter the good intentions: the
supposedl y opaque interface identifier sinply serves as a so-
call ed sublimnal channel. This sublimnal channel cannot be
detected without close exam nation of the entire device

i mpl enent ati on.

2. Security Considerations
This note illustrates that privacy is a systemissue and illustrates
exanpl es where the opaque interface identifier could be turned into a
subl i mi nal channel for releasing secret information to a Big Brother
agent, wi thout means for detecting this.

3. | ANA Considerations
There is no | ANA action required for this docunent.

4. Acknow edgnent s

Kudos to Edward Snowden for introducing fascinating technica
probl enms to the paranoid.

5. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC7217] Gont, F., "A Method for Cenerating Semantically Opaque
Interface Identifiers with | Pv6 Statel ess Address
Aut oconfiguration (SLAAC)", RFC 7217, April 2014.

[ RFC3972] Aura, T., "Cryptographically CGenerated Addresses (CGA)",
RFC 3972, March 2005.

Struik Expires April 30, 2015 [ Page 3]



Internet-Draft 6l o- addr essi ng Cct ober 2014

[ RFC6282] Hui, J. and P. Thubert, "Conpression Format for |Pv6
Dat agr ams over | EEE 802. 15. 4- Based Networ ks", RFC 6282,
Sept enber 2011.

[ RFC4944] Montenegro, G, Kushalnagar, N., Hui, J., and D. Culler,
"Transm ssion of | Pv6 Packets over |EEE 802.15.4
Net wor ks", RFC 4944, Septenber 2007.

[ RFC6755] Campbell, B. and H Tschofenig, "An | ETF URN Sub- Nanespace
for QAuth", RFC 6755, COctober 2012.

[I-D.ietf-6man-defaul t-iids]
Gont, F., Cooper, A, Thaler, D., and W WII,
"Reconmendation on Stable IPv6 Interface Identifiers",
draft-ietf-6man-default-iids-01 (work in progress),
Cct ober 2014.

[I-D.ietf-6man-why64]
Carpenter, B., Chown, T., CGont, F., Jiang, S., Petrescu,
A., and A Yourtchenko, "Analysis of the 64-bit Boundary
in | Pv6 Addressing", draft-ietf-6nman-why64-07 (work in
progress), Cctober 2014.

[I-D. sari kaya- 6l o- cga- nd]
Sari kaya, B. and F. Xia, "Lightweight and Secure Nei ghbor
Di scovery for Low power and Lossy Networks", draft-
sari kaya- 61 o-cga-nd-01 (work in progress), Cctober 2014.

[ Surveillance]
M hir Bellare, Kenneth G Paterson, Phillip Rogaway,
"Security of Symmetric Encryption Agai nst Mass-
Surveil l ance", CRYPTO 2014, |ACR, August 2014.
Aut hor’ s Address

Rene Struik
Strui k Security Consultancy

Email: rstrui k. ext @nail.com

Struik Expires April 30, 2015 [ Page 4]



