Net wor k Wor ki ng G oup B. Sarikaya

I nternet-Draft Huawei USA
I ntended status: |nformational M Boucadair
Expires: April 1, 2017 O ange

Sept enber 28, 2016

Sour ce Address Dependent Routing and Source Address Sel ection for |Pv6
Hosts: Probl em Space Overview
draft-sari kaya- 6man- sadr - overvi ew 12

Abst ract

Thi s docunment presents the source address dependent routing (SADR)
probl em space fromthe host perspective. Both multihoned hosts and
hosts with nmultiple interfaces are considered. Several network
architectures are presented to illustrate why source address

sel ection and next hop resolution in view of source address dependent
routing i s needed.

The docunent is scoped on identifying a set of scenarios for source
address dependent routing fromthe host perspective and anal yze a set
of solutions to mitigate encountered i ssues. The docunent does not
make any sol ution recomendati ons.
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1. Introduction
1.1. Overall Context

BCP 38 recommends ingress traffic routing to prohibit Denial -of -
Service (DoS) attacks. As such, datagrans whi ch have source
addresses that do not match with the network where the host is
attached are discarded [ RFC2827]. Avoiding packets to be dropped
because of ingress filtering is difficult especially in nultihomed
net wor ks where the host receives nore than one prefix fromthe
networks it is connected to, and consequently nay have nore than one
source addresses. Based on BCP 38, BCP 84 introduced reconmendations
on the routing systemfor nultihomed networks [ RFC3704].
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Reconmendati ons on the routing systemfor ingress filtering such as
in BCP 84 inevitably involve source address checks. This leads to
the source address dependent routing (SADR). Source address
dependent routing is an issue especially when the host is connected
to a multi honmed network and is communicating with another host in
anot her mnulti homed network. |In such a case, the conmuni cation can be
broken in both directions if Network Providers apply ingress
filtering and the datagrams contain wong source addresses (see for
nmore details [I-D. huitema-multi6-ingress-filtering]).

Hosts with sinultaneously active interfaces receive nultiple prefixes
and have multiple source addresses. Datagrans originating from such
hosts are likely to be dropped due to ingress filtering policies.
Source address selection algorithmneeds to be careful to try to
avoid ingress filtering on the next-hop router [RFC6724].

Many use cases have been reported for source/destination routing, for
exanpl e [I-D. baker-rtgwg-src-dst-routing-use-cases]. These use cases
clearly indicate that the nultihomed host or Custoner Prenises

Equi pnrent (CPE) router needs to be configured with correct source
prefi xes/addresses so that it can forward packets upstreamcorrectly
to avoid ingress filtering applied by an upstream Network Provider to
drop the packets.

In mul ti homed networks there is a need to enforce source address
based routing if some providers are performng the ingress filtering.
This requires the routers to consider the source addresses as well as
the destination addresses in determ ning the next hop to send the
packet to.

Scope

Based on the use cases defined in

[1-D. baker-rtgwg-src-dst-routing-use-cases], the routers nmay be
i nformed about the source addresses to use for forwarding using
extensions to the routing protocols like 1S-1S [ISO 10589. 1992]
[1-D. baker-ipv6-isis-dst-src-routing] or OSPF [ RFC5340]

[1-D. baker-ipv6-ospf-dst-src-routing].

In this docunent, we describe the scenarios for source address
dependent routing fromthe host perspective. Two flavors can be
consi der ed:

1. A host may have a single interface with nultiple addresses (from
different prefixes or /64s). Each prefix is delegated from
different exit routers, and this case can be called nulti-prefix
mul ti homing (MPVMH). I n such case, source address selection is
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performed by the host while source-depending routing is to be
enforced by an upstreamrouter.

2. A host may have sinultaneously connected rmultiple interfaces
where each interface is connected to a different exit router and
this case can be called multi-prefix nultiple interface (MPM).
For this case, the host requires to support both source address
sel ection and source-depending routing to avoid the need to
rewite the I Pv6 prefix by an upstreamrouter

Several linmtations arise in such NAT- and NPTv6- based ([ RFC6296])
mul ti hom ng contexts (see for exanple [ RFC4116]). NPTv6 is left out
of scope of this docunent.

This docunment was initially witten to informthe comunity about the
SADR probl em space. It was updated to record the various set of
alternate solutions to address that problem space. The 6nman
consensus is docunmented in [I-D.ietf-6nman-nulti-honed-host].

2. Source Address Dependent Routing (SADR) Scenari os

This section describes a set of scenarios to illustrate the SADR
problem Scenarios are listed followi ng a conplexity order

2.1. Milti-Prefix Miltihom ng

The scenario shown in Figure 1 is a nmulti-prefix multihom ng use
case. "rtr" is a CPE router which is connected to two Network

Provi ders, each advertising their own prefixes. |In this case, the
host may have a single interface but it receives nultiple prefixes
fromthe upstream Network Providers. Assuming that providers apply
ingress filtering policy the packets for any external comrunication
fromthe host should foll ow source address dependent routing in order
to avoid getting dropped.

In this scenario, the host does not need to perform source-dependi ng
routing; it does only need to perform source address sel ection
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Figure 1: Multihomed Host with Multiple CPE Routers
Multi-Prefix Multi-Interface

The scenario shown in Figure 2 is multi-prefix nulti interface, where
"rtrl" and "rtr2" represent CPE routers and there are exit routers in

both "network 1" and "network 2". |f the packets fromthe host
communi cating with a renote destination are routed to the wong exit
router, i.e., carry wong source address, they will get dropped due

to ingress filtering.

In order to avoid conplications to send packets and avoid a need to
rewite the source | Pv6 prefix, the host requires to performboth
source address selection and source-dependi ng routing so that
appropriate next-hop is selected taking into account the source
address.
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[ [ +om-- - + \- /
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I I
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Figure 2: Multiple Interfaced Host with Two CPE Routers

Sari kaya & Boucadair Expires April 1, 2017 [ Page 5]



Internet-Draft SADR Sept enber 2016

There is a variant of Figure 2 that is often referred to as a
corporate VPN, i.e., a secure tunnel fromthe host to a router
attached to a corporate network. |In this case "rtr2" gives access
directly to the corporate network, and the link fromthe host to
"rtr2" is a secure tunnel (for exanple an |Psec tunnel). The
interface is therefore a virtual interface, with its own |P address/
prefix assigned by the corporate network.

P + P +
[ [----- | rtrl | / \
| W\ / net wor k \
I |----- [ \ 1 /
| | - --+ \_ /
I I | |

| host | |

I I | |

I I et I s
| | I | / corporate \
| | | rtr2 | =====/ net wor k \
I I I | \ 2 /
P + P + \ /

Fi gure 3: VPN case
There are at | east two sub-cases:

a. Dedicated forwarding entries are created in the host such that
only traffic directed to the corporate network is sent to "rtr2"
everything else is sent to "rtr1".

b. Al traffic is sent to "rtr2" and then routed to the Internet if
necessary. This case doesn’'t need host routes but |leads to
unnecessary traffic and | atency because of the path stretch via
rer2.

2.3. Home Network (Honenet)

In the honmenet scenario depicted in Figure 4, representing a sinple
home network, there is a host connected to a |local network that is
serviced with two CPEs which are connected to providers 1 and 2
respectively. Each network delegates a different prefix. Also each
router provides a different prefix to the host. The issue in this
scenario is also ingress filtering used by each provider. This
scenario can be considered as a variation of the scenario described
in Section 2.2.
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Figure 4: Sinple Home Network with Two CPE Routers

The host has to select the source address fromthe prefixes of
Providers 1 or 2 when conmunicating with other hosts in Provider 1 or
2. The next issue is to select the correct next hop router, rtrl or
rtr2 that can reach the correct provider, "Network Provider 1" or
"Networ k Provider 2".

2.4. Service-specific Egress Routing

A variation of the scenario in Section 2.1 is: specialized egress
routing. Upstream networks offer different services with specific
requirenents, e.g., VolP or IPTV. The hosts using this service need
to use the service's source and destination addresses. No other
service will accept this source address, i.e., those packets will be
dropped [I|-D. baker-rtgwg-src-dst-routing-use-cases].

Bot h source address sel ection and source-dependent routing are
required to be perfornmed by the host.
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Figure 5. Multiple Interfaced Host with Three CPE Routers

The scenario shown in Figure 5 s a variation of multi-prefix nulti
interface scenario (Section 2.2). "rtrl", "rtr2" and "rtr3" are CPE
routers. The networks apply ingress routing. Source address
dependent routing should be used to avoid any external communications
be dropped.

3. Analysis of Source Address Dependent Routing

SADR can be facilitated at the host with proper source address and
next - hop selection. For this, each router connected to different
interfaces of the host uses Router Advertisenents (RAs, [RFC4861]) to
distribute a default route, next hop as well as source address/prefix
information to the host. As a reninder, while Prefix Information
Option (PIO is defined in [ RFC4861], Route Information Option (RO
is defined in [ RFC4191].

Section 3.1 presents an anal ysis of the scenarios of Section 2 and
then Section 3. 2di scusses the rel evance of SADR to the provisioning
domai ns.

3.1. Scenarios Analysis

As in [RFC7157] we assune that the routers in Section 2 use Router
Advertisenments (RAs) to distribute default route and source address
prefixes supported in each next hop to the hosts or the gateway/CPE
router relays this information to the hosts.

Referring to Section 2.1, source address selection is undertaken by
the host whil e source-dependent routing nust be followed by "rtr" to
avoi d packets drop. No particular nodification is required for next-
hop selection at the host.
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Referring to the scenario in Figure 2, source address dependent
routing can present a solution to the problem of the host w shes to
reach a destination in network 2 and the host may choose rtrl as the
default router. The solution assunes the host is correctly
configured. The host should be configured with the prefixes
supported in these next hops. This way the host having received nmany
prefixes will have the correct know edge in selecting the right
source address and next hop when sendi ng packets to renote
destinations.

Note that similar considerations apply to the scenario in Figure 5.

In the configuration of the scenario (Figure 1) it is also useful to
configure the host with the prefixes and source address prefixes they
support. This will enable the host to select the right prefix when
sendi ng packets to the right next hop and avoid any ingress filtering
i ssues.

Let us analyze the scenario in Section 2.3. |f a source address
dependent routing protocol is used, the two routers (rtrl and rtr2)
are both able to route traffic correctly, no matter which next-hop
router and source address the host selects. |n case the host chooses
the wong next hop router, e.g., for provider 2 rtrl is selected,
rtrl will forward the traffic to rtr2 to be sent to network provider
2 and no ingress filtering will happen

Not e that home networks are expected to conply with requirenments for
source address dependent routing and the routers will be configured
accordingly, no matter which routing protocol is used [ RFC7788].

This would work but with issues. The host traffic to provider 2 will
have to go over two links instead of one, i.e., the Iink bandw dth
will be halved. Another possibility is rtrl can send an | CMPv6

Redi rect nessage to the host to direct the traffic to rtr2. Host
woul d redirect provider 2 traffic to rtr2.

The problemwith redirects is that | OVWv6 Redirect nessage can only
convey two addresses, i.e., in this case the router address, or rtr2
address and the destination address, or the destination host in
provider 2. That nmeans the source address will not be conmuni cat ed.
As a result, the host would send packets to the sane destination
usi ng both source addresses which causes rtr2 to send a redirect
message to rtrl, resulting in ping-pong redirects sent by rtrl1 and
rtr2.

A solution to these issues is to configure the host with the source

address prefixes that the next hop supports. |In a honenet context,
each interface of the host can be configured by its next hop router
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so that all that is needed is to add the informati on on source
address prefixes. This results in the hosts to select the right
router no matter what.

Sour ce address dependent routing in the use case of specialized
egress routing (Section 2.4) may work as follows. The specialized
service router advertises one or nore specific prefixes with
appropriate source prefixes, e.g., to the CPE router, rtr in

Figure 1. The CPE router in turn advertises the specific service's
prefixes and source prefixes to the host. This will allow proper
configuration at the host so that the host can use the service by
sendi ng the packets with the correct source and destination

addr esses.

3.2. Provisioning Domai ns and SADR

Consi stent set of network configuration information is called

provi sioning donmain (PvD). In case of nulti-prefix nultihom ng
(MPMH), nore than one provisioning domain is present on a single
link. In case of nmulti-prefix nultiple interface (MPM)

environnments, elenents of the same domain nmay be present on multiple
links. PvD aware nodes support association of configuration
information into PvDs and use these PvDs to serve requests for
networ k connections, e.g., choosing the right source address for the
packets. PvDs can be constructed fromone of nore DHCP or Router
Advertisenment (RA) options carrying such information as PvD identity
and PvD container [I-D.ietf-mf-npvd-ndp-support],
[I-D.ietf-mf-npvd-dhcp-support]. PvDs constructed based on such
information are called explicit PvDs [ RFC7556].

Apart from PvD identity, PvD content nay be encapsul ated in separate
RA or DHCP options called PvD Container Option. These options are
pl aced in the container options of an explicit PvD

Explicit PvDs may be received fromdifferent interfaces. Single PvD
may be accessible over one interface or sinmultaneously accessible
over multiple interfaces. Explicit PvDs may be scoped to a
configuration related to a particular interface, however in genera
this may not apply. What matters is PvD ID provided that PvDID is
aut henticated by the node even in cases where the node has a single
connected interface. The authentication of the PvD I D should neet
the level required by the node policy. Single PvD information nmay be
received over multiple interfaces as long as PvyD ID is the sane.

This applies to the router advertisenments (RAs) in which case a

mul ti-homed host (that is, with multiple interfaces) should trust a
message froma router on one interface to install a route to a
different router on another interface.
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4.

4.

Di scussion on Alternate Sol utions

We presented many topologies in which a host with nultiple interfaces
or a multihomed host is connected to various networks or Network
Providers which in turn may apply ingress routing. The scenario
analysis in Section 3.1 shows that in order to avoid packets getting
dropped due to ingress routing, source address dependent routing is
needed. Al so, source address dependent routing should be supported
by routers throughout a site that has nultiple egress points.

In this section, we provide sone alternate solutions vis a vis the
scenarios presented in Section 2. W start with source address
selection rule 5.5 ([RFC6724]) and the scenarios it solves and
continue with solutions that state exactly what information hosts
need in terns of new router advertisenent options for correct source
address selection in those scenarios. No recomendation is nmade in
this section.

1. Router Advertisenent Option

There is a need to configure the host not only with the prefixes but
al so with the source prefixes the next hop routers support. Such a
configuration may avoid the host getting ingress/egress policy error
messages such as | CMP source address fail ure nessage.

If host configuration is done using router advertisenent nessages
then there is a need to define new router advertisement options for
source address dependent routing. These options include Route Prefix
with Source Address/Prefix Option. Qher options such as Next Hop
Address with Route Prefix option and Next Hop Address with Source
Address and Route Prefix option will be considered in Section 4. 2.

As discussed in Section 3.1, the scenario in Figure 4 can be sol ved
by defining a new router advertisenent option

If host configuration is done using DHCP then there is a need to
define new DHCP options for Route Prefix with Source Address/Prefix.
As nentioned above, DHCP server configuration is interface specific.
New DHCP options for source address dependent routing such as route
prefix and source prefix need to be configured for each interface
separately.

The scenario in Figure 4 can be solved by defining a new DHCP opti on.
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4.2. Router Advertisenment Option Set

The source address selection rule 5.5 may possibly be a solution for
sel ecting the right source addresses for each next hop but there are
cases where the next hop routers on each interface of the host are
not known by the host initially. Such use cases are out of scope.
Qui delines for use cases that require router advertisenent option set
involving third party next hop addresses are al so out of scope.

4.3. Source Address Selection Rule 5.5

One possible solution is the default source address selection Rule
5.5 in [RFC6724] which recommends to sel ect source addresses
advertised by the next hop. Considering the above scenarios, we can
state that this rule can solve the problemin Figure 2, Figure 1 and
Fi gure 5.

Sour ce address selection rules can be distributed by DHCP server
usi ng DHCP Opti on OPTI ON_ADDRSEL_TABLE defined in [ RFC7078].

In case of DHCP based host configuration, DHCP server can configure
only the interface of the host to which it is directly connected. In
order for Rule 5.5 to apply on other interfaces the option should be
sent on those interfaces as well using [RFC7078].

The default source address selection Rule 5.5 solves that problem
when an application sends a packet with an unspecified source
address. In the presence of two default routes, one route will be
chosen, and Rule 5.5 will neke sure the right source address is used.

When the application selects a source address, i.e., the source
address is chosen before next-hop sel ection, even though the source
address is a way for the application to select the exit point, in
this case that purpose will not be served. |In the presence of
multiple default routes, one will be picked, ignoring the source
address whi ch was selected by the application because it is known
that I Pv6 inplenmentations are not required to renmenber which next-
hops advertised which prefixes. Therefore, the next-hop router may
not be the correct one, and the packets may be filtered.

This inplies that the hosts should regi ster which next-hop router
announced each prefix. It is required that RAs be sent by the
routers and that they contain PIOon all links. It is also required
that the hosts remenber the source addresses of the routers that sent
Pl Os together with the prefixes advertised. This can be achi eved by
updating redirect rules specified in [ RFC4861].
[I-D.ietf-6man-nulti-honed-host] further elaborates this to specify
to which router a host should present its transm ssion
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7

Sour ce address dependent routing solution is not conplete wthout
support fromthe edge routers. Al routers in edge networks need to
be required to support routing based on not only the destination
address but also the source address. All edge routers need to be
required to satisfy BCP 38 filters.

Security Considerations

Thi s docunment describes sone use cases and thus brings no additional
security risks. Solution docunents should further el aborate on
specific security considerations.
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