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Abst r act

Thi s docunment addresses the security problens existing in the current
CGA specification. It also explain the changes that is needed to take
into consideration when the prefix length needs to be variable.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (1 ETF). Note that other groups nmay al so distribute working
docunents as Internet-Drafts. The list of current Internet-Drafts is
at http://datatracker.ietf.org/drafts/current.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 11, 2015.

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. All rights reserved. This docunent is subject to
BCP 78 and the I ETF Trust’s Legal Provisions Relating to | ETF
Docunents (http://trustee.ietf.org/license-info) in effect on the
date of publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Components extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

In the Cryptographically Generated Addresses (CGA) specification

[ RFC3972], the 64 rightnost bits of an I Pv6 address is securely
generated with a public key. This solution is able to provides the
proof of |P address ownership and then prevent source |P spoofing by
finding a binding between the public key and the node’'s | P address.
Unfortunately, during the verification step as explained in
[cga-attack], the verifier nodes ignore the 3 bits sec value in the
interface ID (11D and there is no check between the source and
target | P address. This problemlead to the case where an attacker
can cal culate a new CGA address which is identical to the address of
the victimnode except its sec value field is zero. This docunent
tries to explain how to address this problem

This docunent also tries to explain how CGA specification needs to be
changed when it is expected to support variable prefix.

Sec Val ue Sol ution

Sec value in CGA algorithmis the value between 0 to 7. This val ue
shows the strengthen of the al gorithm against brute-force attacks. As
hi gher this value is, the nore expensive and conplicated the
algorithmis for the attacker

As explained in [cga-attack], since there is no check between the
source and target addresses and the node ignores 3 bits sec val ues
during verification process, an attacker can try to perform
brute-force attacks wi thout being detected. In other words, it does
not matter what sec value the legitimate node uses, the attacker can
al ways generate a new CGA address identical to the address of the
victimexcept of the sec value field, and use the address to

i npersonate the | egal node wi thout being detected. To address this
problem we propose the changes in the follow ng section of RFC 3972

- Section 5. new step MJUST be placed before step 1 of verification

1- If the sender’s source address is not a multicast |IP address, then
the verifier node MIST conpare the sender’s source address with its
own |l ocal and global |IP addresses. If there is a match it starts the
other verification steps. Oherwise, it discards the nessage
silently.

If the sender’s source address is a nulticast |P address but the
target address is a unicast |P address, then the verifier node MJST
conmpare the target address with its own |ocal and global IP
addresses. If there is a match then it MJST process the other
verification steps. If there is no match, it should discard the
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nmessage silently.

CGA and Chal l enges in Variable Length Prefix

CGA algorithm by default, uses a 64-bit prefix. The output of this
algorithmis a 64-bit IID. This value is the result of hashing
function on CGA paraneters and taking only 64 bits of the hashing
result (digest). To conform CGA with a dynamic prefix |ength, the
nunber of bits which are taken fromthe hashing val ue should be the
same size Having a dynam c prefix, as explained in [cga-attack],

m ght lead to the case where the attacker claimthe address ownership
of other legitimate nodes with different prefix values. This is
specially true and feasible when prefixes are lIonger than 64 bits. In
other words, less bits are available for Interface ID.

Security Considerations

There is no security consideration

| ANA Consi der ati ons

There is no | ANA consi deration
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