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Abst r act

Thi s docunent proposes new Router Advertisement options for
configuring next hop routes on the nobile or fixed nodes. Using
these options, an operator can easily configure nodes with multiple
interfaces (or otherwi se nulti-honed) to enable themto select the
routes to a destination. Each option is defined together with
definitions of host and router behaviors. This docunent also
proposes the router advertisement extensions for source address
dependent routi ng.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

| Pv6 Nei ghbor Discovery and | Pv6 Statel ess Address Autoconfiguration
protocol s can be used to configure fixed and nobil e nodes with
various paraneters related to addressing and routing [ RFC4861],

[ RFC4862], [RFC4191]. DNS Recursive Server Addresses and Domai n Nane
Search Lists are additional paraneters that can be configured using
router advertisenents [ RFC6106].

Rout er Advertisenents can al so be used to configure fixed and nobile
nodes in multi-homed scenarios with route information and next hop
address. Different scenarios exist such as the node is

si mul t aneously connected to nmultiple access network of e.g. WFi and
3G  The node nmay al so be connected to nore than one gateway. Such
connectivity nmay be realized by nmeans of dedicated physical or

| ogical links that nmay al so be shared with other users nodes such as
in residential access networks.

Host configuration can be done using DHCPv6 or using router
advertisenents. A conparison of DHCPv6 and RA based host
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configuration approaches is presented in
[1-D.yourtchenko-ra-dhcpv6- conpari son].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Default Route Configuration

A host, usually a nobile host interested in obtaining routing

i nformati on usually sends a Router Solicitation (RS) nmessage on the
link. The router, when configured to do so, provides the route

i nformati on using zero, one or nore Next Hop Address and Route
Information options in the router advertisenent (RA) nessages sent in
response.

The route options are extensible, as well as convey detail ed
i nformati on for routes.

RS and RA exchange is for next hop address and route infornmation
determination and not for deternmining the link-layer address of the
router. Subsequent Nei ghbor Solicitation and Nei ghbor Adverti senent
exchange can be used to determine |ink-layer address of the router

It should be noted that the proposed options in this docunent will
need a central site-wi de configuration nmechanism The required
val ues can not autonatically be derived fromrouting tables.

Next hop address and related route informati on nmay be provi ded by
some ot her nmeans such as directly by the next hop routers. |In this
docunent we assune that next hop routers are not able to provide this
information. One solution would be to develop an inter-router
protocol to instigate the next hop routers to provide this

i nformati on. However, such a solution has been singled out due to
the conpl exities invol ved.

A non-trustworthy network may be available at the sanme tine as a
trustworthy network, with the risk of bad consequences if the host
gets confused between the two. These are basically the two nodel s
for hosts with nultiple interfaces, both of which are valid, but

whi ch are inconmpatible with each other. In the first nodel, an
interface is connected to sonething |ike a corporate network, over a
Virtual Private Network (VPN). This connection is trusted because it
has been authenticated. Routes obtained over such a connection can
probably be trusted, and indeed it may be inportant to use those
routes. This is because in the VPN case, you nay al so be connected
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to a network that's offered you a default route, and you could be
attacked over that connection if you attenpt to connect to resources
on the enterprise network over it.

On the other, non-trustworthy network scenari o, none of the networks
to which the host is connected are neaningfully nore or |ess
trustworthy. In this scenario, the untrustworthy network may hand
out routes to other hosts, e.g. those in the VPN going through some
mal i ci ous nodes. This will have bad consequences because the host’s
traffic intended for the corporate VPN may be hijacked by the

i nt er medi at e nodes.

Rout er adverti sement extensions described in this docunent can be
used to install the routes. However, the use of such a technique
makes sense only in the former case above, i.e. trusted network. So
t he host MJST have an aut henticated connection to the network it
connects so that the router advertisenents can be trusted before
establ i shing routes.

4. Source Address Dependent Routing

In multi homed networks there is a need to do source address based
routing if some providers are perforning the ingress filtering
defined in BCP38 [ RFC2827]. This requires the routers to consider
the source addresses as well as the destination addresses in
determ ning the next hop to send the packet to.

The routers may be inforned about the source addresses to use in
routing using extensions to the routing protocols like IS-1S defined
in [1S0O 10589.1992] [I-D. baker-ipv6-isis-dst-src-routing] and OSPF
defined in [ RFC5340] [I-D. baker-ipv6-ospf-dst-src-routing]. In this
docunent we define the router advertisenment extensions for source
addr ess dependent routing.

Routi ng protocol extensions for source address dependent routing does
not avoid a host using a source address that nmay be subject to
ingress filtering when sending a packet to one of the next hops. In
that case the host receives an | CMP source address failed ingress/
egress policy error message in which case the host nust resend the
packet trying a different source address. The extensions defined in
this docunent ains at avoiding this inefficiency in packet forwarding
at the host.

More information on the scenarios, their anal ysis and why host based

approach to source address dependent routing is needed, are presented
in [I-D. sarikaya- 6nan-sadr-overvi ew.
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5.

Host Confi guration

Rout er advertisenment options defined in this docunent are used by
Type C hosts.

As defined in [ RFC4191] Type C host uses a Routing Table instead of a
Default Router List.

The hosts set up their routing tables based on the router
advertisenment extensions defined in this docunent. The routes
established are used in forwardi ng the packets to a next hop based on
the destination prefix/address using the |ongest match al gorithm

The hosts MJUST keep Route Prefix that it received together wth Next
Hop Address, Source Address options in a stable storage. This wll
enabl e the host to consistently use these options as described next.

In case the host receives Next Hop Address with Source Address and
Route Prefix option, the host uses source and destination prefix/
address using the longest match algorithmin order to select the next
hop to forward the packet to.

Rout er Confi guration

The router MAY send one or nore Next Hop Address that specify the

| Pv6 next hop addresses. Each Next Hop Address nmay be associ ated
with one or nore Route Prefix options that represent the | Pv6
destination prefixes reachable via the given next hop. Router

i ncludes Route Prefix option in nessage to indicate that given prefix
is available directly on-link. Wen router sends Next Hop Address
that is associated with Router Prefix option, the router MJST use
Next Hop Address with Route Prefix option defined in Section 11. The
Route Prefix MAY contain ::/0, i.e. with Prefix Length set to zero to
i ndi cate avail able default route.

The router MAY send one or nore Next Hop Address options that specify
the 1 Pv6 next hop addresses and source address. Each Next Hop
Address may be associated with zero, one or nore Source Prefix that
represent the source addresses that are assigned fromthe prefixes
that belong to this next hop. The option MAY contain Route Prefix
options that represent the | Pv6 destination prefixes reachable via
the given next hop as defined in Figure 4. Router includes Next Hop
Address with Route Prefix option and Source Prefix in the nmessage to
i ndicate that given prefix is available directly on-1ink and that any
source addresses derived fromthe source prefix will not be subject
to ingress filtering on these routes supported by these next hops.

The router MAY send one or nore Next Hop Address that specify the
| Pv6 next hop addresses and source address. Each Next Hop Address
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option may be associated with zero, one or nore Source Address that
represent the source addresses that are assigned fromthe prefixes
that belong to this next hop. The option MAY contain Route Prefix
options that represent the | Pv6 destination prefixes reachable via
the given next hop defined in Figure 5. Router includes Next Hop
Address with Source Address and Route Prefix option in the nmessage to
i ndicate that given prefix is available directly on-link and that the
source address will not be subject to ingress filtering. For the
Sour ce Address, Source Prefix option is used with prefix length set
to 128.

Each Next Hop Address nmay be associated with zero, one or nore Source
Prefix that represent the source addresses that are assigned fromthe
prefixes that belong to this next hop. The option MAY contain Route
Prefix options that represent the | Pv6 destination prefixes reachable
via the given next hop. Router includes Next Hop Address with Route
Prefix option defined in Section 11 in the nessage to indicate that
given prefix is available directly on-link. Next Hop Address with
Route Prefix option MJST be followed by a Source Prefix option
defined in Section 10 to indicate that any source addresses derived
fromthe source prefix will not be subject to ingress filtering on
these routes supported by these next hops.

In hone networks, there is possibility of configuring each interface
of the host using Router Advertisenents sent fromtheir next hop
routers. This brings the need for a new option, Router Prefix with
Source Address Option defined in Figure 6 to indicate that any source
addresses derived fromthe source prefix will not be subject to
ingress filtering on these routes supported by this router

7. RA Packet Size and Router |ssues

The options defined in this docunent are to be used on nulti-honed
hosts. A nobile host would typically have two interfaces, W-Fi and
3G but hosts with 3 or 4 interfaces may al so exist. Configuring such
hosts using the options defined in this document brings up the RA
packet size issue, i.e. the packet size should not exceed the nmaximum
transm ssion unit (MrU) of the link

Total size of all options defined in this docunent is 160 octets.
Consi dering that 1500 bytes is the mni rum MU configured by the vast
majority of links in the Internet the hosts with 3-4 interfaces or
links can be easily configured by a single router advertisenent
nmessage carrying the options defined here.

The router before sending the RA SHOULD check if it fits in one

frane, i.e. the size does not exceed the path MIU, the router should
send a single RA nessage. |If it does not then sending the options in
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consecutive RA nmessages shoul d be considered, avoiding any re-
assenbl y issues.

The routes advertised have route |lifetinme values. The host considers
the routes in its routing table stale when the lifetine expires. The
router MUST refresh these routes periodically in order to avoid stale
routing table entries in the hosts.

In sone cases the nobile devices with nmultiple interfaces becone
routers. Such devices nay configure their routing tables using
routing protocols such as R Png or OSPFv3 [ RFC7157]. RA based
approach described in this docunent can al so be used to configure
such hosts.

8. Route Prefix option

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Type | Length | Prefix Length | Metric

B i S S T s i S T st i S S S S S S S S i
[ Route Lifetine [
T T e b i i e e s . S I SR S
[ Prefix (Variable Length) [

:I-— R o o o b ks s st S S S S e T T el s SR S S S S S +-:+
Figure 1: Route Prefix option
Fi el ds:
Type: TBD.

Length: The length of the option (including the Type and Length
fields) in units of 8 octets.

O her fields are as in [RFC4191] except:
Metric: Route Metric. 8-bit signed integer. The Route Metric
i ndi cates whether to prefer the next hop associated with this prefix

over others, when nultiple identical prefixes (for different next
hops) have been received.
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9. Next Hop Address option

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

| Type | Length | Prefix Length| Reserved |
I T i S R ik sl i S S S S S
| Reserved |

B S T S T S i i S s S S S S
[ Next Hop Address |

.+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-.+
Figure 2: Next Hop Address option
Fi el ds:
Type: TBD.

Length: The length of the option (including the type and |l ength
fields) in units of 8 octets. |It's value is 3.

Prefix Length: 128

Next Hop Address: An | Pv6 address that specifies |IPv6 address of the
next hop. It is 16 octets in |length.

10. Source Address/Prefix option
0 1 2 3

01234567890123456789012345678901
B S T S S e T A i i i S S

| Type | Length | Prefix Length| Reserved |
B E e r e s i s i o T T s S S S S 2
| Reser ved |

B T T i I T T o S S S e b S S S
| Prefix (Variable Length) |

T I T S i T i S S S i T i S S S S S S S

Figure 3: Source Address/Prefix option

Fi el ds:
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Type: TBD.

Length: The length of the option (including the type and | ength
fields) in units of 8 octets. It's value is 3.

Prefix Length: An IPv6 prefix length in bits, fromO to 128.

Prefix: An IPv6 prefix that specifies the source IPv6 prefix. It is

16 octets or less in length. Note that when the prefix length is se

to 128, this option becones a source address option.

11. Next Hop Address with Route Prefix option

0 1 2 3
01234567890123456789012345678901
B o o S S S S e e ik i it i R e S S e T o ol ol s o S S
| Type | Length | Prefix Length | Metric
B e T S e e L e e i i i I S S S SR S
| Route Lifetine

B e i o e i e e S S R e S i T s sl T O S R I SR SR S S e
| Next Hop Address

T Lt e i o e e S E E e e o o R S
Prefix (Variable Length)

o e e e e e e e e e e b e e e b e e e e e e e e b e e e e e e
Figure 4: Next Hop Address with Route Prefix option
Fi el ds:
Type: TBD.
Length: The length of the option (including the type and | ength
fields) in units of 8 octets. For example, the length for a prefix
of length 16 is 5.

O her fields are as in Section 8 and Section 9.

12. Next Hop Address with Source Address and Route Prefix option

4

t

+

+

+
|

+

+
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13.

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h | Prefix Length | Metric [
T T e e i i e i i S R e
| Route Lifetine |
e e e e i e s S e R CE o o R
| Next Hop Address |

B E e r e s i s i o T T s S S S S 2
Sour ce Address

T S
Prefix (Variable Length)

B S T S S e T A i i i S S

Figure 5: Next Hop Address with Source Address and Route Prefix
option

Fi el ds:

Type: TBD.

Length: The length of the option (including the type and | ength
fields) in units of 8 octets. For exanmple, the length for a prefix
of length 16 is 7.

O her fields are as in Section 8, Section 9 and Section 10. Note
that when prefix length is set to 128, the source prefix field refers
to the source address.

Route Prefix with Source Address/Prefix Option
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14.

15.

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h | Prefix Length | Metric [
T T e e i i e i i S R e
| Route Lifetine |
e e e e i e s S e R CE o o R
| Sour ce Address |

S T T S T T
Prefix (Variable Length)

:l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:|-
Figure 6: Route Prefix with Source Address option

Fi el ds:
Type: TBD.
Length: The length of the option (including the type and | ength
fields) in units of 8 octets. For exanmple, the length for a prefix
of length 16 is 5.
O her fields are as in Section 8 and Section 10.

Security Considerations
Nei ghbor Di scovery is subject to attacks that cause |IP packets to
flow to unexpected places. Because of this, neighbor discovery
messages SHOULD be secured, possibly using Secure Nei ghbor Di scovery
(SEND) protocol [RFC3971].

| ANA Consi derations

Aut hors of this docunent request 1 ANA to assign the followi ng new RA
options:
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16.

17.

17.

| Route Prefix | |
| Next Hop Address | |
| Source Address/Prefix [ |
| Next Hop Address and Route Prefix | |
| Next Hop Address with Source Address and Route Prefix | |
| Route Prefix with Source Address | |
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