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Abst ract

A Cryptographically Generated Address is an | Pv6 addresses bi ndi ng
with a public/private key pair. It is a vital conponent of Secure
Nei ghbor Di scovery (SeND) protocol. The current SeND specifications
are lack of procedures to specify the Sec bits. A new SEC option is
defined accordingly to address this issue.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on July 18, 2015.
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(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Crypt ographi cal | y Generated Addresses (CGA, [RFC3972]) are used to
make sure that the sender of a Nei ghbor Discovery nessage is the
"owner" of the clained address. Although it is not nmandatory, it is
a vital conponent of Secure Neighbor Discovery (SeND, [RFC3971])
protocol. After CGA has been defined, as an independent security
property, many other CGA usages have been proposed and defined, such
as Enhanced Route Optim zation for Mbile |Pv6 [ RFC4866], Site

Mul ti homi ng by I Pv6 Internediation (SH Ms) [ RFC5533], etc.

SEC bits are an inportant paraneter in the generation of CGAs.
Particularly, SEC values are used to artificially introduce
additional difficulty in the CGA generation process in order to
provi de additional protection against brute force attacks.
Therefore, in different environnments, host may be required to use
different SEC bits in the generation of their CGAs. However, the
base SeND protocol fails to distribute the SEC val ues to the hosts.
As a result, the network admi nistration cannot propagate any

requi renents regarding to SEC val ue of host-generated CGA addresses.
In order to fill this gap, a new CGA SEC Option, is defined in this
docunent .

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. CGA SEC Option

CGA SEC Option is used to indicate on |link hosts the | omwest CGA SEC
val ue they SHOULD use. It SHOULD be contained in and only in the
Rout er Advertisenent Message [ RFC4861].

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ OPTI ON_CGA_SEC OPTI ON [ option-len [
B i i S S i I e i S S R L e e e e
[ SEC bits [

B i S S

option-code OPTI ON_CGA SEC OPTI ON ( TBA1)

option-len 1.

SEC bits The value of SEC bits is specified in [ RFC3972].
4. Host Behavi or

On receiving the CGA SEC Option with a reconmended SEC val ue, a host
SHOULD use a CGA with the recommended or higher SEC value. |If
choosing a CGA with a SEC value | ower than the recommended, the host
MAY take the risk that it is not able to use full network
capabilities. The network may consider the hosts that use CGAs with
| ower SEC val ues as unsecure users and decline some or all network
services

5. Security Considerations

Thi s docunment extends SeND with a CGA SEC Option to transprot SEC
bits used in the generation of GCAs, which enabl es adm nistrators to
specify and adjust the security level of the CGAs used in the
network. Apart fromthat, this approach does not introduce any
significant changes to the underlying security issues considered in
Section 9 of [RFC3971].

6. | ANA Consi derations

Thi s docunent defines a new Nei ghbor Di scovery Protocol options,

whi ch nust be assigned an Option Type value within the | Pv6 Nei ghbor
Di scovery Option Formats table of Internet Control Message Protoco
version 6 (I CMPv6) Paraneters (http://ww.iana. org/assi gnments/

i cnpv6- paraneters):
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TBAl | CGA SEC option | This docunent
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