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Abst r act
Thi s docunent introduces a nechanismfor devices to actively learn
the NMS server address fromthe nei ghbors through |1 Pv6 ND protocol
extension. It is a good |leverage of |IPv6 automatic features.

Thi s docunment only di scusses problenfsolution within the | Pv6-only
net wor ks/ pl ane.
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1. Introduction

NVS ( Net wor k Managenent Systen) has becone a nust-have conponent in
nodern networks. It could be utilized to benefit various aspects of a
net wor k. For exanple, the emerging router auto-configuration
solutions are nostly based on NMS. If the devices could successfully
connect to the NMS server(s), then auto-configuration won't be a
probl em

So there is a key problem of how to discover the NM5 server for the
devi ces when they get online. Currently there are mainly two nethods
to solve the problem One is to set the NM5 server’s IP/URL into the
devi ces before shipping to the customer prenises; the other one is
the NVB actively discovering the devices through sonme polling
mechani sns. The fornmer one is easy to be inplenented and depl oyed,
but it lacks flexibility due to the static pre-configuration and

ni ght be error-prone for configuration when the different networks
have different NMS servers; the latter one | acks the instantaneity
due to the polling nechanisns need the intermedi ate nodes to

i ntegrate supporting features which introduce conplex functions and
pr ot ocol s.

Thi s docunent introduces a nechani smfor devices to actively learn
the NMS server fromthe nei ghbors through | Pv6 ND protocol extension
It is a good | everage of |IPv6 automatic features.

This docunment only di scusses problenisolution within the | Pv6-only
scope.

2. Basic Approach
When a device gets online, we could assune that its nei ghbors who
have already got online have learnt the NVS server’s address. So it
is quite easy for the new device to learn the information fromits
nei ghbor .
This docunment is based on the above Nei ghbor-Learni ng approach

3. Scenario Description

3.1. New Devices Getting Online

- Adding a New Device into an Existing Network
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For adding a new device into an existing network, it is very

reasonabl e to assune that the nei ghbors have al ready connected to the

NMS server. So it is obvious that the new device could easily learn
the NVB server’s address from nei ghbors.

- Depl oying a New Networ k

In the case of deploying a new network, the NVS server address needs
to be propagated to the whole network, then some kind of flooding

mechani smis needed if the propagation also relies on above nentioned

nei ghbor -1 earni ng approach. This is applicable through careful plan
whi ch night need proper order for the devices to get online
successi vel y.

The detail of the flooding nmechanismis out of the scope of this
docunent. W treat it as an assunption for the application of
nei ghbor -1 earni ng NVS di scovery.

3.2. Regarding Connectivity
- Connecting NMS after Getting G obal Connectivity

Normal | y, address assignnment is not coupled with NMS processings.
Bef ore connected to the NMS server, the devices could obtain gl oba
connectivity either through SLAAC or DHCPv6.

In this case, once the devices have |learnt the NM5 server address,
they could directly connect to get nore configurations.

- Connecting NM5 before Getting d obal Connectivity

In contrast, address assignment night be done through NM5S in sone
situations. For exanple, the device is a backbone router, and the
address has been carefully planned and pre-configured in the NVS
server, when the device connect to the server, it will be assigned
gl obal address through network managenent processing.

In this case, after learning the NV5 server address, the device m ght
need a proxy to communicate with the server or configuring itself a
ULA address and utilizing the NPTv6 processing on its nei ghbor or
uplink router. The details are out of the scope of this docunent.

4. Nei ghbor Discovery Extension for Supporting NVS Di scovery
Since NDis a basic protocol in |Pv6, every router supports |IPv6

woul d support ND, we utilize ND extension to achieve the above
ment i oned nei ghbor-1earning NVMS server discovery.
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4.1. Option Definition

This section introduces a new option defined to carry the NM5 address
i n ND nessages.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Type | Length | sub-option(s)...
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Fi gure 1: Nei ghbor Discovery NMS Di scovery Option
o Type: TBD (to be assigned by | ANA)

o Length: The length of the option (including the type and | ength
fields) in units of 8 octets.

0 sub-option(s): using sub-option(s) to allow nmultiple formats of the
NMS server |ocation. Sub-option(s) are defined as the foll ow ng
Section 4. 2.

4.2. Sub-Options Definition

To support nultiple NVS server location formats, three sub-options
are defined as the foll ow ng.

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

[ Type [ Length [ | Pv6 Address...
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Figure 2: |Pv6- Address Sub-option of NMS Server Location

o0 Type: TBD (to be assigned by | ANA)
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0 Length: 3

0 I Pv6 Address: 128bit |1 Pv6 address with zero paddi ng behi nd

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Length [ FCQDN. .
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Fi gure 3: FQDN Sub-option of NM5S Server Location

o Type: TBD (to be assigned by | ANA)

o Length: The length of the option (including the type and | ength
fields) in units of 8 octets.

o FQDN: FQDN of the NMB server, variable length

0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S

| Type | Length | URL. .
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Fi gure 3: FQDN Sub-option of NMS Server Location

o Type: TBD (to be assigned by | ANA)

o Length: The length of the option (including the type and | ength
fields) in units of 8 octets.

0 URL: URL of the NWVS server, variable length
4.3. Option Carried in Router Advertisenent Messages
- RA-only Mode
A device discoveries NVS server’s address through recei ved Router

Advertisenment nmessages which include a new option defined for
carrying NVS server’s address.
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Since RA nessages are usually generated by the gateway on a |ink
this approach is suitable for a hub-and-spoke subnet in which a new
device joins in.

After having learnt the NVS server’s address, then the device could
directly connect to the server

4.4. Option Carried in Neighbor Solicit/Advertisenment Messages
A device discoveries NVS server’s address through actively initiating
Nei ghbor Solicit nmessage and receivi ng Nei ghbor Advertisenent
nmessages whi ch include the new option carrying the NVS server’s
addr ess.
This approach is suitable for point-to-point or non-broad circuits.
5. Security Considerations
- Device authentication for NMS Servers
Wth applying the mechani smdescribed in this docunent, the devices
woul d actively connect to the NVS servers. So there m ght be stronger
desire for the NMS servers to authenticate the devices.
- ND security
Thi s docunment doesn’t introduce nore threats than original Neighbor
Di scovery protocol, so generally it aligns with the security
consi derations described in [ RFC4861].
6. | ANA Consi derations
The newly defined options need | ANA to assign type codes.
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