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Abst r act

Thi s docunent describes DHCPv6 Route Options for provisioning | Pv6
routes on DHCPv6 client nodes for source address dependent routing.
Usi ng these options, an operator can configure nulti-honmed nodes
where ot her means of route configuration may be inpractical

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on December 22, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

The Nei ghbor Di scovery (ND) protocol [RFC4861] provides a nechani sm
for hosts to discover one or nore default routers on a directly
connected network segnment. Extensions to the Router Advertisenent
(RA) protocol defined in [RFC4191] allow hosts to discover the
preferences for multiple default routers on a given link, as well as
any specific routes advertised by these routers. This provides
network administrators with a new set of tools to handle nulti-honed
host topol ogi es and influence the route selection by the host. This
ND based nmechani sm however is sub optinmal or inpractical in sone

mul ti-hom ng scenarios, e.g. source address dependent routing. Both
Rout er Advertisenment options [I-D.sarikaya-6nman-next-hop-ra] and
DHCPv6 can be used. 1In networks that depl oyed DHCPv6, the use of
DHCPv6 [ RFC3315] is seen to be nore viable.
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DHCPv6 Route Options defined in this docunment can be used to
configure fixed and nobile nodes in multi-homed scenarios with route
i nformati on and next hop address. Different scenarios exist such as
the node is sinultaneously connected to nultiple access network of
e.g. WFi and 3G The node may al so be connected to nore than one
gateway. Such connectivity may be realized by neans of dedicated
physical or logical links that may al so be shared with other users
nodes such as in residential access networks.

A docunent defining topologies and in general providing an overview
of the issue of source address dependent routing is TBD

The solution presented in this docunent is part of the network
configuration information. A consistent set of network configuration
is defined as Provisioning Domain (PvD) [I-D.ietf-mf-npvd-arch].
PvDs or so-called explicit PvDs may include information related to
nore than one interfaces as is the case in this docunment. It is
inmportant to note that the node has a trust relationship with the
PvD, in such a case, it is called trusted PvD. The trust is

est abl i shed using authorization and authentication between the node
that is using the PvD configuration and the source that provided that
configuration. |In this docunent, we assune that DHCP server can
provide trusted PvDs to the hosts.

2. DHCPv6 Based Sol ution

A DHCPv6 based solution allows an operator an on demand and node
specific neans of configuring static routing information. Such a
solution also fits into network environnents where the operator
prefers to manage Residential Gateway (RG configuration infornmation
froma centralized DHCP server. [RFC7157] provides additiona
background to the need for a DHCPv6 solution to the problem

In terms of the high | evel operation of the solution defined in this
draft, a DHCPv6 client interested in obtaining routing information
requests the route options using the DHCPv6 Option Request Option
(ORO sent to a server. A Server, when configured to do so, provides
the requested route information as part of a nested options structure
covering; the next-hop address; the destination prefix; the route
metric; any additional options applicable to the destination or next-
hop.

2.1. Default route configuration
A non-trustworthy network may be available at the sanme tine as a
trustworthy network, with the risk of bad consequences if the host

gets confused between the two. These are basically the two nodel s
for hosts with nultiple interfaces, both of which are valid, but
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whi ch are inconmpatible with each other. 1In the first nodel, an
interface is connected to sonething |ike a corporate network, over a
Virtual Private Network (VPN). This connection is trusted because it
has been authenticated. Routes obtained over such a connection can
probably be trusted, and indeed it may be inportant to use those
routes. This is because in the VPN case, you nay al so be connected
to a network that's offered you a default route, and you could be
attacked over that connection if you attenpt to connect to resources
on the enterprise network over it.

On the other, non-trustworthy network scenari o, none of the networks
to which the host is connected are neaningfully nore or |ess
trustworthy. In this scenario, the untrustworthy network may hand
out routes to other hosts, e.g. those in the VPN going through some
mal i ci ous nodes. This will have bad consequences because the host’s
traffic intended for the corporate VPN may be hijacked by the

i nt er medi at e nodes.

DHCPv6 options described in this docunent can be used to install the
routes. However, the use of such a technique nakes sense only in the
fornmer case above, i.e. trusted network. So the host MJST have an
aut henti cated connection to the network it connects so that DHCPv6
route options can be trusted before establishing routes.

Server MJST NOT define nore than one default route.
2.2. Configuring on-link routes

Server may al so configure on-link routes, i.e. routes that are

avail able directly over the link, not via routers. To specify on-
link routes, server MAY include RTPREFI X option directly in Advertise
and Reply messages.

2.3. Deleting obsolete route

There are two mechani sms that allow removing a route. Each defined
route has a route lifetinme. |f specific route is not refreshed and
its timer reaches 0, client MJST renove corresponding entry from
routing table.

In cases, where faster route renmoval is needed, server SHOULD return
RT_PREFI X option with route lifetime set to 0. dient that receives
RT_PREFI X with route lifetime set to O MUST renove specified route

i medi ately, even if its previous lifetime did not expire yet.
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2.4. Applicability to routers

Contrary to Router Adverisenent mechanism defined in [ RFC4861] that
explicitly limts configuration to hosts, routing configuration over
DHCPv6 defined in this docunent may be used by both hosts and
routers. (This limtation of RA nechanismwas partially lifted by
W1 requirement formulated in [ RFC6204].)

One of the envisaged usages for this solution are residentia

gateways (RG or Custoner Prem ses Equi pnent (CPE). Those devices
very often performrouting. It nmay be useful to configure routing on
such devi ces over DHCPv6. One exanple of such use may be a cl ass of
premiumusers that are allowed to use dedicated router that is not
avail abl e to regul ar users.

2.5. Updating Routing Infornation

Net wor k configuration occassionally changes, due to failure of
exi sting hardware, mgration to newer equipnent or nany other
reasons. Therefore there a way to informclients that routing
i nformati on have changed is required.

There are several ways to informclients about new routing
information. Every client SHOULD periodically refresh its
configuration, according to Informati on Refresh Tine Option, so
server may send updated information the next time client refreshes
its informati on. New routes may be configured at that time. As
every route has associated lifetime, client is required to renove its
routes when this tinmer expires. This nethod is particularly useful
when migrating to new router is undergoing, but old router is stil
avai | abl e.

Server MAY al so announce routes via soon to be renoved router with
lifetimes set to 0. This will cause the client to renove its routes,
despite the fact that previously received lifetine nay not yet
expire.

Af orementi oned met hods are useful, when there is no urgent need to
update routing information. Bound by timer set by val ue of
Information Refresh Tine Option, clients may use outdated routing
informati on until next schedul ed renewal. Depending on configured
val ue this delay may be not acceptable in sone cases. In such
scenarios, administrators are advised to use RECONFI GURE nechani sm
defined in [RFC3315]. Server transmts RECONFI RGURE nessage to each
client, thus forcing it to imediately start renewal process.

See also Section 2.6 about limtations regardi ng dynanic routing.
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2.6. Limtations

Defi ned nechanismis not intended to be used as a dynamic routing
protocol. It should be noted that proposed nmechani sm cannot
autonmatically detect routing changes. |In networks that use dynanic
routing and also enploy this nmechanism clients may attenpt using
routes configured over DHCPv6 even though routers or specific routes
ceased to be available. This nmay cause black hol e routing problem
Therefore it is not reconmended to use this mechani smin networks
that use dynamic routing protocols. This nechani sm SHOULD NOT be
used in such networks, unless network operator can provide a way to
update DHCP server information in case of router availability
changes.

Di scussion: It should be noted that DHCPv6 server is not able to

nmoni tor health of existing routers. As there are currently nore than
60 options defined for DHCPv6, it is infeasible to inplenent

mechani smthat woul d nonitor huge set of services and stop announcing
its availability in case of service outage. Therefore in case of

prol onged unavail ability human interverntion is required to change
DHCPv6 server configuration. |If that is considered a problem
networ k adnmini strators should consider using other alternatives, |ike
RA and ND nechani sns (see [ RFC4861]).

3. DHCPv6 Route Options

A DHCPv6 client interested in obtaining routing information includes
the NEXT_HOP and RT_PREFI X options as part of its Option Request
Option (ORO in nessages directed to a server (as all owed by

[ RFC3315], i.e. Solicit, Request, Renew, Rebind or Information-
request messages). A Server, when configured to do so, provides the
requested route information using zero, one or nore NEXT_HOP options
in messages sent in response (Advertise, and Reply). So as to allow
the route options to be both extensible, as well as conveying
detailed info for routes, use is nade of a nested options structure.
Server sends one or nore NEXT_HOP options that specify the | Pv6 next
hop addresses. Each NEXT_HOP option conveys in turn zero, one or
nmore RT_PREFI X options that represents the | Pv6 destination prefixes
reachabl e via the given next hop. Server includes RT_PREFI X directly
in nmessage to indicate that given prefix is available directly on-
link. Server MAY send a single NEXT_HOP without any RT_PREFI X
suboptions or with RT_PREFI X that contains ::/0 to indicate avail able
default route. The Formats of the NEXT_HOP and RT_PREFI X options are
defined in the foll owi ng sub-sections.

The DHCPv6 Route Options format borrows fromthe principles of the
Route Information Option defined in [ RFC4191].
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3.1. Route Prefix Option Fornmat

The Route Prefix Option is used to convey information about a single
prefix that represents the destination network. The Route Prefix
Option is used as a sub-option in the previously defined Next Hop
Option. It may also be sent directly in nessage to indicate that
route is available directly on-link

0 1 2 3
01234567890123456789012345678901
T g S S
[ OPTI ON_RT_PREFI X [ option-len [
T T T S S T T
| Route lifetime |
B i S S T s i S T st i S S S S S S S S i
| Prefix-Length | Metric [ [
B S g S S g S |
| Prefix |
| (up to 16 octets) |
I I
| +
I
+-

B S i S S S S S

B e s T T S S S S S
Figure 1: Route Prefix Option Fornmat
option-code: OPTI ON_RT_PREFI X (TBD2).

option-len: Length of the Route Prefix option including all its sub-
options.

Route lifetime 32-bit unsigned integer. Specifies lifetime of the
route information, expressed in seconds (relative to the
time the packet is sent). There are 2 special values
defined. 0 neans that route is no longer valid and nust be
removed by clients. A value of all one bits (Oxffffffff)
represents infinity. means infinity.

Prefix Length: 8-bit unsigned integer. The length in bits of the IP
Prefix. The value ranges fromO to 128. This field
represents the nunber of valid leading bits in the prefix.

Resvd: Reserved field. Server MJST set this value to zero and
client MJUST ignore its content.

Metric: Route Metric. 8-bit signed integer. The Route Metric
i ndi cates whether to prefer the next hop associated with
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this prefix over others, when nmultiple identical prefixes
(for different next hops) have been received.

Prefix: a variable size field that specifies Rule | Pv6 prefix.
Length of the field is defined by prefix6-len field and is
rounded up to the nearest octet boundary (if case when
Prefix Length is not divisible by 8. In such case
addi ti onal padding bits rmust be zeroed.

Val ues for netric field have neani ng based on the value, i.e. higher

val ue i ndi cates hi gher preference.

3.2. Next Hop Option Fornmat

Each I Pv6 route consists of an | Pv6 next hop address, an | Pv6
destination prefix (a.k.a. the destination subnet), and a host
preference value for the route. Elenents of such route (e.g. Next
hops and prefixes associated with them) are conveyed in NEXT_ HOP
option that contains RT_PREFI X subopti ons.

The Next Hop Option defines the |IPv6 address of the next hop, usually
corresponding to a specific next-hop router. For each next hop
address there can be zero, one or nore prefixes reachable via that

next hop.

0

1 2 3

01234567890123456789012345678901
B S T S S e T A i i i S S

I
+-
I
I
I
I
+-
I
I

S e e i S S S S S S e

OPTI ON_NEXT_HOP | option-len |
B T e e S e i e i i S T S S e S S i o i TR S N

| Pv6 Next Hop Address
(16 octets)

NEXT_HOP sub-opti ons

————

B S T S S e T A i i i S S

Figure 2: I Pv6 Next Hop Option Fornat

option-code: OPTI ON_NEXT_HOP (TBD1).

option-len: 16 + Length of NEXT_HOP options field.

Sari kaya
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| Pv6 Next Hop Address: 16 octet long field that specified | Pv6
address of the next hop.

NEXT_HOP options: Options associated with this Next Hop. This
includes, but is not linmted to, zero, one or nore
RT_PREFI X options that specify prefixes reachable through
t he gi ven next hop.

NEXT_HOP options: Options associated with this Next Hop. This
includes, but is not linmted to, zero, one or nore
SOURCE_AP and RT_PREFI X options that specify prefixes
reachabl e through the given next hop

3.3. Source Address/Prefix Option Format

Each I Pv6 route consists of an | Pv6 next hop address, an | Pv6
destination prefix (a.k.a. the destination subnet), and a host
preference value for the route. Elenents of such route (e.g. Next
hops and prefixes associated with them) are conveyed i n NEXT_HOP
option that contains RT_PREFI X suboptions.

The Source Address/Prefix Option defines the source |Pv6 prefix/
address that are assigned fromthe prefixes that belong to this next
hop.

0 1 2 3
01234567890123456789012345678901

B T i S S i S T h T i S S S S e
| OPTI ON_SOURCE_AP | option-len |
B E e r e s i s i o T T s S S S S 2
| Prefix-Length | Reserved [ [

B S Tk sl st TSI S S S S SO S S |

| | Pv6 Source Address/Prefix |

[ (up to 16 octets) [

| B e s i S e e e i o e S e O
B Tl T sl i S S S S S

Figure 3: I Pv6 Source Address/Prefix Option Fornmat
option-code: OPTI ON_SOURCE_AP (TBD1) .
option-len: 16 + Length of SOURCE AP options field.

Prefix Length: 8-bit unsigned integer. The length in bits of the IP
Prefix. The value ranges fromO to 128. This field
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represents the nunber of valid leading bits in the prefix.
In case of source address this field is set to 132

Resvd: Reserved field. Server MJST set this value to zero and
client MJUST ignore its content.

| Pv6 Source Address/Prefix: 16 octet long field that specified | Pv6
source address or source prefix.

4., DHCPv6 Server Behavi or

When configured to do so, a DHCPv6 server shall provide the NEXT_ HOP
and RT_PREFI X Options in ADVERTI SE and REPLY nmessages sent to a
client that requested the route option. Each Next Hop Option sent by
the server nust convey at |east one Route Prefix Option.

Server includes NEXT_HOP option with possible RT_PREFI X suboptions to
designate that specific routes are available via routers. Server

i ncludes RT_PREFI X options in Next Hop sub-options directly in
Advertise and Reply nmessages to informthat specific routes are

avail abl e directly on-1Iink.

If there is nore than one route avail able via specific next hop
server MJST send only one NEXT_HOP for that next hop, which contains
mul ti pl e RT_PREFI X options. Server MJUST NOT send nore than one
identical (i.e. with equal next hop address field) NEXT_HOP option

When configured to do so, a DHCPv6 server shall send one or nore

NEXT _HOP options that contain one or nore source addresses Figure 3
included in the Next Hop sub-options field. Each Next Hop Address
may be associated with zero, one or nore Source Prefix that represent
the source addresses that are assigned fromthe prefixes that bel ong
to this next hop. The Next Hop sub-options field MAY contain Route
Prefix options that represent the | Pv6 destination prefixes reachable
via the given next hop as defined in Figure 2. Wen configured to do
so, a DHCPv6 server shall send NEXT_HOP option with Route Prefix
option and Source Prefix in the nmessage in the Next Hop sub-options
field to indicate that given prefix is available directly on-link and
that any source addresses derived fromthe source prefix will not be
subject to ingress filtering on these routes supported by these next
hops.

When configured to do so, a DHCPv6 server shall send one or nore
NEXT_HOP option that specify the | Pv6 next hop addresses and source
address. Each Next Hop Address option nmay be associated with zero,
one or nore Source Address that represent the source addresses that
are assigned fromthe prefixes that belong to this next hop. The
Next Hop sub-options field shall contain Source Address Figure 3 and
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Route Prefix options Figure 1 that represent the | Pv6 destination
prefi xes reachabl e via the given next hop. DHCPv6 server shal

i ncl ude Next Hop Address with Source Address and Route Prefix option
in Next Hop sub-options field in the nessage to indicate that given
prefix is available directly on-link and that the source address will
not be subject to ingress filtering. For the Source Address, Source
Address/Prefix option Figure 3 is used with prefix length set to 128.

Each Next Hop Address may be associated with zero, one or nore Source
Prefix that represent the source addresses that are assigned fromthe
prefixes that belong to this next hop. The option MAY contain Route
Prefix options that represent the | Pv6 destination prefixes reachabl e
via the given next hop. DHCP server shall include Next Hop Address
with Route Prefix option in Next Hop sub-option field defined in
Figure 2 in the message to indicate that given prefix is available
directly on-link. To indicate that any source addresses derived from
the source prefix will not be subject to ingress filtering on these
routes supported by these next hops DHCPv6 server shall send two
options, Next Hop option with Route Prefix option in Next Hop options
field and a Source Prefix option defined in Figure 3.

Servers SHOULD NOT send NEXT_HOP or RT_PREFI X to clients that did not
explicitly requested it, using the ORO

Servers MUST NOT send NEXT_HOP or RT_PREFI X i n nessages other than
ADVERTI SE or REPLY.

Servers MAY al so include Status Code Option, defined in Section 22.13
of the [RFC3315] to indicate the status of the operation

Servers MJUST include the Status Code Option, if the requested routing
configuration was not successful and SHOULD use status codes as
defined in [ RFC3315] and [ RFC3633].

The maxi mum nunber of routing information in one DHCPv6 nessage
depend on the nmaxi num DHCPv6 nmessage size defined in [ RFC3315]

5. DHCPv6 Client Behavi or

A DHCPv6 client conpliant with this specification MJUST request the
NEXT_HOP and RT_PREFI X Options in an Option Request Option (ORO in
the followi ng nmessages: Solicit, Request, Renew, Rebind, and

I nformati on- Request. The nessages are to be sent as and when

speci fied by [ RFC3315].

When processing a received Route Options a client MJUST substitute a

received 0::0 value in the Next Hop Option with the source | Pv6
address of the received DHCPv6 nessage. It MJST al so associate a
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recei ved Link Local next hop addresses with the interface on which
the client received the DHCPv6 nmessage containing the route option
Such a substitution and/or association is useful in cases where the
DHCPv6 server operator does not directly know the | Pv6 next-hop
address, other than knowing it is that of a DHCPv6 rel ay agent on the
client LAN segnent. DHCPv6 Packets relayed to the client are sourced
by the relay using this relay’s | Pv6 address, which could be a link

| ocal address.

The Cient SHOULD refresh assigned route information periodically.
The generic DHCPv6 I nformation Refresh Tine Option, as specified in
[ RFC4242], can be used when it is desired for the client to
periodically refresh of route information.

The routes conveyed by the Route Option should be considered as
complinmentary to any other static route | earning and mai nt enance
mechani sm used by, or on the client with one nodification: The client
MUST flush DHCPv6 installed routes following a link flap event on the
DHCPv6 client interface over which the routes were installed. This
requirenent is necessary to automate the flushing of routes for
clients that may nove to a different network

Client MJUST confirmthat routers announced over DHCPv6 are reachabl e,
usi ng one of methods suitable for specific network type. The nost
conmon nmechani smis Nei ghbor Unreachability Detection (NUD),
specified in [RFC4861]. Cient SHOULD use NUD to verify that
received routers are reachable before adjusting its routing tables.
Client MAY use other reachability verification nmechani sns specific to
used network technology. To avoid potential long-lived routing black
holes, client MAY periodically confirmthat router is stil

reachabl e.

5.1. Conflict resolution

I nformation received via Route Options over DHCPv6 MJUST be treated
equally to routing informati on obtained via other sources. In
particular, fromthe RA perspective, DHCPv6 provisioning should be
treated as if yet another RA was received. Preference field should
be taken into consideration during route information processing. In
particul ar, adm nistrators are encouraged to read [ RFC4191],

Section 4.1 for guidance.

To facilitate informati on nerge between DHCPv6 and RA, DHCPv6 options

in this docunent convey the same information specified in
[I-D.sari kaya- 6man- next - hop-ra]j .
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To facilitate information nmerge between DHCPv6 and RA, DHCPv6 option
RT_PREFI X conveys the sanme information specified in [ RFC4191] al beit
on-wire format is slightly different. The differences are:

Metric field is an 8-bit field that conveys the route netric

Rl O uses 128-length prefix field, while DHCPv6 option uses variable
prefix length. That difference is used to mnimze packet size as it
avoid transmitting zeroed octets. Despite slightly different
encodi ng, delivered information is exactly the sane.

If prefix is available directly on-link, Route Prefix option is
conveyed directly in DHCPv6 nmessage, not within Next Hop option
That feature is considered a superset, conpared to RO

In short, when DHCPv6 RT_PREFI X option is used alone this
specification works in conpatibility node with [ RFC4191].

6. | ANA Consi derati ons

IANA is kindly requested to all ocate DHCPv6 option code TBD1 to the
OPTI ON_NEXT_HOP, TBD2 to OPTI ON_RT_PREFI X, TBD3 to OPTI ON_SOURCE_AP.
Al'l val ues should be added to the DHCPv6 option code space defined in
Section 24.3 of [RFC3315].

7. Security Considerations

The overall security considerations discussed in [RFC3315] apply al so
to this docunent. The Route option could be used by nalicious
parties to misdirect traffic sent by the client either as part of a
deni al of service or man-in-the-niddl e attack. An alternative denial
of service attack could also be realized by nmeans of using the route
option to overflowi ng any known nmenory linmtations of the client, or
to exceed the client’s ability to handl e the nunber of next hop

addr esses.

Nei t her of the above considerations are new and specific to the
proposed route option. The nechanisns identified for securing DHCPv6
as well as reasonabl e checks perforned by client inplenentations are
deened sufficient in addressing these problens.

It is essential that clients verify that announced routers are indeed
reachabl e, as specified in Section 5. Failing to do so may create
bl ack hol e routing probl em

Thi s mechani sm may i ntroduce severe problens if deployed in networks
that use dynamic routing protocols. See Section 2.6 for details.
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DHCPv6 becomes a conpl ete provisioning protocol with this mechani sm
i.e. all necessary configuration paraneters may be delivered using
DHCPv6 only. It was suggested that in sone cases this may lead to
decision of disabling RA. Wile RA-less networks could offer |ower
operational expenses and protection agai nst rogue RAs, they woul d not
work with nodes that do not support this feature. Therefore such
decision is not recommended, unless all effects are carefully
analyzed. It is worth noting that disabling RA support in hosts
woul d sol ve rogue RA problem it would in fact only change the issue
into rogue DHCPv6 problem That is sonewhat beneficial, however, as
rogue RA may affect all nodes inmediately while rogue DHCPv6 server
will affect only new nodes, that boot up after rogue server nanifests
itself.

Reader is al so encouraged to read DHCPv6 security considerations
docunent [I-D.ietf-dhc-sedhcpv6].
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