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Abstract

Segnent Routing (SR) allows a node to steer a packet through a
controll ed set of instructions, called segnents, by prepending a SR
header to the packet. A segnent can represent any instruction
topol ogi cal or service-based. SR allows to enforce a flow through
any path (topol ogical, or application/service based) while

mai ntai ning per-flow state only at the ingress node to the SR domain.

Segnent Routing can be applied to the IPv6 data plane with the
addition of a new type of Routing Extension Header. This draft
anal yses the security aspects the Segment Routing Extension Header
Type and how it is used by SR capable nodes to deliver a secure
servi ce.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

Vyncke, et al. Expi res January 4, 2015 [ Page 1]



I nt ernet - DraSegnent Routing Header (SRH) Security Considerati

This Internet-Draft will expire on January 4, 2015.

Copyright Notice

July 2014

Copyright (c) 2014 | ETF Trust and the persons identified as the

docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info)

in effect on the date of
publication of this docunent. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD Li cense.

Tabl e of Contents

1. Segnment Routing Documents .
2. Introduction

3. Threat nodel

.1. Source routing threat

.3. Service stealing threat
.4. Topol ogy discl osure
4. Security fields in SRH
.1. Selecting a hash aIgor|thm
.2. Performance inpact of HWVAC
.3. Pre-shared key nmanagenent
5. Depl oynment Models . . .
5.1. Nodes within the SR donaln
5.2. Nodes outside of the SR domain
5.3. SR path exposure
| ANA Consi derations . . .
Manageabi lity ConS|derat|ons
Security Considerations
Acknowl edgenent s
0. References .
10.1. Nornmative References
10.2. Informative References
Aut hors’ Addresses

Wwww

D

HSOQJTJQ

1. Segnment Routing Documents

Segnent Routing termnology is defined in

[I-D.filsfils-spring-segnment-routing].
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3.

3.

Segment Routing use cases are described in
[I-D.filsfils-spring-segnment-routing-use-cases].

Segnent Routing | Pv6 use cases are described in
[I-D.ietf-spring-ipv6-use-cases].

Segment Routing protocol extensions are defined in
[I-D.ietf-isis-segnent-routing-extensions], and
[1-D. psenak- ospf - segnent - r out i ng- ospf v3-ext ensi on] .

I ntroduction

This section anal yses the security threat nodel as well as the
security issues and proposed solutions related to the new routing
header for segnment routing.

The SRH is sinply another version of the routing header as descri bed
in [ RFC2460] and is:

0 inserted when entering the segnent routing domain which could be
done by a node or by a router

0 inspected and acted upon when reaching the destination address of
the | P header.

Routers on the path that sinmply forward an | Pv6 packet (i.e. the | Pv6
destination address is none of theirs) will never inspect and process
the SRH. Routers whose one interface |IPv6 address equals the
destination address field of the SRHwill have to parse the SRH and,
if supported and if the local configuration allows it, will act on
the SRH.

Thr eat nodel
1. Source routing threat

Using a SRH, which is basically source routing, has some well-known
security issues as described in [RFC4942] section 2.1.1 and
[ RFC5095] :

o anplification attacks: where a packet could be forged in such a
way to cause | ooping anong a set of SR-enabl ed routers causing
unnecessary traffic, hence a denial of service against bandw dth;

o reflection attack: where a hacker could force an internedi ate node
to appear as the i mediate attacker, hence hiding the rea
attacker from naive forensic;

Vyncke, et al. Expi res January 4, 2015 [ Page 3]



I nt ernet - DraSegnent Routing Header (SRH) Security Considerati July 2014

0 bypass attack: where an internedi ate node could be used as a
stepping stone (for exanple in a DVZ) to attack anot her host (for
exanple in the datacenter or any back-end server

These security issues did |lead to obsoleting the routing-header type
0, RHO, with [ RFC5095] because:

0o it was assuned to be inspected and acted upon by default by each
and every router on the Internet;

o0 it contained multiple segnments in the payl oad.

Therefore, if internmediate nodes ONLY act on valid and aut horized
SRH, then there is no security threat simlar to RHO0

3.2. Applicability of RFC 5095 to SRH

In the segnent routing architecture described in
[I-D.filsfils-spring-segnent-routing] there are basically two kinds
of nodes (routers and hosts):

0 nodes within the segnent routing domain, which is within one
single adm nistrative domain, i.e., where all nodes are trusted
anyway el se the damage caused by those nodes coul d be worse than
anplification attacks: traffic interception and nan-in-the-niddle
attacks, nore server DoS by droppi ng packets, and so on.

0 Nodes outside of the segnent routing domain, which is outside of
the adninistrative segnent routing donmain hence they cannot be
trusted because there is no physical security for those nodes,
i.e., they can be replaced by hostile nodes or can be coerced in
wr ong behavi ors.

3.3. Service stealing threat
SR is used for added val ue services, there is also a need to prevent
non-partici pati ng nodes to use those services; this is called
'service stealing prevention’

3.4. Topol ogy disclosure
The SRH al so contains all |Pv6 addresses of internedi ate SR-nodes,

this obviously reveals those addresses to the potentially hostile
attackers if those attackers are on the path.
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4. Security fields in SRH

This section sumarizes the use of specific fields in the SRH, they
are integral part of [I-D.previdi-6man-segnent-routing-header] and
they are again described here for reader’s sake.

The security-related fields in SRH are:

0o HWVAC Key-id, 8 bits wide, if HVAC key-id is null, then there is no
HVAC fi el d;

o HMAC, 256 bits wide.
The HVAC field is the output of the hash of the concatenation of:
0o the source | Pv6 address;

o last segnent field, an octet whose bit-0 is the clean-up bit flag
and others are 0, HVAC key-id, all addresses in the Segment List;

0 a pre-shared secret between SR nodes in the SR domain (routers
controllers, ...);

o if required by the hash algorithma pad field filled with O.

The purpose of the HVAC field is to verify the validity, the
integrity and the authorization of the SRHitself. If an outsider of
the SR domain does not have access to a current pre-shared secret,
then it cannot conmpute the right HVAC field and the first SR router
on the path processing the SRH and configured to check the validity
of the HVAC wi |l sinply reject the packet.

The HVAC field is located at the end of the SRH sinply because only
the router on the ingress of the SR domain needs to process it, then
all other SR nodes can ignore it (based on |ocal policy) because they
can trust the upstreamrouter. This is to speed up forwarding

oper ations because sonme hardware platfornms can only parse in hardware
so many byt es.

The HVAC Key-id field allows for the sinultaneous existence of

several hash algorithns (SHA-256, SHA3-256 ... or future ones) as
wel |l as pre-shared keys. This allows for pre-shared key roll-over
when two pre-shared keys are supported for a while when all SR nodes
converged to a fresher pre-shared key. The HVAC key-id is opaque,
i.e., it has no syntax except as an index to the right conbination of
pre-shared key and hash algorithm It also allows for interoperation
anong different SR domains if allowed by | ocal policy.
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When a specific SRHis linked to a tine-related service (such as
turbo- QS for a 1-hour period) where the DA, SID are identical, then
it is inportant to refresh the shared-secret frequently as the HVAC
validity period expires only when the HVAC key-id and its associ ated
shared-secret expires. How HVAC key-id and pre-shared secret are
synchroni zed between participating nodes in the SR dormain is outside
of the scope of this docunent ([RFC6407] GDA could be a basis).

4.1. Selecting a hash algorithm

The HVAC field in the SRHis 256 bit wide. Therefore, the HVAC MUST
be based on a hash function whose output is at |east 256 bits. |If
the out put of the hash function is 256, then this output is sinply
inserted in the HWAC field. |If the output of the hash function is

| arger than 256 bits, then the output value is truncated to 256 by
taking the least-significant 256 bits and inserting themin the HVAC
field.

SRH i npl ement ati ons can support multiple hash functions but MJST
i mpl ement SHA-2 [FI PS180-4] in its SHA-256 variant.

4.2. Performance inpact of HVAC

Whi |l e adding a HVAC to each and every SR packet increases the
security, it has a performance inpact. Nevertheless, it nust be
noted that:

o the HVAC field is used only when SRH is inserted by a device (such
as a home set-up box) which is outside of the segnent routing
domain. If the SRH is added by a router in the trusted segnent
routi ng domain, then, there is no need for a HVAC field, hence no
perf ormance i nmpact.

0 when present, the HVAC field MJST only be checked and validated by
the first router of the segnent routing domain, this router is
named 'validating router’. Downstreamrouters SHOULD NOT i nspect
the HVAC field.

o this validating router can al so have a cache of <|IPv6 header +
SRH, HVAC field value> to inprove the perfornance. It is not the
same use case as in |IPsec where HVAC val ue was uni que per packet,
in SRH, the HMAC val ue is unique per flow.

0 Last point, hash functions such as SHA-2 have been optim zed for

security and performance and there are multiple inplenentations
wi th good perfornance.
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Wth the above points in mnd, the perfornmance inpact of using HVAC
is mnimzed.

Pre-shared key managenent
The field HVAC key-id allows for:

0 key roll-over: when there is a need to change the key (the hash
pre-shared secret), then nultiple pre-shared keys can be used
simul taneously. The validating routing can have a table of <key-
id, pre-shared secret> for the current and future keys.

o different algorithm by extending the previous table to <key-id,
hash function, pre-shared secret>, the validating router can al so
support simultaneously several hash algorithm (see section
Section 4.1)

The pre-shared secret distribution can be done:

o in the configuration of the validating routers, either by static
configuration or any SDN oriented approach

0 dynamically using a trusted key distribution such as [ RFC6407]

NOTE: this section needs nore work but the intent is NOT to define
yet - anot her - key-di st ri buti on- pr ot ocol

Depl oynent Model s
Nodes within the SR donain

Those nodes can be trusted to generate SRH and to process SRH
received on interfaces that are part of the SR domain. These nodes
MUST drop all packets received on an interface that is not part of
the SR domain and containing a SRH whose HVAC field cannot be

val idated by local policies. This includes obviously packet with a
SRH generated by a non-cooperative SR domai n.

If the validation fails, then these packets MJST be dropped, |CW
error nessages (paraneter problen) SHOULD be generated (but rate
limted) and SHOULD be | ogged.

Nodes outside of the SR domain
Nodes outside of the SR domain cannot be trusted for physica

security; hence, they need to request by sone neans (outside of the
scope of this docunent) a conplete SRH for each new connection (i.e.
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new destination address). The SRH MJUST include a HVAC key-id and
HVAC field which is conmputed correctly (see Section 4).

When an outsi de node sends a packet with an SRH and towards a SR
i ngress node, the packet MJUST contain the HVAC key-id and HVAC field
and the SR ingress node MIUST be the destination address.

The ingress SR router, i.e., the router with an interface address
equal s to the destination address, MJST verify the HVAC field with
respect to the HVAC key-id.

If the validation is successful, then the packet is sinply forwarded
as usual for a SR packet. As long as the packet travels within the
SR domai n, no further HVAC check needs to be done. Subsequent
routers in the SR domain MAY verify the HVAC field when they process
the SRH (i.e. when they are the destination).

If the validation fails, then this packet MJST be dropped, an | CW
error nessage (paraneter problem SHOULD be generated (but rate
limted) and SHOULD be | ogged.

5.3. SR path exposure

As the internmedi ate SR nodes addresses appears in the SRH, if this
SRH is visible to an outside then he/she could reuse this know edge
to launch an attack on the internediate SR nodes or get sone insider
know edge on the topology. This is especially applicable when the
pat h between the source node and the first SR-node in the domain is
on the public Internet.

The first remark is to state that 'security by obscurity’ is never
enough; in other words, the security policy of the SR domain MJST
assune that the internal topology and addressing is known by the
attacker. A sinple traceroute will also give the sane infornmation
(with even nore information as all internediate nodes between SID
will also be exposed). |Psec Encapsul ating Security Payl oad (RFC
4303) cannot be use to protect the SRH as per RFC 4303 the ESP header
must appear after any routing header (including SRH).

To prevent a user to |everage the gai ned know edge by intercepting
SRH, it it reconmmended to apply an infrastructure Access Control List
(i ACL) at the edge of the SR domain. This i ACL will drop all packets
from outside the SR-domai n whose destination is any address of any
router inside the domain. This security policy should be tuned for

| ocal operations.

Vyncke, et al. Expi res January 4, 2015 [ Page 8]



I nt ernet - DraSegnent Routing Header (SRH) Security Considerati July 2014

6. | ANA Consi derations
There are no | ANA request or inpact in this docunent.
7. Manageability Considerations
TBD
8. Security Considerations
Thi s docunent describes the security nechanisns applied to the
Segnment Routing Header defined in
[1-D. previdi-6man-segnment -r outi ng- header]
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