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Abstract

Segnent Routing (SR) allows a node to steer a packet through a
controll ed set of instructions, called segnents, by prepending a SR
header to the packet. A segnent can represent any instruction
topol ogi cal or service-based. SR allows to enforce a flow through
any path (topol ogical, or application/service based) while

mai ntai ning per-flow state only at the ingress node to the SR domain.

Segnent Routing can be applied to the IPv6 data plane with the
addition of a new type of Routing Extension Header. This draft
descri bes the Segnment Routing Extension Header Type and how it is
used by SR capabl e nodes.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Structure of this docunent
Section 3 gives an introduction on SR for |Pv6 networks.
Section 4 describes the Segnment Routing abstract nodel.

Section 5 defines the Segnent Routing Header (SRH) all ow ng
instantiation of SR over |Pv6 datapl ane.

Section 6 details the procedures of the Segnent Routing Header
2. Segnent Routing Documents

Segment Routing termnology is defined in
[I-D.filsfils-spring-segnent-routing].

Segnment Routing use cases are described in
[I-D.filsfils-spring-segnent-routing-use-cases].

Segment Routing | Pv6 use cases are described in
[I-D.ietf-spring-ipv6-use-cases].

Segnment Routing protocol extensions are defined in
[I-D.ietf-isis-segnment-routing-extensions], and
[1-D. psenak- ospf - segnent - rout i ng- ospf v3- ext ensi on] .

The security nmechani sns of the Segnent Routing Header (SRH) are
described in [I-D. vyncke-6man- segnent -routi ng-security].

3. Introduction

Segnment Routing (SR), defined in
[I-D.filsfils-spring-segnent-routing], allows a node to steer a
packet through a controlled set of instructions, called segnents, by
prepending a SR header to the packet. A segnent can represent any

i nstruction, topological or service-based. SR allows to enforce a
flow through any path (topol ogical or service/application based)
whil e mai ntai ning per-flow state only at the ingress node to the SR
domai n. Segnents can be derived fromdifferent conponents: |1GP, BGP
Servi ces, Contexts, Locators, etc. The list of segnent fornming the
path is called the Segnment List and is encoded in the packet header
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SR all ows the use of strict and | oose source based routing paradi gns
wi t hout requiring any additional signaling protocols in the
infrastructure hence delivering an excellent scalability property.

The source based routing nodel described in
[I-D.filsfils-spring-segnent-routing] is inherited fromthe ones
proposed by [ RFC1940] and [ RFC2460]. The source based routing nodel
of fers the support for explicit routing capability.

3.1. Data Planes supporting Segnent Routing

Segnment Routing (SR), can be instantiated over MPLS
([I-D.filsfils-spring-segnment-routing-npls]) and | Pv6. This docunent
defines its instantiation over the | Pv6 data-pl ane based on the use-
cases defined in [I-D.ietf-spring-ipv6-use-cases].

Segnment Routing for IPv6 (SR-1Pv6) is required in networks where MPLS
dat a-pl ane is not used or, when conbined with SR-MPLS, in networks
where MPLS is used in the core and IPv6 is used at the edge (hone

net wor ks, datacenters).

This docunent defines a new type of Routing Header (originally
defined in [ RFC2460]) called the Segnment Routing Header (SRH) in
order to convey the Segnent List in the packet header as defined in
[I-D.filsfils-spring-segnment-routing]. Mechanisns through which
segnment are known and advertised are outside the scope of this
docunent .

3.2. Illustration

In the context of Figure 1 where all the links have the sanme |IGP
cost, let us assune that a packet P enters the SR domain at an

i ngress edge router | and that the operator requests the foll ow ng
requirenents for packet P

The | ocal service S offered by node B nust be applied to packet P
The Iinks AB and CE cannot be used to transport the packet P

Any node N al ong the journey of the packet should be able to
determ ne where the packet P entered the SR domain and where it
will exit. The internediate node should be able to determ ne the
paths fromthe ingress edge router to itself, and fromitself to
the egress edge router.

Per-flow State for packet P should only be created at the ingress
edge router.
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The operator can forbid, for security reasons, anyone outside the
operator domain to exploit its intra-domain SR capabilities.

l---A--B---C--E

VN

\ |/ F
\|/
D

Figure 1: An illustration of SR properties

Al'l these properties may be realized by instructing the ingress SR
edge router | to push the follow ng abstract SR header on the packet

I

I

I

| Transport ed
| | Packet

I

I

I

Figure 2: Packet P at node

The abstract SR header contains a source route encoded as a list of
segnments {SD, SB, SS, SF, SE}, a pointer (Ptr) and the identification
of the ingress and egress SR edge routers (segnents SI and SE)

A segnment identifies a topological instruction or a service
instruction. A segnent can either be global or local. The
instruction associated with a global segnment is recognized and
executed by any SR-capable node in the domain. The instruction
associated with a |l ocal segnent is only supported by the specific
node that originates it.

Let us assune sone IGP (i.e.: ISIS and OSPF) extensions to define a
"Node Segnent" as a global instruction within the IGP donain to
forward a packet along the shortest path to the specified node. Let
us further assune that within the SR domain illustrated in Figure 1,
segments SlI, SD, SB, SE and SF respectively identify | GP node
segnents to I, D, B, E and F.

Let us assunme that node B identifies its |local service Swith |oca
segment SS.
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Wth all of this in mind, let us describe the journey of the packet
P

The packet P reaches the ingress SR edge router. | pushes the SR
header illustrated in Figure 2 and sets the pointer to the first
segnent of the list (SD).

SDis an instruction recognized by all the nodes in the SR domain
whi ch causes the packet to be forwarded al ong the shortest path to D

Once at D, the pointer is increnented and the next segnment is
executed (SB).

SB is an instruction recognized by all the nodes in the SR domain
whi ch causes the packet to be forwarded al ong the shortest path to B

Once at B, the pointer is increnented and the next segnment is
executed (SS)

SSis an instruction only recogni zed by node B which causes the
packet to receive service S

Once the service applied, the next segnent is executed (SF) which
causes the packet to be forwarded al ong the shortest path to F.

Once at F, the pointer is incremented and the next segment is
executed (SE)

SE is an instruction recognized by all the nodes in the SR donain
whi ch causes the packet to be forwarded al ong the shortest path to E

E then renoves the SR header and the packet continues its journey
out si de the SR donmai n.

Al'l of the requirenents are net.

First, the packet P has not used links AB and CE: the shortest-path
froml to Dis |I-A-D, the shortest-path fromDto Bis DB, the
shortest-path fromB to Fis B-CF and the shortest-path fromF to E
is F-E, hence the packet path through the SR domain is I-A-D-B-CF-E
and the links AB and CE have been avoi ded.

Second, the service S supported by B has been applied on packet P
Third, any node al ong the packet path is able to identify the service
and topol ogi cal journey of the packet within the SR domain. For

exanpl e, node C receives the packet illustrated in Figure 3 and hence
is able to infer where the packet entered the SR domain (SI), how it
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got up to itself {SD, SB, SS, SE}, where it will exit the SR domain
(SE) and how it will do so {SF, SE}.

o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e eo oo +
I I I
| SR Header | |
I I I
| {SD, SB, SS, SF, SE}, Ptr, SlI, SE | Transport ed |
| n | | Packet |
I I I I P I
| oo + | |
I I I
T N +

Figure 3: Packet P at node C

Fourth, only node | maintains per-flow state for packet P. The
entire program of topol ogical and service instructions to be executed
by the SR domain on packet P is encoded by the ingress edge router

in the SR header in the formof a list of segnents where each segnent
identifies a specific instruction. No further per-flow state is
required along the packet path. The per-flow state is in the SR
header and travels with the packet. Internedi ate nodes only hold
states related to the | GP gl obal node segnments and the local |IGP

adj acency segnments. These segnents are not per-flow specific and
hence scale very well. Typically, an internedi ate node woul d

mai ntain in the order of 100°s to 1000’ s gl obal node segnents and in
the order of 10's to 100 of |ocal adjacency segnents. Typically the
SR IGP forwarding table is expected to be nuch | ess than 10000
entries.

Fifth, the SR header is inserted at the entrance to the domain and
renoved at the exit of the operator domain. For security reasons,

the operator can forbid anyone outside its donain to use its intra-
domai n SR capability.

4. Abstract Routing Mdel

At the entrance of the SR domain, the ingress SR edge router pushes
the SR header on top of the packet. At the exit of the SR donain,
the egress SR edge router renoves the SR header

The abstract SR header contains an ordered list of segnments, a

poi nter identifying the next segnment to process and the
identifications of the ingress and egress SR edge routers on the path
of this packet. The pointer identifies the segnent that MJST be used
by the receiving router to process the packet. This segnent is
called the active segnent.
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A property of SRis that the entire source route of the packet,
including the identity of the ingress and egress edge routers is
al ways available with the packet. This allows for interesting
accounting and service applications.

We define three SR-header operations:

"PUSH': an SR header is pushed on an | P packet, or additiona
segnents are added at the head of the segment list. The pointer
is noved to the first entry of the added segnents.

"NEXT": the active segnent is conpleted, the pointer is noved to
the next segnment in the |ist.

"CONTI NUE": the active segnent is not conpleted, the pointer is
| eft unchanged.

In the future, other SR header nanagenent operations may be defi ned.

As the packet travels through the SR domain, the pointer is
i ncremented through the ordered list of segnents and the source route
encoded by the SR ingress edge node is executed.

A node processes an inconm ng packet according to the instruction
associ ated with the active segnent.

Any instruction m ght be associated with a segment: for example, an
i ntra-domai n topol ogical strict or |oose forwarding instruction, a
service instruction, etc.

At mininmum a segnent instruction nust define two elenents: the
identity of the next-hop to forward the packet to (this could be the
same node or a context within the node) and which SR-header
managenent operation to execute.

Each segnent is known in the network through a Segnent Identifier
(SID). The terns "segnment" and "SI D' are interchangeabl e.

4.1. Segment Routing G obal Bl ock (SRGB)

In the SR abstract nodel, a segnent is identified by a Segnent
Routing Identifier (SID). The SR abstract nodel doesn’'t mandate a
specific format for the SID (I Pv6 address or other formats).

In Segment Routing IPv6 the SIDis an | Pv6 address. Therefore, the
SRGB is materialized by the global |Pv6 address space which
represents the set of IPv6 routable addresses in the SR dormain. The
followi ng rules apply:

Previdi, et al. Expires April 27, 2015 [ Page 8]



I nt

4. 2.

ernet-Draft | Pv6 Segnent Routing Header (SRH) Cct ober 2014

o Each node of the SR domain MJUST be configured with the Segnent
Routi ng d obal Bl ock (SRGB)

o Al global segnents nmust be allocated fromthe SRG. Any SR
capabl e node MJUST be able to process any gl obal segnent advertised
by any other node within the SR donai n.

0 Any segnment outside the SRGB has a local significance and is
called a "local segnent”. An SR-capable node MJST be able to
process the |local segnents it originates. An SR-capable node MJST
NOT support the instruction associated with a |ocal segnent
originated by a renote node.

Traffic Engineering with SR

An SR Traffic Engineering policy is conposed of two elenents: a flow
classification and a segnent-list to prepend on the packets of the
flow

In SR, this per-flow state only exists at the ingress edge node where
the policy is defined and the SR header is pushed.

It is outside the scope of the docunent to define the process that
leads to the instantiation at a node N of an SR Traffic Engineering

policy.

[1-D.filsfils-spring-segnment-routing-use-cases] illustrates various
alternatives

N is deriving this policy automatically (e.g. FRR).

N is provisioned explicitly by the operator.

N is provisioned by a controller or server (e.g.: SDN Controller).

N is provisioned by the operator with a high-level policy which is

mapped into a path thanks to a | ocal CSPF-based conmputation (e.g.

af finity/ SRLG excl usi on).

N coul d al so be provisioned by other neans.
[I-D.filsfils-spring-segment-routing-use-cases] explains why the
majority of use-cases require very short segnment-lists, hence

m nim zing the performance inpact, if any, of inserting and
transporting the segnment I|ist.
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A SDN controller, which desires to instantiate at node N an SR
Traffic Engineering policy, collects the SR capability of node N such
as to ensure that the policy neets its capability.

4. 3. Segnment Routing Database

The Segnent routing Database (SRDB) is a set of entries where each
entry is identified by a SID. The instruction associated with each
entry at |east defines the identity of the next-hop to which the
packet should be forwarded and what operation should be perforned on
the SR header (PUSH, CONTI NUE, NEXT).

I Fommemeeeas T T +
| Segnent | Next-Hop | SR Header operation |
Fomm e o Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
[ Sk [ M | CONTI NUE [
| S I N | NEXT I
[ Sl | NAT Srvc | NEXT [
[ Sm | FWsrve | NEXT [
[ Sn [ Q | NEXT [
| etc | etc. | etc |
Fomm e - [ S o m e e e e e e e e e e e e mo— oo +

Fi gure 4: SR Dat abase

Each SR-capable node maintains its local SRDB. SRDB entries can
either derive fromlocal policy or from protocol segnent
advertisenent.

5. IPv6 Instantiation of Segment Routing

5.1. Segnent ldentifiers (SIDs) and SRGB
Segnent Routing, as described in
[1-D.filsfils-spring-segnent-routing], defines Node-SID and
Adj acency-SID. Wien SR is used over |Pv6 data-plane the follow ng
appl i es.

The SRGB is the gl obal |1Pv6 address space which represents the set of
| Pv6 routabl e addresses in the SR domain.

Node SIDs are | Pv6 addresses part of the SRGB (i.e.: routable

addresses). Adjacency-SIDs are | Pv6 addresses which nmay not be part
of the global |Pv6 address space.
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5.1.1. Node-SID

The Node-SID identifies a node. Wth SR-1Pv6 the Node-SIDis an | Pv6
prefix that the operator configured on the node and that is used as
the node identifier. Typically, in case of a router, this is the

| Pv6 address of the node | oopback interface. Therefore, SR 1Pv6 does
not require any additional SID advertisement for the Node Segment.
The Node-SID is in fact the | Pv6 address of the node.

5.1.2. Adjacency-SID

In the SR architecture defined in
[I-D.filsfils-spring-segnment-routing] the Adjacency-SID (or Adj-SID)
identifies a given interface and may be | ocal or gl obal (depending on
how it is advertised). A node may advertise one (or nore) Adj-SIDs
all ocated to a given interface so to force the forwarding of the
packet (when received with that particular Adj-SID) into the
interface regardless the routing entry for the packet destination

The semantic of the Adj-SIDis:

Send out the packet to the interface this prefix is allocated to.

When SR is applied to IPv6, any SIDis in a global |IPv6 address and
therefore, an Adj-SID has a gl obal significance (i.e.: the |IPv6
address representing the SIDis a global address). |In other words, a
node that advertises the Adj-SID in the formof a global |Pv6 address
representing the |ink/adjacency the packet has to be forwarded to,
will apply to the Adj-SID a global significance

Advertisenent of Adj-SID may be done using nultiple nmechani sms anong
whi ch the ones described in I SIS and OSPF protocol extensions:
[I-D.ietf-isis-segnment-routing-extensions] and

[1-D. psenak- ospf - segnent -routi ng- ospfv3-extension]. The distinction
bet ween | ocal and gl obal significance of the Adj-SIDis given in the
encodi ng of the Adj-SID advertisenent.

5.2. Segnent Routing Extension Header (SRH)

A new type of the Routing Header (originally defined in [RFC2460]) is
defined: the Segment Routing Header (SRH) which has a new Routing
Type, (suggested value 4) to be assigned by | ANA

As an exanple, if an explicit path is to be constructed across a core
network running 1SIS or OSPF, the segnment list will contain SIDs
representing the nodes across the path (loose or strict) which

usual ly, are the I Pv6 | oopback interface address of each node. |If
the path is across service or application entities, the segnent I|ist
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contains the | Pv6 addresses of these services or application
i nst ances.

The Segnent Routing Header (SRH) is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
B i S T ik s S S S e S S i S S S i e
xt Header | Hdr Ext Len | Routing Type | Next Segnment |
e T S e e i S e e i i s T R S e i e
s
+

%+

ast Segment | Fl ags | HMVAC Key ID
B o I S e e i it (IR T e R S S TR S T ke st R S

+|—+

Segnment List[0] (128 bits ipv6 address)

B T s e o

—— T+ — +— ¢

I
+
I
|
I
I
+
I
I

B T s e o

Segrment List[n] (128 bits ipv6 address)

T S S e S

Policy List[0] (128 bits ipv6 address)
(optional)

Policy List[1] (128 bits ipv6 address)
(optional)

B T A T i wi S S S S T T S A

Policy List[2] (128 bits ipv6 address)
(optional)

I I
I I
+ +
I I
I I
I I
I I
+ +
I I
I I
I I
I I
B S T S S e s i S S S S S o S R S S i S S
I I
I I
I I
I I
+ +
I I
I I
I I
I I
B T I S e T o S S i i S S S S e e
I I
I I
I I
I I

HVAC (256 bits)
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I
I
I
I
+-

(optional)

I
I
|
I
+

B i T o e e e i i S e R S S e e e e

wher e:

0 Next Header: 8-bit selector. ldentifies the type of header
i medi ately followi ng the SRH

0 Hdr Ext Len: 8-bit unsigned integer, is the length of the SRH
header in 8-octet units, not including the first 8 octets.

0 Routing Type: TBD, to be assigned by | ANA (suggested val ue: 4).

0 Next Segnent (originally defined as "Segnents Left" in [ RFC2460]):
i ndex, in the Segnent List, of the next active segment (according
to ternminology defined in [I-D.filsfils-spring-segment-routing])
inthe SRHA Note that this differs fromthe semantic defined in
the Routing Header specification ([ RFC2460] defines it as
"Segnents Left"). Therefore, in the Segnent Routing context, the
"Segnents Left" field is renamed as "Next Segnent".

0 Last Segnent: index, in the Segnment List, of the next active
segrment of the | ast segment of the path in the SRH

o Flags: 16 bits of flags. Followi ng flags are defined:

1
0123456789012345
i R R R e i T ik ST D I S SR SR T
| PR R Pol i cy Fl ags |
i i S e i (I SRR HE S SR R S

Cflag: Cean-up flag. Set when the SRH has to be renoved from
t he packet when packet reaches the | ast segnent.

P-flag: Protected flag. Set when the packet has been rerouted
t hrough FRR nechani sm by a SR endpoi nt node. See Section 6.3
for nore details.

R-flags. Reserved and for future use.
Policy List flags. Define the type of the |IPv6 addresses

encoded into the Policy List (see below). The follow ng have
been defi ned:
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Bits 4-6: determine the type of the first element after the
segnment |ist.

Bits 7-9: determine the type of the second el enent.

Bits 10-12: deternmine the type of the third el enent.

Bits 13-15: determine the type of the fourth el ement.
The follow ng values are used for the type

0x0: Not present. |If value is set to Ox0O, it neans the
el ement represented by these bits is not present.

0x1: Ingress SR PE address.
0x2: Egress SR PE address.
0x3: Original Source Address.

o0 HWVAC Key ID and HVAC field, and their use are defined in
[1-D. vyncke- 6man- segnent - routi ng-security].

0 Segnent List[n]: 128 bit |IPv6 addresses representing the nth
segnent of the path.

o Policy List. Optional addresses representing specific nodes in
the SR path such as:

Ingress SR PE: | Pv6 address representing the SR node which has
i nposed the SRH (SR domai n ingress).

Egress SR PE: | Pv6 address representing the egress SR domain
node.

Original Source Address: |1Pv6 address originally present in the
SA field of the packet.

The segnments in the Policy List are encoded after the segnment |i st
and they are optional. |If none are in the SRH, all bits of the
Policy List Flags MUST be set to 0xO.

5.2.1. SRH and RFC2460 behavi or

The SRH being a new type of the Routing Header, it also has the sane
properties:

SHOULD only appear once in the packet.
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Only the router whose address is in the DA field of the packet
header MUST inspect the SRH

Therefore, Segnent Routing in IPvbé networks inplies that the segnent
identifier (i.e.: the IPv6 address of the segnent) is noved into the
DA of the packet.

The DA of the packet changes at each segnent ternination/conpletion
and therefore the original DA of the packet MJST be encoded as the
| ast segnent of the path.

As illustrated in Section 3.2, nodes that are within the path of a
segment will forward packets based on the DA of the packet wi thout
inspecting the SRH.  This ensures full interoperability between SR

capabl e and non- SR- capabl e nodes.
5.2.2. SRH Optimzation

In order to optinize the way the SRH and, nore precisely, the Segnent
List is processed by SR nodes, it is desirable that nost of the
necessary information of the SL is placed at the top of the list so
to avoid reading the whole content of the SRH prior to nake
forwardi ng deci si ons.

Wth this in mnd, when the SRHis created and the segnment list is
inserted, the order of the segnents in the segnent list is as
fol | ows:

0 The Next Segnment field points to the next segnent to be exani ned
(of fset within the SRH).

o The first segnment being encoded in the DA by the ingress node, it
doesn’t need to sit in the first position of the list.

0 Hence, the first elenment of the segnent list is the second segnent
of the path so that, when the packet reaches the end of the first
segrment, the node inspecting the SRHwill find the second segnent
at the beginning of the segnent list.

0 The other segnments of the path are encoded sequentially after the
second segnent.

0 The last segnment of the path is the original DA address.
o0 The last segment in the Segnent List is used to encode the first

segnment. This segnent will never be inspected anyway (at | east
not for forwarding purposes).

Previdi, et al. Expires April 27, 2015 [ Page 15]



Internet-Draft | Pv6 Segnent Routing Header (SRH) Cct ober 2014

6

6

6

1.

2

SRH Pr ocedur es
In this section we describe the different procedures on the SRH
Segnent Routing Operations

When Segnment Routing is instantiated over the | Pv6 data plane the
foll owi ng applies:

0 The segnent list is encoded in the SRH

0 The active segnment is in the destination address of the packet.

0 The Segment Routing CONTI NUE operation (as described in
[I-D.filsfils-spring-segnent-routing]) is inplemented as a

regul ar/plain | Pv6 operation consisting of DA based forwarding.

0 The NEXT operation is inplenented through the update of the DA
with the value represented by the Next Segnent field in the SRH

0 The PUSH operation is inplenented through the insertion of the SRH
or the insertion of additional segnents in the SRH segnent |ist.

Segnment Routing Node Functions

SR packets are forwarded to segments endpoints (i.e.: nodes whose
address is in the DA field of the packet). The segnent endpoint,
when receiving a SR packet destined to itself, does:

0 |Inspect the SRH

0 Determne the next segnent.

0 Update the SRH (or, if requested, renove the SRH fromthe packet).
o Update the DA

0 Send the packet to the next segment.

The procedures applied to the SRH are related to the node function
Fol | owi ng nodes functions are defined:

I ngress SR Node.
Transit Non- SR Node.

Transit SR Intra Segnent Node.
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SR Endpoi nt Node.
6.2.1. Ingress SR Node
I ngress Node can be a router at the edge of the SR donmamin or a SR
capabl e host. The ingress SR node nay obtain the segnent list by
either:
Local path conputation

Local configuration

Interaction with an SDN controller delivering the path as a
compl ete SRH.

Any ot her nmechani sm (nechani sns t hrough which the path is acquired
are outside the scope of this docunent).

When creating the SRH (either at ingress node or in the SDN
controller) the following is done:

Next Header and Hdr Ext Len fields are set according to [ RFC2460].
Routing Type field is set as TBD (SRH).

The DA of the packet is set with the address of the FIRST segnent
of the path.

Next Segnent field contains the offset of the SECOND segnment of
the path which is encoded in the FIRST position of the segnent
list. The segnent list is encoded as follows:

The first elenent of the list contains the second segnent (as
stat ed above).

Al'l subsequent segnments are encoded follow ng the second
segnent .

The original DA of the packet is encoded as the | ast segment of
the path (which is NOT the | ast segnent of the segnent list).

The | ast segnment of the segnent list is the FIRST segnent of
t he path.

Last Segnent field contains the offset of the |ast segnent of the
path (i.e.: the original DA of the packet).

The packet is sent out to the first segment.
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6.2.1.1. Security at Ingress

The procedures related to the Segment Routing security are detailed
in [I-D. vyncke-6nman-segnent -routing-security].

In the case where the SR donmi n boundaries are not under control of
the network operator (e.g.: when the SR donain edge is in a hone
network), it is inportant to authenticate and validate the content of
any SRH being received by the network operator. |In such case, the
security procedure described in

[1-D. vyncke- 6man- segnent -routi ng-security] is to be used.

The ingress node (e.g.: the host in the home network) requests the
SRH froma control system (e.g.: an SDN controller) which delivers
the SRHwith its HVAC signature on it.

Then, the honme network host can send out SR packets (with an SRH on
it) that will be validated at the ingress of the network operator
i nfrastructure

The ingress node of the network operator infrastructure, is
configured in order to validate the incomng SRH HWACs in order to
all ow only packets having correct SRH according to their SA/ DA
addr esses.

6.2.2. Transit Non-SR Capabl e Node
SR is interoperable with plain IPv6 forwarding. Any non SR-capabl e
node will forward SR packets solely based on the DA. There’'s no SRH
i nspection. This ensures full interoperability between SR and non- SR
nodes.

6.2.3. SR Intra Segnent Transit Node
Only the node whose address is in DA inspects and processes the SRH
(according to [RFC2460]). An intra segnment transit node is not in
the DA and its forwarding is based on DA and its SR-IPv6 FIB

6.2.4. SR Segnent Endpoi nt Node

The SR segnment endpoint node is the node whose address is in the DA
The segnent endpoi nt node inspects the SRH and does:
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1. | F DA = nyself (segment endpoint)
I F Next Segnent <> Last Segnment THEN
update DA with Next Segnent
i ncrement Next Segnent
3. ELSE | F Last Segnment <> DA THEN
update DA with Next Segnent
IF Clean-up bit is set THEN renove the SRH

N

4. ELSE gi ve the packet to next PID (application)
End of processing.
5. Forward t he packet out

6.3. FRR Flag Settings

A node supporting SR and doi ng Fast Reroute (as described in
[I-D.filsfils-spring-segnment-routing-use-cases], when rerouting
packets through FRR nechani sns, SHOULD i nspect the rerouted packet
header and look for the SRH If the SRH is present, the rerouting
node SHOULD set the Protected bit on all rerouted packets.

7. SR and Tunneling
Encapsul ation can be realized in tw different ways with SR-1Pv6:
Qut er encapsul ation.
SRH with SA/ DA original addresses.

Quter encapsulation tunneling is the traditional nmethod where an
additional |Pv6 header is prepended to the packet. The original |Pv6
header bei ng encapsul ated, everything is preserved and the packet is
swi tched/ routed according to the outer header (that could contain a
SRH) .

SRH al | ows encodi ng both original SA and DA and therefore, hence an
operator nmay decide to change the SA/DA at ingress and restore them
at egress. This can be achieved w thout outer encapsul ation, by
changi ng SA/ DA and encoding the original values in the Segnent List
(the last segment of the path being the original DA) and in the
Policy List (original SA).

8. Exanpl e Use Case
A nore detail ed description of use cases are available in
[I-D.ietf-spring-ipv6-use-cases]. |In this section, a sinple SR IPv6
exanple is illustrated.

In the topology described in Figure 6 it is assumed an end-to-end SR
depl oynent. Therefore SR is supported by all nodes fromA to J.

Previdi, et al. Expires April 27, 2015 [ Page 19]



Internet-Draft | Pv6 Segnent Routing Header (SRH) Cct ober 2014

Home Network | Backbone [ Dat acent er
I I
| +---+ +---+ +---+ | +---+ |
+---|---| C|---] D|---| E|---|---] 1 |---|
| | +---+ +---+ +---+ | +---+ |
I I I I I I I | +---+
SR S I I I I I [--1 X |
| Al---1 B | +---+ +---+ +---+ | +---+ | +---+
SRR SRR | Fl---1 G|---] H|---]---] J [---]
[ +---+ +---+ +---+ [ +---+ [
I I
| Fomm e eaaaa +
SDN
| Och/Ctlr |
Fom e e e e - - +

Fi gure 6: Sanpl e SR topol ogy

The foll owi ng workfl ow applies to packets sent by host A and destined
to server X
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Host A sends a request for a path to server X to the SDN
controller or orchestration system

The SDN controller/orchestrator builds a SRH with:
Segnent List: C F, J, X
HVAC
that satisfies the requirenents expressed in the request
by host A and based on policies applicable to host A

Host A receives the SRH and insert it into the packet.
The packet has now:

SA: A
DA: C
SRH wi t h
SL: F J,XC

. PL: C (ingress), J (egress)
Note that X is the | ast segment and Cis the
first segnment (encoded at the end of the SL).

When packet arrives in C (first segment), C does:
Val i date the HVAC of the SRH

Update the DA with the next segnent (found in SRH):
DA is set to F.
Forward t he packet to F.

Packet arrives in F which inspects the SRH and find the
next segnent:
DA is set to J.

Packet travels across G and H nodes which do plain

| Pv6 forwardi ng based on DA. No inspection of SRH needs
to be done in these nodes. However, any SR capabl e node
is allowed to set the Protected bit in case of FRR
protection.

Packet arrives in J where two options are avail abl e
dependi ng on the settings of the cleanup bit set in the
SRH:
If the cleanup bit is set, then node J will strip out
the SRH fromthe packet, set the DA as X and send
t he packet out.
If the clean-up bit is not set, the DAis set to X
and the packet is sent out with the SRH

The packet arrives in the server that may or may not support SR The

return traffic, fromserver to host, nmay be sent using the sane
procedur es.
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9.

10.

11.

12.

13.

14.

14.

14.

| ANA Consi derati ons
TBD
Manageabi |l ity Consi derations
TBD
Security Consi derations

Security nmechanisns applied to Segnent Routing over |Pv6 networks are
detailed in [I-D. vyncke-6man-segment -routi ng-security].
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