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Abstract

Thi s docunent describes 6Ti SCH security architectural elenents with
high I evel requirenments and the security framework that are rel evant
for the design of the 6Ti SCH security sol ution.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Security Architecture El enents
1. Device Types and Rol es

There are two types of devices (or nodes) that are involved in the

6Ti SCH security architecture: end devices that intend to join the LLN
(comonly known as joining nodes) and network devices that help the
joining node to be authenticated and aut horized by the network. From
a security operations perspective, each device has a distinct role in
the network. An end device has normally a client role, while the
networ k device can be a proxy or assune a server role. A proxy is an
i ntermedi ate node that hel ps the end device to establish a

conmuni cation with the server. An end device may nove in and out of
networks (that may be alien to it) and may have little network
managenent functionality on board. However, it usually does have the
right credential required for initializing the network joining
process. A proxy is an internediary node that that nmay be nore tied
into arelatively stable infrastructure and nmay have nore support for
net wor k management functionality and generally has reliable access to
back-end systenms of the network. A server provides stable, highly
avail abl e infrastructure and network managenent support and is
capabl e of authenticating and authorizing a joining node.

It is inportant to note that a network node nmay assune nultiple roles
at the sane tine and that a particular role nmay be assumed by
mul ti ple network nodes. Furthernoe, the roles of a network node may
change over tine and can be dynamic in nature along a node or a
network’s |ifecycle.
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1.2. Device Enroll nent Phases

Devi ce Aut hentication: The joining node and network node authenticate
each other and establish a shared key, so as to ensure on-going
aut henti cated comuni cations. This may involve a server as a third

party.

Aut hori zation: The network node deci des on whet her/how to authorize a
joining node (if denied, this may result in [ oss of bandw dth).
Aut hori zation deci sions nmay involve other nodes in the network.

Configuration/ Paraneterization: The network node distributes
configuration information to the joined node, such as scheduling
i nformation, |IP address assignnment information, and network poli cies.
This may originate from other network devices, for which it acts as
proxy. This step may also include distribution of information from
the joining node to the network node and, nore generally,
synchroni zati on of information between these entities.

1.3. Desired Protocol Properties
Security-Rel at ed:

1. Parties executing a security protocol should be explicitly aware
of its security properties;

2. Conpronise of keys or devices should have limted effect on
security of other devices or services;

3. Attacks should not have a serious inpact beyond the tine
i nterval / space during/in which these take pl ace;

4. Security protocols should mnimze the inpact of network outages,
deni al of service attacks.

Communi cati on Fl ows:

1. Security protocols should allowto be run locally, without third
party invol vement, wherever possi bl

2. The nunber of nessage exchanges for a joining device should be
reduced;

3. Message exchanges should be structured so as to all ow parallel
execution of protocol steps, wherever possible.

Conput ati onal Cost:
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1. Security protocols should not inpose an undue conputationa
burden, especially on joining devices (An exception here may
ari se, when recovering froman event seriously inpacting
availability of the network.)

Devi

ce Capabilities:

1. Dependency on an accurate time-keeping mechani sm shoul d be
reduced;

2. Conputational/tine |atency trade-offs should be tweaked to
benefit those of joining node, wherever possible;

3. Dependency on "honogeneous trust nodel s" shoul d be reduced,
wi t hout jeopardizing the security properties;

4. Dependency on on-board trusted platforns and trusted /0O
i nterfaces shoul d be reduced.

2. Security Framework
2.1. Single-Stage Authentication Franmework

In the single-stage authentication and authorization framework,
depicted in Figure 1, it is assuned that devices have access to
certificates and that entities have access to the root CA certificate
of their communicating parties (initial set-up requirenment). Under

t hese assunptions, the authentication step of the device enroll nent
process does not require online involvenment of a third party.

Aut hentication is performed between the joining node and the proxy

using their certificates. Upon successful authentication, |ink-Ilayer
keys are established between the client and the proxy. The proxy
will deny bandwidth if authorization is not successful. After

successful authentication and authorization, configuration
i nformati on i s exchanged.

When a device rejoins the network in the same authorization domnain,
the authorization step could be omtted if the server distributes the
aut hori zation state for the device to the proxys when the device
initially joined the network. However, this generally still requires
t he exchange of updated configuration information, e.g., related to
ti me schedul es and bandw dth all ocati on.
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{j oi ni ng node} {nei ghbor} {server, etc.}
Fomm e oo - + Fomm e oo - + Fomm e oo - +
| Node | |  Proxy | +- - CA |e.g., certificate
[ A [ [ B [ | - + i ssuance
Foemmmmaas + Foemmmmaas + | Foemmmmaas +
| | +--|Authoriz.|e.g., nmenbership
| <----Beaconing------ [ | 4---ee---- + t est
| | | +
| <--Aut hentication-->| +--| Routing |e.g., |P address
[ | <--Authorization--> +--------- + assi gnnent
S | | Foemmmmaas +
| | +--| Gateway |e.g., backbone,
I >| I + cl oud
| | <--Configuration--> +--------- +
I | +--| Bandwi dt h| e.g., PCE
SRR + schedul e

Figure 1: Single-stage authentication/authorization
2.2. Two-Stage Authentication Franmework

In the two-stage authentication and authorization framework, depicted
in Figure 2, a joining node perfornms two authentication and

aut hori zation steps. The first step, called Phase-1 authentication,
is performed between the joining node and the server via a proxy.
Phase-1 authenticati on and aut horization uses depl oynent-specific
enrol I nent credentials and results in issuance of a certificate by
the CAto the joining node. Here, the node's certificate and root CA
certificates of its communicating parties are distributed fromthe
server to the client.

The second step, called Phase-2 authentication, follows the
successful conpletion of Phase-1 authentication and authorization
Phase-2 authentication is performed between the joining node and the
proxy using their certificates. Upon successful authentication
Iink-1ayer keys are established between the joining node and the
proxy. The proxy will deny bandw dth if Phase-2 authorization is not
successful. After successful authentication and authorization
configuration information is exchanged.

Once a joining node obtains a certificate for Phase-2 authentication
no additional Phase-1 authentication and authorization is needed,
i.e., only Phase-2 authentication and the configuration are required
for rejoining the network via a proxy under the sane authorization
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domain. This reduces to the single-stage authentication framework
di scussed in the previous section

{j oi ni ng node} {nei ghbor} {server, etc.}
TR + TR + TR +
| Node | |  Proxy | +- - CA J|e.g., certificate
| A | | B | | +--------- + i ssuance
Fomm - oo - - + Fomm - oo - - + | Fomm - oo - - +
[ [ +--|Authoriz.|e.g., nmenbership
| <----Beaconing-------- | I R + t est
| | |- +
| <-Ph1l Aut hentication & Authorization->+--| Routing |e.g., |P address
| | | +--------- + assi gnnent
| <-Ph2 Aut henticati on->| I +
[ [ +--| Gateway |e.g., backbone,
[----cmmmm e - - >| | +--------- + cl oud
| | <-- Config. --> +--------- +
RS [ +--| Bandwi dt h| e. g., PCE schedul e
. . N R +

3.

Fi gure 2: Two-stage authentication/authorization
Security Considerations

In this section, security issues that can potentially inpact the
operation of | EEE 802. 15. 4e TSCH MAC are descri bed.

In TSCH MAC, tinme synchronization and channel hopping information are
advertised i n Enhanced Beacon (EB) franes
[I-D.ietf-6tisch-term nology]. The advertised information is used by
mesh nodes to determine the tinmeslots available for transni ssion and
reception of MAC franes. A rogue node can inject forged EB franes
and can cause replay and DoS attacks to TSCH MAC operation. To
mtigate such attacks, all EB franes MJST be integrity protected.
While it is possible to use a pre-installed static key for protecting
EB frames to every node, the static key becones vul nerabl e when the
associ ated MAC frane counter continues to be used after the frame
counter waps. Therefore, the 6Ti SCH sol uti on MJST provide a
nmechani sm by whi ch nesh nodes can use the available tine slots to run
aut henti cation protocols and provide integrity protection to EB
franes.

For use cases where certificates are used for authentication, pre-
provi sioning of absolute tinme to devices froma trustable tinme source
usi ng an out-of-band (OOB) nmechanismis a general requirenent.
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Accuracy of tinme depends on the OOB nmechani sm including use of the
time hard-coded into the installed firmvare. The less tinme accuracy
is, the nore attack opportunities during Phase-1. In addition, use
of CRL is another requirenent for authentication enploying
certificates to avoid an attack that can happen by a conproni sed
server or CA certificate.

4. 1 ANA Consi derations

There is no I ANA action required for this docunent.
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