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Abst ract

The purpose of the ALTO protocol is to provide better-than-random
peer selection for P2P networks. The base ALTO protocol focuses,
however, only on providing network topol ogical |ocation information
(i.e., network naps and cost nmmps). However, the peer selection

met hod of an endpoint may al so use ot her properties such as
geographic location. This docunent defines a franework and an

ext ended set of endpoint properties to extend the base ALTO protocol.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn
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1 Introduction

The initial purpose for Application Layer Traffic Optimzation (ALTO
protocol [RFC7285] is to provide better than random peer sel ection
for Peer-to-Peer (P2P) networks. It is expected that ALTO can be used
in serving a variety of applications and therefore it should be able
to provide richer information in terns of End Point (EP) properties.

In this docunment, nore EP property extensions are defined to provide
gui dance for both P2P and other applications in terns of end point
sel ecti on.

2 Overview

It is expected that EP properties fromthe foll ow ng aspects can be
useful for an ALTO client to provide better user experience or avoid
performance degradation due to the ignorance of these EP specific

i nformation:

o location related properties, the information about the geographic
| ocation of the end point;

0 node related information, the information about the end point’s
| ocal features, such as software/hardware configuration and the
participating role of the end point (e.g. as a end user, or a CDN
server, or a P2P cache, etc.);

o0 network related properties, the infornmation about the attached
network of the end point, such as the type or configuration of the
access network (e.g. 2G 3G 4G WAN, DSL, etc.) and the infornation
about the network topology (e.g. ASN, Rack-id, etc.);

0 subscription related properties, the information about the service
provi si on agreenent between the end point’s owner (i.e. the
subscri ber) and the network provider

2.1 Cuidelines and Met hodol ogy

The nmost basic principle would be to maintain the EP property set to
a mnimum which in turn inplies two guidelines: non-redundancy and
generality.

o Non-redundancy, refers to the guideline that there is no conplete
coverage between any two properties.

0 Generality, refers to the guideline that each property should be

generally applicable to a group of settings. It is not econonic to
define a property which is bounded to a single type of application or
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a single deploynment scenario.

In order to nmake sure that the properties as defined in this docunent
fulfill the above principle and guidelines, we intend to justify each
property’s definition using the foll ow ng nethodol ogy:

Firstly, (usefulness) there should be a clear notivation and
application scenarios that justify the necessity and value for
provi ding such information via EP property enquiry.

Secondl y, (non-redundancy) avoid adding a property whose val ue can be
inmplied by an al ready defined property or any conbination of them It
may be of interest to keep the discussion and suggestions on how to
acquire such information via fromother already defined EP properties
in the docunent.

Thirdly, (case-independency) when designing the concrete information
nmodel for the properties, it is suggested to group

appl i cation/ depl oynent specific information into nore genera
property definitions (with different value for different

appl i cations/scenari os) whenever possible.

2.2 Privacy considerations

Privacy considerations is a general concern for alnost all EP
properties, as they are by definition nore stationary information
regarding a specific end point.

However, each end point nmay have different concerns or sensitive
preference over a specific EP property. For exanple, endpoint
property regarding the service role of the endpoint, serving nodes
depl oyed by the ISP or third party service provider, such |like P2P
caching server, or CDN node, may have different considerations over
whet her a piece of information is private or not. Therefore, it may
be necessary to provide a mechanismto accombdate this type of

i ndi vi dual custonization by providing a channel for an end point to
explicitly indicate this information based on its own preference.

More general, it is expected that the privacy level of a specific EP
property is dependent on the nature of the information (i.e. the EP
property), the type of the subscriber (i.e. the user who owns the end
point in question), the type of the application (i.e. the ALTO client
who is requesting the EP property) and the policy of the ISP (i.e.
the owner of the ALTO server who is able to do information collection
fromthe end points and determ ne how the the information is exposed
to the requesting application).
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Fortunately, there are generally applicable schemes to be used to
address the privacy protection concerns, which rmay be applicable to a
group of EP properties and can be configured by the ISP or the EP
subscriber. In this section, several general schenes are introduced,
whose application to each EP property is elaborated later in

foll owi ng sections.

2.2.1 Privacy-Preserving Information Mappi ng

On the one hand, the privacy concern is unnecessary if the specific
endpoi nt property can al so be neasured/di scl osed in another way. The
privacy concern regarding to the accurate information of the endpoint
woul d be alleviated if using relative nunbers to rank them For

depl oynent considerations, it is also possible for each endpoint to
make the choice whether to disclose the relative information or not,
but an incentive could be used to encourage the disclosure when it is
beneficial to the application

In other words, in order to preserve the privacy of a piece of
information, different data types can be defined via information
mappi ng. In particular, in this docunent, each property is defined as
a JSON obj ect [ RFC4627], which contains a dynanic typing attribute
"content" as well as two deterministic attributes, "nane" and
"precision".

The "nane" attribute is a string, whose value is the nane of the
property. The "precision"” attribute is also a string, whose val ue
comes froman attribute-dependent set. Depending on the value of the
property’s "precision" attribute, its "content" attribute can be a
string, nunber, bool ean or another object.

In this docunent, in order to define an EP property as a JSON obj ect,
we specify:

o0 the string value of its "name" attribute;
o the value set of its "precision" attribute; and
o the definitions of its "content" attribute for each "precision"

A special string value "" for "precision" attribute is used to
i ndi cate that an EP property, which is not privacy sensitive or using
i nformati on mappi ng, has no precision-dynanmic "content” definition

2.2.2 Access Control
On the other hand, access control to sensitive property infornmation

may al so be used to mitigate the privacy concern of a defined
property. Even greater flexibility can be delivered by access contro
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at the discretion of both the network operator and the individua
subscri ber, which is depl oynent specific, and out of scope for the
general discussion within this docunent.

2.3 Relation with other properties

Endpoint information can be extrenely dynanmic or relatively static.
Currently, this specification does not intend to provide any real -
tinme properties such as the avail able bandwidth fromthe endpoint [I-
D.draft-wu-alto-te-nmetrics], whose value is subject to frequent
changes and hence requires a nmeasurenent-based exposure schene.

The basic end point properties as defined in this docunment, serves as
a basis for the property nanespace to be used to derive PID
properties [I-D.draft-roone-alto-pid-properties] for the
correspondi ng peer group, when the direct enquiry for the information
per end point is not efficient or econonic for the ALTO client.

2.4 Information flow

On the one hand, the sane piece of information about a group of
candi dat e endpoints nmay be acquired by an application in two ways:
directly through one-to-many conmuni cation of application-specific
nmessage exchange with each candidate for flexibility, or indirectly
via one-to-one transaction with the ALTO server for efficiency.

On the other hand, EP properties as defined in this docunent nay as
well be retrieved and aggregated into the ALTO server in two ways.
One is fromthe endpoint itself, and the other is fromthe service
provi der which provides network service to the endpoint.

Note: There is currently no standardi zed nmechani sm by whi ch a peer
could publish information about itself into an ALTO server

Therefore, it is to be decided whether or not if we should include EP
properties in this docunent if their acquisition requires an
extension to the base protocol for an endpoint to publish its
information directly to the ALTO server.

An endpoi nt can di scover the ALTO server with ALTO di scovery

mechani snms, and then setup a conmmuni cati on channel with its ALTO
server, and after that the endpoint property fromthe endpoint itself
can be reported.

The ALTO server can al so be configured to access the Network

Managenment System server or other simlar servers provided by the
networ k service provider for the subscription informtion etc.
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3 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunment nakes use of the ALTO term nol ogy defined in RFC 5693
[ RFC5693] .

4 Endpoi nt Extensions

Thi s docunent defines new endpoint property types for the ALTO
protocol [RFC 7285].

4.1 Location-Related Properties
4.1.1 Endpoint Property Type: geol ocation

It is believed that the information about an individual endpoint’s
geo-location is of value to a variety of applications. However, it is
al so wel | accepted that geol ocation of an endpoint is likely to be
considered as a private piece of information to the subscriber, and

t heref ore shoul d be protected agai nst undesirable privacy intrusion

To this end, an EP property is defined as a JSON object, with the
nane "geol ocation", whose "content"” definition is actually dependent
on the "precision"” attribute, which in turn is a JSON string whose
val ue belongs to the following JSON array:

geol ocation_precision_set = ["countrycode", "boundi ngbox", "circle"]

If the "precision" attribute of the "geol ocation" property of an
endpoint is "countrycode", the following "content™ attribute is
defined as the 1SO 3166 two-letter country codes of the region the
endpoint resides in, as a JSON string.

If the "precision" attribute of the "geol ocation" property of an
endpoi nt is "boundi ngbox", the following "content"” attribute is
defined as a four-el ement JSON object "boundi ng_box":

boundi ng_box = {

"latul" : nunber;
"l ongul " : nunber;
"latbr": nunber;

"l ongbr™ : nunber

}

If the "precision" attribute of the "geol ocation" property of an
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endpoint is "circle", the following "content" attribute is defined as
a three-el ement JSON object "circle_location":

circle location = {
"latc" : nunber;
"l ongc" : nunber;
"radi us": nunber;

4.2 node-rel ated properties
4.2.1 Endpoint Property Type: participating_role

Different types of endpoints have different roles or participating
policies for a given application, which can be explored in nmaking a
better decision when choosing a serving node. For exanple, as
described in [I-D. draft-deng-alto-p2pcache], P2P cachi ng node can
al so act as p2p peers in a p2p network. |If a p2p caching peer is

| ocated near the edge of the network, it will reduce the backbone
traffic, as well as the uploading traffic. [RFCr7069] provides one
exanpl e of such caching nodes. P2P caching peers are usually
expected to be given higher priority than the ordi nary peers for
serving a content request so as to optinize the network traffic. So
it’'s necessary for the endpoint property to support this indication

In general, the endpoints which belong to different participating
parties (subscriber, ISP, or ICP) within an application’s service
transaction denonstrate different role/policies.

It is straightforward for an ISP to acquire the information of an
endpoint’s participation role fromits local record for its
subscribers, its local or third party infrastructure for a given
appl i cation.

To this end, an EP property is defined as a JSON object, with the
name "participating_role", whose "precision" attribute is set to
and its "content" attribute is defined as a JSON string, whose val ue
bel ongs to the followi ng array:

participating role set=["user", "cache", "super_node"]

In other words, the "participating_role" property is defined as

fol |l ows:
participating role : { "precision": "", "content": ["user"
"cache", "super_node"] }
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4.2.2 Endpoint Property Type: battery linited

Anot her inportant endpoint property that will inpact peer selection
is what kind of power supply the peer has. 1t can be either the
el ectric power or the battery supply.

And for nost of the time, it is safe to bet that electric power
suppl i ed nodes woul d stay online | onger than those battery supplied
nodes, while battery powered devices are usually less willing to act
as super peer, relay, etc.

And nost of the nowadays intelligent equipnents are aware of their
power supply type. But it is necessary that the power supply of a
peer can be queried through sone nethod no matter whether or not it
islimted by its battery.

To this end, an EP property is defined as a JSON object, with the

name "battery_limted", whose "precision" attribute is set to "" and
its "content" attribute is defined as a boolean, is either "true" or
"fal se".

If the peer in question is actually battery-limted, the val ue of
this property with respect to the peer is set to "true".

In other words, the "content" attribute of the "battery linited"
property is defined as a JSON bool ean, "true" for a battery supplied
endpoint, or "false" for an electricity supplied endpoint or for an
endpoi nt with an unknown power supply type.

"battery limted": { “precision": "", "content": truel/false }

4.2.3 Endpoint Property Type: |ocal capacity

For resource-consum ng applications, it would be helpful to know the
| ocal capacity (e.g. in terms of conputing, storage and networking)
of an endpoint before it is selected.

In other words, the "local _capacity"” property is defined as a JSON
obj ect, as foll ows:

"l ocal capacity": {
"precision": "",
"content": {
"CPU':
"vol une": integer,
"meter": string

}
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"menory":{
"vol ume": integer,
"meter”: string

1

"storage": {
"vol ume": integer,
"meter": string

}

4.3 Networ k- Rel ated Properties
4.3.1 Endpoint Property Type: network_access

One i nportant endpoint property that will inpact peer selection is
the type of the node’'s access network

Note: There is remaining doubt on whether or not this property is
needed as long as its inplications on the endpoint’s provisioned
bandwi dth etc. is defined and exposed by other properties.

For instance, a nobile subscriber’s access network can be 2G 3G or
4G Take anot her exanple of a node owned by a home subscriber, the
type of its access network can be DSL, FTTB, or FTTH.

Different type of access network gives a clear indication on both the
anount and the technol ogy of the provisioned resources (e.g. the

shar ed/ guar ant eed bandwi dth, the interval for physical channe
schedul i ng, etc.)

Moreover, one may prefer to specify a special access type for a node
depl oyed in a data center too, because it is likely to be nore
robust, and have nore network resources than either nobile or home
users.

Hence application may have its own algorithmfor peer selection or
traffic rendering if the node access type information can be provided
via an endpoint property. The value for this property can be
enurmerated as “"adsl", "ftth", "fttb", "dc", and etc.

In case that the endpoint has its own privacy concerns in revealing
its access network type directly to potentially distrusted
applications through ALTO, another indirect way of exposing the
simlar information can be used by "access _preference" as per ISP s
j udgenent .
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In essence, an | SP assigned "access_preference" property for the
endpoi nts, gives the network operator a chance to say, which
endpoint’s link is "better” without having to tell what the actua
criterion is.

The value for this property (defined as integer) can be set by the

| SP of the ALTO server, based on its own relative preference to
different network access types. A peer with the higher value is nore
preferabl e than another peer with the | ower val ue.

For exanple, an ISP could use the followi ng setting for now
1 =DSL; 10 = FTTB; 12 = FTTH, 50 = DC

and add "100=new_t echnol ogy", when sone new t echnol ogy better than
FTTH appears | ater.

To this end, an EP property is defined as a JSON object with the name
"network_access", with two different values for "precision"

net wor k_preci si on_set =[ "t echnol ogy", "rank"]

In other words, the "content" of the "network access" property is
dependent on the value of its "precision" attribute.

If the value of "precision" is "technol ogy", the follow ng "content”
attribute is defined as a JSON string, whose value belongs to the
foll owi ng array:

networ k_access_set = ["adsl", "ftth", "fttb", "dc", "2G', "3G', "4G']

If the value of "precision" is "rank", the follow ng "content"
attribute is defined as a JSON nunber, whose val ue indicates the
relative preference over the endpoint in question, in terns of its
access network. The endpoint with a higher nunber is nore preferable
to anot her endpoint with a | ower nunber.

In summary, the "network_access" property is defined as a JSON
obj ect, as foll ows:

"network_access": {

“precision": "technol ogy",

"Cont ent n: ["adS| n, "ftth", "fttb", nan, IIZGI, "3G', ||4G|]
}
"network_access": {

"precision": "ranking",

"content": nunber
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4. 3.2 Endpoint Property Type: forwarding_cl ass

As suggested for the NFV use-case, the endpoint property
"forwarding_class" is neant to indicate the type of forwarding class
t he endpoint or network supports.

Forwar di ng cl asses can be thought of as output queues. For a
classifier to assign an output queue to a packet, it nust associate
t he packet with one of the followi ng forwarding classes:

0 Expedited forwarding (EF), provides a | ow1loss, |owl atency,
low jitter, assured bandwi dth, end-to-end service.

0 Assured forwarding (AF), provides a group of values you can
define and includes four subclasses: AF1l, AF2, AF3, and AF4, each
with three drop probabilities: |low, medium and high.

0 Best effort (BE), provides no service profile. For the best
effort forwarding class, loss priority is typically not carried in
a class-of-service (CoS) val ue.

o Network control (NC), is typically high priority because it
supports protocol control

Hence, the "content" of the "forwarding_class" property is defined as
a JSON string, whose value belongs to the follow ng array:

forwardi ng_cl ass_set = ["expedited", "assured", "network control”
"best effort"]

In summary, the "forwarding class" property is defined as a JSON
obj ect, as foll ows:

"forwardi ng_class": {
"precision": "",
"content": ["expedited", "assured", "network control", "best effort"]

}

4.4 Subscription-Rel ated Properties
4.4.1 Endpoint Property Type: volune limted

Many wirel ess operators offer |lowcost plans, which linmt the anmount
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of data to be transnmitted within a nonth to sone gi gabytes. After
that they will throttle the subscriber’s bandw dth or charge extra
money. Hosts with such a tariff, could be tagged by another endpoint
property "volunme_limted" and shoul d be avoi ded for peer selection to
serve ot her peers.

The "content" value for this property (defined as a boolean) is

either "true" or "false". If a peer is constrained by such a
subscription plan, the value of this property wt the peer is set to
"true".

In other words, the "volune_linited" property is defined as a JSON

object with a bool ean "content", "true"for an endpoint with such a
limted data plan, or "false" for an point with unlimted or unknown
data pl an.

"volune_limted": {
“precision": "",
"content": true/false

}
4.4.2 Endpoint Property Type: provisioned bandw dth

For applications seeking for a candi date peer for uploadi ng services,
t he endpoi nt’s upl oadi ng bandwi dth is essential for the selection

VWhile it is straightforward for one to expose the accurate
i nformati on over an endpoint’s bandw dth capability, the subscriber
of the endpoint might consider it a piece of private information.

On the other hand, it is suggested that the ISP can al so choose to
expose its relative preference in terms of the endpoint’s provisioned
bandwi dth, in order to do better |oad bal ancing within the network by
avoi di ng undesirabl e hot spots caused by conpetition from
applications for the handful nost provisioned endpoints.

Therefore, the "provisioned_bandw dt h" property is defined as a JSON
obj ect, whose "content" definition is actually dependent on the
"precision” attribute, which in turnis a JSON string whose val ues
belong to the following JSON array:

provi si oned_bandw dth_precision_set = ["raw', "ranking"]
If the "precision" attribute of the "provisioned _bandw dth" property
of an endpoint is "raw', the followng "content” is filled with the

accurate val ue of the provisioned bandwi dth, as a JSON obj ect
"provisioned_bandwi dth_val ue" with two el enents:
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provi si oned_bandwi dt h_val ue = {

"val ue" : nunber;

mn rmt r i CII : [ mn @II , mn wll , mn KBII , mn @II , mn mll , mn Kbll]
}

If the "precision" attributed of the "provisioned bandw dth" property
of an endpoint is "ranking", the following "content" is filled with
the relative ranking of the endpoint’s provisioned bandw dt h assi gned
by the ISP, which in turn is a JSON nunber where hi gher nunber

i ndi cating nore preference.

In summary, the "provisioned bandw dth" property is defined as a JSON
obj ect as follows:

"provisioned_bandw dt h": {
"precision": "raw',
"content": {
"val ue": nunber,
"metric": ["GB", "MB", "KB", "Gb", "M", "Kb"]

}

}

"provisioned_bandwi dt h": {
"precision": "ranking",
"content": nunber,

}

5 Security Considerations

TBA.

6 | ANA Consi derations

Thi s docunent adds the foll owi ng new endpoint property types to the
existing registry created by ALTO protocol [RFC7285].

TBA.
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