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1. Introduction

A key abstraction introduced by the ALTO Protocol
[I-D.ietf-alto-protocol] is PIDs (Provider-defined Identifiers),
where each PID is defined as a nane and a set of associated endpoi nt
addresses. For |Pv4/1Pv6 networks, a PID s address set is defined by
one or nore endpoint address prefixes called ClDRs [RFC 4632]. This
extension focuses on | Pv4/1Pv6 networKks.

An ALTO Server uses PlIDs when defining one or nore Network Maps, each
of which is defined by a set of PIDs. Each Network Map defines a

| ogi cal partition of a network address space, where simlar endpoints
are grouped in the same PID, specified by the addresses contained in
the definition of the PID. An ALTO Server may publish multiple

Net wor k Maps when there are multiple ways to partition networks. For
exanpl e, one Network Map may partition endpoints according to
geographi cal |ocations, and hence each PID defined in the Network Mp
represents the set of endpoints at a given location. Another Network
Map rmay partition endpoints according to the capabilities (e.g., CDN
delivery protocols such as HTTP or HITPS) that the network can
provide. In this case, each PID defined in the Network Map
represents the endpoints with simlar capabilities.

A maj or m ssing conponent of the base ALTO Protocol is that the
common properties are not specified. |In particular, in the base ALTO
Protocol, each PID has only a name and a set of endpoint addresses.
The objective of this docunment is to allow PIDs to have properties.
Exanpl e PI D properties include "country code", "continent code",
"I'SP", "lat/long bounding box", "endpoint type" (server farm end
users, cell data connections, etc). W identify use cases (e.g., VPN
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3.

sel ection and CDN Capability Advertisenent) where PID properties can
provi de val ue.

The Consi stency and | nheritance Design Views

When we define PID properties, we follow a key consistency design

gui deline that PID properties should be consistent with and
general i ze the endpoint properties already defined in the base ALTO
Protocol. Specifically, in the base ALTO Protocol, for each sel ected
endpoi nt address, there can be a set of (prop-type, value) pairs
associated with the endpoint address. These are called the endpoint
properties of the selected endpoint. The ALTO Protocol allows an
ALTO dient to obtain defined endpoint properties.

Consi der a given endpoint property p and all endpoints defined in a
PID named pidl. |If all of the endpoints have the sane value v for p
then it is natural and consistent that when we define the value for
p, as a PID property, the value should be v. For the nore genera
case, let ipl.p denote the value of property p for endpoint ipl
Assume that pidl consists of a set of n IP addresses, ipl, ip2, ...,
ipn. Let pidl.p denote the value of property p for pidl. Then we
can consider that pidl.p is froman aggregation function of ipl.p,
ip2.p, ..., ipn.p. Exanple aggregation functions include average/
nmean, node, geo-center, union, boundi ng box, where neaningfu
aggregations depend on the specific property p.

Conpl enenti ng the bottom up aggregation view, we al so adopt a top-
down inheritance view, by considering that when ipl is in pidl, ipl.p
inherits the value of pidl.p, if the value of ipl.p is not defined;
otherwi se, ipl.p overrides the value of pidl.p. The concept of

i nheritance is a sinple, but powerful concept to reduce information

r edundancy.

A Hierarchical View of a Network Map
1. Default Containment Hierarchy

A Network Map defined in the base ALTO Protocol can be considered as
a default three-level hierarchy: with the highest (1st) |level being a
root, the next (2nd) |l evel being the PIDs, and the |lowest (3rd or

| eaf) level being the individual endpoint addresses. An issue that
t he base ALTO Protocol needs to resolve is that PID definitions can
overlap, and hence we nust deternine the PID to which an endpoi nt
address bel ongs. For exanple, consider a Network Map with two Pl Ds:
PIDL is 10.0.0.0/8, and PID2 is 10.0.1.0/24. Then all addresses in
PID2 are also in PID1. The base ALTO Protocol requires that an
endpoi nt address be in one, and only one, PID, anobng the set of PIDs
defined in the same Network Map. ALTO achieves this by specifying
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that if an address matches several CIDR the address is in the PID
with the CIDR with the longest prefix. W refer to this PID as the
hone PID of the endpoint. Thus, for the exanple, 10.0.1.5 is in

PI D2, and 10.0.2.6 in in PIDL.

Extension: Inplicit Inheritance Via Nested Pl Ds

We would Iike to use the PID hierarchy to inherit property val ues.
That is, if all endpoints in px, py and pz are also in pa, then
unl ess otherw se overridden, PIDs px, py and pz should inherit al
properties defined in PID pa.

Unfortunately overlapping PID definitions result in the usual issues
with multiple inheritance. Consider the follow ng exanple:

PID pl: [1.0.0.0/8]
PID p2a: [1.0.0.0/16]
PID p2b: [1.1.0.0/16]
PID p3: [1.0.255.0/24, 1.1.0.0/24]

Al'l endpoints in p2a and p2b are also in pl, so those two PIDs should
inherit any properties defined in pl. However, the endpoints in p3
are split between p2a and p2b, so p3 cannot sinply inherit val ues
fromp2a or p2b. On the other hand, all endpoints in p3 are in pl

so we woul d expect p3 to inherit any properties defined in pl that
are not overridden in p2a or p2b.

Hence we will define inheritance as foll ows.

Definition: The inmmediate parent of CIDR Cis the CCDR C wth the
| ongest prefix of all CIDRs, in the set of all CIDRs in all PIDs in
the Network Map, which contain all endpoints in C The i mediate
parent CIDR might not exist, but if it does, it is unique.

Definition: A CIDR Cinherits the value V for property PRif the PID
containing its i mediate parent CIDR C defines the value V for
property PR, or if its imediate parent CIDR C inherits the value V
for property P.

Definition: A PID P has the value V for property PRif that value is
explicitly defined for PRin P, or if all CIDRs Cin P inherit the
sane value V for property PR

Suppose the followi ng properties are defined for PIDs described
above:
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PID pl: |SP="Verizon" country-code="us"
PI D p2a: state-code="NJ"
PI D p2b: state-code="NY"

Then p2a, p2b, and p3 would all inherit the ISP and country-code
properties frompl. However, p3 would not inherit the state-code
property, because it has different values in p2a and p2b

4. Services

In the interests of sinplicity, we will give an overview of the
proposed services, rather than detailed descriptions.

4.1. PID Properties Announcenent
G ven the consistency and inheritance design guideline, we require
that PID Properties and Endpoint Properties use the same property
nane space. Such property names nust be registered with | ANA
To allow an ALTO Client to know the set of PID Properties associ ated

with a PID Property Resource, we use the sane approach as that of
endpoi nt properties: announcenent in IRD. An exanple is shown bel ow.
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"resources" @ {

"ny-def aul t - net wor k- map"
"uri" : "http://alto.exanple.conf networkmap",
"medi a-type" : "application/alto-networkmap+j son”

}

"endpoi nt - property" : {
"uri" @ "http://alto.exanpl e. com endpoi ntprop/l ookup",
"medi a-type" : "application/alto-endpointprop+json”,
"accepts" : "application/alto-endpointpropparans+json”
"capabilities" : {

"prop-types" : [ "ny-default-network-map. pid",
"priv:ietf-exanple-prop" |

H
}
"ny-pid-property" : {
"uri" : "http://alto.exanple.cont pidprop/net mapl/ pi dpl",
"medi a-type" : "application/alto-pidprop+json”,
"uses" : ["ny-default-network-nmap" ]
"capabilities" : {
"prop-types” : [ "country-code"
"asn" ]
H
}

4.2. Full PID Property Map Service

Anal ogous to ALTO s Full Cost Map Service, a Full PID Map Service
returns properties defined for all PIDs in a Network Map

This is a CET request. The response nessage is simlar to that of
ALTO s Endpoi nt Property Service, but with PID nanes instead of
endpoi nt addresses. The IRD entry for the service defines a "prop-
types" capability with the nanes of the properties that this service
returns, and specifies a "uses" attribute for the Network Map
defining the PIDs.

In the interests of linmting the response nessage size, the Full PID
Property Map Service would NOT enunerate inherited property val ues.
Thus if PIDL defines PROP1, and if PID2 is contained within PIDlL and
does not override the value for PROP1, then the response nessage
gives a value for PROP1 in PIDl, but not in PID2. 1In this case the
client is expected to deduce the inheritance. That is feasible
because the client has all information needed to do that.
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4.3. Filtered PID Property Map Service

Anal ogous to ALTO s Filtered Cost Map Service, a Filtered PID Map
Service returns a subset of the Full PID Property Map. The client
specifies the desired property and PID nanes.

This is a POST request. The response nmessage is the sane as for the
Full PID Property Map Service. The request nessage is simlar to the
request message for ALTO s Endpoint Property Service, except with PID
nanes instead of endpoint addresses. The IRD entry for the service
defines a "prop-types" capability with the nanes of the properties
this service returns, and specifies a "uses" attribute for the

Net wor k Map defining the PIDs.

Unlike the Full Filtered PID Property Service, the Filtered PID
Property Service would explicitly enunerate inherited property
values. Thus if PID1 defines PROP1, and if PID2 is contained within
PI D1 and does not override the value for PROPLl, then the response
nmessage includes PIDl’s value for PROP1 in PID2's properties. This

i s necessary because the Filtered PID Property Map response does not
give the client enough information to deduce the inherited
properties. For consistency, the Filtered PID Property Service would
enunerate inherited properties for a PID even if the client al so
requested properties for all PIDs that containing that PID

4.4. Endpoint Property Service

As described in Section 10.8 of the ALTO protocol specification
endpoi nt property nanmes may be prefixed with the Resource ID of a

Net wor k Map. For such resource-specific properties, if a value is not
explicitly defined for an endpoint, the Endpoint Cost Service MJST
return the value that the Filtered PID Property Map Service woul d
return for the PID containing that endpoint.

For properties that are not prefixed by a Network Map Resource ID, if
a value is not defined for an endpoint, the Endpoint Property Service
MAY return the value defined for that property in one of the ALTO
Server’s PID Property Maps for the PID containing the endpoint.

5. Security Considerations

Sone properties may have sensitive custoner-specific information. |If
this is the case, an ALTO Server nmay limt access to those properties
by providing several different PID property services. For non-
sensitive properties, the ALTO Server would provide a uri which
accepts requests fromany client. Sensitive properties, on the other
hand, would only be available via a secure uri which would require
client authentication
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6. | ANA Consi derati ons

No actions are required from I ANA as result of the publication of
thi s docunent.
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