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Abst r act

JavaScript Object Notation (JSON) has been a popul ar choice as the
message encodi ng for many network protocols. Meanwhile, there are
broad interests in the networking conmunity to use the YANG data
nmodel i ng | anguage [ RFC6020] to define data store and protocol
messages, so that one can use YANG rel ated tools such as the
OpenDaylLi ght Controller. Al though YANG itself is XM. based, there
have been efforts to nodel JSON content using YANG
[draft-ietf-netnod-yang-json-01]

Thi s docunment expl ores the conditions under which the nessages of a
JSON based protocol can have a syntactically equival ent and hence

i nteroperabl e YANG nodel. |In particular, this docunent shows that
any JSON protocol nessage with stand-al one non-object JSON val ues,
certain JSON arrays of elenments of m xed types, or non-keyword keys
in key-val ue pairs cannot have a syntactically equival ent YANG nodel .
It also applies these conditions to the ALTO and CDNi protocol
nessages as exanpl es.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2015.
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I nt roducti on

JavaScript Object Notation (JSON) has been a popul ar choice as the
message encodi ng for many network protocols such as the Application-
Layer Traffic Optim zation (ALTO protocol [RFC7285], the Content
Del i very Networks Interconnection (CDNi) protocol [RFC6707], the Port
Control Protocol (PCP) [RFC6887], etc.

Meanwhil e, there are broad interests in the networking community to
use the YANG data nodeling | anguage [ RFC6020] to define data store
and protocol nessages, so that one can use YANG rel ated tools such as
t he OpenDayLi ght Controller. Although YANGitself is XM based,
there have been efforts to nodel JSON content using YANG
[draft-ietf-netnod-yang-json-01]

Thi s docunent expl ores the conditions under which the nessages of a
JSON based protocol can have a syntactically equival ent hence

i nt eroper abl e YANG nodel, and provi des a conversion process fromthe
JSON nessage to the YANG nodel. |In particular, this docunent shows
that any JSON protocol nessage with stand-al one non-object JSON

val ues, certain JSON arrays of elenents of mxed types, or non-
keyword keys in key-val ue pairs cannot have a syntactically

equi val ent YANG nodel. It also applies these conditions to the ALTO
and CDNi protocol nessages as exanples. For protocols that do not
have syntactically equival ent YANG nodels, we al so explore the
possibility of a semantically equival ent YANG nodel

Caim
Assume that we follow the specifications of JSON as specified in

[ RFC7159], the YANG nodeling |languate as specified in [ RFC6020]. and
the JSON encodi ng of data nodeled in YANG as specified in
[draft-ietf-netnod-yang-json-01].

A JSON based protocol nessage can have a syntactically equival ent
YANG nodel if and only if:

(1) the message encoding condition is net;

(2) the uri condition is net.

1. Message Encodi ng Condition

1.1. Conditions

The JSON nessage encoding condition is the foll ow ng:

(1) The nessage MUST be a JSON obj ect.
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(2) The arrays MJST be either all objects, or all non-object non-
array types, i.e. false, null, true, nunber, string;

(3) The JSON nessage MUST NOT contain a variable as a key or null as
a value in a JSON object key-value pair; in other words, the
keys in the JSON nessage nust be an already defined constant
keyword in the nessage format of the protocol.

2.1.2. Application of the Message Encodi ng Condition

2.1.2.1. ALTO Network Map Exanpl e
{

"meta" : {
"vtag": {
"resource-id": "ny-default-network-nap",
"tag": "da65eca2eb7al0ce8b059740b0b2e3f 8eb1d4785"
}

etwor k- map" @ {
"PID1" o {

"ipvd" |
"192.0.2.0/ 24",
"198.51. 100. 0/ 25"

]

}l
"PID2" : {
"ipvd" |
"198.51. 100. 128/ 25"
]
}1
"PID3" : {
"ipvd" |
"0.0.0.0/0"
] il
"ipve" |
"/
]

}

}
}
}

Some of the keys (e.g. "PID1", "PID2", "PID3") in this JSON object
are not pre-defined keywords, which violated Condition (3). Hence it
cannot have a syntactically equival ent YANG Model .
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2.1.2.2. CDN Metadata Exanple

"hosts": |
"host": "vi deo. exanpl e. cont',
"_links": {
"host - net adat a" : {
"type": "application/cdni.Host Met adat a. v1+j son",
"href": "http://metadata. ucdn. exanpl e/ host 1234"
}
}
1
{
"host": "images. exanpl e. cont',
" links": {
"host - netadata" : {

"type": "application/cdni.Host Met adat a. vl+j son",
"href": "http://metadata. ucdn. exanpl e/ host 5678"

This JSON object, as specified in Section 6.4.2 in [ CON Met adat a],
satisfies all three message encoding conditions. Hence it is
possi ble to nodel it using YANG

2.2. The URI Condition

Some of the YANG rel ated protocols m ght have URI constraints, e.g.,
RESTCONF. There might be also be future protocols that put on
additional restraints. |In addition, it is a restraint on the data
(the uri in the JSON nessage), instead of on the data nodel.

In case these constraints are in place, to resolve the issue, the uri
in the JSON nessage could be conformed to constraint-conpliant uri;
alternatively, the server could set up a gateway translation for uri.
Hence, for now we focus only on the nessage encodi ng condition and

| eave this condition open.

3. Proof of syntactic equival ence conditions
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3.1. The necessity of the nessage encodi ng condition

We prove the necessity of the message encodi ng condition by proving
its contrapositive.

3.1.1. Condition (1)

Al t hough there are no strict rules to convert fromJSONto XM, a
st and- al one non-obj ect JSON val ue woul d not have an XML tag, which
fails because of the sane reason for Condition (3).

3.1.2. Condition (2)

YANG cannot nodel stand al one arrays as non of the YANG statenents
maps to an array according to [draft-ietf-netnod-yang-json-01].

There are two statenents which generate a nanme/array pair in YANG
the leaf-list statenment and the list statement. For a leaf-list, the
el ement type nust be a YANG datatype (Section. 6 of
[draft-ietf-netnod-yang-json-01]); for a list, the array el ements
must be JSON objects. Hence, there cannot be a m x.

3.1.3. Condition (3)

If one of the keys in the key-value pair in the JSON docunent is not
pre-defined, the corresponding XM_. tags will not be pre-defined
keywords. Therefore, it would not possible to nodel it in YANG

wi t hout using YANG s anyxnml statenent (which allows arbitrary XM
content). However, using the anyxm statenment defeats the purpose of
nmodel ing the data as it allows arbitrary XML content, and will not
hel p t he subsequent parsing process.

3.1.4. Conclusion

The above three conditions are necessary to nodel a JSON nessage in
YANG.

3.2. The sufficiency of the message encodi ng condition

We prove this by providing a translation procedure froma JSON
message that is conpliant with the protocol we are trying to nodel,
to a customjava class that can be used for Jackson data binding,
then to a YANG nodel. Note that the nmiddle step of translating to
and fromthe custom parser class is not necessary, but it is useful
This also inplies which data bi ndi ng/ JSON parser we use does not
matter.
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3.2.1. Mdtivation of using Jackson data binding

JSON data binding is the process of binding data structures (objects,
arrays, etc.) in JSONto the appropriate data structures in the
server (e.g. java classes, database tables, etc.) in parsing the JSON
text. In order to process JSON nessages in a neaningful manner, data
binding is necessary. Even if the binding is not explicit, the
server would need to do it eventually. For exanple, one can read
JSON content in a streamw thout binding it to the java cl asses, but
eventually in order to nake sense of the data, the server would
eventually have to organize it, which is anal ogous to data bi nding
upfront. Popul ar choices for JSON parsing and data bi nding include

j ackson and gson.

We use Jackson full data binding as our approach. Full data binding
bi nds JSON content into plain old java objects (PQIGCs), i.e. this
custom parser class can neither extend nor inplenent any other class.
Jackson uses Obj ect Mapper with the custom parser class to parse JSON
content into this class.

The no inheritance assunption nmeans that all custom parser classes
are base classes. Nevertheless, this assunption is also not
necessary--we can sinply nake any derived cl asses a new based cl ass.

3.2.2. The nmessage encoding condition in Jackson terms

For now, we make a stronger assunption than Condition (2): we assume
all arrays contain elenents that are honbgeneous non-array JSON
values. W handl e the case of heterogeneous objects and

het er ogeneous non-obj ect non-array types |ater

The message encoding condition (3) is that all keys in each key-val ue
pair in the JSON text must be pre-defined keywords. As the keys wll
becone either class nanes and instance variable nanes, or be keys in
the java maps, it is easy to see that this condition is equivalent

to: there exists a full data binding in Jackson custom parser class
wi t hout using any map structures (Map<String, ?>)."

3.2.3. Proof
3.2.3.1. Generate Jackson Parser from JSON Message

We provide a recursive binding process froma JSON object to the
Jackson custom parser class to be used by Jackson Obj ect Mapper.
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Type determ ne_type(val ue) {
if (type(value) is string or nunber or boolean or null) {
return the corresponding java primtive type;

}
if (value is a JSON object) {
return build_parser_class(val ue). cl ass;

if (value is an array) {
return ArraylLi st<T> where T=determ ne_type(val ue[0]);

/!l should not reach here.

}

Cl ass buil d_parser_cl ass(JSONOhj ect obj) {
create customcl ass C
for each key/value pair in the obj {
add instance variable v in C
the nane of variable v <- key;
the type of variable v <- deternine_type(val ue);

return C. cl ass;

}

To ensure the naming in the YANG nodel is consistent with the JSON
message, We follow the nami ng process: change everything into

Canel Case (i.e. renove dashes, etc.); for instance variables, use
"ny" prefix, (e.g. nyVariable, nyNetworkMap, etc.); for the custom
class nane, if the object is an elenent of the array, use "El enent”
suffix; if a class already exists, we add a nunber after it which we
then renove at the next stage.

3.2.3.2. GCenerate YANG Mbdel from Jackson Parser

G ven a Jackson Parser Java O ass, the follow ng al gorithm generates
a YANG nodel :
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YANGWbdel buil d_yang nodel (C ass O {
for each instance variable (Type, Nane) {

if (Type is primtive type: string, nunber, boolean, null) {

add the following to the YANG nodul e:
"l eaf Name { type <YANG equi val ent of Type>; }"
}
if (Type is an Arraylist<TypeEl ement>) {
if (TypeElenment is primtive type) {
add the following to the YANG nodul e:

"l eaf-1ist Nane { type <YANG equi val ent of TypeEl enent>; }"

} else {
/1l TypeEl enent is a custom parser class
add the following to the YANG nodul e:
"l'ist Name { build_yang_nodel (TypeEl enent.class) }"
}
}
if (Type is a custom parser class) {

add the following to the YANG nodul e:
"contai ner Name { buil d_yang_nodel (Type. cl ass) }"

}
}
}

3.2.3.3. Handling heterogeneous arrays

Due to Java’'s strong typing, handling heterogeneous arrays is

difficult, but not inpossible. For sinplicity, we provide the YANG
nodel directly for heterogeneous arrays and provide guidelines for

Jackson parsing

3.2.3.3.1. Arrays of entirely primtive types

Shi

If the array is consisted of entirely non-object, non-value types
type_ 1, type 2, ..., type_n, the correspondi ng YANG nodel is a |eaf-

list with a derived type.
typedef el enent-type {
type union {
type type_1,
type type_2;
type type_m
}

| eaf-1ist key-name {
type el enent-type

& Yang Expires April 30, 2015
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In Jackson, one may parse such arrays as String[] and then convert to
whi chever types needed.

3.2.3.3.2. Exanmple

foo : [
12,
n abCII ,
true

]

leaf-list foo {
type union {
type int32;
type string;
type bool ean;
}
}

3.2.3.3.3. Arrays of entirely JSON objects

If the array is consisted of entirely JSON object, we create a YANG
groupi ng for each object (by follow ng the same process as

buil d_parser_class and buil d_yang_object above). Then use list,
choi ce, and case statenents.

list key-nane {
choice elenents {
case el ement-object-1 {
uses groupi ng-1;
}
case el ement-object-2 {
uses groupi ng- 2;

}

case el enment-object-n {
uses groupi ng-n;
}
}
}

In Jackson, one may use annotations or custom deserializers to parse
such structures.
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3.2.3.4. Exanple

foo : [
{
"pbar" : 12,
"baz" : "abc"

"name" : "Cyrus T. HE k",
"year" : 1938

groupi ng grouping-1 {
| eaf bar {
type int32;

| eaf baz {
type string;
}
}

groupi ng groupi ng-2 {
| eaf nane {
type string;

| eaf year {
type int32;

}

list foo {
choi ce el ement -types {
case elenent-type-1 {
uses grouping-1;
}
case el ement-type-2 {
uses groupi ng-2
}
}
}

3.3. Exanples
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3.3.1. ALTO cost map exanpl e
Take the cost map response fromthe ALTO protocol
exanpl e:
{
n rret a.II : {
"dependent -vtags" : [
{"resource-id": "ny-default-network-mp",
"tag": "3ee2cb7e8d63d9f ab71b9b34chf 764436315542¢e"
}
1, _
"cost-type" {" cost - node" "“nurerical ",
"cost-netric": "routingcost”
}
}1
"cost-map" : {
"PIDL1": { "PIDL1": 1, "PID2": 5, "PID3": 10 },
"PID2": { "PID1": 5, "PID2": 1, "PID3": 15},
"PID3": { "PIDL1": 20, "PID2": 15 }
}

}

Model i ng JSON Messages Usi ng YANG

Cct ober 2014

[ RFC7285] as an

Thi s JSON obj ect does not have a syntactically equivalent nmodel in
YANG because sone of its keys are variables, e.g.,

"PID2", etc.

If we change this cost map object to the foll ow ng,

to nodel it.

{
"meta" : {
"dependent -vtags" : [
{"resource-id": "ny-default-network-nmap",
"tag": "3ee2ch7e8d63d9f ab71b9b34cbf 764436315542¢e"
}
1,
"cost-type" {" cost - node" “nurerical ",
"cost-netric": "routingcost”
}
I
"cost-map" : |
{
"src":"PlID1",
"dst-costs” [
"dst": "PID1",
"cost" 1

Shi & Yang

Expires April 30, 2015

the "PID1",

we will be able
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"PI D2",
5

" PI D3|| ,
10

[

"PI D1",
5

"PI D2",
1

"PI D3",
15

[

"PI D1",
20

" PI D2|| ,
15

b
{
"dst":
"cost":
b
{
"dst":
"cost":
}
]
b
{
"src":" Pl D2",
"dst-costs"
{
"dst":
"cost"
b
{
"dst":
"cost":
b
{
"dst":
"cost":
}
]
b
{
"src":" Pl D3",
"dst-costs"
{
"dst":
"cost"
b
{
"dst":
"cost":
}
]
}

Result of buil d_parser_class(obj):

Shi & Yang

Usi ng YANG

Expires April 30, 2015

Cct ober 2014
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Cl ass Message {
Meta nyMet a;
ArraylLi st <Cost MapEl erent > nyCost Map;

}
Class Meta {

ArraylLi st <Dependent Vt agsEl enent > nmyDependent Vt ags;
Cost Type nyCost Type;

Cl ass Dependent Vt agsEl enent {
String nyResourcel d;
String nyTag;

Cl ass Cost Type {
String myCost Mde;
String nyCost Metric;

Cl ass Cost MapEl enent {
String nySrc;
ArraylLi st <Dst Cost sEl enent > nmyDst Cost s;

}

Cl ass Dst Cost sEl enent {
String nyDst;
i nt nyCost;

}

Cener at ed YANG nodel :

& Yang Expires April 30, 2015

Cct ober 2014
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contai ner neta {
i st dependent-vtags {
| eaf resource-id {
type string;

| eaf tag {
type string;

}

contai ner cost-type {
| eaf cost-node {
type string;

| eaf cost-netric {
type string;

}
}

list cost-map {
| eaf src {
type string;

list dst-costs {
| eaf dst {
type string;

| eaf cost {
type int64;

}
}

Cct ober 2014

Thi s YANG nodel does validate the JSON cost map object with JSON

encodi ng defined in [draft-ietf-netnod-yang-json-01].

2. CDN netadata exanple

The original JSON nessage is the follow ng:

met adata": |

"generic-net adat a-type": "appl i cati on/ cdni . Sour ceMet adat a. v1+j son"

"generi c- net adat a-val ue": {
"sources": |

_links": {
"auth": {

& Yang Expires April 30, 2015
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"auth-type": "application/cdni.Auth.vl+json"

"href": "http://metadata.ucdn. exanpl e/ aut h1234"
}
},
"endpoi nt": "acql.ucdn. exanpl e",
"protocol": "ftp"
1
{
" _links": {
"auth": {
"auth-type": "application/cdni.Auth.vl+json"
"href": "http://metadata.ucdn. exanpl e/ aut h1234"
}
}
"endpoi nt": "acq2.ucdn. exanpl e",
"protocol": "http"
}
]
}
%,
"generic-netadata-type": "application/cdni.LocationACL. v1l+j son"

"generi c- net adat a-val ue": {
"l ocations": |

"l ocations": |

"footprint-type": "IPv4Cl DR',
"footprint-value": "192.168.0.0/16"
}
1,
"action": "deny"
}
]
}
b
{
"generic-netadat a-type": "application/cdni.Protocol ACL. v1+j son"
"generi c- net adat a-val ue": {
"protocols": |
"protocol s": |
"ftp"
1
"action": "deny"
}
]
}
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}
] L]
"paths": [
"pat h-pattern": {
"pattern": "/video/trailers/*"
" links": {
"pat h- net adat a": {
"type": "application/cdni.PathMetadata.vl+ son",
"href": "http://metadata. ucdn. exanpl e/ host 1234/ pat hABC"
}
}
}l
{
"pat h-pattern": {
"pattern": "/videol/ novies/*"
" links": {
"pat h- net adat a": {
"type": "application/cdni.PathMetadata.v1l+j son",
"href": "http://metadata. ucdn. exanpl e/ host 1234/ pat hDCE"
}
}
}

Result of build_parser_class(obj):

Cl ass Message {
ArraylLi st <Met aDat aEl enent > nyMet aDat a;
ArraylLi st <Pat hsEl enent > nyPat hs;
}
Cl ass Met aDat aEl enent {
String nyGenericMet adat aType;
Generi cMet adat aval ue myGeneri cMet adat aVal ue;
}
Cl ass Ceneri cMet adat aval ue {
ArraylLi st <Sour cesEl enent > nySour ces;
ArraylLi st <Locati onsEl ement > nyLocati ons;
ArrayLi st <Pr ot ocol sEl ement > nyPr ot ocol s;
}
Cl ass SourcesEl emrent {
_Links my_Li nks;
String nyEndpoi nt;
String nyProtocol;
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}
Class _Links {

Aut h nmyAut h;

}

Class Auth {
String nyAut hType;
String nyHref;

Cl ass LocationsEl ement {
ArraylLi st <Locat i onsEl enent 2> nylLocati ons;
String nyAction;

Cl ass Locati onsEl ement 2 {
String myFoot print Type;
String nyFoot print Val ue;

Cl ass Protocol sl enent {
ArraylLi st<String> nyProtocols;
String nyAction;

Cl ass Pat hsEl emrent {
Pat hPatt ern nmyPat hPatt er n;
_Links2 ny_Links;

}
Class PathPattern {
String nyPattern;

}
Class _Links2 {
Pat hMet adat a nyPat hMet adat a;
}
Cl ass Pat hiMet adata {
String nmyType;
String nyHref;

Cener at ed YANG nodel :

list nmetadata {
| eaf generic-netadata-type {
type string;

cont ai ner generi c-nmet adat a-val ue {
list sources {
container _links {
contai ner auth {
| eaf auth-type {
type string;

Shi & Yang Expires April 30, 2015 [ Page 18]



Internet-Draft Model i ng JSON Messages Usi ng YANG Cct ober 2014

| eaf href {
type string;

}

}

| eaf endpoint {
type string;

| eaf protocol {
type string;

}

list locations {
list locations {
| eaf footprint-type {
type string;

| eaf footprint-value {
type string;
}

| eaf action {
type string;
}
}
list protocols {

| eaf-1ist protocols {
type string;

| eaf action {
type string;

}
}

}
list paths {
cont ai ner path-pattern {
| eaf pattern {
type string;

}

contai ner _links {
cont ai ner pat h-metadata {
| eaf type {
type string;

}
| eaf href {
type string;
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3. 4.

4.1.
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}
}
}
}

Thi s YANG nodel does validate the JSON cost map object with JSON
encodi ng defined in [draft-ietf-netnod-yang-json-01].

Concl udi ng remar ks

This process proves that the nessage encoding condition is a
sufficient condition for the JSON object to have a YANG nodel .

Note the nodel generated is very crude and | ose al nost al

constraints and all inheritance features (if any), because it focuses
on the syntax and is essentially converted froman JSON obj ect
compliant with a protocol instead of fromthe protocol itself. Hence
this result is nore useful in determ ning which JSON based protocols
cannot have a syntactically equival ent YANG nodel, than in generating
a usabl e YANG nodel

Senmanti ¢ Equi val ence

For JSON based protocols that don’t satisfy the nessage encodi ng
condition, it is still possible to have a semantically equival ent
YANG nodel . Al that is required for the protocol conpliant clients
and the YANG nodel conpliant server to interoperate is an adapter
whi ch does the follow ng:

1) translate FROM YANG server conpliant response nsg TO alto
conmpliant response nsg;

2) translate FROM alto conpliant request nsg TO YANG server conpliant
request nsg;

Caim
Thi s adapter needs to be protocol - aware.

I deal |y, given any YANG nodel, we would like to be able to
automatically (or at |east nechanically) generate this nessage
adapter, which nmeans not |ooking at the protocol or its conpliant
msgs. However, without knowi ng the specific protocol that we are
working with (i.e. human intervention, i.e. |looking at the protoco
compliant megs), such an adapter cannot be auto-generated.
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Proof by Indistinguishability

Suppose both the YANG server conpliant msg my and the actually
protocol conpliant nsg mp are in JSON (or have been encoded into
JSON). Looking at the differences between the two nmessages, cal
these differences {d1, d2, ..., dn}. The goal for the auto-generated
adapter would be to identify and elininate these differences.
Construct a new JSON msg mi where all but one difference di is the
same as mp and di is the same as the my. Wthout |ooking at the
protocol (or mp), the auto-generated adapter would not be able to
di stinguish between M and mp in its translation process, which
means, it won't be able to tell whether it should change di or not.
Hence, such an adapter nust be protocol-aware

A good exanple is the dependent-vtag in the ALTO protocol

"dependent -vtag" : |

{
"resource-id" : "ny-network-nap",
"tag" : "abcd1234"
}
]
It was specified this way in the alto protocol. However, it could

conceivably be the case that it was originally the foll owi ng nap
structure, and was converted into the above encodi ng because of the
map- >l i st +tkey issue. (This case is actually one of the few
differences in the my and mp where the adapter does not need to
convert it back to a map structure.)

"dependent -vtag" : {
"ny- networ k- map" @ {
"tag" : "abcdl1234"
}
}

W thout knowi ng the protocol or protocol nessages, it is inpossible
to distinguish.

Rami fi cati ons
We now understand the basic condition for a JSON based protocol to
have a YANG Mbdel. For the protocols that don't neet this condition

there can be a semantic equival ent YANG nodel, but there won’t be a
generic process of generating the adapter for all protocols.
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6.

Security Considerations

Thi s docunment does not introduce security or privacy concerns.
| ANA Consi derations

Thi s docunent does not have | ANA consi derati ons.
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