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Abst ract

This specification defines the nultipart/formdata Internet Media
Type, which can be used by a wide variety of applications and
transported by a wide variety of protocols as a way of returning a
set of values as the result of a user filling out a form It
obsol etes RFC 2388.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Cctober 12, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

filenanme attribute of content-distribution part header

QOO ~NN~N~N~NoCOoOGOOahABMABMDWWDN

In many applications, it is possible for a user to be presented with
a form The user will fill out the form including infornmation that
is typed, generated by user input, or included fromfiles that the
user has selected. Wen the formis filled out, the data fromthe

formis sent fromthe user to the receiving application.

The definition of "nultipart/formdata” is derived fromone of those
applications, originally set out in [RFCL867] and subsequently

i ncorporated into HTM. 3.2 [WBC. REC- ht ml 32-19970114], where forns are
expressed in HTM., and in which the formdata is sent via HTTP or
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electronic mail. This representation is widely inplenmented in
nuner ous web browsers and web servers

However, "nultipart/formdata"” is also used for forns that are
presented using representations other than HTM. (spreadsheets, PDF
etc.), and for transport using nmeans other than electronic nail or
HTTP; it is used in distributed applications which do not involve
forns at all, or do not have users filling out the form For this
reason, this docunent defines a general syntax and semantics

i ndependent of the application for which it is used, with specific
rules for web applications noted in context.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. percent-encoding option

Wthin this specification, "percent-encoding" (as defined in

[ RFC3986]) is offered as a possible way of encoding characters in
file nanes that are otherw se disallowed, including non-ASCl I
characters, spaces, control characters and so forth. The encoding is
created repl acing each non-ASCI | or disallowed character with a
sequence, where each byte of the UTF-8 encoding of the character is
represented by a percent-sign (% followed by the (case-insensitive)
hexadeci mal of that byte.

3. Advice for Forns and Form Processing

The representation and interpretation of forms and the nature of form
processing is not specified by this docunent. However, for forms and
formprocessing that result in generation of nultipart/formdata,

some suggestions are included.

In a form there is generally a sequence of fields, where each field
is expected to be supplied with a value, e.g. by a user who fills out
the form Each field has a nanme. After a form has been filled out,

and the forms data is "submtted": the formprocessing results in a
set of values for each field-- the "form data"

In forms that work with nultipart/formdata, field names could be
arbitrary Uni code strings; however, restricting field names to ASCl |
will help avoid some interoperability issues (see Section 5.1).

Wthin a given form ensuring field nanes are unique is al so hel pful

Sone fields may have default val ues or presupplied values in the form
itself. Fields with presupplied values night be hidden or invisible;
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this allows using generic processing for formdata froma variety of
actual forns.

4., Definition of nmultipart/formdata

The medi a-type "nmultipart/formdata" follows the nodel of nultipart
M ME data streans as specified in [ RFC2046] Section 5.1; changes are
noted in this docunent.

A "multipart/formdata"” body contains a series of parts, separated by
a boundary.

4.1. Boundary paraneter of multipart/formdata

As with other nmultipart types, the parts are delimted with a
boundary delimter, constructed using CRLF, "--", the value of the
boundary parameter. The boundary is supplied as a "boundary"
paraneter to the "nultipart/formdata" type. As noted in [RFC2046]
Section 5.1, the boundary delimiter MJUST NOT appear inside any of the
encapsul ated parts, and it is often necessary to enclose the boundary

paraneter values in quotes on the Content-type |line.
4.2. Content-Disposition header for each part

Each part MUST contain a "content-disposition" header [ RFC2183] and
where the disposition type is "formdata”. The "content-disposition”
header MUST al so contain an additional paraneter of "name"; the val ue
of the "name" paraneter is the original field nane fromthe form
(possi bly encoded; see Section 5.1). For exanple, a part night
contain a header:

Content-Di sposition: formdata; name="user"

with the body of the part containing the formdata of the "user"
field.

4.3. filename attribute of content-distribution part header

For formdata that represents the content of a file, a nane for the
file SHOULD be supplied as well, by using a "fil ename" paraneter of
the "content-disposition" header. The file nanme isn’t nmandatory for
cases where the file name isn’t available or is neaningless or
private; this might result, for exanple, fromselection or drag-and-
drop or where the formdata content is streamed directly froma

devi ce.

If a filename paraneter is supplied, the requirenents of [RFC2183]
Section 2.3 for "receiving MJA" apply to recievers of "nultipart/
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formdata” as well: Do not use the file name blindly, check and
possi bly change to match local filesystem conventions if applicable,
do not use directory path information that nay be present.

In nost nultipart types, the M ME headers in each part are restricted
to US-ASCI|; for conpatibility with those systens, file nanes
normally visible to users MAY be encoded using the percent-encodi ng
met hod in Section 2, following howa "file:" UR

[I-D.ietf-appsawg-fil e-schene] ni ght be encoded.

NOTE: The encodi ng nmet hod described in [ RFC5987], which would add a
"filename*" paranter to the "Content-Disposition" header, MJST NOT be
used.

Sone conmonly depl oyed systens use nmultipart/formdata with file
nanes directly encoded including octets outside the US-ASCI | range.
The encoding used for the file nanes is typically UTF-8, although
HTML forns will use the charset associated with the form

4.4. Miltiple files for one formfield
The formdata for a formfield mght include multiple files.

[ RFC2388] suggested that nmultiple files for a single formfield be
transmitted using a nested nultipart/mxed part. This usage is
depr ecat ed.

To match widely deployed inplenmentations, nultiple files MJST be sent
by supplying each file in a separate part, but all with the sane
"nanme" paraneter.

Recei ving applications intended for wide applicability (e.g.
mul tipart/formdata parsing libraries) SHOULD al so support the ol der
met hod of supplying multiple files.

4.5. Content-Type header for each part
Each part MAY have an (optional) "content-type", which defaults to
"text/plain". |If the contents of a file are to be sent, the file
data SHOULD be | abeled with an appropriate nedia type, if known, or
"application/octet-streant.

4.6. The charset parameter for text/plain formdata
In the case where the formdata is text, the charset paraneter for

the "text/plain" Content-Type MAY be used to indicate the character
encoding used in that part. For exanple, a formwith a text field in
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whi ch a user typed "Joe owes <eu>100" where <eu> is the Euro synbol
m ght have form data returned as:

- - AaB03x

content-disposition: formdata; nanme="fiel dl"
content-type: text/plain;charset=UTF-8
content-transfer-encoding: quoted-printable

Joe owes =E2=82=AC100.
- - AaB03x

In practice, nmany wi dely depl oyed inpl enentati ons do not supply a
charset paraneter in each part, but, rather, they rely on the notion
of a "default charset"” for a nultipart/formdata instance.

Subsequent sections will explain how the default charset is

est abl i shed.

4.7. The _charset_ field for default charset

Some form processing applications (including HTM.) have the
convention that the value of a formentry with entry nane "_charset _
and type "hidden" is automatically set when the formis opened; the
value is used as the default charset of text field values (see form
charset in Section 5.1.2). |In such cases, the value of the default
charset for each text/plain part without a charset paraneter is the
supplied value. For exanple:

- - AaB03x

content-disposition: formdata; nane="_charset "
i s0-8859-1

- - AaB0O3x- -

content-disposition: formdata; nanme="fiel dl"

...text encoded in iso-8859-1 ..
AaB03x- -

4.8. Content-Transfer-Encodi ng deprecated

Previously, it was recomended that senders use a "Content-Transfer-
Encodi ng" encodi ng (such as "quoted-printable") for each non-ASCl |
part of a nultipart/formdata body, because that would allow use in
transports that only support a "7BIT" encoding. This use is
deprecated for use in contexts that support binary data such as HITP.
Senders SHOULD NOT generate any parts with a "Content-Transfer-
Encodi ng" header.

Masi nt er Expi res Cctober 12, 2015 [ Page 6]



Internet-Draft mul tipart/formdata April 2015

Currently, no deployed inplenentations that send such bodi es have
been di scovered.

4.9. Oher Content- headers

The "multipart/formdata” nedia type does not support any M ME
headers in the parts other than Content-Type, Content-Di sposition
and (in limted circunstances) Content-Transfer-Encoding. O her
headers MJST NOT be included and MJST be ignored.

5. Operability considerations
5.1. Non-ASCl| field names and val ues

Normal |y, M ME headers in nultipart bodies are required to consi st
only of 7-bit data in the US-ASCI| character set. Wile [RFC2388]
suggested that non-ASCI| field names be encoded according to the

nmet hod in [ RFC2047], this practice doesn’'t seemto have been foll owed
wi del y.

This specification nmakes three sets of recommendations for three
different states of workflow

5.1.1. Avoid non-ASCI| field nanes

For broadest interoperability with existing deployed software, those
creating fornms SHOULD avoid non-ASCI| field names. This should not
be a burden, because in general the field nanes are not visible to
users. The field nanes in the underlying need not match what the
user sees on the screen

If non-ASCI| field nanes are unavoi dable, formor application
creators SHOULD use UTF-8 uniformy. This will mnimze
i nteroperability problens.

5.1.2. Interpreting fornms and creating formdata

Some applications of this specification will supply a character
encoding to be used for interpretation of the nmultipart/formdata
body. In particular, HTM. 5 [WBC. REC- ht ml 5-20141028] uses:

o0 The content of a ' charset ' field, if there is one.

o the value of an accept-charset attribute of the <forme elenent, if
there is one,

o the character encoding of the docunent containing the form if it
is US-ASCI | conpati bl e,
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0 otherw se UTF-8.

Call this value the formcharset. Any text, whether field nane,
field value, or (text/plain) formdata which is uses characters
outside the ASCII range MAY be represented directly encoded in the
form charset.

5.1.3. Parsing and interpreting formdata

Wil e this specification provides guidance for creation of nultipart/
formdata, parsers and interpreters should be aware of the variety of
i mpl ementations. File systens differ as to whether and how t hey
normal i ze Uni code nanes, for exanple. The matching of formelements
to formdata parts may rely on a fuzzier match. |In particular, sone
mul tipart/formdata generators night have foll owed the previous

advi ce of [RFC2388] and used the [ RFC2047] "encoded-word" nethod of
encodi ng non- ASCl | val ues:

encoded-word = "=?" charset "?" encoding "?" encoded-text "?="

O hers have been known to follow [ RFC2231], to send unencoded UTF-8,
or even strings encoded in the formcharset.

For this reason, interpreting "multipart/formdata" (even from
conform ng generators) may require knowi ng the charset used in form
encodi ng, in cases where the _charset_ field value or a charset
paraneter of a text/plain Content-Type header is not supplied.

5.2. Odered fields and duplicated field nanes
Form processors given forms with a well-defined ordering SHOULD send
back results in order (note that there are sonme forns which do not
define a natural order.) Intermediaries MJUST NOT reorder the
results. Formparts with identical field nanes MJUST NOT be
coal esced

5.3. Interoperability with web applications

Many web applications use the "application/x-url-encoded” method for
returning data fromforns. This fornmat is quite conpact, e.qg.

nane=Xavi er +Xant i co&ver di ct =Yes&col our =Bl ue&happy=sad&Ut f %-6r =Send

However, there is no opportunity to | abel the enclosed data with
content type, apply a charset, or use other encodi ng nechani sns.

Many forminterpreting prograns (primarily web browsers) now
i mpl ement and generate nultipart/formdata, but an existing
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application night need to optionally support both the application/x-
url -encoded format as well.

5.4. Correlating formdata with the original form

Thi s specification provides no specific mechani smby which nmultipart/
formdata can be associated with the formthat caused it to be
transmitted. This separation is intentional; many different forns

m ght be used for transmtting the same data. |In practice,
applications may supply a specific form processing resource (in HTM,
the ACTION attribute in a FORMtag) for each different form
Alternatively, data about the form m ght be encoded in a "hidden
field" (a field which is part of the formbut which has a fixed val ue
to be transnmitted back to the formdata processor.)

6. | ANA Consi derations

Pl ease update the Internet Media Type registration of multipart/form
data to point to this docunment, using the tenplate in Section 8. In
addition, please update the registrations of the "nanme" paraneter and
the "formdata" value in the "Content Disposition Values and

Par aneters" registry to both point to this docunent.

7. Security Considerations

Al'l form processing software should treat user supplied formdata
with sensitivity, as it often contains confidential or personally
identifying information. There is wi despread use of form"auto-fill"
features in web browsers; these m ght be used to trick users to
unknowi ngly send confidential information when conpleting otherw se

i nnoccuous tasks. Miltipart/formdata does not supply any features
for checking integrity, ensuring confidentiality, avoiding user
confusion, or other security features; those concerns nust be
addressed by the formfilling and formdata-interpreting
appl i cations.

Applications which receive fornms and process them nust be careful not
to supply data back to the requesting form processing site that was
not intended to be sent.

It is inportant when interpreting the fil enane of the Content-
Di sposition header to not overwite files in the recipient’s file
space inadvertently.

User applications that request forminformation fromusers nust be
careful not to cause a user to send information to the requestor or a
third party unwillingly or unwittingly. For exanple, a form night
request ’'spam information to be sent to an unintended third party,
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or private information to be sent to someone that the user might not
actually intend. Wiile this is primarily an issue for the
representation and interpretation of forms thenselves (rather than
the data representation of the formdata), the transportation of
private informati on nust be done in a way that does not expose it to
unwant ed pryi ng.

Wth the introduction of formdata that can reasonably send back the
content of files froma user’s file space, the possibility arises
that a user might be sent an automated script that fills out a form
and then sends one of the user’s local files to another address.
Thus, additional caution is required when executing autonated
scripting where formdata might include a user’s files.

Files sent via nultipart/formdata nmay contain arbitrary executable
content, and precautions agai nst nalicious content are necessary.

The consi derations of [RFC2183] Sections 2.3 and 5 with respect to

the fil ename paraneter of the Content-Disposition header also apply

to its usage here.

8. Media type registration for nmultipart/formdata

This section is the [RFC6838] nedia type registration

Type nanme: rmultipart

Subtype nane: formdata

Requi red parameters: boundary

Optional paraneters: none

Encodi ng consi derations: Commobn use i s Bl NARY.
Inlimted use (or transports that restrict the encoding to 7BIT
or 8BIT each part is encoded separately using Content-Transfer-
Encodi ng Section 4. 8.

Security considerations: See Section 7 of this docunent.

Interoperability considerations: This docunent nakes severa
recomendations for interoperability wth depl oyed
i mpl erent ati ons, including Section 4.8.

Publ i shed specification: This document.

Applications that use this nmedia type: Nunerous web browsers,
servers, and web applications.
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Fragnent identifier considerations: None: Fragment identifiers are
not defined for this type.

Additional information: None: no deprecated alias nanes, nagic
nunbers, file extensions or Mcintosh ssssfile type codes.

Person & email address to contact for further infornation
Aut hor of this docunent.

I ntended Usage: COMVON
Restrictions on usage: none
Aut hor: Author of this docunent.
Change controller: |ETF
Provi sional registration: NA
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Appendi x A.  Changes from RFC 2388

The handling of non-ASCII field names changed-- no | onger
recomendi ng the RFC 2047 nmet hod, instead suggesting senders send
UTF-8 field names directly, and file names directly in the form
charset.

The handling of nmultiple files submtted as the result of a single
formfield (e.g. HIM.'s <input type=file nultiple> elenent) results
in each file having its own top level part with the sane nane
paraneter; the nethod of using a nested "nultipart/m xed" from

[ RFC2388] is no |longer recomended for creators, and not required for
receivers as there are no known inpl enentati ons of senders.

The _charset  convention and use of an explicit formdata charset is
docunent ed.
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"boundary’ is a required parameter in Content-Type.

The relationship of the ordering of fields within a formand the
ordering of returned values within nmultipart/formdata was not
defined before, nor was the handling of the case where a form has
multiple fields with the sane nane.

Editorial: Renoved obsol ete discussion of alternatives in appendix.
Update references. Move outline of formprocessing into
I ntroducti on.

Appendi x B. Alternatives

There are numerous alternative ways in which formdata can be
encoded; many are listed in [RFC2388] section 5.2. The nultipart/
formdata encoding is verbose, especially if there are many fields
with short values. |In nost use cases, this overhead isn't
significant.

More problematic are the differences introduced when inplenmentors
opted to not follow [ RFC2388] when encodi ng non-ASCI | field nanes
(perhaps because "may" should have been "MJUST"). As a result,
parsers need to be nore conplex for natching agai nst the possible
out puts of various encodi ng net hods.
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