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Abst ract

Thi s docunment di scusses the problem statenment and use cases of an
interface naned Application Intelligent Policy Interface (Al Pl) that
translates the real application requirenents (e.g., network shoul d
ensure how many users of the OIT provider watch high definition video
sinul taneously.) into network | evel requirenents, e.g.,
configurations or service deploynents requirenments and network QS
requirenents, are useful and necessary for nodern networKks.
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1

I nt roducti on

Wth the rapid devel opnent of network technol ogies, the network is
nore and nore open. Many new technol ogies, e.g., SDN and NFV, etc.
are energing to help OIT application providers to get control of the
network nore flexibly than before. So far, these technol ogies are all
network oriented, which based on network el enents, ports, links,
protocols or virtualization of the above. For those OIT application
developers with little know edge of network or small enterprise, they
may not be able to fully utilize the network resources or correctly
set network services to neet their requirenments fromthe services and
applications they provide.

This docunment further argues that an interface that translates the
real application requirenents (e.g., network should ensure how many
users of the OIT provider watch high definition video

simul taneously.) into network | evel requirenents, e.g.
configurations or service deploynents requirenents and network QS
requi renents, are useful and necessary for nodern networks. How the
interface looks like is an issue outside the scope of the present
docunent. The remai nder of this document develops this idea into
detail: Section 2 provides term nology; Section 3 discusses the
probl em statenments; Section 4 provides sone use cases in which the
interface could be used, and Section 5 analyses the current rel ated
| ETF wor k.

Ter m nol ogy

AlPl: Application Intelligent Policy Interface, which is used for
translating the application requirenents to network |eve
requirenents.

Sof t war e- Defi ned Networking (SDN): A framework that supports the
separation of Control and Forwardi ng Pl anes via standardi zed
i nterfaces.

Net wor k Functions Virtualization (NFV): A network architecture
concept that proposes using IT virtualization related technologies to
virtualize entire classes of network node functions into building

bl ocks that may be connected, or chained, together to create

communi cati on services

Net work Policy: network | evel policies that can be directly used to
configure the network el enents

Application Intelligent Policy: Application oriented policies that
reflect the QS of the application service, but cannot be directly
configured to network el enments
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3. Probl em St at enent
3.1 Gap Between Application Requirenents and Network

Tradi tional network and applications effectively treat each other as
bl ack boxes. Network is effectively isolated fromthe end-systens,
whi ch then have little control over how the network handl es packets.
Li kewi se, the network has limted visibility on the application

| ogi c.

Wth the increasingly demandi ng of network opening, technol ogies like
SDN and NFV becones the future trends of network devel opnent. A key
obj ective of this open network is to facilitate and exploit the
virtualization of network functions so that they can be provided on a
programuabl e basis for applications and service innovators. It seens
to be a good way for OTT or enterprise applications to have sone
insight into network infrastructure. However, applications may focus
nmore on service logic, service inplenentation, performance and
experience, in stead of network information. Deep network
capabilities exposed by the programmuable network will be inpossible
for non-network-owning players to replicate.

Moreover, many different sets of network interfaces for applications
are emergi ng. They provide network functions |ike path conputation

| oop avoi dance, routing, security and many ot her tasks through
abstracting and normalizing the quirks and eccentricities of
different data pl ane devices. However, these interfaces are all
network oriented. OIT applications may not adequately use these
interfaces to fulfill their own requirenment as they have no i dea how
their service running in the network really works. For exanple, OIT
applications may not know which one is the nbst suitable path to
choose. Also, there is no common consensus about how those paraneters
of network (e.g., bandwidth, delay, jitter, etc.) affect the QOE of
OIT applications.

3.2 Difficulty for Network adaptation

Most of current interfaces really provides a way for OIT applications
to easily apply for network resources or network functions or certain
QS (delay, loss, jitter). Due to the gap between OIT applications
requi renents and network, OIT applications may abuse these interface
for their goods. For exanple, OIT applications may request nore
bandwi dth than that they really need, or they may apply for sone
functions that they never use.

There are al so sonme cases that requests fromthe OIT applications

can’t be accepted for network because of extravagant denands, while
there do exist sone other ways to fulfill the real requirenments of
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OIT applications. Qoviously, current interfaces between OTT
applications and network coul dn’t do network adaptations since
network has no idea what OTT applications really want.

3.3 Difficulty for Network Policies Mintenance

Plenty varieties of requirenments for service performance and access
control breed plenty of conplicated network configuration or QS

rul es and ACL policies deployments. Usually these configurations and
polices are maintai ned by network adninistrators who may not

under stand what the corresponding real service requirenents are. Wth
t he change of network configuration and policies due to the updates
of service requirenents, e.g., new service deploynment or old service
expi red, the maintenance of the network becomes nore and nore
difficult especially along with the transfer of network

admi ni strators.

4. Use Cases for Application Intelligent Policy Interface

If network has an interface enabling OIT applications to input their
own application service requirenents and has the ability to translate
the application service requirenments to network requirenent, problens
will be solved. AIPI (application intelligent policy interface) is
dedi cated to cope with such problens. In this document, we nmainly

di scuss several use cases that AIPI which is application friend could
be appli ed.

4.1 OIT Service Depl oynent

OIT service providers can benefit fromusing such an application
oriented interface so that they don’t have to care about the underlay
network details of no matter physical or virtual devices and
functions. Instead, they just need to focus on what they are good at,
which are their applications and services for end users.

Suppose an OIT video provider wants to activate the service which
ensure 1000 end user to watch its high definition live video content
simul taneously. Traditional way is to request sone specific bandw dth
resources or CDN services or VPN from|SPs. These kind of requests
are usual |l y exaggerated which nmay result in wasting of resources
When using AIPI, the OTT provider only needs to provide inputs from
its perspective. For example, the OIT provider indicate that the
video is 720p, and it’s a live http streanming, and he wants his end
users could watch fluently and the QoE should be excellent. Then ISP
will analyse the requirenents fromthe OIT provider, and translate
theminto network QS, e.g., bandw dth >5120kpbs, RTT<120ns,
jitter<50ms and | 0ss<1%
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When OTT provi ders have sanme service deploynents in different
networ ks, they can al so benefit by using AlPI. Sane request can be
transmitted by AIPI to different ISP networks instead of figuring
out what network resources they need in each different network.

4.2 Enterprise Service |solation and Interconnection

Enterprise networks are growing in conplexity and size with

gl obal i zati on, outsourcing, and wi rel ess expanding the reach of the
network beyond its traditional design paraneters. |T departnents are
tasked with ensuring the applications and services run well across
both private and public networks. Add to that ongoi ng application and
data center projects such as virtualization and cloud conputing all
the conponents that make up that network becones even nore of a

chal  enge. Especially with the frequent personnel transfer of
functions, locations or departnments, |IT departnments are facing a huge
wor kI oad.

AlPl is a way to make I T departnments work nore efficiently and
effectively. Using AIPI, the administrators of |IT departnents just
need to maintain the requirenents fromtheir enterprise and | eave the
automati c configurations and depl oynents to network service

provi ders, which hence largely reduces the OPEX of IT departnents.

4.3 Autonmatic Adaptation

APl is also helpful for network providers to achieve automatic
adaptation for OIT service providers. Wth Al Pl, network providers
who know network the best will learn the real requirenents fromOIT
service providers, and they certainly have the ability to figure out
how to satisfy these requirenents with mninumresources and maxi num
efficiency.

The advantage is al so refl ected when network problens affecting OIT
service SLAs happen. For exanple, when a node on the specific OIT
service path is experiencing congestions, network provider could just
choose another path which satisfies the requirenents for this OIT
service w thout any conmunication with this OIT provider.

5 Existing Work

There are sonme existing efforts in | ETF that nmay be related to this
work. In this section, we give a detailed analysis towards them

Application Enabl ed Col |l aborative Networking (AECON): AECON [ AECON|

is trying to work out ways to enabl e conmmuni cati on of fl ow
characteristics between applications in end users and the network by
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active information exchange. And the information conmuni cated through

AECON i s network oriented.

Shared Unified Policy Automati on (SUPA): The nmin goal of SUPA [ SUPA]
is to provide a way for network rmanagenent applications and for

network services to specify share application based policies to the
network infrastructure using a sinplified view of the network. SUPA
is also a network oriented interface and does not really concern OIT
appl i cations.

Interface to the Routing System (12RS): I12RS [I2RS] facilitates real -
time or event driven interaction with the routing systemthrough a
col l ection of protocol -based control or nmanagenent interfaces which
all ow i nformati on, policy and operational paranmeters to be injected
into or retrieved fromthe routing systemof network. It is network
oriented as it collects and injects network infornmation

Application-Layer Traffic Optimnization (ALTO: ALTO [ALTQ is
considered as a solution to expose abstract topol ogies and costs to
applications in P2P donain, datacenter networks and content
distribution networks (CDN). It is also network oriented rather than
application oriented.

AlPl tries to specify an application oriented interface which conveys

the real application requirements to network and facilitates the
translation fromreal application requirenments to network
requirenents. APl is about the communicati on between Application
depl oynent servers and network. AlIPlI could further use SUPA to
configure or adjust network.

6 | ANA Consi derations
This draft includes no request to | ANA

7 Security Considerations
TBD.

8 Acknow edgment s

The authors would like to thank Hanyu Wi for giving val uabl e
comrents and suggesti ons.

9 References
9.1 Nornmmtive References

[ SUPA] | ETF SUPA (Shared Unified Policy Autonmation) BoF Charter,

Huang Expires April 16, 2015 [ Page 7]



| NTERNET DRAFT A Framework of SIB for SIB Cct ober 13, 2014

https://github. com |iushucheng/ SUPA/ wi ki / SUPA- Chart er

[ AECON] | ETF AECON (Application Enabled Coll aborative Networking)
bar BoF,
http://trac.tools.ietf.org/bof/trac/w ki/Bof | ETFO0#

[12RS] I ETF I12RS (Interface to the Routing System) WG Charter,
http://datatracker.ietf.org/wg/i2rs/charter/

[ALTQ | ETF ALOT (Application-Layer Traffic Optimzation),
http://datatracker.ietf.org/wy/alto/charter/

9.2 Infornative References

[NFV] http://en.w ki pedia.org/w ki/Network Functions Virtualization

[SDN] http://tools.ietf.org/htm/draft-hal eplidis-sdnrg-Iayer-
t er m nol ogy- 06

Aut hors’ Addr esses

Rachel Huang

Huawei

101 Software Avenue, Yuhua District
Nanj i ng 210012

Chi na

EMai | : rachel . huang@uawei . com

Hai bi n Song

Huawei

101 Software Avenue, Yuhua District
Nanj i ng 210012

Chi na

EMai | : songhai bi n@uawei . com

Huang Expires April 16, 2015 [ Page 8]



