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Abstract

Content splicing is a process that replaces the content of a nmain
mul ti media streamwith other nultimedia content, and delivers the
substitutive multinedia content to the receivers for a period of
time. The RTP nixer is designed to handle RTP splicing in [ RFC6828],
but how the RTP mi xer knows when to start and end the splicing is
still unspecified.

This meno defines two RTP/ RTCP extensions to indicate the splicing

related information to the RTP nixer: an RTP header extension that

conveys the information in-band and an RTCP packet that conveys the
i nformation out-of - band.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn
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1 Introduction

Splicing is a process that replaces sone nultinedia content with
other nultimedia content and delivers the substitutive multinedia
content to the receivers for a period of tine. In sone predictable
splicing cases, e.g., advertisement insertion, the splicing duration
MUST be inside of the specific, pre-designated tine slot. Certain
timng informati on about when to start and end the splicing nust be
first acquired by the mxer to start the splicing. This docunent
refers to this information as Splicing Interval

[ SCTE35] provides a nethod that encapsul ates the Splicing Interva

i nside the MPEQ-TS | ayer in cable TV systens. But in RTP splicing
scenari o described in [ RFC6828], the m xer has to decode the RTP
packets, search and solve the Splicing Interval inside the payl oads
The need for such processing enhances the workl oad of the m xer and
limts the size of RTP sessions the nixer can support.

The document defines an RTP header extension [ RFC5285] through which
the main RTP sender can provide the Splicing Interval by including it
in the RTP packets.

Neverthel ess, the Splicing Interval conveyed in the RTP header
extension mght not reach the m xer successfully, any splicing un-
awar e m ddl ebox on the path between the RTP sender and the nixer
m ght strip the RTP header extension.

To increase robustness agai nst above case, the docunent al so defines
a new RTCP packet type in a conplenentary fashion to carry the
Splicing Interval to the nixer even though RTCP is inherently
unreliabl e too.

1.1 Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Most termi nol ogy defined in "Content Splicing for RTP Sessions”
[ RFC6828] applies to this docunent except the follow ng one.

Splicing Interval:
A set of certain netadata that allows the m xer to know when to
start and end the RTP splicing. The information consists of a

couple of NTP-format tinmestanps on the splicing in point and on
the splicing out point.
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2 Overview of RTP Splicing Notification

According to RTP Splicing draft [ RFC6828], a m xer is designed to do
splicing on the RTP layer, but it cannot insert the substitutive
content randomy but only do that at the reserved tine slots set by
the main RTP sender. This inplies the mxer nust first know the
Splicing Interval fromthe main RTP sender before splicing starts.

When a new splicing is forthcom ng, the main RTP sender MJST send the
Splicing Interval to the mxer. Usually, the Splicing Interval SHOULD
be sent nore than once to agai nst the possible packet |oss. To enabl e
the m xer to get the substitutive content before the splicing starts,
the main RTP sender MJST send the Splicing Interval far enough in
advance. Alternatively, the main RTP sender can estinmate when to send
the Splicing Interval based on the round-trip time (RTT) foll ow ng
the mechanisns in section 6.4.1 of [RFC3550] when the nixer sends
RTCP RR to the nmin sender.

The substitutive sender also needs to learn the Splicing Interva
fromthe main RTP sender in advance, and thus estinates when to
transfer the substitutive content to the mxer. The Splicing Interva
could be transnmitted fromthe main RTP sender to the substitutive
content using sone out-of-band nechani sns, the details how to achieve
that are beyond the scope of this meno. To ensure the Splicing
Interval is valid to the main RTP sender and the substitutive RTP
sender, the two senders MJST share a conmon reference clock, so the
m xer can achi eve accurate splicing.

In this docunment, the nmain RTP sender uses a couple of NTP-fornat

ti mestanps, derived fromthe comon reference clock, to indicate when
to start and end the splicing to the nixer: the tinestanp of the
first substitutive RTP packet on the splicing in point, and the
timestanp of the first main RTP packet on the splicing out point.

When the substitutive RTP sender gets the Splicing Interval, it nust
prepare the substitutive stream The RTP tinmestanp of the first
substitutive RTP packet that would be presented on the receivers MJST
correspond to the sanme tine instant as the forner NTP tinestanp in
the Splicing Interval. To enable m xer to know the first substitutive
RTP packet it begins to output, the substitutive RTP sender MJST
enabl e the mixer to know above RTP tinmestanp in advance, e.g., from
prior receipt of RTCP SR nessage.

When the splicing will end, the RTP timestanp of the first main RTP
packet that would be presented on the receivers MIST correspond to
the sane tine instant as the latter NTP tinestanp in the Splicing

I nterval .
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3 Conveying Splicing Interval in RTP/RTCP extensions

This meno defines two backwards conpatible RTP extensions to convey
the Splicing Interval to the m xer: an RTP header extension and an
RTCP splicing notification nmessage.

3.1 RTP Header Extention

The RTP header extension nmechani sm defined in [ RFC5285] can be
adapted to carry the Splicing Interval consisting of a couple of NTP-
format tinmestanps.

One variant is defined for this header extension. It carries the 7
octets splicing-out NTP tinmestanp (lower 24-bit part of the Seconds
of a NTP-format tinmestanp and the 32 bits of the Fraction of a NTP-
format timestanp as defined in [ RFC5905]), followed by the 8 octets
splicing-in NTP tinmestanp (64-bit NTP-format tinmestanp as defined in
[ RFC5905]). The top 8 bits of the splicing-out NTP tinmestanp are
referred fromthe top 8 bits of the splicing-in NTP tinestanp, under
the consunption that the splicing-out tine is after the splicing-in
time, and the splicing interval is |less than 2725 seconds, this order
allows full resolution for splicing-in NTP tinmestanp while keeping 4
octets alignment.

The format is shown in Figures 1.

0 1 2 3

01234567890123456789012345678901
B o i T e e S e S i T S R S e S e e sl S B T S
[ OxBE [ OxDE [ | engt h=4 [
L R e s i T I TR S e S S S T S T i l s o ST SN S SRR S
| ID | L=15 | OUT NTP timestanp format - Seconds (bit 8-31) |x
T i i et T SRR R e e S o S e el i aath It S RIS R S S S e e i el i |
| QUT NTP timestanp format - Fraction (bit 0-31) | e
B T o o T T e i R e S e e T i i ol T S TR S e T S o
| IN NTP tinestanp format - Seconds (bit 0-31) |s
B R i ks i i T o ST B SR SR SR SR S R T S R e it R S e e e e 5
| IN NTP tinestanp format - Fraction (bit 0-31) | o
LR Rk S N R i it S R e it SR R RIS R R R R R R i I S R i it S R o |

Figure 1: Sanple hybrid NTP Encodi ng Using
the One-Byte Header For mat

Note that the inclusion of an RTP header extension will reduce the
efficiency of RTP header conpression. It is RECOWENDED that the nain
sender begins to insert the RTP header extensions into a nunber of
RTP packets in advance of the splicing starting, while | eaving the
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remai n RTP packets unmarked

After the mxer intercepts the RTP header extension and derives the

Splicing Interval, it will generate its own stream and coul d not
i nclude the RTP header extension in outgoing packets to reduce header
over head.

Furt hernmore, whether the in-band NTP-format timestanps are included
or not, RTCP splicing notification nessage in next section MJST be
sent to provide robustness in the case of any splicing-unaware

m ddl ebox that mght strip RTP header extensions.

3.2 RTCP Splicing Notification Message

Besi des the RTP header extension, the main RTP sender includes the
Splicing Interval in an RTCP splicing notification nessage.

The RTCP splicing notification nessage is a new RTCP packet type. It
has a fix header followed by a couple of NTP-format tinestanps:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| V=2| P| reserved | PT=TBA | | engt h [
B i s T T S T et S S T S I T s sl s ol ST S S S
[ SSRC [
B T i S S i S T h T i S S S S e
| IN NTP Tinestanp (nost significant word) |
B E e r e s i s i o T T s S S S S 2
| IN NTP Timestanp (| east significant word) [
B i s T T S T et S S T S I T s sl s ol ST S S S
| QUT NTP Timestanmp (nost significant word) |
B T i S S i S T h T i S S S S e
| QUT NTP Tinmestanp (least significant word) |
B E e r e s i s i o T T s S S S S 2

Figure 2: RTCP Splicing Notification Message
The RSI packet includes the follow ng fields:
Length: 16 bits

As defined in [RFC3550], the length of the RTCP packet in 32-bit
words m nus one, including the header and any paddi ng.

SSRC. 32 bits
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Xi a

The SSRC of the Main RTP Sender
Ti mestanp: 64 bits

I ndicates the wallclock tine when this splicing starts and ends.
The full-resolution NTP tinmestanp is used, which is a 64-bit,

unsi gned, fixed-point nunber with the integer part in the first 32
bits and the fractional part in the last 32 bits. This format is
simlar to RTCP Sender Report (Section 6.4.1 of [RFC3550]).

The RTCP splicing notification nessage can be appended to RTCP SR the
mai n RTP sender generates in conpound RTCP packets, and hence follows
t he conmpound RTCP rules defined in Section 6.1 in [ RFC3550].

If the use of non-conpound RTCP [ RFC5506] was previously negoti ated
bet ween the sender and the m xer, the RTCP splicing notification
message may be sent as non-conpound RTCP packets.

When the mxer intercepts the RTCP splicing notification nessage, it

MAY NOT forward the message to the receivers in order to reduce RTCP
bandwi dt h consunption or to avoid downstream receivers from detecting
splicing defined in Section 4.5 in [ RFC6828].

Redui ng Splicing Latency

When splicing starts or ends, the m xer outputs the multinmedia
content from another sender to the receivers. Gven that the
receivers nust first acquire certain information ([RFC6285] refers to
this information as Reference Information) to start processing the
mul ti medi a data, either the main RTP sender or the substitutive
sender SHOULD provide the Reference Information align with its
mul ti medi a content to reduce the delay caused by acquiring the

Ref erence Information. The neans by which the Reference Information
is distributed to the receivers is out of scope of this neno.

Anot her | atency el enent is synchroni zati on caused del ay. The

recei vers nust receive enough synchronization netadata prior to
synchroni zi ng the separate conponents of the nultinedia streans when
splicing starts or ends. Either the main RTP sender or the
substitutive sender SHOULD send the synchroni zati on netadata early
enough so that the receivers can play out the nultinedia in a
synchroni zed fashion. The nmechani sns defined in [ RFC6051] are
RECOMVENDED to be adopted to reduce the possible synchronization

del ay.

Fai |l ure Cases
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This section exam nes the inplications of |osing RTCP splicing
notification message and other failure case, e.g., the RTP header
extension is stripped on the path.

G ven there may be splicing un-aware mni ddl ebox on the path between
the main RTP sender and the mixer, one heuristics will be used to
verify whether or not the Splicing Interval reaches the mxers.

If the m xer does not get the Splicing Interval when the splicing
starts, it will still output the main content to the downstream
receivers and forward the RTCP RR packets sent from downstream
receivers to the main RTP sender. In such case, the nain RTP sender
can learn the splicing failed

In a simlar manner, the substitutive sender can |learn the splicing
failed if it does not receive any RTCP RR packets from downstream
receivers when the splicing starts

Upon the detection of a failure, the main RTP sender or the
substitutive sender SHOULD check the path to the failed m xer, or
fall back to the payl oad specific mechanisnms, e.g., MPEG TS splicing
solution defined in [ SCTE35].

6 SDP Signaling

Xi a

This docunent defines the URI for declaring this header extension in
an extmap attribute to be "urn:ietf:parans:rtp-hdrext:splicing-
interval".

Thi s docunent al so reuses the Flow Identification (FID) senantics
defined in SDP G oupi ng Franework [RFC5888] to represent the

rel ati onship between the main RTP stream and the substitutive RTP
stream

The next exanpl e shows how the "group" attribute used with FID
senmantics can indicate RTP splicing support on RTP sender

X O

a 1122334455 1122334466 I N I P4 splicing. exanpl e. com
P Splicing Exanpl e
0

QD —~+Ww o<
«ggl_;e'” I}

roup: FID 1 2

nmevi deo 30000 RTP/ AVP 100

i =Mai n RTP Stream

c=I N | P4 233.252.0.1/127

a=rtprmap: 100 MP2T/ 90000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:splicing-interva
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a=md: 1

nF vi deo 30001 RTP/ AVP 100
i =Substitutive RTP Stream
c=IN I P4 233.252.0.2/127
a=sendonl y

a=md: 2

Figure 3: Exanple SDP for a single-channel splicing scenario

The m xer receiving the SDP nessage above recei ves one MPER-TS
stream (payl oad 100) fromthe nain RTP sender (with nulticast
destination address of 233.252.0.1) on port 30000, and/or receives
anot her MPEQ-TS stream fromthe substitutive RTP sender (with
mul ti cast destination address of 233.252.0.2) on port 30001. But at
a particular point in time, the mxer only selects one stream and
output the content fromthe chosen streamto the downstream
receivers

7 Security Considerations

The security considerations of the RTP specification [ RFC3550], the
general nechani smfor RTP header extensions [ RFC5285] and the
security considerations of the RTP splicing specification [ RFC6828]
apply.

The RTP header extension defined in Section 4.1 include two NTP-
format timestanps. |In the Secure Real -tine Transport Protoco
(SRTP) [ RFC3711], RTP header extensions are authenticated but not
encrypted. A nalicious endpoint could choose to set the values in
this header extension falsely, so as to falsely claimthe splicing
tinme.

In scenarios where this is a concern, additional mechani snms MIST be
used to protect the confidentiality of the header extension. This
nmechani sm coul d be header extension encryption [ SRTP-ENCR-HDR], or a
| ower -1 evel security and authentication nmechani smsuch as | Psec

[ RFC4301] .

8 | ANA Consi derations
8.1 RTCP Control Packet Types
Based on the guidelines suggested in [RFC5226], a new RTCP packet

format has been registered with the RTCP Control Packet Type (PT)
Regi stry:
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Nanme: SNM
Long nanme: Splicing Notification Message
Val ue: TBA

Ref erence: Thi s docunent

8.2 RTP Conpact Header Extensions

The 1 ANA has al so registered a new RTP Conpact Header Extension

[ RFC5285], according to the foll ow ng:

Extension URI: urn:ietf:params:rtp-hdrext:splicing-interval
Description: Splicing Interval
Contact: Jinwei X a <xiajinwei @uawei.conm>

Ref erence: Thi s docunent
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