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Abstract

Source Description (SDES) itens are nornmally transported in RTP
control protocol (RTCP). |In sone cases it can be beneficial to speed
up the delivery of these itens. Minly when a new source (SSRC)
joins an RTP session and the receivers needs this source’s relation
to other sources and its synchronization context, which are fully or
partially identified using SDES itenms. To enable this optim zation
this docunent specifies a new RTP header extension that can carry any
type of SDES itens.
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1. Introduction

This specification defines an RTP header extension [ RFC3550][ RFC5285]
that can carry RTCP source description (SDES) itens. By including
selected SDES itens in an header extension the determ nation of

rel ati onshi p and synchroni zati on context for new RTP streans (SSRCs)
in an RTP session can be speeded up. Wich rel ationship and what

i nformati on depends on the SDES itens carried. This becones a

compl enent to using only RTCP for SDES Item delivery.

First, some requirements |anguage is defined. The follow ng section
nmoti vates why this header extension is sonetines required or at |east
provides a significant inprovenent conpared to waiting for regul ar
RTCP packet transmissions of the information. This is followed by a
specification of the header extension. Next, a sub-space of the
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header -extension URN is defined to be used for existing and future
SDES itens, and the existing SDES itens are registered.

2. Definitions
2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

Thi s docunment uses termn nol ogy defined in "A Taxonomy of G ouping
Semantics and Mechani snms for Real -Tine Transport Protocol (RTP)
Sources" [I-D.ietf-avtext-rtp-groupi ng-taxonony] . In particular the
followi ng definitions:

Medi a Source
RTP Stream
Medi a Encoder
Encoded Stream
Parti ci pant

3. Mdtivation

Source Description (SDES) itenms are being associated with a
particul ar SSRC and thus RTP stream The source description itens
provi de various meta data associated with the SSRC. How inportant it
is to have this data no later than when receiving the first RTP
packets depends on the itemitself. The CNAVE itemis one itemthat
is commonly needed if not at reception of the first RTP packet for
this SSRC, so at least by the time the first nedia can be played out.
If not, the synchronization context cannot be determnined and thus any
rel ated streanms cannot be correctly synchronized. Thus, this is a
great exanple for the need to have this information early when a new
RTP streamis received

The main reason for new SSRCs in an RTP session is that a nmedia
sources are added. This either because an end-point is adding a new
actual nedia source, or additional participants in a nulti-party
session being added to the session. Another reason for a new SSRC
can be an SSRC collision that forces the colliding parties to select
a new SSRC
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Returning to the case of rapid media synchroni zation, there exist an
RTP header extension for Rapid Synchronization of RTP Fl ows
[ RFC6051]). That header extension carries the clock information

present in the RTCP sender report (SR) packets. It however assunes
that the CNAME binding is known, which can be provided via signaling
in sonme cases, but not all. Thus an RTP header extension for

carrying SDES itenms |like CNAME is a powerful conbination to enable
rapid synchronization in all cases.

The Rapid Synchronization of RTP Flows specification does provide an
anal ysis of the initial synchronization delay for different sessions
dependi ng on nunber of receivers as well as on session bandw dth
(Section 2.1 of [RFC6051]). These results are applicable also for
other SDES itens that have a sinmilar time dependency until the

i nformati on can be sent using RTCP. Thus the benefit for reduction
of initial delay before information is avail able can be determ ned
for sone use cases fromthese figures

That docunment al so di scusses the case of late joiners, and defines an
RTCP Feedback format to request synchronization information, which is
anot her potential use case for SDES itenms in RTP header extension.

It would for exanple be natural to include CNAME SDES itemwith the
header extension containing the NTP formatted reference clock to
ensure synchroni zati on

Some new SDES itens are currently proposed, which can all benefit
fromtimely delivery:

SRCNAME: This is a nedia source and encoding identifier to enable
support for sinulcast and i nprove sonme scal abl e encodi ng usages
[1-D. westerlund-avtext-rtcp-sdes-srcnane]. This SDES item could
be used both for new sources and | ate joi ners.

APPID: This SDES item provides an application specific identifier
dynanically assigned to a particular RTP stream The intention is
to provide a receiver with information about the current role of
the received RTP streamor its usage in an application
[1-D. even-nmusi c-application-token]. Thus a particular ID can be
reassigned many times during the lifetime of an RTP session. This
puts additional timng requirenments, not only for new sources and
| ate joiners, but also whenever the Application token is
reassi gned to anot her stream

Based on the above, there appear to be good reasons why an RTP header
extension for SDES itens is worthwhile to pursue.
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4. Specification

This section first specifies the SDES item RTP header extension
format, followed by some usage consi derations.

4.1. SDES |tem Header Extension

The RTP header extension schene that allows for multiple extensions
to be included is defined in "A General Mechani smfor RTP Header

Ext ensi ons" [ RFC5285]. That specification defines both short and

Il ong item headers. The short headers (One-byte) are restricted to 1
to 16 bytes of data, while the long format (Two-byte) supports a data
length of O to 255 bytes. Thus that RTP header extension format is
capabl e of supporting any SDES itemfroma data | ength perspective.

The ID field, independent of short or long format, identifies both
the type of RTP header extension and, in the case of the SDES item
header extension, the type of SDES item The mapping is done in
signaling by identifying the header extension and SDES itemtype
using a URN, which is defined in the | ANA consi deration (Section 5)
for all existing SDES itens.

4.1.1. One-Byte Format

The one-byte header format for an SDES item extension el ement

consi sts of the One-Byte header (defined in Section 4.2 of

[ RFC5285]), which consists of a 4-bit ID followed by a 4-bit length
field (len) that identifies how nany bytes (len value +1) of data
that follows the header. The data part consists of |en+l bytes of
UTF-8 text. The type of text is deternmined by the ID field value and
its mapping to the type of SDES item

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| ID | len | SDES Itemtext value ... [
R R e R e s s e o S S e R e o o

Figure 1
4.1.2. Two-Byte Format
The two-byte header format for an SDES item extension el ement
consi sts of the two-byte header (defined in Section 4.3 of
[ RFC5285] ), which consists of an 8-bit ID followed by an 8-bit |ength

field (len) that identifies how nany bytes of data that follows the
header. The data part consists of len bytes of UTF-8 text. The type
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of text is deternmined by the IDfield value and its mapping to the
type of SDES item

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2

[ I D [ I en | SDES Itemtext value ... [
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 2
4.2. Usage of the SDES |Item Header Extension

This section discusses various usage considerations; which form of
header extension to use, the packet expansion, and when to send SDES
items in header extension

4.2.1. One or Two Byte Headers

The RTP header extensions for SDES itenms MAY use either the one-byte
or two-byte header formats, depending on the text value size for the
used SDES itens. The one-byte header SHOULD be used when all non
SDES i tem header extensions supports the one-byte format and all SDES
itemtext values contain at nost 16 bytes. Note that the RTP header
ext ensi on specification does not allow nixing one-byte and two-byte
headers for the same RTP stream (SSRC), so if the value size of any
of the SDES itens val ue requires the two-byte header, the all other
header extensions MJST al so use the two-byte header fornat.

For exanpl e using CNAMEs that are generated according to "Quidelines
for Choosing RTP Control Protocol (RTCP) Canonical Nanmes (CNAMES)"

[ RFC7022], using short term persistent values, and if 96-bit random
val ues prior to base64 encoding are sufficient, then they will fit
into the One-Byte header fornat.

4.2.2. MU and Packet Expansion

The RTP packet size will clearly increase when they include the
header extension. How nuch depends on which header extensions and
their data parts. The SDES itens can vary in size. There are also
some use-cases which require transnmitting nultiple SDES itens in the
same packet to ensure that all relevant data reaches the receiver

An exanpl e of that is when you need both the CNAME, a SRCNAME and an
appld plus the rapid time synchronization extension from RFC 6051.
Such a conbination is quite likely to result in at |east 16+3+1+8
bytes of data plus the headers, which will be another 8 bytes for
one- byte headers, thus in total 36 bytes.
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The packet expansion can cause an issue when it cannot be taken into
account when producing the RTP payl oad. Thus an RTP payload that is
created to neet a particular 1P |evel Maxinmm Transmi ssion Unit
(MrU), taking the addition of | P/ UDP/ RTP headers into account but
excl udi ng RTP header extensions suddenly exceeds the MIU, resulting
in|P fragnentation. |P fragnmentation is known to negatively inpact
the loss rate due to middl eboxes unwilling or not capable of dealing
with I P fragments.

As this is a real issue, the nedia encoder and payl oad packeti zer
shoul d be flexible and be capabl e of handling dynam cally varying
payl oad size restrictions to counter the packet expansion caused by
header extensions. |If that is not possible, some reasonabl e worst
case packet expansion should be cal cul ated and used to reduce the RTP
payl oad size of all RTP packets the sender transmts.

4.2.3. Transm ssion Considerations

The general recomrendation is to only send header extensions when
needed. This is especially true for SDES itens that can be sent in
periodic repetitions of RTCP throughout the whole session. Thus, the
di fferent usages (Section 4.2.4) have different recommendati ons.

First sone general considerations for getting the header extensions
delivered to the receiver:

1. The probability for packet |oss and burst |oss determ ne how many
repetitions of the header extensions will be required to reach a
targeted delivery probability, and if bust loss is |likely what
di spersi on woul d be needed to avoid getting nultiple header
extensions lost in a single burst.

2. How early the SDES iteminformation is needed, fromthe first
recei ved RTP data or only after some set of packets are received
can guide if the header extension(s) should be in all of the
first N packets or be included only once per set of packets, for
exanpl e once per video frane.

3. The use of RTP |evel robustness mechani sms, such as RTP
retransm ssi on [ RFC4588], or Forward Error Correction, e.g.
[ RFC5109] nmay treat packets differently froma robustness
perspective, and SDES header extensions should be added to
packets that get a treatnment corresponding to the relative
i mportance of receiving the information.

In sunmmary, the nunber of header extension transm ssions should be
tailored to a desired probability of delivery taking the receiver
popul ation size into account. For the very basic case, N repetitions
of the header extensions should be sufficient, but nay not be
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optimal. N is selected so that probability of delivery of at |east
one out of the N reaches the target val ue when cal cul ating 1-P"N,
where P is the probability of packet |oss. For point to point or
smal | receiver populations, it mght also be possible to use

f eedback, such as RTCP, to determine when the information in the
header extensions has likely reached all receivers.

4.2.4. Different Usages
4.2.4.1. New SSRC

A new SSRC joins an RTP session. As this SSRC is conpletely new for
everyone, the goal is to ensure that all receivers with high
probability receives the information in the header extension. Thus
header extension transm ssion strategies that allow sone margins in
the delivery probability should be considered.

4.2.4.2. Late Joiner

In a nulti-party RTP session where one or a small nunber of receivers
join a session where the majority of receivers already have all
necessary information, the use of header extensions to deliver
relevant infornation should be tailored to reach the new receivers.
The trigger to send header extensions can for exanple either be RTCP
fromnew receiver(s) or an explicit request like the Rapid
Resynchroni zati on Request defined in [ RFC6051].

4.2.4.3. Information Change

In cases when the SDES itemtext value is changed and the new SDES
information is tightly coupled to and thus needs to be synchronized
with a related change in the RTP stream use of a header extension is
far superior to RTCP SDES. |In this case it is equal or even nore
important with tinely SDES infornmation than in the case of new SSRCs
(Section 4.2.4.1). Continued use of the old SDES i nformati on can
lead to really undesired effects in the application. Application
Token [I-D. even-musi c-appl i cati on-token] woul d be one such case.
Thus, header extension transmission strategies with high probability
of delivery should be chosen

4.2.5. SDES Itenms in RTCP

As this RTP header extensions information, i.e. SDES Itens can and
will be sent also in RTCP it is worth sone reflections on this
interaction. There also exist the possibility to schedule a non-
regul ar RTCP packet transm ssion containing inportant SDES itens if
one uses a RTP/ AVPF based RTP profile. Depending on which node ones
RTCP feedback transmitter is working on extra RTCP packets nay be
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sent as imedi ate or early packets, enabling nore tinmely deliver of
SDES i nf ormati on.

There is however two aspects that differ between using RTP header
extension and any non-regul ar transni ssion of RTCP packets. First,
as the RTCP packet is a separate packet, there is no direct relation
and al so no fate sharing between the relevant nedia data and the SDES
information. The order of arrival for the packets will matter. Wth
a header-extension the SDES itens can be ensured to arrive if the
medi a data to played out arrives. Secondly, it is difficult to
deternmine if an RTCP packet is actually delivered. This, as the RTCP
packets | ack both sequence nunber or a nechani sm providing feedback
on the RTCP packets thensel ves

5. 1 ANA Considerations
This | ANA section firstly proposes to:

0 Reserve the SDES item RTP header extension defined in this
docunent for use with current and future SDES itens.

0 Register and assign the URN sub-space "urn:ietf:parans:rtp-
hdrext:sdes:" in the RTP Conpact Header Extensions registry.

The reason to require registering a URN within that sub-space is that
the nane represent an RTCP Source Description item where a
specification is strongly reconmended. The formal policy is

mai ntai ned fromthe main space, i.e. Expert Review

Secondly, it is proposed that all the current existing SDES itens are
regi stered for usage in the RTP Conpact Header Extensions registry :

URN SDES Item Ref er ence
urn:ietf:parans: rtp-hdrext:sdes: chanme CNAME [ RFC3550]
urn:ietf:parans:rtp-hdrext:sdes: nane NAME [ RFC3550]
urn:ietf:paranms:rtp-hdrext:sdes: email EMAI L [ RFC3550]
urn:ietf:parans:rtp-hdrext: sdes: phone PHONE [ RFC3550]
urn:ietf:parans:rtp-hdrext:sdes:|oc LCC [ RFC3550]
urn:ietf:parans:rtp-hdrext:sdes:tool TOCOL [ RFC3550]
urn:ietf:parans: rtp-hdrext:sdes: note NOTE [ RFC3550]
urn:ietf:parans:rtp-hdrext:sdes:priv PRI V [ RFC3550]
urn:ietf:parans: rtp-hdrext:sdes: h323-caddr H323- CADDR [ Vi neet _Kumar]
urn:ietf:parans:rtp-hdrext:sdes: apsi APSI [ RFC6776]
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6

8.

8.

1.

Security Considerations

Source Description items may contain data that are sensitive froma
security perspective. There exist SDES itens that are or may be
sensitive froma user privacy perspective, |ike CNAME, NAME, EMAIL,
PHONE, LOC and H323-CADDR. Qhers nmay contain sensitive information
i ke NOTE and PRIV, while others nmay be sensitive fromprofiling

i mpl ementations for vulnerability or other reasons, like TOOL. The
CNAME sensitivity can vary depending on how it is generated and what
persistence it has. A short term CNAME identifier generated using a
random nunber generator nmay have mninmal security inplications, while
one of the formuser @ost has privacy concerns and one generated from
a MAC address has long termtracki ng potentials.

The above security concerns nmay have to be put in relation to needs
of third party nonitoring. |In RTP sessions where any type of
confidentiality protection is enabled, the SDES item header

ext ensi ons SHOULD al so be protected per default. This inplies that
to provide confidentiality, users of SRTP need to inplenent encrypted
header extensions per [RFC6904]. Commonly, it is expected that the
same security level is applied both RTCP packets carrying SDES itens,
as a RTP header extension containing a SDES item |If the security
level is different it is inportant to consider the security
properties as the worst in each aspect for the different
configurations.

As the SDES itens are used by the RTP based application to establish
rel ati onshi ps between RTP streans or between an RTP stream and

i nformati on about the originating Participant, there SHOULD be strong
requi renents on integrity and source authentication of the header
extensions. |f not, an attacker can nodify the SDES itemvalue to
create erroneous rel ationship bindings in the receiving application
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