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Abst ract

The Multicast Virtual Private Network (M/PN) specifications require
the use of nulticast tunnels ("P-tunnels") that traverse a Service
Provi der’s backbone network. The P-tunnels are used for carrying
mul ticast traffic across the backbone. A variety of P-tunnel types
are supported. Bit Index Explicit Replication (BIER) is a new
architecture that provides optimal nulticast forwarding through a
"mul ticast domain", without requiring internediate routers to

mai ntain any per-flow state or to engage in an explicit tree-building
protocol. This docunent specifies the protocol and procedures that
all ow MWWPN to use BIER as the nethod of carrying nulticast traffic
over an SP backbone network
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1. Introduction

[ RFC6513] and [ RFC6514] specify the protocols and procedures that a
Service Provider (SP) can use to provide Miulticast Virtual Private
Network (MVPN) service to its custoners. Milticast tunnels are
created through an SP's backbone network; these are known as
"P-tunnels". The P-tunnels are used for carrying nulticast traffic
across the backbone. The MVPN specifications allow the use of
several different kinds of P-tunnel technol ogy.

Bit Index Explicit Replication (BIER) ([BIER ARCH ) is an
architecture that provides optinmal nulticast forwarding through a
"mul ticast donmmin", without requiring internediate routers to

mai ntain any per-flow state or to engage in an explicit tree-building
protocol. The purpose of the current document is to specify the
protocol s and procedures needed in order to provide M/PN service
using BIER to transport the nulticast traffic over the backbone.
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Al 't hough BI ER does not explicitly build and maintain nulticast

tunnel s, one can think of BIER as using a nunmber of inplicitly
created tunnels through a "BIER dormain". |In particular, one can
think of there as being one Point-to-Miltipoint (P2MP) tunnel from
each "Bit Forwarding Ingress Router" (BFIR) to all the "Bit

Forwar di ng Egress Routers" (BFERs) in the Bl ER domain, where a BIER
domain is generally co-extensive with an I GP network. These

"tunnel s" are not specific to any particular VPN. However, the MPN
architecture provides protocols and procedures that allow the traffic
of multiple MVWPNs to be aggregated on a single P-tunnel. 1In this
docunent, we specify how to use these nulti-VPN aggregation
procedures to enable BIER to transport traffic frommultiple M/PNs.

MVPN traffic nust sometinmes traverse nore than one | GP domain,
whereas BIER only carries nulticast traffic within a single IGP
domai n. However, the MVPN specifications allow P-tunnels to be
"segnented", where the segnentation points nay either be Autononous
Syst em Border Routers (ASBRs), as described in [RFC6514], or Area
Border Routers (ABRs), as described in [ SEAMLESS MCAST]. As long as
the segnentation points are capable of acting as BFIRs and BFERs,

Bl ER can be used to provide sonme or all of the segnents of a
P-tunnel .

This revision of the docunent does not specify the procedures
necessary to support MVPN custoners that are using BIDOR-PIM Those
procedures will be added in a future revision.

Thi s docunent uses the follow ng term nology from [ Bl ER_ARCH]:

0 BFR Bit-Forwardi ng Router.

0o BFIR Bit-Forwarding |Ingress Router.

0 BFER Bit-Forwarding Egress Router.

Thi s docunment uses the follow ng terninology from[RFC6513]:

0 MPN Milticast Virtual Private Network -- a VPN [ RFC4364] in
whi ch nmul ticast service is offered.

o0 P-tunnel. A multicast tunnel through the network of one or nore
SPs. P-tunnels are used to transport MVPN nulticast data

o0 CGS Anmlticast source address, identifying a multicast source
| ocated at a VPN custoner site.

0 GG Anulticast group address used by a VPN custoner.
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o Cflow A custonmer nulticast flow Each Cflowis identified by
the ordered pair (source address, group address), where each
address is in the customer’s address space. The identifier of a
particular CGflowis usually witten as (GS,CGGQ.

Sets of C-flows can be identified by the use of the "C*" wildcard
(see [ RFC6625]), e.g., (CG*,CQ.

o |-PMBI A-D Route: Inclusive Provider Multicast Service Interface
Aut o- Di scovery route. Carried in BGP Update nessages, these
routes are used to advertise the "default” P-tunnel for a
particul ar MVPN.

0 S-PWMSl A-Droute: Selective Provider Miulticast Service Interface
Aut o- Di scovery route. Carried in BGP Update nessages, these
routes are used to advertise the fact that particular Cflows are
bound to (i.e., are traveling through) particular P-tunnels.

o PWMSI Tunnel attribute (PTA). This BGP attribute carried is used
to identify a particular P-tunnel. Wen Cflows of multiple VPNs
is carried in a single P-tunnel, this attribute also carries the
i nformati on needed to multiplex and denultiplex the Cflows.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Use of the PMSI Tunnel Attribute

As defined in [ RFC6514], the PMSI Tunnel attribute is used to
identify the particular P-tunnel to which one or nore nmulticast flows
are being assigned.

The PMSI Tunnel attribute (PTA)contains the follow ng fields:

o0 "Tunnel Type". IANA is requested to assign a new tunnel type
codepoint for "BIER'. This codepoint will be used to indicate
that the PVMSI is instantiated by BIER

0 "Tunnel Identifier". Wen the "tunnel type" field is "BIER", this
field contains two subfields:

1. The first subfield is a single octet, containing the sub-
domai n-id of the sub-domain to which the BFIR will assign the
packets that it transmits on the PMSI identified by the NLRI
of the BGP I-PMsl or S-PMSI A-D route that contains this PTA
(How t hat sub-donmain is chosen is outside the scope of this
docunent.)
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2. The second subfield is the BFR-Prefix (see [BIER_ARCH]) of the
originator of the route that is carrying this PTA. This wll
either be a /32 I Pv4 address or a /128 | Pv6 address. Wether
the address is IPv4 or I Pv6 can be inferred fromthe total
| ength of the PMSI Tunnel attribute.

0o "MPLS label". This field contains an upstream assi gned MPLS
label. It is assigned by the router that originates the BGP route
to which the PTA is attached. Constraints on the way in which the
originating router selects this |abel are discussed bel ow

o "Leaf Info Required Bit". The setting of this bit depends upon
the type of route and the NLRI of the route that carries the PTA

* Inan |I-PMSI A-Droute or a (CG*,CG*) S-PMSI A-Droute, the bit
SHOULD be cl ear.

* |n other S-PMSI A-D routes, the bit SHOULD be set.

Note that if a PTA specifying "BIER' is attached to an |-PNMSI or
S-PMSI A-D route, the route MJUST NOT be distributed beyond the
boundaries of a BIER domain. That is, any routers that receive the
route nust be in the sane BlIER donain as the originator of the route.
If the originator is in nore than one BIER domain, the route nmust be
distributed only within the BIER domain in which the BFR-Prefix in
the PTA uniquely identifies the originator. As with all MPN routes,
di stribution of these routes is controlled by the provisioning of
Rout e Targets.

Suppose an ingress PE originates two x-PMSI A-D routes, where we use
the term"x-PMBI" to nean "I-PMSI or S-PMSI". Suppose both routes
carry a PTA, and the PTA of each route specifies"BlER".

o If the two routes do not carry the sane set of Route Targets
(RTs), then their respective PTAs MJST contain different MPLS
| abel val ues.

o If the ingress PE is supporting MVPN extranet ([EXTRANET])
functionality, and if the two routes originate fromdifferent
VRFs, then the respective PTAs of the two routes MJST contain
different MPLS | abel val ues.

o If the ingress PE is supporting the "Extranet Separation" feature
of MVPN extranet (see Section 7.3 of [EXTRANET], section ), and if
one of the routes carries the "Extranet Separation"” extended
community and the other does not, then the respective PTAs of the
two routes MJST contain different MPLS | abel val ues.
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When segnented P-tunnels are being used, an ABR or ASBR nay receive,
froma BI ER domain, an x-PMSI A-D route whose PTA specifies "BIER'.
This means that BIER is being used for one segment of a segmented
P-tunnel. The ABR/ASBR may in turn need to originate an x-PMsl A-D
route whose PTA identifies the next segnent of the P-tunnel. The
next segnment may al so be "BIER'. Suppose an ASBR receives x-PMsl A-D
routes Rl and R2, and as a result originates x-PMSl A-D routes R3 and
R4 respectively, where the PTAs of each of the four routes specify a
BIER . Then the PTAs of R3 and R4 MUST NOT specify the same MPLS

| abel , UNLESS both of the follow ng conditions hold:

0 Rl and R2 have the sanme "originating router" in their respective
NLRI s.

0 Rl and R2 specify the sane MPLS | abel in their respective PTAs.
3. Explicit Tracking

[Editor’s note: The procedures of this section are still under
di scussi on, and significant changes may be expected in the next
revision.]

When using BIER to transport an MVPN data packet through a BIER
domain, an ingress PE functions as a BFIR (see [BIER_ ARCH ). The
BFIR nust determ ne the set of BFERs to which the packet needs to be
delivered. This is done by using the explicit tracki ng nechani sm
specified in [ RFC6513] and [ RFC6514].

To determ ne the set of BFERs to which a given MWPN data packet needs
to be delivered, the BFIR originating an S-PMSl A-D route sets the
LIR bit in the route’s PTA. Per [RFC6514], the BFERs will respond
with Leaf A-D routes. By matching the received Leaf A-D routes to
the originated S-PMSI A-D routes, the originator of the S-PMSI A-D
route determ nes the set of BFERs that need to receive the nulticast
data flow (or flows) that is (are) identified in the NLRI of the of
the S-PMSI A-D route.

This requires that each BFIR originate an S-PMsl A-D route for each
C-flow for which it serves as BFIR  The BFIR MAY include, in each
such route, a PTA as described in Section 2. However, if the BFIR
has originated an I-PMSI A-D route or a wildcard S-PVMSI A-D route
that "matches" (according to the rules of [RFC6625]) a particul ar
Cflow, then it may do explicit tracking for that Cflow by
originating an S-PMSI A-D route for that Cflow, but including a PTA
that specifies "no tunnel type"
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4.

Data Pl ane

The MVPN application plays the role of the "nmulticast flow |layer"” as
described in [ Bl ER_ARCH|

To transmt an MVPN data packet, an ingress PE follows the rules of

[ RFC6625] to find the S-PMSI A-D route or I-PMSI A-Droute that is a
"match for transm ssion" for that packet. (In applying the rules of
[ RFC6625], any S-PMSI A-D route with a PTA specifying "no tunne
information" is ignored.) |If the matching route has a PTA specifying
a "BIER', the (upstream assigned) MPLS |abel fromthat PTA is pushed
on the packet’s |abel stack. Then the packet is forwarded according
to the procedures of [BIER ARCH and [ Bl ER ENCAPS]. (See especially
Section 4, "lnposing and Processing the Bl ER Encapsul ati on", of

[ Bl ER_ENCAPS] . )

When a BFER receives an MVPN nulticast data packet that has been
Bl ER-encapsul ated, the BIER | ayer passes the following information to
the multicast flow |ayer

0 The BFR-prefix corresponding to the sub-domain-id and BFIR-id in
t he Bl ER header.

o The "payload", which is an MPLS packet whose top label is an
upstream assi gned | abel. The BFR-prefix provides the "context" in
whi ch the upstream assigned | abel is interpreted.

Note that per [RFC5331], the context for an upstream assi gned
| abel is the I P address of the | abel assigner, which in this case
is the BFR-prefix of the BFIR
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