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Abstract

   As networks migrate towards IPv6, some entities still have the
   requirement for IPv4 configuration.  DHCPv4 over DHCPv6 [RFC7341]
   provides a mechanism for obtaining IPv4 configuration information
   dynamically in IPv6 networks.  DHCPv4/DHCPv6 Active Leasequery allows
   a client to get real-time DHCP address binding information data via
   TCP.  This document describes an extension of DHCPv6 Active
   Leasequery to provide an mechanism to getting real-time DHCPv4 over
   DHCPv6 lease information.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at http://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on April 29, 2015.

Copyright Notice

   Copyright (c) 2014 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
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   to this document.  Code Components extracted from this document must
   include Simplified BSD License text as described in Section 4.e of
   the Trust Legal Provisions and are provided without warranty as
   described in the Simplified BSD License.
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1.  Introduction

   The DHCPv6 Leasequery [RFC5007] extends the basic DHCPv6 capability
   [RFC3315] to allow an external entity to query a DHCPv6 server to
   recover individual lease state information about a particular IPv6
   address or client in near real-time.  The DHCPv6 Bulk Leasequery
   [RFC5460] extends DHCPv6 Leasequery [RFC5007] that allows an external
   entity to query a DHCPv6 server for bulk transfer of lease
   information via TCP.  The Active Leasequery allows an entity not
   directly participated in DHCPv6 client-server transactions and caches
   the current DHCPv6 lease state in real-time.And for DHCPv4, there are
   also similar protocols for DHCPv4 lease.  [RFC4388] [RFC6926]

   As networks migrate towards IPv6, hosts in some IPv6 network also
   need DHCPv4 configuration using DHCPv4 over DHCPv6[RFC7341].  The
   lease information in DHCPv4 over DHCPv6 (i.e.  DHCP4o6 lease
   information) contains DHCPv4 lease information (including IPv4
   address and other DHCPv4 options) in DHCPv4 messages, and stateless
   DHCPv6 options in DHCPV4-QUERY/DHCPV4-RESPONSE messages.  The
   capability of additional DHCPv6 options makes it different from
   original DHCPv4 [RFC2131].  One example usage is in Lightweight
   4over6 dynamic provisioning: A client (lwB4) chooses its IPv6 tunnel
   source address and puts it into a DHCPv6 option
   (OPTION_DHCP4O6_SADDR) [I-D.fsc-softwire-dhcp4o6-saddr-opt] to tell
   the provisioning system.  The tuple of client (lease IPv4 address,
   port set, IPv6 tunnel source address)is then used to create a binding
   entry in lwAFTR.

   In the case that a requestor wants to get both DHCPv4 lease
   information and DHCPv6 lease information of the same client, it can
   run DHCPv4 Active Leasequery and DHCPv6 Active Leasequery separately,
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   using the same client identifier to associate them together.
   However, it doesn’t work for a requestor getting DHCP4o6 lease
   information because there’s no DUID or any other DHCPv6 identifiers
   in DHCPV4-QUERY/DHCPV4-RESPONSE messages, thus the DHCPv6 options can
   only be associated with the DHCPv4 lease.  A requestor asking for
   DHCP4o6 lease must get the DHCPv6 options along with the DHCPv4 lease
   information.

   However, the DHCPv4 Active Leasequery mechanism doesn’t support
   providing DHCPv6 options, and the DHCPv6 Active Leasequery mechanism
   doesn’t support providing DHCPv4 lease information.  This document
   describes an extension of DHCPv6 Active Leasequery, naming the
   DHCP4o6 Active Leasequery, to allow an entity get the mixed DHCPv4
   over DHCPv6 lease information in real-time in IPv6 network.

2.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

3.  Solution

   The DHCP4o6 Active Leasequery mechanism is modeled on the existing
   DHCPv4 over DHCPv6 protocol in [RFC7341], which combine DHCPv4 Active
   Leasequery and DHCPv6 Active Leasequery to providing real-time DHCPv4
   lease and related DHCPv6 lease information in IPv6 network.  The
   DHCP4o6 Active Leasequery requestors and DHCP4o6 servers communicate
   with each other using DHCPv6 Active Leasequery which contains DHCPv4
   Message Option defined in [RFC7341].

   DHCPv4 Message Option defined in [RFC7341] contains the DHCPv4
   message sent by the DHCP client or server.  In DHCP4o6 Active
   Leasequery scenario, DHCPv4 Message Option contains the DHCPv4 Active
   Leasequery message sent by requestor and DHCP4o6 server.

   DHCP4o6 Leasequery requestor SHOULD obtain necessary IPv6
   configuration and have the DHCP4o6 server IPv6 address available via
   configuration or some other means, and that it has unicast IPv6
   reachability to the DHCP4o6 server.

   DHCP4o6 Leasequery requestor creates a TCP connection to DHCP4o6
   server as defined [I-D.ietf-dhc-dhcpv6-active-leasequery].  After
   establishing a connection, requestor sends a DHCPv6 ACTIVELEASEQUERY
   message with a DHCPv4 Message Option in it to query for DHCPv4 over
   DHCPv6 lease information.  The DHCPv4 Message Option encapsulates the
   DHCPv4 DHCPACTIVELEASEQUERY message to describe the query for a
   DHCPv4 lease.  And the related DHCPv6 options will be queried in
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   DHCPv6 query-options.  The requestor MUST NOT put more than one
   DHCPv4 Message Option into a single DHCPv6 ACTIVELEASEQUERY message.

   When received the DHCPv6 ACTIVELEASEQUERY message, DHCP4o6 server
   SHOULD address the DHCPv4 DHCPACTIVELEASEQUERY message in the DHCPv4
   Message Option and the related DHCPv6 query in DHCPv6 query-options.
   DHCP4o6 server will reply with DHCPv6 LEASEQUERY-REPLY message/
   LEASEQUERY-DATA message.  When the server update DHCPv4 lease or
   related DHCPv6 information, it will generate a response to
   requestors.  In response, the server sends updates of DHCPv4 over
   DHCPv6 lease information in the DHCPv6 LEASEQUERY-DATA message.  The
   DHCPv4 lease sent to the requestor using DHCPv4 DHCPLEASEACTIVE or
   DHCPLEASEUNASSIGNED message which will be encapsulated in DHCPv4
   Message Option.  The related DHCPv6 options will be carried in the
   DHCPv6 OPTION_CLIENT_DATA option.

4.  Use Case

   As the method described above, it will provide the requestor with
   related DHCPv4 lease and DHCPv6 information of a DHCP client in real-
   time.  It MAY be used in many cases.  We will describe the using for
   Lightweight 4over6 [I-D.ietf-softwire-lw4over6]as an example.

   In Lightweight 4over6, lwAFTR need the binding IPv6 address for the
   mapping table.  lwAFTR can work as a DHCP4o6 Active Leasequery
   requestor to get real-time DHCPv4 lease and related DHCPv6
   information. lwAFTR need all lwB4’s IPv4 address, PSID, IPv6 address
   to make the maaping table for the tunnel.  So, lwAFTR will send the
   DHCPv6 ACTIVELEASEQUERY message with DHCPv4 Message Option to query
   for DHCPv4 lease and related DHCPv6 lease information of a DHCP
   client.  DHCPv4 ACTIVELEASEQUERY message in the DHCPv4 Message Option
   SHOULD contains the primary query as Query for All Configured IP
   addresses.  And the Parameter Request List option in DHCPv4
   ACTIVELEASEQUERY message SHOULD contains the DHCPv4 Port Parameters
   option defined in [I-D.ietf-dhc-dynamic-shared-v4allocation].  And in
   the OPTION_LQ_QUERY option in DHCPv6 ACTIVELEASEQUERY message, the
   DHCPv6 OPTION_ORO option MUST contains the DHCPv4 over DHCPv6 Source
   address option defined in [I-D.fsc-softwire-dhcp4o6-saddr-opt].

   DHCP4o6 server configure the lwB4s with DHCPv4 lease, and get the
   binding IPv6 address during the process.  As defined in [RFC7341],
   DHCP4o6 client query for DHCP4o6 server’s address during DHCPv6
   interaction.  After receiving DHCP4o6 server’s address, DHCP4o6
   client will query for IPv4 address from DHCP4o6 server.  At the same
   time, DHCP4o6 client MAY negotiate the binding IPv6 address with
   DHCP4o6 server, and DHCP4o6 server can record the binding IPv6
   address as defined in [I-D.fsc-softwire-dhcp4o6-saddr-opt].  When
   DHCP4o6 server received DHCPv6 ACTIVELEASEQUERY message from lwAFTR,
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   it SHOULD reply with the DHCPv6 LEASEQUERY-REPLY/LEASEQUERY-DATA
   message which contains the CPEs’ IPv4 address, PSID, IPv6 address and
   other information in the following time if there is update of DHCPv4
   lease or DHCPv6 lease.

   In other cases, DHCP4o6 server MAY get more DHCPv6 information or
   even the whole DHCPv6 lease by some means, it can provide more
   information to the requestors.

5.  Security Considerations

   To be continue
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