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Abst ract

Additional ldentifier Types are proposed for use with the Mbile Node
Identifier Option for MPv6 (RFC 4283).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 30, 2015.
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Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
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I nt roducti on

The Mobile Node Identifier Option for MPv6 [ RFC4283] has proved to
be a popul ar design tool for providing identifiers for nobil e nodes
during authentication procedures with AAA protocols such as Dianeter
[ RFC3588]. To date, only a single type of identifier has been
specified, namely the MN NAI. Oher types of identifiers are in
conmon use, and even referenced in RFC 4283. In this docunent, we
propose addi ng sone basic types that are comonly in use in various
tel econmuni cati ons standards, including the INMSI, P-TMSI, |ME, GUTI,
and | EEE MAC-| ayer addresses. |In addition, we include the |IPv6
address itself as a legitinmate nobile node identifier.

New Mobi |l e Node Identifier Types

The following types of identifiers are cormonly used to identify
nmobi | e nodes. For each type, references are provided with full
details on the format of the type of identifer.

EPC supports several encoding systens or schenes including

RFID-A@ D (d obal ldentifier),

RFI D-SGTIN (Serialized dobal Trade |tem Nunber),
RFI D- SSCC ( Seri al Shi ppi ng Contai ner),

RFI D- &N (d obal Location Number),

RFI D- GRAI (d obal Returnabl e Asset ldentifier),
RFI D- DOD (Departnent of Defense) and

RFID-A3 Al (d obal Individual Asset ldentifier).

OO0OO0OO0OO0OO0OOo

For each RFID schene except A D, there are two variations: a 64-bit
schene (for example, GLN-64) and a 96-bit scheme (GLN-96). 4 D has
only a 96-bit scheme. Wthin each schenme, an EPC identifier can be
represented in a binary formor other forns such as URl.

The following list includes the above RFID types as well as various
other comon identifiers and several different types of DUl Ds.
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| Pv6 Address [ RFC2373]

| MSI [ Thr eeGPP- | DS]

P- TMBI [ Thr eeGPP- | DS]

GUTI [ Thr eeGPP- | DS]

EUl - 48 address [| EEE802]
EUl - 64 address [| EEE802]

DU D- LLT [ RFC3315]

DUl D- EN [ RFC3315]

DU D- LL [ RFC3315]

DUl D- UUI D [ RFC6355]

12- 15 reserved

16 reserved

RFI D- SGTI N- 64 [ EPC- Tag- Dat a]
RFI D- SSCC- 64 [ EPC- Tag- Dat a]
RFI D- GLN- 64 [ EPC- Tag- Dat a]
RFI D- GRAI - 64 [ EPC- Tag- Dat a]
RFI D- DOD- 64 [ RFI D- DoD- 96]
RFI D- G Al - 64 [ EPC- Tag- Dat a]
23 reserved

RFI D- G D- 96 [ EPC- Tag- Dat a]
RFI D- SGTI N- 96 [ EPC- Tag- Dat a]
RFI D- SSCC- 96 [ EPC- Tag- Dat a]
RFI D- GLN- 96 [ EPC- Tag- Dat a]
RFI D- GRAI - 96 [ EPC- Tag- Dat a]
RFI D- DOD- 96 [ RFI D- DoD- 96]

RFI D- G Al - 96 [ EPC- Tag- Dat a]
31 reserved

RFI D- A D- URI [ EPC- Tag- Dat a]
RFI D- SGTI N- URI [ EPC- Tag- Dat a]
RFI D- SSCC- URI [ EPC- Tag- Dat a]
RFI D- GLN- URI [ EPC- Tag- Dat a]
RFI D- GRAI - URI [ EPC- Tag- Dat a]
RFI D- DOD- URI [ RFI D- DoD- 96]
RFI D-d Al - URI [ EPC- Tag- Dat a]
39- 255 reserved

OO0OO0OO00O0O0O0D0D0D00DO0O0D0DO0ODO0ODO0OO0DODO0OO0DO0ODODO0OO0ODOOO0ODOODO0OOO

3. Security Considerations

Thi s docunment does not introduce any security mechani snms, and does
not have any inpact on existing security nechanisns. Insofar as the
sel ection of a security association nmay be dependent on the exact
formof a nobile node identifier, additional specification nmay be
necessary when the new identifier types are enployed with the genera
AAA mechani sms for nobil e node authorizations.

Sone identifiers (e.g., IMsl) are considered to be private

information. |f used in the MNID extension as defined in this
docunent, the packet including the MNID extension should be encrypted
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so that personal information or trackable identifiers would not be
i nadvertently disclosed to passive observers. Mreover, M Ds
containing sensitive identifiers mght only be used for signaling
during initial network entry. Subsequent bindi ng update exchanges
would then rely on a tenporary identifier allocated during the
initial network entry.

4. | ANA Consi derations
The new nobil e node identifier types defined in the docunent shoul d

be assigned val ues fromthe "Mbile Node Identifier Option Subtypes"
registry. The follow ng values shoul d be assi gned.
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See Section 2 for details about the identifer types.

Per ki ns & Devar apal |

WMN Identifier Types for

New Mobi | e Node Identifier Types

| Pv6 Address

| VBI

P- TVMS

EUl - 48 address
EUl - 64 address
GUTI

DU D- LLT
DUl D- EN
DUl D- LL
DUl D- UUl D

RFI D- SGTI N- 64
RFI D- SSCC- 64
RFI D- GLN- 64
RFI D- GRAI - 64
RFI D- DOD- 64
RFI D-G Al - 64

RFI D- G D- 96
RFI D- SGT1 N- 96
RFI D- SSCC- 96
RFI D- GLN- 96
RFI D- GRAI - 96
RFI D- DOD- 96
RFI D-G Al - 96

RFI D- G D- UR
RFI D- SGT1 N- URI
RFI D- SSCC- UR
RFI D- GLN- UR
RFI D- GRAI - UR
RFI D- DOD- UR
RFI D-G3 Al - UR

Expi res Apri

OCoOoO~NOOWN

10

11

12- 15 reserved
16 reserved
17

18

19

20

21

22

23 reserved
24

25

26

27

28

29

30

31 reserved
32

33

34

35

36

37

38

39- 255 reserved
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