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1. Introduction

The JavaScript Object Signing and Encryption (JOSE) technologies -
JSON Web Signature (JWS) [I-D.ietf-jose-json-web-signature], JSON Web
Encryption (JWE) [I-D.ietf-jose-json-web-encryption], JSON Web Key
(JWK) [I-D.ietf-jose-json-web-key], and JSON Web Algorithms (JWA)
[I-D.ietf-jose-json-web-algorithms] - collectively can be used to

encrypt and/or sign content using a variety of algorithms. While the

full set of permutations is extremely large, and might be daunting to

some, it is expected that most applications will only use a small set

of algorithms to meet their needs.

This document provides a number of examples of signing or encrypting
content using JOSE. While not exhaustive, it does compile a
representative sample of JOSE features. As much as possible, the
same sighature payload or encryption plaintext content is used to
illustrate differences in various signing and encryption results.

This document also provides a number of example JWK objects. These
examples illustrate the distinguishing properties of various key

types, and emphasize important characteristics. Most of the JWK
examples are then used in the signature or encryption examples that
follow.

All of the examples contained herein are available in a machine-
readable format at https://github.com/ietf-jose/cookbook.

1.1. Conventions Used in this Document

This document separates data that are expected to be input to an
implementation of JOSE from data that are expected to be generated by
an implementation of JOSE. Each example, wherever possible, provides
enough information to both replicate the results of this document or

to validate the results by running its inverse operation (e.qg.,

signature results can be validated by performing the JWS verify).
However, some algorithms inherently use random data and therefore
computations employing them cannot be exactly replicated; such cases
are explicitly stated in the relevant sections.

All instances of binary octet strings are represented using [RFC4648]
base64url encoding.
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Wherever possible and unless otherwise noted, the examples include
the Compact serialization, JSON General Serialization, and JSON
Flattened Serialization.

All of the examples in this document have whitespace added to improve
formatting and readability. Except for JWE plaintext or JWS payload
content, whitespace is not part of the cryptographic operations nor

the exchange results.

Unless otherwise noted, the JWE plaintext or JWS payload content does
include " " (U+0020 SPACE) characters. Line breaks (U+000A LINE
FEED) replace some " " (U+0020 SPACE) characters to improve
readability but are not present in the JWE plaintext or JWS payload.

2. Terminology

This document inherits terminology regarding JSON Web Signature (JWS)
technology from [I-D.ietf-jose-json-web-signature], terminology

regarding JSON Web Encryption (JWE) technology from
[I-D.ietf-jose-json-web-encryption], terminology regarding JSON Web

Key (JWK) technology from [I-D.ietf-jose-json-web-key], and

terminology regarding algorithms from

[I-D.ietf-jose-json-web-algorithms].

3. JSON Web Key Examples

The following sections demonstrate how to represent various JWK and
JWK-set objects.

3.1. EC Public Key

This example illustrates an Elliptic Curve public key. This example
is the public key corresponding to Figure 2.

Note that whitespace is added for readability as described in
Section 1.1.
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"kty": "EC",

"kid": "bilbo.baggins@hobbiton.example”,

"use": "sig",

"crv": "P-521",

"X": "AHKZLLOsCOzz5cY97ewNUajB957y-C-U88c3v13nmGZx6sYl_0JXu9
ASRKTKgjqvjyekWF-7ytDyRXYgCF5cjOKt",

"y": "AdymIHvOILXxXkEhayXQnNCvDX4h9htZaCJIN34kfmC6pV50hQHiraVy
SsUdaQkAgDPrwQrJmbnX9cwIGfP-HgHZR1"

}

Figure 1: Elliptic Curve P-521 Public Key

The field "kty" value of "EC" identifies this as an elliptic curve
key. The field "crv" identifies the curve, which is curve P-521 for
this example. The fields "x" and "y" values are the base64url-
encoded X and Y coordinates (respectively).

The values of the fields "x" and "y" decoded are the octets necessary
to represent each full coordinate to the order of the curve. For a

key over curve P-521, the values of the fields "x" and "y" are

exactly 66 octets in length when decoded, padded with leading zero

(Ox00) octets to reach the expected length.
3.2. EC Private Key

This example illustrates an Elliptic Curve private key. This example
is the private key corresponding to Figure 1.

Note that whitespace is added for readability as described in
Section 1.1.

{

"kty": "EC",

"kid": "bilbo.baggins@hobbiton.example”,

"use™: "sig",

"crv': "P-521",

"X": "AHKZLLOsCOzz5cY97ewNUajB957y-C-U88c3v13nmGZx6sYl_0JXu9
A5RKTKdgjqvjyekWF-7ytDyRXYgCF5cjOKt",

"y*: "AdymIHvVOILXXKkEhayXQnNCvDX4h9htZaCJIN34kimC6pV50hQHiraVy
SsUdaQkAgDPrwQrJmbnX9cwlIGfP-HqHZR1",

"d": "AAhRON2r9cgXX1hg-Rol6R1tX5p2rUAYdmpHZoC1XNM56KtscrX6zb
KipQrCW9CGZH3T4ubpnoTKLDYJ_fF3_rJt"

Figure 2: Elliptic Curve P-521 Private Key
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The field "kty" value of "EC" identifies this as an elliptic curve

key. The field "crv" identifies the curve, which is curve P-521

(also known as SECG curve secp521rl) for this example. The fields
"x" and "y" values are the base64url-encoded X and Y coordinates
(respectively). The field "d" value is the base64url-encoded private
key.

The values of the fields "d", "x", and "y" decoded are the octets
necessary to represent the private key or each full coordinate
(respectively) to the order of the curve. For a key over curve
"P-521", the values of the "d", "x", and "y" fields are each exactly
66 octets in length when decoded, padded with leading zero (0x00)
octets to reach the expected length.

3.3. RSA Public Key

This example illustrates an RSA public key. This example is the
public key corresponding to Figure 4.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "RSA",
"kid": "bilbo.baggins@hobbiton.example”,
"use": "sig",

"n": "n4EPtAOCCc9AIkeQHPzHStgAbgs7bTZLWUBZdR8_KuKPEHLd4rHVTeT
-O-XV2jRojdNhxJWTDvNd7nqQOVEiIZQHz_AIMmSCpMaJMRBSFKrKb2wqV
wGU_NsYOYL-QtiWN2IbzcEe6XCOdApr5ydQLrHgkHHIig3RBordaZ6Aj-
0BHQFEHYpPe7Tpe-OfVfHd1E6cS6M1FZcDINNLYDSIFHpPI9bTwlIsde
3uhGqC0ZCuEHg8lhzwOHTrtIQbSO0FVbb9k3-tVTU4fg_3L_vniUFAKwuC
LgKnS2BYwdqg_mzSnbLY7h_gixoR7jig3__kRhuaxwUkRz5iaiQkqgc5g
HdrNP5zw",

"e": "AQAB"

}

Figure 3: RSA 2048-bit Public Key
The field "kty" value of "RSA" identifies this as a RSA key. The
fields "n" and "e" values are the modulus and (public) exponent
(respectively) using the minimum octets necessary.

For a 2048-bit key, the field "n" value is 256 octets in length when
decoded.
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3.4. RSA Private Key

This example illustrates an RSA private key. This example is the
private key corresponding to Figure 3.

Note that whitespace is added for readability as described in
Section 1.1.
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"kty": "RSA",

"kid": "bilbo.baggins@hobbiton.example”,

"use": "sig",

"n": "n4dEPtAOCC9AIkeQHPzHStgAbgs7bTZLWUBZdR8_KuKPEHLdA4rHVTeT
-O-XV2jR0ojdNhxJWTDVNd7ngQOVEIZQHz_AJmSCpMaJMRBSFKrKb2wqV
WGU_NsYOYL-QtiWN2IbzcEe6XCOdApr5ydQLrHgkHHig3RBordaZ6Aj-
0BHQFEHYpPe7Tpe-OfVfHd1E6cS6M1FZcDINNLYDSIFHpPI9bTwJlIsde
3uhGgC0ZCuEHg8lhzwOHrtIQbSOFVbb9ok3-tVTU4fg_3L_vniUFAKwuC
LgKnS2BYwdq_mzSnbLY7h_gixoR7jig3___kRhuaxwUkRz5iaiQkqgc5g
HdrNP5zw",

"e": "AQAB",

"d": "bWUC9B-EFRIo8kpGth0ZuyGPVMNKVYWNIB_ikiH9k20eT-O1q_I78e
IZKpXxXQOUTEs2LsNRS-8uJbvQ-AlirkwMSMkK1JI3XTGgdrhCku9gRlId
Y7sNA_AKZGh-Q661_42rINLRCe8W-nZ34ui_qOfkLnK9QWDDgpalsA-b
MwWWSDFu2MUBYWKHTMEZzLYGqOe04nogeqlhExBTHBOBdkMXiuFhUq1BU
6l-DgEiWxqg82sXt2h-LMnT3046A0YJoRIioz75tSUQfGCshWTBNnP5uD;j
d18kKhyv07lhfSJdrPdM5PIyl21hsFfAL_mHCuoFau7gdsPfHPxxjVOc
OpBrQzwQ",

"p": "3SIxg_DwTXJch6095R0XygQCAZ5RNAVZInolyhHtnUex_fp7AZ_9nR
a07HX_-SFGQeutao2TDjDAWU4Vupk8rw9JR0AzZON2fvulAmr_WCsmG
peNqQnevl1T7lyEsnh8UMt-n5CafhkikzhEsrmndH6LxOrvRJIsPp62Zv8
bUqOkK",

"q": "uKE2dh-cTf6ERF4k4e jy78GfPYUlaUyoSSJuBzp3Cubk30Cqs6grT
8bR_cu0DM1MZwWmtdgDyl95HrUeq3MP15vMMONS8IHTeZu2ImKvwqW7an
V5UzhM1iZ7z4yMkuUwFWoBvyY898EXVRD-hdgRxHISqAZ192zB3pVFJO
s7pFc",

"dp": "B8PVVXkvJrj2L-GYQ7v3y9r6Kw5g9SahXBwsWUzp19TVIgl-YV85(q
INIb1rxQtD-IsXXR3-TanevuRPRt50BOdiMGQp8pbt26gljYfKU_E9xn
-RULHZz0-ed9E9gXLKD4VGngpz-PfQ_g29pk5xWHo0Jp009Qf1HVChixRX
59ehik”,

"dqg": "CLDMDGduhylc907r84rEUVN7pzQ6PF83Y-iBZX5NT-TpnOZKF1pEr
AMVeKzFEI41DIHHggBLSMOW1sOFbwTxYWZDm6sl60g5iThwQGIC3gnJK
bi_7k_vJgGHwHxgPaX2PnvP-zyEKDERuf-rydc_Z11Cq9AqC2yel6kdK
T1cYF8",

"gi": "3PigvXQNOzwMeE-sBvZgi289XPIXCQF3VWqPzMKnIlgQp7_Tugo6-N
ZBKCQsMf3HaEGBjTVJs_jcK8-TRXvaKe-7ZMaQj8ViBdYkssbuONKDDh
jJ-GtiseaDVW!t7dcHOcfwxgFUHpQh7FoCrjFJ6h6ZEpMF6xmujs4qMpP
z8aal4"

Figure 4: RSA 2048-bit Private Key

The field "kty" value of "RSA" identifies this as a RSA key. The
fields "n" and "e" values are the base64url-encoded modulus and
(public) exponent (respectively) using the minimum number of octets
necessary. The field "d" value is the base64url-encoded private
exponent using the minimum number of octets necessary. The fields
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"p", "gq", "dp", "dq", and "qgi" are the base64url-encoded additional
private information using the minimum number of octets necessary.
For a 2048-bit key, the field "n" is 256 octets in length when
decoded and the field "d" is not longer than 256 octets in length
when decoded.

3.5. Symmetric Key (MAC Computation)

This example illustrates a symmetric key used for computing MACs.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "OCt",
"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037",
Ilusell: "Sig",
"alg": "HS256",

"k": "hJtX1Z2uSN5kbQfbt TNWbpdmhkV8FJG-OnbcémxCcYg"

Figure 5: AES 256-bit symmetric signing key

The field "kty" value of "oct" identifies this as a symmetric key.
The field "k" value is the symmetric key.

When used for the signing algorithm "HS256" (HMAC-SHA256), the field
"k" value is 32 octets (or more) in length when decoded, padded with
leading zero (0x00) octets to reach the minimum expected length.

3.6. Symmetric Key (Encryption)

This example illustrates a symmetric key used for encryption.

Note that whitespace is added for readability as described in
Section 1.1.

{
"kty": "oct",
"kid": "1e571774-2e08-40da-8308-e8d68773842d",
"use": "enc",
"alg": "A256GCM",

"k": "AAPapAv4LbFbiVawEjagUBIluYgN5rhna-8nuldDvOx8"

Figure 6: AES 256-bit symmetric encryption key
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The field "kty" value of "oct" identifies this as a symmetric key.
The field "k" value is the symmetric key.

For the content encryption algorithm "A256GCM", the field "k" value
is exactly 32 octets in length when decoded, padded with leading zero
(Ox00) octets to reach the expected length.

4. JSON Web Signature Examples

The following sections demonstrate how to generate various JWS
objects.

All of the succeeding examples use the following payload plaintext

(an abridged quote from "The Fellowship of the Ring"
[LOTR-FELLOWSHIPY]), serialized as UTF-8. The sequence "\xe2\x80\x99"
is substituted for (U+2019 RIGHT SINGLE QUOTATION MARK), and line
breaks (U+000A LINE FEED) replace some " " (U+0020 SPACE) to improve
readability:

It\xe2\x80\x99s a dangerous business, Frodo, going out your
door. You step onto the road, and if you don’t keep your feet,
there\xe2\x80\x99s no knowing where you might be swept off
to.

Figure 7: Payload content plaintext
The Payload - with the sequence "\xe2\x80\x99" replaced with (U+2019
RIGHT SINGLE QUOTATION MARK) and line breaks (U+000A LINE FEED)

replaced with " " (U+0020 SPACE) - encoded as UTF-8 then as [RFC4648]
base64url:

SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdXIgZG9vcidgWWILIHNOZXAgh250byBO0aGUgcm9hZCwgYW5SKIGImIHIvdSBk
b24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4
Figure 8: Payload content, base64url-encoded
4.1. RSA v1.5 Signature

This example illustrates signing content using the "RS256" (RSASSA-
PKCS1-vl_5 with SHA-256) algorithm.

Note that whitespace is added for readability as described in
Section 1.1.
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4.1.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 RSA private key; this example uses the key from Figure 4.
0 "alg" parameter of "RS256".
4.1.2. Signing Operation
The following are generated to complete the signing operation:
o JWS Protected Header; this example uses the header from Figure 9,

encoded using [RFC4648] base64url to produce Figure 10.

"alg": "RS256",
"kid": "bilbo.baggins@hobbiton.example”

}
Figure 9: JWS Protected Header JSON

eyJhbGciOiJSUzI1NilsimtpZCl6ImIpbGJIvLmIhZ2dpbnNAaG9iYmI0Ob24uzX
hhbXBszSJ9

Figure 10: JWS Protected Header, base64url-encoded

The JWS Protected Header (Figure 10) and Payload content (Figure 8)
are combined as described in section 5.1 of
[I-D.ietf-jose-json-web-signature] to produce the JWS Signing Input
Figure 11.

eyJhbGciOiJSUzI1NilsImtpZCl6ImIpbGJIvLmJIhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszZSJ9

éXTigJIzIGEgZGFuZZVyb3VzIGJ1c2IuZXNzLCBGcm9kbngZZ9pbmcgb3V0lH
IvdX1gZG9vcidagWWILIHNOZXAgh250byBO0aGUgcm9hZCwgYW5KIGImIHIvdSBk
b24ndCBrzZWVwIHIvdXIgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW911G1pZ2h0IGJIIHN3ZXB0IGO9MZiBOby4

Figure 11: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 11) produces the JWS Signature (Figure 12).
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MRjdkly7_-oTPTS3AXP41iQIGKa80A0ZmTuV5MEaHoxnW2e5CZ5NIKtainoFmK
ZopdHM102U4mwzJdQx996ivp83xuglli7PNDi84wnB-BDkoBwA78185hX-Es4J
IwmDLJK3IfWRa-XtLORNItuYv746iYTh_gqHRD68BNt1luSNCrUCTJIDt5aAE6Xx8w
W1Kt9eRo4QPocSadnHXFxnt8Is9UzpERV0ePPQdLUW3IS_de3xylrDaLGdjluP
XUAhb6L2aXic1lU12podGUOKLUQSE_0l-ZnmKJ3F4uOZDnd6QZWJushZ41Axf f
cle8u9ipH84ogoree7vjbU5y18kDquDg

Figure 12: JWS Signature, base64url-encoded
4.1.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 9)
o Payload content (Figure 8)
o Signature (Figure 12)
The resulting JWS object using the Compact serialization:

eyJhbGciOiJSUzI1NilsImtpZCl6ImIpbGIvLmIhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszSJ9

SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdXIgZG9vcidgWWI1IHNOZXAgh250byBO0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwlIHIvdXIgZmVIdCwgdGhlecmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4

MRjdkly7_-oTPTS3AXP41iQIGKa80A0ZmTuV5MEaHoxnW2e5CZ5NIKtainoFmK
ZopdHM102U4mwzJdQx996ivp83xuglli7PNDi84wnB-BDkoBwA78185hX-Es4J
IwmDLJK3IfWRa-XtLORNItuYv746iYTh_gqHRD68BNt1uSNCrUCTJIDt5aAE6Xx8w
W1Kt9eRo4QPocSadnHXFxnt8ls9UzpERV0ePPQdLUW3IS_de3xylrDaLGdjluP
xUAhb6L2aXic1U12podGUOKLUQSE_ol-ZnmKJ3F4uOZDnd6QZWJushZ41Axf_f
cle8u9ipH84o0goree7vjbU5y18kDquDg

Figure 13: Compact Serialization

The resulting JWS object using the JSON General Serialization:
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{
"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIHIvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9h
ZCwgYWS5KIGImIHIvdSBkb24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlcmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIIHN3ZXBOIGO9m
ZiBOby4",

"signatures™: [

"protected”: "eyJhbGciOiJSUzI1NilsImtpZCI6ImJIpbGJIvLmIhZ2
dpbnNAaG9iYmIOb24uzXhhbXBsZSJ9",

"signature": "MRjdkly7 -0oTPTS3AXP41iQIGKa80A0ZmTuV5MEaHo
xnW2e5CZ5NIKtainoFmKZopdHM102U4mwzJdQx996ivp83xuglil
7PNDi84wnB-BDkoBwA78185hX-Es4JlwmDLJIK3IfWRa-XtLORnNIt
uYv746iYTh_gHRD68BNt1uSNCrUCTJDt5aAE6x8wW1Kt9eRo4QPo
cSadnHXFxnt8Is9UzpERV0ePPQdLUWS3IS_de3xylrDalLGdjluPxU
Ahb6L2aXic1U12podGUOKLUQSE_ol-ZnmKJ3F4uOZDnd6QZWJush
ZA1Axf fcle8u9ipH84ogoree7vjbU5y18kDquDg"

Figure 14: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:

"payload": "SXTigJIzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vci4dgWW9I1IHNOZXAgh250byB0aGUgcm9h
ZCwgYW5kKIGImIHIvdSBkb24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlecmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIHN3ZXB0IGO9m
ZiBOby4",

"protected": "eyJhbGciOiJSUzI1NilsImtpZCl6imJIpbGJIvLmJIhZ2dpbn
NAaG9iYmIOb24uZXhhbXBsZSJ9",

"signature™: "MRjdkly7_-oTPTS3AXP41iQIGKa80A0ZmTuV5MEaHoxnW2
e5CZ5NIKtainoFmKZopdHM102U4mwzJdQx996ivp83xugll7PNDi84w
nB-BDkoBwA78185hX-Es4JIwmDLJIK3IfWRa-XtLORNItuYv746iYTh_q
HRD68BNt1LUSNCrUCTJIDt5aAE6Xx8WW1Kt9eR0o4QPocSadnHXFxnt8Is9U
ZpERV0ePPQdLuUW3IS_de3xylrDal GdjluPxUAhb6L2aXic1U12podGUO
KLUQSE_0l-ZnmKJ3F4uOZDnd6QZWJushZ41Axf_fcle8u9ipH84ogore
e7vjbU5y18kDquDg"

Figure 15: JSON Flattened Serialization
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4.2. RSA-PSS Signature

This example illustrates signing content using the "PS384" (RSASSA-
PSS with SHA-384) algorithm.

Note that RSASSA-PSS uses random data to generate the signature; it
might not be possible to exactly replicate the results in this
section.

Note that whitespace is added for readability as described in
Section 1.1.

4.2.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 RSA private key; this example uses the key from Figure 4.
o "alg" parameter of "PS384".
4.2.2. Signing Operation
The following are generated to complete the signing operation:
o JWS Protected Header; this example uses the header from Figure 16,

encoded using [RFC4648] base64url to produce Figure 17.

"alg": "PS384",
"kid": "bilbo.baggins@hobbiton.example”
}

Figure 16: JWS Protected Header JSON

eyJhbGciOiJQUzM4ANCIsImtpZCl6ImJIpbGJIvLmJIhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszSJ9

Figure 17: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 17) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 18.
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eyJhbGciOiJQUzMANCIsImtpZCl6ImJIpbGJIvLmIhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszSJ9
SXTigJIzIGEgZGFuZZVyb3VzIGJ1c2IuZXNzLCBGcm9kbngZZ9pbmcgb3VOlH
IvdXIgZG9vcidgWW9I1IHNOZXAgh250byBO0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

Figure 18: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 18) produces the JWS Signature (Figure 19).

cu22eBgkYDKgllTpzDXGvaFfz6 WGoz7fUDcfTOkkOy42miAh2qyBzk1xXEsnk2|
pN6-tPid6VrkIHkgsGgDgHCdP60O8TTB5dDDItIVo6_10LPpcbUrhiuSMxbbXU
vdvWXzg-UD8biiReQFIfz28zGWVsdiNAUf8ZnyPEgVFN442ZdNqiVIRmBQgrYRX
e8P_ijQ7p8VvVdz0TTrxUeT3Im8d9shnr2IfJT8ImUjvAA2Xez2MIp8cBESawDzT
0glOn6uiP1laCN_2_jLAeQTIgRHtfa64QQSUMFAAjVKPbBYi7xhoOuTOcbH510a
6GYmMJIUAfMWjwZ60D4ifKo8DYM-X72Eaw
Figure 19: JWS Signature, base64url-encoded

4.2.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 17)
o Payload content (Figure 8)

0 Signature (Figure 19)

The resulting JWS object using the Compact serialization:
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eyJhbGciOiJQUzMANCIsImtpZCl6ImJIpbGJIvLmIhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszZSJ9

SXTigJIzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdXIgZG9vcidgWW9I1IHNOZXAgh250byBO0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

cu22eBgkYDKgllTpzDXGvaFfz6WGoz7fUDcfTOkkOy42miAh2qyBzk1XEsnk2I
pN6-tPid6VrkIHkgsGgDgHCdP60O8TTB5dDDItIVo6_10LPpcbUrhiuSMxbbXU
vdvWXzg-UD8biiReQFIfz28zGWVsdiNAUf8ZnyPEgVFn442ZdNgiVIJRmMBgrYRX
e8P _ijQ7p8VvVdz0TTrxUeT3Im8d9shnr2IfJT8ImUjvAA2Xez2MIp8cBESawDzT
0qlOn6uiP1laCN_2_jLAeQTIgRHtfa64QQSUmMFAAjVKPbBYi7xhoOuTOcbH510a
6GYMJIUAfMWjwZ60D4ifKo8DYM-X72Eaw

Figure 20: Compact Serialization

The resulting JWS object using the JSON General Serialization:

"payload": "SXTigJIlzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgb250byB0aGUgcm9h
ZCwgYW5kKIGImIHIvdSBkb24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlecmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIHN3ZXB0IGO9m
ZiBOby4",

"signatures™: [

"protected”: "eyJhbGciOiJQUzM4NCIsimtpZCl6ImJIpbGJIvLmJhZ2
dpbnNAaG9iYmIOb24uZXhhbXBszZSJ9",

"signature™: "cu22eBgkYDKgIlITpzDXGvaFfz6 WGoz7fUDcfTOkkOy
42miAh2qyBzk1xEsnk2IpN6-tPid6VrkIHkqsGqDgHCdP6O8TTB5
dDDItlIVo6_10LPpcbUrhiuSMxbbXUvdvWXzg-UD8biiReQFIfz2
8zGWVsdiNAUf8ZnyPEgVFn442ZdNqiVIRmBgrYRXe8P_ijQ7p8vd
z0TTrxUeT3Im8d9shnr2lfJT8ImUjvAA2Xez2MIp8cBE5awDzTOq
I0n6uiP1aCN_2 jLAeQTIgRHtfa64QQSUmMFAAjVKPbBYi7xhoOuT
OcbH510a6GYMJUAfMWjwZ60D4ifKo8DYM-X72Eaw"

Figure 21: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
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{

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vci4dgWW91IHNOZXAgh250byB0aGUgcm9h
ZCwgYWS5KIGImIHIvdSBkb24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlecmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIIHN3ZXBOIGO9m
ZiBOby4",

"protected": "eyJhbGciOiJQUzM4NCIsimtpZCl6imIpbGJIvLmJIhZ2dpbn
NAaG9iYmIOb24uZXhhbXBsZSJ9",

"signature™: "cu22eBgkYDKglITpzDXGvaFfz6WGoz7fUDcfTOkkOy42mi
Ah2gyBzk1xEsnk2IpN6-tPid6VrkIHkgsGgDqHCdP608TTB5dDDItIV
06_10LPpcbUrhiuSMxbbXUvdvWXzg-UD8hiiReQFIfz28zGWVsdiNAUf
8ZnyPEgVFNn442ZdNgiVIRmMBQrYRXe8P_ijQ7p8Vdz0TTrxUeT3Im8d9s
hnr2lfJT8ImUjvAA2Xez2MIp8cBE5awDzT0ql0On6uiP1aCN_2 jLAeQT
IgRHtfa64QQSUmMFAAjVKPbBYi7xho0uTOcbH510a6GYmJUAfMWjwZ60D
4ifKo8DYM-X72Eaw"

Figure 22: JSON Flattened Serialization

4.3. ECDSA Signature

This example illustrates signing content using the "ES512" (ECDSA
with curve P-521 and SHA-512) algorithm.

Note that ECDSA uses random data to generate the signature; it might
not be possible to exactly replicate the results in this section.

Note that whitespace is added for readability as described in
Section 1.1.

4.3.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 EC private key on the curve P-521; this example uses the key from
Figure 2.

o "alg" parameter of "ES512"
4.3.2. Signing Operation
The following are generated before beginning the signature process:

o JWS Protected Header; this example uses the header from Figure 23,
encoded using [RFC4648] base64url to produce Figure 24.
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"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example”
}

Figure 23: JWS Protected Header JSON

eyJhbGciOiJFUzUxMilsImtpZCl6ImJIpbGJIvLmJIhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszSJ9

Figure 24: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 24) and Payload content (Figure 8)
are combined as described in [I-D.ietf-jose-json-web-signature] to

produce the JWS Signing Input Figure 25.

eyJhbGciOiJFUzUxMilsImtpZCl6ImJpbGJvLmJhZ2dpbnNAaG9iYmIOb24uzX
hhbXBszZSJ9

SXTigJIzIGEgZGFuZZVyb3VzIGJ102IuZXNzLCBGcm9kbngZZQpbmcgb3VOIH
IvdXIgZG9vcidgWWILIHNOZXAgh250byBO0aGUgcm9hZCwgYW5SKIGImIHIvdSBk
b24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4

Figure 25: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 25) produces the JWS Signature (Figure 26).

AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO0-JZGYNIaAjP2kgaluUllUnC9qvb
u9Plon7KRTzoNEuT4Va2cmL1eJAQy3mtPBu_u_sDDyYjnAMDXXPn7XrTOlw-kv
AD890jl8e2puQens_IEKBpHABISbEPX6sFY80cGDgoRuBomu9xQ2
Figure 26: JWS Signature, base64url-encoded
4.3.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 24)
o Payload content (Figure 8)

o Signature (Figure 26)

The resulting JWS object using the Compact serialization:
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eyJhbGciOiJFUzUxMilsimtpZCl6imIpbGJIvLmJIhZ2dpbnNAaG9iY mi0b24uzX
hhbXBszZSJ9

SXTigJIzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdXIgZG9vcidgWW9I1IHNOZXAgh250byBO0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO-JZGYNIaAjPquaIuUIIUnCqub
u9Plon7KRTzoNEuUT4Va2cmlL1eJAQy3mtPBu_u_sDDyYjnAMDxXPn7XrTOlw-kv
AD890jl8e2puQens_IEKBpHABISbEPX6sFY80cGDgoRuBomu9xQ2

Figure 27: Compact Serialization

The resulting JWS object using the JSON General Serialization:

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgh250byB0aGUgcm9h
ZCwgYWS5kKIGImIHIvdSBkb24ndCBrzZWVwIHIvdXlgZmVIdCwgdGhlecmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW91I1G1pZ2h0IGJIIHN3ZXB0IG9m
ZiBOby4",

"signatures": [

{

"protected": "eyJhbGciOiJFUzUxMilsImtpZCl6ImJIpbGJIvLmJIhz2
dpbnNAaG9iYmIOb24uZXhhbXBsZSJ9",

"signature™: "AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO0-JZGYNI
aAjP2kgaluUllunC9qvbu9Plon7KRTzoNEuT4Va2cmL1eJAQy3mt
PBu_u_sDDyYjnAMDxXPn7XrTOlw-kvAD890jl8e2puQens_IEKBp
HABISbEPX6sFY80cGDgoRuBomu9xQ2"

}
]
}

Figure 28: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
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{

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgb250byB0aGUgcm9h
ZCwgYWS5kKIGImIHIvdSBkb24ndCBrzWVwlIHIvdXIgZmVIdCwgdGhlcmXi

gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIIHN3ZXBOIGO9m
ZiB0Oby4",

"protected": "eyJhbGciOiJFUzUxMilsImtpZCl6ImIpbGJIvLmJIhZ2dpbn
NAaG9iYmIOb24uZXhhbXBsZSJ9",

"signature"; "AE_R_YZCChjn4791jSQCrdPZCNYqHXCTZHO0-JZGYNIaAjP
2kgaluullunC9qgvbu9Plon7KRTzoNEuT4Va2cmL1eJAQy3mtPBu_u_sD

DyYjnAMDxXPn7XrTOlw-kvAD890jI8e2puQens_IEKBpHABISbEPX6sF
Y80cGDgoRuBomu9xQ2"

}
Figure 29: JSON Flattened Serialization

4.4, HMAC-SHA2 Integrity Protection

This example illustrates integrity protecting content using the
"HS256" (HMAC-SHA-256) algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

4.4.1. Input Factors

The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

o HMAC symmetric key; this example uses the key from Figure 5.
o "alg" parameter of "HS256".
4.4.2. Signing Operation
The following are generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 30,
encoded using [RFC4648] base64url to produce Figure 31.

"alg™": "HS256",

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 30: JWS Protected Header JSON
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eyJhbGciOiJlUzI1NilsImtpZCI6jJAXOGMwYWUI1LTRkOWItNDcxYiliZmQ2LW
VIZ]MXNGJjNzAzNyJ9

Figure 31: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 31) and Payload content (Figure 8)
are combined as described in [I-D.ietf-jose-json-web-signature] to

produce the JWS Signing Input Figure 32.

eyJhbGciOiJlUzI1NilsImtpZCI6ljAXOGMwYWU1LTRKOWItNDcxYiliZmQ2LW
VIZIMXNGJIjNzAzNyJ9

SXTigJIzIGEgZGFuZZVbeVzIGJ1c2IuZXNzLCBGcm9kbngZZQpbmcgb3VOIH
IvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9hZCwgYW5SKIGImIHIvdSBk
b24ndCBrzWVwlIHIvdXIgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4

Figure 32: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 32) produces the JWS Signature (Figure 33).

sOh6KThzkfBBBKLSpW1h84VsJIZFTsPPqMDA7g1Md7p0
Figure 33: JWS Signature, base64url-encoded
4.4.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 31)
o Payload content (Figure 8)
0 Signature (Figure 33)

The resulting JWS object using the Compact serialization:
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eyJhbGciOiJIUzI1NilsImtpZCI6lAXOGMwYWULLTRKOWINDCXYiliZmQ2LW
VIZ]MXNGJjNzAZNyJ9

SXTigJIzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdXIgZG9vcidgWW9I1IHNOZXAgh250byBO0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

éOhGKThzkaBBkLspW1h84VsJZFTsPPqMDA7glMd7p0
Figure 34: Compact Serialization

The resulting JWS object using the JSON General Serialization:

"payload": "SXTigJIzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9oh
ZCwgYW5KIGImIHIvdSBkb24ndCBrzWVwlHIvdXlgZmVIdCwgdGhlcmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIHN3ZXB0IG9m
ZiBOby4",

"signatures™: [

"protected": "eyJhbGciOiJlUzI1NilsImtpZCI6ljJAXOGMwWYWULLT
RKOWItNDcxYiliZmQ2LWVIZJMXNGJIjNzAzNyJ9",

"signature™: "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p
0"

}
]
}

Figure 35: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgbh250byB0aGUgcm9h
ZCwgYWS5kKIGImIHIvdSBkb24ndCBrzZWVwIHIvdXlgZmVIdCwgdGhlecmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIHN3ZXB0IG9m
ZiBOby4",

"protected": "eyJhbGciOiJlUzI1NilsImtpZCI61jAXOGMwYWU1LTRKkOW
ItNDcxYiliZmQ2LWVIZJMXNGJIjNzAzNyJ9",

"signature": "sOh6KThzkfBBBKLspW1h84VsJZFTsPPqQMDA7g1Md7p0"

}
Figure 36: JSON Flattened Serialization
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4.5. Signature with Detached Content
This example illustrates a signature with detached content. This
example is identical others, except the resulting JWS objects do not
include the Payload field. Instead, the application is expected to
locate it elsewhere. For example, the signature might be in a meta-
data section, with the payload being the content.

Note that whitespace is added for readability as described in
Section 1.1.

4.5.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 Signing key; this example uses the AES symmetric key from
Figure 5.

0 Signing algorithm; this example uses "HS256".
4.5.2. Signing Operation
The following are generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 37,
encoded using [RFC4648] base64url to produce Figure 38.

The JWS Protected Header parameters:

"alg": "HS256",
"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"

}
Figure 37: JWS Protected Header JSON

eyJhbGciOiJlUzI1NilsImtpZCI6ljAXOGMwYWU1LTRKOWItNDcxYiliZmQ2LW
VIZIMXNGJIjNzAzNyJ9

Figure 38: JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 38) and Payload content (Figure 8)

are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 39.
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eyJhbGciOiJlUzI1NilsImtpZCI6jJAXOGMwYWUI1LTRkOWItNDcxYiliZmQ2LW
VIZ]MXNGJjNzAzNyJ9
SXTigJIzIGEgZGFuZZVyb3VzIGJ1c2IuZXNzLCBGcm9kbngZZ9pbmcgb3VOlH
IvdXIgZG9vcidgWW9I1IHNOZXAgh250byBO0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

Figure 39: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 39) produces the JWS Signature (Figure 40).

SOh6KThzkfBBBKLspW1h84VsJZFTsPPqMDA7g1Md7p0
Figure 40: JWS Signature, base64url-encoded
4.5.3. Output Results

The following compose the resulting JWS object:

o JWS Protected Header (Figure 38)

0 Signature (Figure 40)

The resulting JWS object using the Compact serialization:

eyJhbGciOiJlUzI1NilsImtpZCI6jJAXOGMwWYWUILLTRKOWItNDcxYiliZzmQ2LW

VIZIMXNGJIjNzAzNyJ9

SOh6KThzkfBBBKLSpW1h84VsJZFTsPPqQMDA7g1Md7p0
Figure 41: JSON General Serialization

The resulting JWS object using the JSON General Serialization:
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{

"signatures™: [

"protected": "eyJhbGciOiJlUzI1NilsImtpZCI6[JAXOGMwWYWUILLT
RkOWItNDcxYiliZmQ2LWVIZJMXNGJjNzAzNyJ9",

"signature": "sOh6KThzkfBBBkLspW1h84VsJZFTsPPqMDA7g1Md7p
OII

Figure 42: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
{

"protected": "eyJhbGciOiJlUzI1NilsImtpZCI61jAXOGMwYWU1LTRKkOW
ItNDcxYiliZmQ2LWVIZJMXNGJIjNzAzNyJ9",

"signature": "sOh6KThzkfBBBKLspW1h84VsJZFTsPPqQMDA7g1Md7p0"

}
Figure 43: JSON Flattened Serialization

4.6. Protecting Specific Header Fields
This example illustrates a signature where only certain header
parameters are protected. Since this example contains both
unprotected and protected header parameters, only the JSON General
Serialization and JSON Flattened Serialization are possible.

Note that whitespace is added for readability as described in
Section 1.1.

4.6.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 Signing key; this example uses the AES symmetric key from
Figure 5.

0 Signing algorithm; this example uses "HS256".
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4.6.2. Signing Operation
The following are generated before completing the signing operation:

o JWS Protected Header; this example uses the header from Figure 44,
encoded using [RFC4648] base64url to produce Figure 45.

o JWS unprotected Header; this example uses the header from
Figure 46.

The JWS Protected Header parameters:

"alg": "HS256"
}

Figure 44: JWS Protected Header JSON
eyJhbGciOiJlUzI1NiJ9

Figure 45: JWS Protected Header, base64url-encoded

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 46: JWS Unprotected Header JSON

The JWS Protected Header (Figure 45) and Payload content (Figure 8)
are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 47.
eyJhbGciOiJlUzI1NiJ9
SXTigJIzIGEgZGFuZZVyb3VzIGJ102IuZXNzLCBGcm9kbngZZQpbmcgb3VOIH
IvdX1gZG9vci4agWWI1IHNOZXAgh250byBO0aGUgcm9hZCwgYW5KIGImIHIvdSBk
b24ndCBrzWVwlHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4

Figure 47: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 47) produces the JWS Signature (Figure 48).

bWUSVaxorn7bEF 1djytBdokHv70Ly5pvbomzMWSOr20

Figure 48: JWS Signature, base64url-encoded
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4.6.3. Output Results
The following compose the resulting JWS object:
o JWS Protected Header (Figure 45)
o JWS Unprotected Header (Figure 46)
o Payload content (Figure 8)
0 Signature (Figure 48)

The Compact Serialization is not presented because it does not
support this use case.

The resulting JWS object using the JSON General Serialization:

"payload": "SXTigJIzZIGEgZGFuzZ2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9oh
ZCwgYWS5kIGImIHIvdSBkb24ndCBrzwWVwIHIvdXIgZmVIdCwgdGhlcmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW91I1G1pZ2h0IGJIIIHN3ZXB0IG9m
ZiBOby4",

"signatures™: [

"protected": "eyJhbGciOiJlUzI1NiJ9",
"header": {

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

ignature": "bWUSVaxorn7bEF1djytBdOkHv70Ly5pvbomzMWSOr2
OII

Figure 49: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:
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{

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgb250byB0aGUgcm9h
ZCwgYWS5kKIGImIHIvdSBkb24ndCBrzWVwlIHIvdXIgZmVIdCwgdGhlcmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIIHN3ZXBOIGO9m
ZiBOby4",

"protected": "eyJhbGciOiJIUzI1NiJ9",

"header": {

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

: ignature": "bWUSVaxorn7bEF1djytBdOkHv70Ly5pvbomzMWSOr20"

Figure 50: JSON Flattened Serialization

4.7. Protecting Content Only
This example illustrates a signature where none of the header
parameters are protected. Since this example contains only
unprotected header parameters, only the JISON General Serialization
and JSON Flattened Serialization are possible.

Note that whitespace is added for readability as described in
Section 1.1.

4.7.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

o Signing key; this example uses the AES key from Figure 5.
0 Signing algorithm; this example uses "HS256"
4.7.2. Signing Operation
The following are generated before completing the signing operation:

o JWS Unprotected Header; this example uses the header from
Figure 51.
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"alg™": "HS256",
"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

Figure 51: JWS Unprotected Header JSON
The empty string (as there is no JWS Protected Header) and Payload
content (Figure 8) are combined as described in

[I-D.ietf-jose-json-web-signature] to produce the JWS Signing Input
Figure 52.

SXTigJIzIGEgZGFuZZVyb3VzIGJ102IuZXNzLCBGcm9kbngZZQpbmcgb3VOIH
IvdXIgZG9vcidgWWILIHNOZXAgh250byBO0aGUgcm9hZCwgYW5SKIGImIHIvdSBk
b24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4

Figure 52: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 52) produces the JWS Signature (Figure 53).

xuLifqLGiblpv9zBpuZczWhNjlgARaLV3UxvxhIxZuk
Figure 53: JWS Signature, base64url-encoded
4.7.3. Output Results
The following compose the resulting JWS object:
o JWS Unprotected Header (Figure 51)
o Payload content (Figure 8)
0 Signature (Figure 53)

The Compact Serialization is not presented because it does not
support this use case.

The resulting JWS object using the JSON General Serialization:
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{

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgb250byB0aGUgcm9h
ZCwgYWS5kKIGImIHIvdSBkb24ndCBrzWVwlIHIvdXIgZmVIdCwgdGhlcmXi

gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIIHN3ZXBOIGO9m
ZiBOby4",
"signatures™: [

"header": {
"alg": "HS256",

"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

: ignature": "xuLifqLGiblpv9zBpuZczWhNjlgARalLV3UxvxhJxZu
K"

Figure 54: JSON General Serialization

The resulting JWS object using the JSON Flattened Serialization:

"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg
Z29pbmcgb3VOIHIvdXIgZG9vcidgWW9I1IHNOZXAgbh250byB0aGUgcm9h
ZCwgYWS5kKIGImIHIvdSBkb24ndCBrzZWVwIHIvdXlgZmVIdCwgdGhlecmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW91I1G1pZ2h0IGJIIHN3ZXB0IG9m
ZiBOby4",

"header": {

"alg": "HS256",
"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"
}

: ignature": "xuLifgLGiblpv9zBpuZczWhNjlgARaLV3UxvxhJxZuk"
}
Figure 55: JSON Flattened Serialization

4.8. Multiple Signatures

This example illustrates multiple signatures applied to the same

payload. Since this example contains more than one signature, only
the JSON serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.

Miller Expires June 27, 2015 [Page 32]



Internet-Draft JOSE Cookbook December 2014

4.8.1. Input Factors
The following are supplied before beginning the signing operation:

o Payload content; this example uses the content from Figure 7,
encoded using [RFC4648] base64url to produce Figure 8.

0 Signing keys; this example uses the following:
* RSA private key from Figure 4 for the first signature
* EC private key from Figure 2 for the second signature
* AES symmetric key from Figure 5 for the third signature
0 Signing algorithms; this example uses the following:
* "RS256" for the first signature
* "ES512" for the second signature
* "HS256" for the third signature
4.8.2. First Signing Operation

The following are generated before completing the first signing
operation:

o JWS Protected Header; this example uses the header from Figure 56,
encoded using [RFC4648] base64url to produce Figure 57.

o JWS Unprotected Header; this example uses the header from

Figure 58.

{
"alg": "RS256"
}

Figure 56: Signature #1 JWS Protected Header JSON
eyJhbGciOiJSUzI1NiJ9

Figure 57: Signature #1 JWS Protected Header, base64url-encoded
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"kid": "bilbo.baggins@hobbiton.example”
}

Figure 58: Signature #1 JWS Unprotected Header JSON

The JWS Protected Header (Figure 57) and Payload content (Figure 8)
are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 59.

eyJhbGciOiJSUzI1NiJ9

SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9hZCwgYW5SKIGImIHIvdSBk
b24ndCBrzWVwlIHIvdXIgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9MZiBOby4

Figure 59: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 59) produces the JWS Signature (Figure 60).

MisjgtVIOpa71KE-Mss8 Ng2YH4FGhiocsqrgiSNvyG53uoimicltcMdSg-qgpt
rzZc7CG6Svw2Y13TDIgHzTUrL_IR2ZFcryNFiHkSwW129EghGpwkpxaTn_THJTC
gINbADko1MZBCdwzJxwgZc-1RIpO2HibUYyXSwO97BSe0_evZKdjvwwKSgslqjy
tKSeAMbhMBdMma622_BG5t4sdbuCHtFjp9iJmkio47AlwgkzV1alZsv33uPUgB
BCXbYoQJwt7mxPftHMNIGoOSMxR_3thmXTCm4US-xiNOyhbm8afKK64jU6_ TPt
QHiJeQJxz9G3Tx-083B745_AfYOnICOw

Figure 60: JWS Signature #1, base64url-encoded

The following is the assembled first signature serialized as JSON:

{
"protected": "eyJhbGciOiJSUzI1NiJ9",
"header": {
"kid": "bilbo.baggins@hobbiton.example"
}

"signature™: "MlsjqtVIOpa71KE-Mss8 Nqg2YH4FGhiocsqrgiSNvyG53u
oimic1tcMdSg-qptrzZc7CG6Svw2Y13TDIgHzTUrL_IR2ZFcryNFiHKS
w129EghGpwkpxaTn_THJTCgINbADko1MZBCdwzJxwqZc-1RIpO2HibUY
yXSwO97BSe0_evZKdjvwwKSgslgjytkSeAMbhMBdMma622_BG5t4sdbuC
HtFjp9idmkio47AlwgkZV1alZsv33uPUgBBCXbYoQJwt7mxPftHMNIGo
OSMxR_3thmXTCm4US-xiNOyhbm8afkK64jU6_TPtQHiJeQJxz9G3Tx-0
83B745_AfYOnICow"

Figure 61: Signature #1 JSON
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4.8.3. Second Signing Operation

The following are generated before completing the second signing
operation:

o JWS Unprotected Header; this example uses the header from
Figure 62.

"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"

}
Figure 62: Signature #2 JWS Unprotected Header JSON

The empty string (as there is no JWS Protected Header) and Payload
content (Figure 8) are combined as described in
[I-D.ietf-jose-json-web-signature] to produce the JWS Signing Input
Figure 63.

SXTigJIzIGEgZGFuZZVyb3VzIGJ1c2IuZXNzLCBGcm9kbngZZ9pbmcgb3V0lH
IvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9hZCwgYWSKIGImIHIvdSBk
b24ndCBrzWVwIHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

Figure 63: JWS Signing Input

Performing the signature operation over the JWS Signing Input
(Figure 63) produces the JWS Signature (Figure 64).

ARcVLnalJaUWGS8fG-8t5BREVAUTY8n8YHjwDO1muhcdCoFZFFjflISu0Cdkn9Yb
dimi54ho0x924DUz8sK7ZXkhc7AFM8ObLITVNCrqcl3JklI2U5IX3utNhODH6v7
xgy1lQahsn0fyb4zSAkje8bAWz4vIfis5pCMYxxm4fgV3q7ZYhm5eD

Figure 64: JWS Signature #2, base64url-encoded

The following is the assembled second signature serialized as JSON:

Miller Expires June 27, 2015 [Page 35]



Internet-Draft JOSE Cookbook December 2014

"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example"

}1
"signature": "ARcVLnaJJaUWGS8fG-8t5BREVAUTY8n8YHjwDO1muhcdCoF

ZFFjflISu0Cdkn9Ybdimi54ho0x924DUz8sK7ZXkhc7AFM8ObLITVNCrq
¢l3JkI2U51X3utNhODH6V7xgy1Qahsn0fyb4zSAkje8bAWz4vIfi5pCM
Yxxm4fgVvV3q7ZYhm5eD"

}
Figure 65: Signature #2 JSON
4.8.4. Third Signing Operation

The following are generated before completing the third signing
operation:

o JWS Protected Header; this example uses the header from Figure 66,
encoded using [RFC4648] base64url to produce Figure 67.

"alg": "HS256",
"kid": "018c0ae5-4d9b-471b-bfd6-eef314bc7037"

}
Figure 66: Signature #3 JWS Protected Header JSON

eyJhbGciOiJIUzI1NilsiImtpZCI6[JAXOGMwWYWU1LTRKOWItNDCcXYiliZmQ2LW
VIZMXxNGJIjNzAzNyJ9

Figure 67: Signature #3 JWS Protected Header, base64url-encoded
The JWS Protected Header (Figure 67) and Payload content (Figure 8)
are combined as described in [I-D.ietf-jose-json-web-signature] to
produce the JWS Signing Input Figure 68.

eyJhbGciOiJlUzI1NilsImtpZCI6lAXOGMwYWU 1L TRKOWItNDCXYiliZmQ2LW
VIZ]MxNGJjNzAzNyJ9

SXTigJIzZIGEgZGFuZz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywgZ29pbmcgb3VOIH
IvdX1gZG9vcidagWWI1IHNOZXAgh250byBO0aGUgcm9hZCwgYW5KIGImIHIvdSBk
b24ndCBrzWVwlHIvdXlgZmVIdCwgdGhlcmXigJIzIG5vIGtub3dpbmcgd2hlcm
UgeW91IG1pZ2h0IGJIIHN3ZXB0IG9mZiBOby4

Figure 68: JWS Signing Input
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Performing the signature operation over the JWS Signing Input
(Figure 68) produces the JWS Signature (Figure 69).
SOh6KThzkfBBBkLspW1h84VsJZFTsPPqQMDA7g1Md7p0
Figure 69: JWS Signature #3, base64url-encoded
The following is the assembled third signature serialized as JSON:
"protected": "eyJhbGciOiJlUzI1NilsImtpZCI61jAXOGMwYWU1LTRKkOW

ItNDcxYiliZmQ2LWVIZJMXNGJIjNzAzNyJ9",
"signature": "sOh6KThzkfBBBKLspW1h84VsJZFTsPPqQMDA7g1Md7p0"

}
Figure 70: Signature #3 JSON
4.8.5. Output Results
The following compose the resulting JWS object:
o Payload content (Figure 8)
o Signature #1 JSON (Figure 61)
0 Signature #2 JSON (Figure 65)
0 Signature #3 JSON (Figure 70)
The Compact Serialization is not presented because it does not
support this use case; the JSON Flattened Serialization is not

presented because there is more than one signature.

The resulting JWS object using the JSON General Serialization:
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{
"payload": "SXTigJIzZIGEgZGFuz2Vyb3VzIGJ1c2luZXNzLCBGcm9kbywg

Z29pbmcgb3VOIHIvdXIgZG9vcidgWWI1IHNOZXAgh250byB0aGUgcm9h
ZCwgYWS5KIGImIHIvdSBkb24ndCBrZWVwIHIvdXIgZmVIdCwgdGhlcmXi
gJIzIG5vIGtub3dpbmcgd2hlcmUgeW911G1pZ2h0IGJIIIHN3ZXBOIGO9m
ZiBOby4",

"signatures™: [

"protected”: "eyJhbGciOiJSUzI1NiJ9",
"header": {

"kid": "bilbo.baggins@hobbiton.example"
}

"signature™: "MisjqtVIOpa71KE-Mss8_Nqg2YH4FGhiocsqrgiSNvy
G53uoimicltcMdSg-qptrzZc7CG6Svw2Y13TDIgHzTUrL_IR2ZFc
ryNFiHkSw129EghGpwkpxaTn_THJTCgINbADko1MZBCdwzJxwgZc
-1RIpO2HibUYyXSwO97BSe0_evZKdjvwKSgslgjytkSeAMbhMBdM
ma622_BG5t4sdbuCHtFjp9iJmkio47AlwgkzZVialZsv33uPUqgBBC
XbYoQJIwt7mxPftHMNIGOOSMxR_3thmXTCm4US-xiNOyhbm8afkKK6
4jU6_TPtQHiJeQJIxz9G3Tx-083B745_AfyYOnICOw"

h
{
"header": {
"alg": "ES512",
"kid": "bilbo.baggins@hobbiton.example”
}

"signature™: "ARcVLnaJJaUWGS8fG-8t5BREVAUTY8n8YHjwDO1muhc
dCoFZFFjfISu0Cdkn9Ybdimi54ho0x924DUz8sK7ZXkhc7AFM80Ob
LfTVNCrqcl3JkI2U51X3utNhODH6Vv7xgy1QahsnOfyb4zSAkje8b
AWz4vIfispCMYxxm4fgV3q7ZYhm5eD"

"protected": "eyJhbGciOiJlUzI1NilsImtpZCI6ljAXOGMwWYWULLT
RkOWItNDcxYilizZmQ2LWVIZJMXNGJjNzAzNyJ9",

"signature": "sOh6KThzkfBBBKkLspW1h84VsJZFTsPPgMDA7g1Md7p
Oll

Figure 71: JSON General Serialization
5. JSON Web Encryption Examples

The following sections demonstrate how to generate various JWE
objects.

All of the succeeding examples (unless otherwise noted) use the
following plaintext content (an abridged quote from "The Fellowship
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of the Ring" [LOTR-FELLOWSHIP]), serialized as UTF-8. The sequence
"\xe2\x80\x93" is substituted for (U+2013 EN DASH), and line breaks
(U+000A LINE FEED) replace some " " (U+0020 SPACE) characters to
improve formatting:
You can trust us to stick with you through thick and
thin\xe2\x80\x93to the bitter end. And you can trust us to
keep any secret of yours\xe2\x80\x93closer than you keep it
yourself. But you cannot trust us to let you face trouble
alone, and go off without a word. We are your friends, Frodo.
Figure 72: Plaintext content

5.1. Key Encryption using RSA v1.5 and AES-HMAC-SHA?2
This example illustrates encrypting content using the "RSA1_5"
(RSAES-PKCS1-v1l_5) key encryption algorithm and the "A128CBC-HS256"
(AES-128-CBC-HMAC-SHA-256) content encryption algorithm.
Note that RSAES-PKCS1-v1_5 uses random data to generate the

ciphertext; it might not be possible to exactly replicate the results
in this section.

Note that only the RSA public key is necessary to perform the
encryption. However, the example includes the RSA private key to
allow readers to validate the output.

Note that whitespace is added for readability as described in
Section 1.1.

5.1.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
0 RSA public key; this example uses the key from Figure 73.
o "alg" parameter of "RSA1_5".

0 "enc" parameter of "A128CBC-HS256".
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"kty": "RSA",

"kid": "frodo.baggins@hobbiton.example”,

"use": "enc",

"n": "maxhbsmBtdQ3CNrKvprUE6n9lYcregDMLYNeTAWCLj8BNNnPU9XIYegT
HVHQjxKDSHP2I-F5jS7sppGlwgdAgqZyhnWvXhYNvcM7RfgKxgNx_xAHXx
6f3yy7s-MIPSNCwPC2lh6UAKR4I00EhV9lrypM9Pi4IBUop9t5fSOWS5U
NwaAllhrd-osQGPjlel1deHTwx-ZTHuU3C60Pu_LJII6hKn9wbwaUmA4c
R5Bd2pgbaY7ASgsjCUbtYJaNIHSoHXprudJZKUMAzVOWOKPfA6OPI40y
pBadjvMZ4ZAj3BnXaSYsEZhaueTXvZB4eZOAjlyh2e_VOIKVMsnDrJYA
VotGIvMQ",

"e": "AQAB",

"d": "Kn9tgoHfiTVi8uPu5b9TnwyHWG5dK6REOUFdIpCGNnIN7ZEi963R7wy
bQ1PLAHMpIbNTztfrheoAniRVINCIgXaW_qS461xiDTp4ntEPnqcKsyO
5]MA]i7-CL8vhpYYowNFvlesgMoVaPRYMYT9TW63hNM0aWs7USZ_hLg6
0elmYOvHTI3FucjSM86Nff40lENt43r2fspgEPGRrdE6fpLc90aq-geP
1GFULIimrRdndm-P8g8kvN3KHINAtEgrQAgTTgz80S-3VDOFgWfgnb1PN
miuPUxO80pI9KDIfu_acc6fgldnsNaJgXe6RESvhGPH2afiHqSy Fd2v
pzj85bQQ",

"p": "2DwQmZ43FoTnQ8IkUj3BmMKRf5Eh2mizZASXEJ2MIinUE3sdTYKSLtaE
0ekX9vhbBZuWxHdVhM6UNKCJ_2iNk8Z0ayLYHLO_G21aXf9-unynEpUsH
THHTKILpYAzOOx1ZgVIjoxAdWNnN3hIEFrjZLZGS7I0H-a3QQIDDQ0JOJ
2VFmU",

"g": "te8LY4-W7lyagH1ExujjMgkTAITeRbvOVLQNfLY 2XINNrWdwiQ93_V
F099aP1ESelja2nw-6iKle-qT7mtCPozKfVtUYfz5HrJ_XY2kfexJINb
9IhZHMv5p1skZpelS-GPHCC6gRIKo1g-idn_gxyusfWv7WAXISVIQfk8
d6Et0",

"dp": "UfYKcL_or492vVcOPzwL Splbg4L3-Z5wL48mwiswbpzOylgd2xHTH
QmjJIpFAIZ8g-zfORmMgJIXKDrFs9OrkdxPtAsL1IWYdeCT5¢c125Fkdg317JV
RDo01inX7x2Kdh8ERCreW8_4zXItuTl_KiXZNU5IVMQjWblw2eTx1lpsf
loOryu",

"dqg": "iEgcO-QfpepdH8FWd7mUFyrXdnOkXJBCogChY6YKuIHGc_p8Le9Mb
pFKESzEaLIN1Ehf3B60GBI5Iz_ayUIZj210QZ82znoUrpa9fVYNot87A
CfzIG7q9Mv7RiPAderZi03tkVXAdaBau_9vs5rS-7HMtxkVrxSUvJIY14
TKXIHE",

"gi": "kC-1zZzOgoFaZCr5I0tOVtREKoVgaAYhQIigIRGL-MzS4sCmRkxm5vZ
IXYx6RtE1n_AagjqajlkjieGIXTTThHD8lga6foGBMaAr5uR1hGQpSc?
GI7CF1DZkBIMTQNG6EshYzZfxW08mIO8M6RzuhObeL6fGIMkDclyPrBXx
2bQ_mMm"

}

Figure 73: RSA 2048-bit Key, in JWK format
(*NOTE*: While the key includes the private parameters, only the

public parameters "e" and "n" are necessary for the encryption
operation.)
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5.1.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 74

o Initialization vector/nonce; this example uses the initialization
vector from Figure 75

3qyTVhIWt5jugZUCpfRgpvauwB956 MEJL2Rt-8gXKS0
Figure 74: Content Encryption Key, base64url-encoded
bbd5sTkYwhAIlqfHsx8DayA
Figure 75: Initialization Vector, base64url-encoded
5.1.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 74) with
the RSA key (Figure 73) results in the following encrypted key:

laLx10j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJBuuzxg0V7yk1WCInQePF
vG2K-pvSIWcI9BRIazDrn50RcRai__3TDON395H3c62tloudJ4XaRvYHFZTZ2G
Xfz8YAImccI1TTkOWXC2F5Xbb71CIQ1DDH151tlpH77f2ff7xiSxh90SewYrcG
TSLUeeCt36r1Kt30Sj7EyBQX0ZIN7IxbyhMAfgle7Mv1rOTOI5I8NQgeXXW8VI
zNmoxaGMny3YnGir5Wf6Qt2nBg4qDaPdnaAuuGUGEecellO1wx1BpylfgvfijOh
MBsIMBXL223Fg47xIGsMXdfuY-4jaqVw

Figure 76: Encrypted Key, base64url-encoded
5.1.4. Encrypting the Content
The following are generated before encrypting the plaintext:
o JWE Protected Header; this example uses the header from Figure 77,

encoded using [RFC4648] base64url to produce Figure 78.

"alg™: "RSA1_5",
"kid": "frodo.baggins@hobbiton.example”,
"enc": "A128CBC-HS256"

}
Figure 77: JWE Protected Header JSON
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eyJhbGciOiJSUOEXxXzUiLCIraWQiOiJmem9kby5iYWdnaW5zQGhvYmJIpdG9OuLm
V4YW1wbGUILCJIbmMiOiJBMTI4Q0JDLUNTMjU2In0

Figure 78: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 74);
o Initialization vector/nonce (Figure 75); and
o JWE Protected Header (Figure 77) as authenticated data
produces the following:
o Ciphertext from Figure 79.
0 Authentication tag from Figure 80.
Ofys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62InIvGZ4_FNVSIGc_r
aa0HNLQ6s1P2sv3Xzl1pll_o5wR_RsSzrS8Z-wnl3JvoOmkpEEnIDmZvDu_k80O
WzJv7eZVEQIWKdyVzFhPpiyQU28GLOpRc2VbVbK4dQKPANT]PPEMRqcaGeTWZV
yeSUvf5k59yJZxRuUSVWFEKrNtmRdAZ8R4mDOjHSIM_s8uwlFcqt4r5GX8TKal0
ZT5CbL5QIw3sRc7u_hgOyKVOIRytEAEs3vZkcfLkP6nbXdC_PkMdNS-o0hP78T2
06_7ulnMGhFeX4ctHG7VelHGIT93JWDEQIi5_VIUNI1rhXNrYu-0fVMKZAKX3VW
i71zA6BP430m
Figure 79: Ciphertext, base64url-encoded
kvKuFBXHe5mQr4lggobAUg
Figure 80: Authentication Tag, base64url-encoded
5.1.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 78).
o Encrypted Key (Figure 76).
o Initialization vector/nonce (Figure 75).

o Ciphertext (Figure 79).

o0 Authentication Tag (Figure 80).

Miller Expires June 27, 2015 [Page 42]



Internet-Draft JOSE Cookbook December 2014

The resulting JWE object using the Compact serialization:

eyJhbGciOiJSUOExXzUiILCJIraWwQiOiJmem9kby5iYWdnaW5zQGhvYmJpdG9uLm
V4YW1wbGUILCJIbmMiOiJBMTI4Q0JDLUNhTMjU2In0

laLx10j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJBuuzxg0V7yk1WCInQePF
vG2K-pvSIWcI9BRIazDrn50RcRai__3TDON395H3c62tloudJ4XaRvYHFZTZ2G
Xfz8YAIMccI1TTkOWXC2F5Xbb71CIQ1DDH151tlpH77f2ff7xiSxh90SewYrcG
TSLUeeCt36r1Kt30Sj7EyBQX0ZIN7IxbyhMAfgle7Mv1rOTOI5I8NQgeXXW8VI
zNmoxaGMny3YnGir5Wf6Qt2nBg4qDaPdnaAuuGUGEecellO1wx1BpylfgvfijOh
MBsIMBXL223Fg47xIGsMXdfuY-4jaqVw

bbd5sTkYwhAIgfHsx8DayA
bfys_TY_na?dewaXLinHaAZ DxUjD67ieF7fcVbIR62InIvGZ4_FNVSIGc_r
aa0HNLQ6s1P2sv3Xzl1pll_o5wR_RsSzrS8Z-wnl3JvoOmkpEEnIDmZvDu_k80O
WzJv7eZVEQIWKdyVzFhPpiyQU28GLOpRc2VbVbK4dQKPANT]PPEMRgcaGeTWZV
yeSUvi5k59yJZxRuUSVWFEKrNtmRdAZ8R4AmDOjHSIM_s8uwlFcqt4r5GX8TKal0
ZT5CbL5QIw3sRc7u_hgOyKVOIRytEAEs3vZkcfLkP6nbXdC_PkMdNS-ohP78T2
06_7ulnMGhFeX4ctHG7VelHGIT93JfWDEQI5_VIUN1rhXNrYu-0fVMkZAKX3VW
i71zA6BP430m
i(VKuFBXHeSmQr4quobAUg

Figure 81: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "laLxI0j-nLH-_BgLOXMozKxmy9gffy2gTdvqzf
TihJBuuzxgOV7yk1WCInQePFvG2K-pvSIWc9BRIazDrn50RcRai_
_3TDON395H3c62tlouJI4XaRvYHFZTZ2GXfz8Y Almcc91TfkOWX
C2F5Xbb71CIQ1DDH151tlpH77f2ff7xiSxh90SewYrcGTSLUeeCt
36r1Kt30Sj7EyBQX0ZIN7IxbyhMAfgle7Mv1rOTOI5I8NQgeXXW8
VIzNmoxaGMny3YnGir5Wi6Qt2nBg4qDaPdnaAuuGUGEecellO1wx
1BpylfgvfilOhMBs9M8XL223Fg47xIGsMXdfuY-4jagVw"

| }

"protected": "eyJhbGciOiJSUOEXXzUILCJIraWQiOiJmcm9kby5iYWdnaw
5zQGhvYmJIpdGOuLmV4YW1wbGUILCJIIbmMIiOiJBMTI4Q0JDLUhTMjU2In
0",

"iv": "bbd5sTkYwhAIlqfHsx8DayA",

"ciphertext": "0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62
JhIvGZ4_FNVSIiGc_raaOHnLQ6s1P2sv3Xzl1pll_o5wR_RsSzrS8Z-wn
13JvoOmkpEENIDmMZvDu_k80WzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRc
2VbVbK4dQKPdANTjPPEmMRgcaGeTWZVyeSUvI5k59yJZxXRuSVWFfEKrNtm
RAZ8R4AmMDOjHSIrM_s8uwlFcqt4r5GX8TKal0zT5CbL5QIw3sRc7u_hgOy
KVOIRYtEAES3vZkcfLkP6nbXdC_PKkMdNS-o0hP78T206_7ulnMGhFeX4c
tHG7VelHGIT93JfWDEQI5_VIUNI1rhXNrYu-0fVMKZAKX3VWi7IzA6BP4
30m",

"tag": "kvKuFBXHe5mQr4lggobAUg"

}

Figure 82: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{
"protected": "eyJhbGciOiJSUOEXXzUILCJIraWQiOiJmcm9kby5iYWdnawW

5zQGhvYmJIpdGOuLmV4YW1wbGUILCJIIbmMIiOiJBMTI4Q0JDLUhTM]U2In
0",

"encrypted_key": "laLx10j-nLH-_BgLOXMozKxmy9gffy2gTdvqzfTihJ
Buuzxg0OV7yk1WCInQePFvG2K-pvSIWc9BRIazDrn50RcRai__3TDON39
5H3c62tloudJ4XaRvYHFZTZ2GXfz8YAImcc91TIKOWXC2F5Xbb71CIQ
1DDH151tlpH77f2ff7xiSxh90SewYrcGTSLUeeCt36r1Kt30Sj7EyBQX
0ZIN71xbyhMAfgle7Mv1rOTOI5I8NQgeXXW8VIzZNmoxaGMny3YnGirsW
f6Qt2nBg4gDaPdnaAuuGUGEecellO1wx1BpylfgvfjiOhMBs9IM8XL223F
g47xIGsMXdfuY-4jagvw",

"iv": "bbd5sTkYwhAIlqfHsx8DayA",

"ciphertext": "0fys_TY_na7f8dwSfXLiYdHaA2DxUjD67ieF7fcVbIR62
JhJvGZ4 FNVSIGc_raaOHnLQ6s1P2sv3Xzl1pll _o5wR_RsSzrS8Z-wn
13JvoOmkpEENIDmMZvDu_k80OWzJv7eZVEqiWKdyVzFhPpiyQU28GLOpRc
2VbVbK4dQKPdANTJPPEMRgcaGeTWZVyeSUV5k59yJZXRuSVWFfEKrNtm
RdZ8R4mDOjJHSIrM_s8uwlFcqt4r5GX8TKal0zT5CbL5QIw3sRc7u_hgOy
KVOIRYtEAESs3vZkcfLkP6nbXdC_PKkMdNS-o0hP78T206_7ulnMGhFeX4c
tHG7VelHGIT93JfWDEQI5_VIUN1rhXNrYu-0fVMkZAKX3VWi7IzA6BP4
30m",

"tag™: "kvKuFBXHe5mQr4lggobAUg"

}

Figure 83: JSON Flattened Serialization

5.2. Key Encryption using RSA-OAEP with AES-GCM
This example illustrates encrypting content using the "RSA-OAEP"
(RSAES-OAEP) key encryption algorithm and the "A256GCM" (AES-GCM)
content encryption algorithm.
Note that RSAES-OAEP uses random data to generate the ciphertext; it
might not be possible to exactly replicate the results in this
section.
Note that only the RSA public key is necessary to perform the
encryption. However, the example includes the RSA private key to
allow readers to validate the output.

Note that whitespace is added for readability as described in
Section 1.1.

5.2.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the plaintext from Figure 72.
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0 RSA public key; this example uses the key from Figure 84.
o "alg" parameter of "RSA-OAEP"

0 "enc" parameter of "A256GCM"

{

"kty": "RSA",

"kid": "samwise.gamgee@hobbiton.example”,

"use": "enc",

"n": "whdxI55VaanZXPY29Lg5hdmv2XhvgAhoxUkanfzf2-5zvVUxa6prHRr
14pP1AhoqJRIZFYtWWA5mmHRG2pAHIIhOySJ9wiOBioZBI1XP2e-C-Fy
XJIGCTYyOHdKQWIrfhTm42EW7Vv04r4gfao6uxjLGwfpGrZLarohiwCPnk
Nrg71S2CuNZSQBIPGjXfkmly2tl_VWgGnL22GplyXj5YIBLdxXp3XeSt
50057 1utNfoUTU8E4qdzJ3U1DItoVKPGsMwimmnJiwA7sXRItBCivR4M
5gnZtdw-7v4WuR4779ubDuJ5nalMv2S66-RPcnFAzZWSKxtBDnFJIDGIU
e7Tzizjglnms0Xqg_yPub_UOIWNn0ec85FCft1hACpWG8schrOBeNgHBOD
FskYpUc2LC5JA2TaPF2dA67dglTTsC_FupfQ2kNGCcE1LgprxKHcVWYQb
86B-HozjHZcqtauBzFNV5tbTuB-TpkcvJfNcFLIH3b8mb-H_ox35FjgB
SAjLKyoeqfKTpVjvXhd09knwgJfeVKq6UC418_TOIjMVIFTWXUxINfhO
OnzW6HSSzD1c9WrCuVzsUMv54szidQ9wflcYWf3g5gFDxDQKis99gcDa
iICAWM3yYEBIzuNeeCa5dartHDb1xEB HcHSeYbghbMjGfasvKnOaZRsnT
yCOxhWBIsolZE",

"e": "AQAB",

"alg": "RSA-OAEP",

"d": "n7fzJc3_WG59VEOBTkayzuSMM7800JQuZjN_KbH8IOZG25Z0A7T4Bx
ccOxQn50ZE5uSClwg910Ct0JvxPcpmgzalZglnirjcWZ-oBtVk7gCAW(
-B3ghfF3izlbkosrzjHajlcY33HBhsy4 WerrXgdMDNE4HYojy68TcxT
2LYQRXUOCT5TtIXvMBolexISGtVnQnDRutxEUCwiewfmmrfveEogLXx9E
A-KMgAJTIISXxgIXQhWUQX1G7v_mV_Hr2YulmYcNcHkRvp9E700k0876
DhkO8v4UOZLWA10IUX98mkogwc58A_Y2IBYbVx1_s5lpPsEqgbbH-nqlj
h1fLOgdNfihLxnclWtW7pCztLnimZAyeCWAG7ZIfv-Rn9fLIvIjZ6r7r
-MSH9sqgbuziHN2grGjD_jfRIuMHa0I84fFKI6bcgN1IWxPVhzNZo01lyD
F-1LiQnqUY SepPf6X3a2S0OdkgBRiqUEGEVLUSYIDpJg3jDIsgoL8MolL
oomgiJxUwL_GWEOGuU28gplyzm-9Q0UOnyhEfluhSR8aJAQWAIFImMWH5W
_IQTOI7-yrindr_2fWQ_i1UgMsGzA7a0GzZfPIjRy6z-tY_KuBGO00-28
S_aWvjyUc-Alp8AUyK|jBZ-7CWH32fGWKA48j1t-zomrwjL_mnhsPbGs0c
9WsWgRz|-K8gE",

"p": "7_2v30QZzIPFcHyYfLABQ3XP85Es4hCdwCkbDeltaUXgVy9l9etKgh
VM4hRkOvbb01kYVuLFmxIKCDtpi-zLCYAdXKrAK3PtSbtzld_XZ9nlsY
a_QZWpXB_IrtFjVfdKUdMz94pHUhFGFj7nr6 NNxfpiHSHWFE1zD AC3m
Y46J961Y2LRnreVWAGNw53p07Db8yD 92pDa97vqcZOdgtybH9g6uma-
RFNhO1A0iJhYZj69hjmMRXx-x56HO9cnXNbmzNSCFCKnQmn4GQLmR]9s
fbZRqL94bbtE4 e0Zrpo8RN08vxRLQNwIly85fc6BRgBJomt8QdQvIgP
gWCv5H0Q",

"q": "zqOHK1P6WN_rHUM7ZF1cXHOX6RUOHg67WuHiSknqQeefGBAIPWs6Zy
KQCO-0O6mKXtcgeE8 Q hA2kMRcKOCcVHIilLhgMCNSXIfIM7WPRPZu2qCDc
gssd_uMbP-DgYthH_EzwL9KnYoH7JQFxxmcv5An80XUtTwk4knKjklYG
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RuUwfQTusOw1NfjFAyxOOiIAQ37ussIcE6C6ZSsM3n41UIbJ7TCgewzVJ]
aPJN5cxjySPZPD3Vp01a9YgAD6a3llakKJdIxJS1IimnfPevSIQBE79-EX
e2kSwVgOzvt-gsmM29QQ8veHy4uAgcas5dZzMs7hkkHtw1z0jHV90epQJ
JIXXnH8Q",

"dp": "190DkBh1AXelMIXQFmM2zZTqUhAzCIrdxNIGEPNoDt1jK83 FJA-xn
x5kA7-1lerdHdms_Ef67HSONNvV5A60JaR7w8LHNDIBGnhjdaUmmuO8XAxQ
J_iabmxjxNjS6E2yD44US02JmHvzeeNczg25elgbTPLhUpGol1llZuG72F
ZQ5gTjXoTXC2-xtCDEUZfaUNh4leAipfLugbpe0JAFIFfrTDAMUFpC3i
XjxgzbEanflwPvj6V9iDSgjj8S0zSMOdLtxvuOLIelIQAeEgT_yXcrKGm
pKdSO08kLBx8VUjkbv_3Pn20Gyu2YEuwpFIM_H1NikuxJINKFGmnAg9Lc
nwwTOjvoQ",

"dq": "S6p59KrimzGzaQYQM300XfHCGVfgHLYjCO557HYQf7209kLMCfd_1
VBEgeD-1jjwELKDjck8kOBI5UvohK10DfSP1DleAy-cnmL29DgWmhgwM
1lipOCCNmkmsmDSIgkUXDi6sAaZuntyukyfll-qSQ3C_BafPyFaKrtl1fg
dyEwYa08pESKwwWisy7KnmoUvaJ3SaHmohFS78TJ25cfc10wZ9hQNOrl
ChzlkiOdFCtxDgdmCqgNacnhgE3bZQjGp3n830DSz9zwJcSUVODIXBPc2
AycH6Ci5yjbxt4Ppox_5pjm6xnQkiPgj01GpsUssMmBN7iHVSrE7N2iz
nBNCeOUIQ",

"gi": "FZhCIBMywVVjnuUud-05qd5CYU0dK79akAgy90X6RX6I13IIIPckCc
iRrokxglZn-omAY5CnCe4KdrnjFOTS5YUZE7G_Pg44XgCXaarLQf4hI80
0PEf6-jJ5ly6wPRx7G2e8gLxnh9cOdf-kRggOS3F48Ucvw3ma5V6KGMw
QqWFeV31Xtz8I5cVI-I3NzBS7qltpUVgz2Ju021eyc7llqgzR98gKONI
27DUEES0aKOWE97jnsyO27Yp88Wa2RiBrEocM89QZI1selJiGDizHRUP4
UZxw9zsXww46wy0P6fogrnY p7t8LkyDDk8eol4KX6SNMNVcyVS9IWijlq
8EzqZEKIA"

}

Figure 84: RSA 4096-bit Key
(*NOTE*: While the key includes the private parameters, only the
public parameters "e" and "n" are necessary for the encryption
operation.)
5.2.2. Generated Factors

The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 85.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 86.

mYMfsggkTAMOTbvtIFh2hyoXnbEzJQjMxmgLN3d8xXA

Figure 85: Content Encryption Key, base64url-encoded
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-nBoKLHOYKLZPSI9
Figure 86: Initialization Vector, base64url-encoded
5.2.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 85))
with the RSA key (Figure 84) produces the following encrypted key:

rT99rwrBThTI7IIMBfUIEIi7226HEB7IchCxNuh7ICiud48LxeolRdtFF4nzQi

beYOI5S PJsAXZwSXtDePz9hk-BbtsTBqC2UsPOdwjCINhNupNNu9QuHIVftDyu
cvI6hvALeZ60GNhNV4v1zx2k701D89mAzfw-_ kT3tkuorpDU-CpBENfIHX1Q58
-Aad3FzMuo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8Bpx
KduVv9ScflQTcYm6eJEBz3aSwlaK4T3-dwWpuBOhROQXBosJzS1lasnuHtVMt2pK
[Ifux5BC6hulvmY7kzV7W7alUrpYm_3H4zYvyMeq5pGqFmW2k8zpO878TRIZx7
pZfPYDSXZySOCfKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXn9uDgd6éwycMagnQ
fOTs_lycTWmY-aqWVDKhjYNRfO3NiwRtb5BE-tOdFWCASQj3uuAgPGrO2AWBe3
8UjQbOIvXn1SpyvYZ3WFc7WOJYaTa7A8DRNEMCET-xDmMMuxCO0G7S2rscw5IQQU
06MVZTIFOtOUvfuKBa03cxA_nIBIhLMjY2kOTxQMmpDPTr6Cho8aKaOnx6ASES
Jx9paBpnNmMOOKH35] _QIrQhDWUN6A2Gg8iFayJ69XxDEdHAVCGRzN3woEI20zDR
s

Figure 87: Encrypted Key, base64url-encoded
5.2.4. Encrypting the Content
The following are generated before encrypting the plaintext:
o JWE Protected Header; this example uses the the header from

Figure 88, encoded using [RFC4648] base64url to produce Figure 89.

"alg": "RSA-OAEP",
"kid": "samwise.gamgee@hobbiton.example”,
"enc": "A256GCM"

}
Figure 88: JWE Protected Header JSON

eyJhbGciOiJSUOELTOFFUCIsImtpZCl6InNhbXdpc2UuZ2FtZ2VIQGhvY mJIpdG
QuULMV4YW1wbGUILCJIIbmMiOiJBMjU2RONNINO

Figure 89: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

0 CEK (Figure 85);
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o Initialization vector/nonce (Figure 86); and
o JWE Protected Header (Figure 89) as authenticated data
produces the following:
o Ciphertext from Figure 90.
0 Authentication tag from Figure 91.
04k2cnGN8rsSw3IDol1YuySkgeS t2m1GXkiISggBdpACmM6UJuJowOHCS5ytjgYgR
L-I-soPlwgMUf4UgRWWeaOGNwEvGW-xyMO1ITYxrXfVzllaRdhYtEMRBVBWbEw
P7ualDRfvaOjgzv6lfa3brcAM64d8p5lhhNcizPersuhwbf-pGYzseva-TUalL8
iWnctc-sSwy7SQmRkfhDjwbz0fz6kFovEQj64X115s7E6GLp5fnbYGLalQUIML
7Cc2Gxgvl7zqWoO0YIEc7aCflLG1-8BboVWFdZKLK9vNoycrYHumwzKIuLWEbSV
maPpOslY2n525DxDfWaVFUfKQxMF56vn4B9QMpWAbnypNimbM8zVOw
Figure 90: Ciphertext, base64url-encoded
UCGigJxhBI3IFVdPalHHVA
Figure 91: Authentication Tag, base64url-encoded
5.2.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 89)
o Encrypted key (Figure 87)
o Initialization vector/nonce (Figure 86)
o Ciphertext (Figure 90)
o Authentication tag (Figure 91)

The resulting JWE object using the Compact serialization:
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eyJhbGCiOIJSUOETOFFUCISImtpZCI6InNhbXdpc2UuZ2FtZ2VIQGhvYmJpdG
9uLMVA4YW1wbGUILCJIbmMiOiJBMjU2RONNINO

rT99rwrBThTI7IIMBfUIEIi7226HEB7IchCxNuh7ICiud48LxeolRdtFF4nzQi

beYOI5S PJsAXZwSXtDePz9hk-BbtsTBqC2UsPOdwjCINhNupNNu9QuHIVftDyu
cvI6hvALeZ60GNhNV4v1zx2k701D89mAzfw-_ kT3tkuorpDU-CpBENfIHX1Q58
-Aad3FzMuo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8Bpx
KduVv9ScflQTcYm6eJEBz3aSwlaK4T3-dwWpuBOhROQXBosJzS1lasnuHtVMt2pK
[Ifux5BC6hulvmY7kzV7W7alUrpYm_3H4zYvyMeq5pGqFmW2k8zpO878TRIZx7
pZfPYDSXZySOCfKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXn9uDgd6éwycMagnQ
fOTs_lycTWmY-aqWVDKhjYNRfO3NiwRtb5BE-tOdFWCASQj3uuAgPGrO2AWBe3
8UjQbOIvXn1SpyvYZ3WFc7WOJYaTa7A8DRNEMCET-xDmMuxCO0G7S2rscw5IQQU
06MVZTIFOtOUvfuKBa03cxA_nIBIhLMjY2kOTxQMmpDPTr6Cho8aKaOnx6ASES
Jx9paBpnNmMOOKH35] _QIrQhDWUN6A2Gg8iFayJ69XxDEdHAVCGRzN3woEI20zDR
s

“nBoKLHOYKLZPSI9
64k20nGN8rSSw3IDolYuySkqu_thlGXkIqudeACmGUJuJowOHC5ytqugR
L-1-soPlwgMUf4UgRWWeaOGNwevGW-xyMO1ITYxrXfVzllaRdhYtEMRBVBWbEwW
P7ualDRfvaOjgZzv6lfa3brcAM64d8p5lhhNcizPersuhwbf-pGYzseva-TUalL8
iWnctc-sSwy7SQmRkfhDjwbhz0fz6kFovEQj64X115s7E6GLp5fnbYGLalQUIML
7Cc2Gxgvl7zqWoO0YIEc7aCflLG1-8BboVWFdAZKLK9vNoycrYHumwzKIuLWEbSV
maPpOslY2n525DxDfWaVFUfKQxMF56vn4BOQMpWADbnypNimbM8zVOw
UCquthBISIFVdPaIHHvA

Figure 92: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "rT99rwrBTbTI71IM8fU3EIi7226HEB7IchCxNu
h7ICiud48LxeolRdtFF4nzQibeYOI5S PJsAXZwSXtDePz9hk-Bb
tsTBqC2UsPOdwjCONhNupNNu9uHIVftDyucvI6hvALeZ60GnhNV4
v1zx2k701D89mAzfw-_kT3tkuorpDU-CpBENfIHX1Q58-Aad3FzM
uo3Fn9buEP2yXakLXYal5BUXQsupM4A1GD4_H4Bd7V3u9h8Gkg8B
pxKdUV9ScfIQTcYm6eJEBz3aSwlaK4T3-dwWpuBOhROQXBosJzS1
asnuHtVMt2pKIIfux5BC6hulvmY7kzV7W7alUrpYm_3H4zYvyMeq
5pGgFMW2k8zp0878TRIZX7pZfPYDSXZySOCfKKkMozT_qiCwZTSz
4duYnt8hS4z9sGthXn9uDqd6éwycMagnQfOTs_lycTWmY-agWVDKh
JYNRfO3NiwRtb5BE-tOdFwWCASQj3uuAgPGrO2AWBe38UjQbOIvXn
1SpyvYZ3WFc7WOJYaTa7A8DRN6MCET-xDmMuxCOG7S2rscw5IQQU
06MvVZTIFOtOUvfuKBa03cxA_nIBIhLMjY2kOTxQMmpDPTr6Cho8a
KaOnx6ASE5Jx9paBpnNmMOOKH35j_QIrQhDWUN6A2Gg8iFayJ69xD
EdHAVCGRzN3woEI20zDRs"

}

1,

"protected": "eyJhbGciOiJSUOEtTOFFUCIsImtpZCl6InNhbXdpc2Uuz2
Ftz2VIQGhvYmJpdG9uLmV4YW1wbGUILCJIIbmMiOiJBMjU2RONNINO",

"iv": "-nBoKLHOYKLZPSI9",

"ciphertext": "04k2cnGN8rSSw3lDolYuySkgeS t2m1GXklSggBdpACmM6
UJuJowOHC5ytjqgYgRL-I-soPlwgMUf4UgRWWeaOGNwBvGW-xyMO1ITYx
rXfVzilaRdhYtEMRBvVBWbEwWP7ualDRfvaOjgZv6ifa3brcAM64d8p5ih
hNcizPersuhw5f-pGYzseva-TUaL8iWnctc-sSwy7SQmRkfhDjwbz0fz
6kFovEQj64X1I15s7E6GLP5fNbYGLal1QUIML7Cc2Gxgvl7zqWoOYIEc7a
CfILG1-8BboVWFdZKLK9vNoycrYHumwzKIuLWEbSVmaPpOslY2n525Dx
DfWaVFUfKQxMF56vn4B9QMpWAbnypNimbM8zVOow",

"tag": "UCGigJxhBI3IFVdPalHHVA"

}

Figure 93: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{
"protected": "eyJhbGciOiJSUOEtTOFFUCIsImtpZCl6InNhbXdpc2UuZz2

FtZz2VIQGhvYmJpdG9uLmV4YW1wbGUILCJIbmMiOiJBMjU2RONNINO",

"encrypted_key": "rT99rwrBTbTI71IM8fU3EIi7226HEB7IchCxNuh7IC
iud48LxeolRdtFF4nzQibeYOI5S PJsAXZwSXtDePz9hk-BbtsTBqC2U
sPOdwjCONhNupNNu9uHIVftDyucvI6hvALeZ60GNnhNV4v1zx2k701D89
mAzfw-_kT3tkuorpDU-CpBENfIHX1Q58-Aad3FzMuo3Fn9buEP2yXakL
XYal5BUXQsupM4A1GD4 H4Bd7V3u9h8Gkg8BpxKdUV9ScfIQTcYm6eJE
Bz3aSwlaK4T3-dwWpuBOhROQXBosJzSlasnuHtVMt2pKIlfux5BC6hul
vmY7kzV7W7alUrpYm_3H4zYvyMeq5pGqFmW2k8zpO878TRIZx7pZfPYD
SXZySOCfKKkMozT_qiCwZTSz4duYnt8hS4Z9sGthXn9uDqdéwycMagnQ
fOTs_lycTWmY-aqWVDKhjYNRfO3NiwRtb5BE-tOdFWCASQj3uuAgPGroO
2AWBe38UjQbO0IlvXn1SpyvYZ3WFc7WOJYaTa7A8DRN6MC6E6T-xDmMuxC0G
7S2rscw5lQQUO6MVZTIFOtOUVfuKBa03cxA_nIBIhLMjY2kOTxQMmpDP
Tr6Cbo8aKaOnx6ASE5Ix9paBpnNmMOOKH35]_QIrQhDWUNG6A2Gg8iFayJ
69XxDEdHAVCGRzN3woEI20zDRs",

"iv": "-nBoKLHOYKLZPSI9",

"ciphertext": "04k2cnGN8rSSw3IDolYuySkgeS_t2m1GXkiSggBdpACm6
UJuJowOHC5ytjqgYgRL-I-soPlwgMUf4UgRWWeaOGNw6vGW-xyMO1ITYx
rXfvzllaRdhYtEMRBvVBWbEwP7ualDRfvaOjgZv6ifa3brcAM64d8p5ih
hNcizPersuhw5f-pGYzseva-TUaL8iWnctc-sSwy7SQmRkfhDjwbz0fz
6kFovEQj64X1I5s7E6GLP5fnbYGLalQUIML7Cc2Gxgvl7zqWoOYIEc7a
CfILG1-8BboVWFdZKLK9vNoycrYHumwzKIuULWEbSVmaPpOslY2n525Dx
DfWaVFUfKQxMF56vn4B9QMpWAbnypNimbM8zVOow",

"tag": "UCGigJxhBI3IFVdPalHHVA"

}

Figure 94: JSON Flattened Serialization
5.3. Key Wrap using PBES2-AES-KeyWrap with AES-CBC-HMAC-SHA2

The example illustrates encrypting content using the
"PBES2-HS512+A256KW" (PBES2 Password-based Encryption using HMAC-
SHA-512 and AES-256-KeyWrap) key encryption algorithm with the
"A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content encryption
algorithm.

A common use of password-based encryption is the import/export of
keys. Therefore this example uses a JWK Set for the plaintext
content instead of the plaintext from Figure 72.

Note that if password-based encryption is used for multiple
recipients, it is expected that each recipient use different values
for the PBES2 parameters "p2s" and "p2c".

Note that whitespace is added for readability as described in
Section 1.1.
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5.3.1. Input Factors
The following are supplied before beginning the encryption process:

o Plaintext content; this example uses the plaintext from Figure 95
(*NOTE* all whitespace added for readability)

o Password; this example uses the password from Figure 96 - with the
sequence "\xe2\x80\x93" replaced with (U+2013 EN DASH)

0 "alg" parameter of "PBES2-HS512+A256KW"

0 "enc" parameter of "A128CBC-HS256"

"keys": [

"kty": "oct",

"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"use": "enc",

"alg": "A128GCM",

"k": "XctOhJAKA-pDILh7ZgW_2A"

"kty": "oct",

"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"use": "enc",

"alg": "A128KW",

"k": "GZy6sIZ6WI9NJOKB-jnmVQ"

"kty": "oct",

"kid": "18ec08e1-bfa9-4d95-b205-2b4dd1d4321d",

"use": "enc",

"alg": "A256 GCMKW",

"k": "gqC57]_uxcm7Nm3K-ct4GFjx8tM1UBCZONLBvdQstiS8"

Figure 95: Plaintext Content
entrap_o\xe2\x80\x93peter_long\xe2\x80\x93credit_tun

Figure 96: Password
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5.3.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 97.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 98.

uwsjJXaBK407Qaf0_zpcpmrlCs0CC50hIUEYyGNEt3mO

Figure 97: Content Encryption Key, base64url-encoded
VBiCzVHNOLIR3F4V82uoTQ

Figure 98: Initialization Vector, base64url-encoded

5.3.3. Encrypting the Key
The following are generated before encrypting the CEK:
0 Salt; this example uses the salt from Figure 99.
0 lteration count; this example uses the iteration count 8192.
8Q1SzinasR3xchYz6ZZcHA
Figure 99: Salt, base64url-encoded

Performing the key encryption operation over the CEK (Figure 97))
with the following:

o Password (Figure 96);

o Salt (Figure 99), encoded as an octet string; and

o lIteration count (8192)

produces the following encrypted key:
d3gNhUWfgheyPp4H8sjOWsDYajoejdc5Je6rlUtFPWdgtURtmeDV1g

Figure 100: Encrypted Key, base64url-encoded
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5.3.4. Encrypting the Content
The following are generated before encrypting the content:
o JWE Protected Header; this example uses the header from

Figure 101, encoded using [RFC4648] base64url to produce
Figure 102.

{
"alg": "PBES2-HS512+A256KW",
"p2s"; "8Q1SzinasR3xchYz6ZZcHA",
"p2c": 8192,
"cty": "jwk-set+json",
"enc": "A128CBC-HS256"

Figure 101: JWE Protected Header JSON
eyJhbGciOiJQQKkVTMIillUzUxMitBMjU2S1ciLCIwMNnMIOil4UTFTemluYXNSM3
hjaFI6NIpaYOhBIliwicDJjljo4MTkyLCJjdHkiOiJqd2stc2VOK2pzb24iLCJI
bmMiOiJBMTI4Q0JDLUhTMjU2In0

Figure 102: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 95) with the the following:

o CEK (Figure 97);

o Initialization vector/nonce (Figure 98); and

o JWE Protected Header (Figure 102) as authenticated data
produces the following:

o Ciphertext from Figure 103.

o Authentication tag from Figure 104.
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23i-Th1AV4nOWKVSSgcQrdg6GRgsUKXjruHXYsTHAJLZ2nsnGIX86vMXqli6IR
sfywCRFzLXEcZBRNnTvG3nhzPkOGDD7FMyXhUHpDJEYCNA_XOmzg8yZR90yjo6l
TF6si4q9FZ2EhzgFQCLO_6h5EVg3vR75_hkBsnuogoM3dwejXBtlodN84PeqMb
6asmas_dpSsz7H10fC5ni9x1z424givB1YLIdF6exVmLI3R3fO00Ibmk2GBQZL
_SEGIIv2cQsBgeprARsaQ7Bq99tT80coH8ItBjgV08AtzXFFsx9qKvC982KLKd
POMTIVIKkqtVARU5LEVpBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrok
AKYPgmXUeRdjFJwafkYEkiuDCVOvVWGAI1DH2xTafhJwecmywlyzi4ABgRpmdn_N-
zI5tudYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ2izEmOTUSE8oMKdTw8V
3kobXZ77ulMwDs4p
Figure 103: Ciphertext, base64url-encoded
OHIwodAhOCILG5SQ2LQ9dg
Figure 104: Authentication Tag, base64url-encoded

5.3.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 102)
o Encrypted key (Figure 100)
o Initialization vector/nonce (Figure 98)
o Ciphertext (Figure 103)
o0 Authentication tag (Figure 104)

The resulting JWE object using the Compact serialization:
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eyJhbGciOiJQQkVTMIillUzUxMitBMjUu2S1ciLCIwMNnMIOil4UTFTemluYXNSM3
hjaFI6NIpaYOhBIliwicDJjljo4MTkyLCJjdHkiOiJqd2stc2VOK2pzb24iLCJI
bmMiOiJBMTI4Q0JDLUNhTMjU2In0

d3qNhUWfqheyPp4H8stWsDYajoej4cSJe6rIUtFPdetURtmeDVlg
VBiCzVHNoLiR3F4V82uoTQ

23i-Th1AV4AnOWKVSSgcQrdg6GRgsUKXxjruHXYsTHAJLZ2nsnGIX86vMXqli6IR
sfywCRFzLXEcZBRnTvG3nhzPkOGDD7FMyXhUHpDJEYCNA_XOmzg8yZR9oyjo6l
TF6si4q9FZ2EhzgFQCLO_6h5EVg3vR75 _hkBsnuogqoM3dwejXBtlodN84PeqMb
6asmas_dpSsz7H10fC5ni9xIz424givB1YLIdF6exVmLI3R3fO00Jbmk2GBQZL
_SEGIIv2cQsBgeprARsaQ7Bq99tT80coH8ItBjgV08AtzXFFsx9qKvC982KLKd
PQMTIVIKKkqtVARU5LEVPBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrok
AKYPgmXUeRdjFJwafkYEkiuDCVOVWGAI1DH2xTafhJwcmywlyzi4ABgRpmdn_N-
zI5tudYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ2izEmOTUSE8oMKdTw8V
3kobXZ77ulMwDs4p

bHIwodAhOCILG5SQ2LQ9dg
Figure 105: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "d3qNhUWfgheyPp4H8sjOWsDYajoej4c5Je6rlU
tFPWdgtURtmeDV1g"
}

1,

"protected": "eyJhbGciOiJQQKVTMIillUzUxMitBMju2S1ciL CIwMnMiOi
14AUTFTemluYXNSM3hjaFI6NIpaYOhBliwicDJjljo4AMTkyLCJjdHkiOi
Jgd2stc2VOK2pzb24iLCIIbmMiOiIBMTI4Q0JDLUNTMjU2In0",

"iv": "VBiCzVHNOLIR3F4V82uoTQ",

"ciphertext": "23i-Tbh1AV4nOWKVSSgcQrdg6GRqsUKXjruHXYsTHAJLZ2
nsnGIX86vMXqli6IRsfywCRFzLXEcZBRNTvG3nhzPkOGDD7FMyXhUHpD
JEYCNA_XOmzg8yZR90yjobITF6si4q9FZ2EhzgFQCLO_6h5EVQ3vR75_
hkBsnuogoM3dwejXBtlodN84PegMb6asmas_dpSsz7H10fC5ni9x1z42
4givB1YLIdF6exVmL93R3fO00Jbmk2GBQZL_SEGIlv2cQsBgeprARsaQ
7Bg99tT80coH8ItBjgV08AtzXFFsx9gKvC982KLKAPQMTIVJIKkgtV4Ru
5LEVpBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrokAKYPgmXUe
RdjFJIwafkYEkiuDCVIvWGAI1DH2xTafhJwemywlyzidBgRpmdn_N-zI5
tudYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ2izEmOTUSES8oMKdT
w8V3kobXZ77ulMwDs4p",

"tag": "OHIwodAhOCILG5SQ2LQ9dg"

}
Figure 106: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{

"protected": "eyJhbGciOiJQQKVTMIillUzUxMitBMju2S1ciL CIwMnMiOi
14UTFTemluYXNSM3hjaFI6NIpaYOhBliwicDJjljo4AMTkyLCJjdHkiOi
Jqd2stc2VOK2pzb24iLCIIbmMiOIIBMTI4Q0JDLUhTMjU2In0",

"encrypted_key": "d3qNhUWfgheyPp4H8sjOWsDY ajoej4c5Je6rlUtFPW
dgtURtmeDV1g",

"iv": "VBiCzVHNOLIR3F4V82uoTQ",

"ciphertext": "23i-Tbh1AV4AnOWKVSSgcQrdg6GRgsUKxjruHXYsTHAJLZ2
nsnGIX86vMXqli6IRsfywCRFzLXEcZBRNTvG3nhzPkOGDD7FMyXhUHpD
JEYCNA_XOmzg8yZR90yjo6ITF6si4q9FZ2EhzgFQCLO_6h5EVQ3VR75_
hkBsnuogoM3dwejXBtlodN84PegMb6asmas_dpSsz7H10fC5ni9x1z42
4givB1YLIdF6exVmL93R3fO00Jbmk2GBQZL_SEGIlv2cQsBgeprARsaQ
7Bq99tT80coH8ItBjgV08AtzXFFsx9qKvC982KLKdPQMTIVJIKkqtV4Ru
5LEVpBZXBnZrtViSOgyg6AiuwaS-rCrcD_ePOGSuxvgtrokAKYPgmXUe
RdjFJwafkYEkiuDCVOvWGAI1DH2xTafhJwecmywlyzidBgRpmdn_N-zI5
tuJYyuvKhjKv6ihbsV_k1hJGPGAxJ6wUpmwC4PTQ2izEmOTUSE8oMKdT
w8V3kobXZ77ulMwDs4p",

"tag": "OHIwodAhOCILG5SQ2LQ9dg"

}

Figure 107: JSON Flattened Serialization

5.4. Key Agreement with Key Wrapping using ECDH-ES and AES-KeyWrap with
AES-GCM

This example illustrates encrypting content using the "ECDH-
ES+A128KW" (Elliptic Curve Diffie-Hellman Ephemeral-Static with AES-
128-KeyWrap) key encryption algorithm and the "A128GCM" (AES-GCM)
content encryption algorithm.

Note that only the EC public key is necessary to perform the key
agreement. However, the example includes the EC private key to allow
readers to validate the output.

Note that whitespace is added for readability as described in
Section 1.1.

5.4.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72
o0 EC public key; this example uses the public key from Figure 108
0 "alg" parameter of "ECDH-ES+A128KW"

0 "enc" parameter of "A128GCM"
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"kty": "EC",
"kid": "peregrin.took@tuckborough.example”,

"use": "enc",

"crv": "P-384",

"X": "YU4rRUzdmVgmRtWOs20pDE_T5fsNIodcG8G5FWPITPMyxpzsSOGaQL
pe2FpxBmu2",

"y": "A8-yxCHxkfBz3hKZfl1jUYMjUhsEveZ9THuwFjH2sCNdtksRJU7D5-
SkgaFL1ETP",

"d": "ITx2pk7wW-GgJKHCEKFQb2EFyYcO7RugmaW3mRrQVAOUIPommTOIldn
YK2xDIZh-j"

}
Figure 108: Elliptic Curve P-384 Key, in JWK format

(*NOTE*: While the key includes the private parameters, only the

public parameters "crv", "x", and "y" are necessary for the

encryption operation.)
5.4.2. Generated Factors
The following are generated before encrypting:

0 Symmetric AES key as the Content Encryption Key (CEK); this
example uses the key from Figure 109.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 110

Nou2ueKIP70ZXDbg9UrRwg
Figure 109: Content Encryption Key, base64url-encoded
mH-G2zVqgztutnW_
Figure 110: Initialization Vector, base64url-encoded
5.4.3. Encrypting the Key
To encrypt the Content Encryption Key, the following are generated:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key from Figure 111.
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"kty": "EC",
"crv": "P-384",

"X": "uBo4kHPw6kbjx5l0xowrd _o0YzBmaz-GKFZu4xAFFkbYiWgutEKGIUE
DsQ6wNdNg3",

"y": "sp3p5SGhzVC2faXuml-e9JU2Mo8KpoYrFDr5yPNVIWAPgEWZOYyQTA-
JdaY8tb7E0",

"d": "D5H4Y_5PSKzZvhfVFbcCYJOtcGZygRgfZkpsBr59lcmmhe9sWenkzZ8W
fwhinUfWJg"
}

Figure 111: Ephemeral Elliptic Curve P-384 Key, in JWK format

Performing the key encryption operation over the CEK (Figure 109)
with the following:

0 The static Elliptic Curve public key (Figure 108); and
0 The ephemeral Elliptic Curve private key (Figure 111);
produces the following JWE encrypted key:

0DJjBXri_kBcC46lkU5_Jk9BgaQeHdv2

Figure 112: Encrypted Key, base64url-encoded
5.4.4. Encrypting the Content

The following are generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 113, encoded to [RFC4648] base64url as Figure 114.

"alg": "ECDH-ES+A128KW",
"kid": "peregrin.took@tuckborough.example”,
Ilepkll: {

"kty": "EC",

"crv'": "P-384",

"X": "uBo4kHPw6kbjx5l0xowrd_oYzBmaz-GKFZu4xAFFkbYiWgutEKG6i
UEDsQ6wNdNg3",

"y": "sp3p5SGhzVC2faXuml-e9JU2Mo8KpoYrFDr5yPNVIWAPgEWZOyQT
A-JdaY8tb7E0"
}

}

: nc": "A128GCM"

Figure 113: JWE Protected Header JSON
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eyJhbGciOiJFQORILUVTKOEXMjhLVylsimtpZCl6InBlcmVncmluLnRvb2tAdH
Vja2Jvem9172guZXhhbXBsZSlsImVwayl6eyJrdHkiOiJFQylsImNydil611At
MzgOliwieCl6InVCbzRrSFB3Nmtiang1bDB4b3dyZF9vWXpCbWF6LUdLRIp1INH
hBRKZrYllpV2d1dEVLNmMI1IRURzUTZ3TmMROZzMiLCJ5ljoic3AzcDVTR2haVkMy
ZmFYdW1JLWU5SSIUyTW84S3BVvWXJIGRHI1eVBOVNRXNFBNRXdaT3IRVEEISMRhWT
hOYjdFMCJ9LCJIbmMIiOiJBMTI4RONNINO

Figure 114: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 109);
o Initialization vector/nonce (Figure 110); and
o JWE Protected Header (Figure 114) as authenticated data
produces the following:
o Ciphertext from Figure 115.
o Authentication tag from Figure 116.
tkZuO09h950gHIMKKrfLBisku8rGfenzVxhRM3sVOhXgz5NJ760ID7IpnAi_cP
WJIRCjSpAaUZ5dOR3Spy7QUEKMKx8-3RCMhSYMzsXaEwDdXta9Mn5B7cCBoJKBO
IgEnj_qgfolhli-uEkUpOZ8aLTZGHfplO5MwbKkTe2yK3mjF6SBAsgicQDVCkc
Y9BLIuzx1RmMC30RXaM0JaHPB93YcdSDGgpgBWMVINU1ErkjcMgMoT_wtCex3w0
3XdLkjXIuEr2hwgeP-nkUZTPU9E0GSPj6fAS-bSz87RCPrxZdj_iVyC6QWcgAu
07WNhjzJEPc4jVntRI6K53NgPQ5p991374080Ugj4ioYezbS6VTPIQ
Figure 115: Ciphertext, base64url-encoded
WuGzxmcreYjpHGJoal7EBg
Figure 116: Authentication Tag, base64url-encoded
5.4.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 114)
0 Encrypted key (Figure 112)

o Initialization vector/nonce (Figure 110)

o Ciphertext (Figure 115)
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0 Authentication tag (Figure 116)
The resulting JWE object using the Compact serialization:

eyJhbGciOiJFQORILUVTKOEXMjhLVylsimtpZCl6InBlcmVncmluLnRvb2tAdH
Vja2Jvem91z2guZXhhbXBsZSIsimVwayl6eyJrdHkiOiJFQylsImNydil611At
MzgOliwieCl6InVCbzRrSFB3Nmtiang1bDB4b3dyZFOvWXpCbWF6LUdLRIp1INH
hBRKZrYllpV2d1dEVLNmMI1IRURzUTZ3TmMROZzMiLCJ5ljoic3AzcDVTR2haVkMy
ZmFYdW1JLWU5SSIUyTW84S3BvWXJIGRHI1eVBOVNRXNFBNRXdaT3IRVEEtSMRhWT
hOYjdFMCJ9LCJIIbmMiOiJBMTI4RONNINO

0DJjBXri_kBcC461kU5_Jk9BgaQeHdv2
mH-G22VqgztUtnW_
ikZuOOQhQSOgHJmkkrfLBisku8rGf6nszhRM3sVOthzSNJ760ID7IpnAi_cP
WJIRCjSpAaUZ5dOR3Spy7QUEKmMKx8-3RCMhSYMzsXaEwDdXta9Mn5B7cCBoJKBO
IgEnj_gfolhli-uEKUpOZ8alL TZGHfplO5MwbKkTe2yK3mjF6SBAsgicQDVCkc
Y9BLIuzx1IRmMC30RXaM0JaHPB93YcdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3w0
3XdLkjXIuEr2hwWgeP-nkUZTPU9E0GSPj6fAS-bSz87RCPrxZdj_iVyC6QWcgAu
07WNhjzJEPc4jVntRI6K53NgPQ5p991324080Uqj4ioYezbS6vTPIQ
WuszmcreYijGJoal?EBg

Figure 117: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "0DJjBXri_kBcC461kU5_Jk9BgaQeHdv2"

1,

"protected": "eyJhbGciOiJFQORILUVTKOExMjhLVylsIimtpZCl6InBlcm
VncmluLnRvb2tAdHVja2Jvem9172guZXhhbXBsZSlsImVwayl6eyJrdH
kiOiJFQylIsImNydil6lIAtMzgOliwieCl6InVCbzRrSFB3Nmtiang1bD
B4b3dyZFOvWXpCbWF6LUdLRIpINHhBRKZrYIIpV2d1dEVLNmMIIRURZUT
Z3TmROZzMiLCJ5ljoic3AzcDVTR2haVKMyZmFYdW1JLWUSSIUyTW84S3
BVWXJGRHI1eVBOVNRXNFBNRXdaT3IRVEEtSmMRhWThOYjdFMCJOLCJlbm
MiOiJBMTI4RONNINO",

"iv": "mH-G2zVqgztUtnw_",

"ciphertext": "tkZuOO9h950gHJImMKkrfLBisku8rGfénzVxhRM3sVOhXgz
5NJ760ID7IpnAi_cPWJRC|SpAaUZ5dOR3Spy7QUEKmMKx8-3RCMhSYMzs
XaEwDdXta9Mn5B7cCBo0JKBOIgEN]_gfolhli-uEkUpOZ8alLTZGHfpl05
MwbKkTe2yK3mjF6SBAsgicQDVCkcY9BLIuzx1RmC30RXaM0JaHPB93Y
cdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3w03XdLkjXIuEr2hwgeP-nkU
ZTPU9EOGSPj6fAS-bSz87RCPrxZdj_iVyC6QWcgAu07WNhjzJEPc4jVn
tRI6K53NgPQ5p991324080Uqj4ioYezbS6vTPIQ",

"tag": "WuGzxmcreYjpHGJoal7EBg"

}

Figure 118: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{

"protected": "eyJhbGciOiIJFQORILUVTKOEXMjhLVylIsimtpZCI6InBlcm
VncmluLnRvb2tAdHVja2Jvem91Z2guZXhhbXBsZSlsImVwayl6eyJrdH
kiOiJFQyIsImNydil6lIAtMzgOliwieCI6InVCbzRrSFB3Nmtiang1bD
B4b3dyZFOvWXpCbWF6LUdLRIpINHhBRKZrYlIpV2d1dEVLNmMIIRURZUT
Z3TmROZzMiLCJ5ljoic3AzcDVTR2haVKMyZmFYdW1JLWU5SSIUyTW84S3
BvWXJGRHI1eVBOVNRXNFBnRXdaT3IRVEEtSmMRhWThOYjdFMCJ9LCJIbm
MiOiJBMTI4RONNInQ",

"encrypted_key": "0DJjBXri_kBcC461kU5_Jk9BqgaQeHdv2",

"iv": "mH-G2zVqgztUtnw_",

"ciphertext": "tkZuOO9h950gHJImMKkrfLBisku8rGfénzVxhRM3sVOhXgz
5NJ760ID7IpnAi_cPWJRCjSpAaUZ5dOR3Spy7QUEKMKx8-3RCMhSYMzs
XaEwDdXta9Mn5B7cCBoJKBOIgEN]_gfolhli-uEKUpOZ8aLTZGHfpl05
jMwbKkTe2yK3mjF6SBAsgicQDVCkcY9BLIuzx1RmC30RXaM0JaHPB93Y
cdSDGgpgBWMVrNU1ErkjcMgMoT_wtCex3w03XdLkjXIuEr2hWgeP-nkU
ZTPU9EOGSPj6fAS-bSz87RCPrxZdj_iVyC6QWcgAuO7WNhjzJEPc4jVn
tRI6K53NgPQ5p9913Z24080Uqj4ioYezbS6vTPIQ",

"tag": "WuGzxmcreYjpHGJoal7EBQ"

}

Figure 119: JSON Flattened Serialization
5.5. Key Agreement using ECDH-ES with AES-CBC-HMAC-SHA2
This example illustrates encrypting content using the "ECDH-ES"
(Elliptic Curve Diffie-Hellman Ephemeral-Static) key agreement
algorithm and the "A128CBC-HS256" (AES-128-CBC-HMAC-SHA-256) content
encryption algorithm.
Note that only the EC public key is necessary to perform the key
agreement. However, the example includes the EC private key to allow
readers to validate the output.

Note that whitespace is added for readability as described in
Section 1.1.

5.5.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
0 EC public key; this example uses the public key from Figure 120.
o "alg" parameter of "ECDH-ES"

0 "enc" parameter of "A128CBC-HS256"
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Ilktyll: IIECII'

"kid": "meriadoc.brandybuck@buckland.example”,

"use"™ "enc”,

"crv': "P-256",

"x": "Ze2loSV3wrroKUN_4zhwGhCgo3Xhultd4QjeQ5wIVRQO",
"y": "HILtdXARY_f55A3fnzQbPcm6hgr34Mp8p-nuzQCEOZw",

"d": "r_kHyZ-a06rmxM3yESK84rlotSg-aQcVStkRhA-iCM8"

Figure 120: Elliptic Curve P-256 Key

(*NOTE*: While the key includes the private parameters, only the

public parameters "crv", "x", and "y" are necessary for the
encryption operation.)

5.5.2. Generated Factors
The following are generated before encrypting:

o Initialization vector/nonce; this examples uses the initialization
vector/nonce from Figure 121.

ycINBV5sYyv3iGQT9261Ug
Figure 121: Initialization Vector, base64url-encoded

*NOTE*: The Content Encryption Key (CEK) is not randomly generated;
instead it is determined using ECDH-ES key agreement.

5.5.3. Key Agreement
The following are generated to agree on a CEK:
o Ephemeral private key; this example uses the private key from

Figure 122.

"kty": "EC",

"crv': "P-256",

"X": "mPUKT_bAWGHIhgOTpjjgVsP1rXWQu_vwVOHHtNkdYoA",
"y": "8BQAsSIMGeAS46fyWwS5MhYfGTTOIBpFw2SS34Dv4lrs",
"d": "AtH35vJsQ9SGjYfOsjUxYXQKrPH3FjZHMEtSKoSN8cM"

Figure 122: Ephemeral public key, in JWK format
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Performing the ECDH operation using the static EC public key

(Figure 120) over the ephemeral private key Figure 122) produces the
following CEK:

hzHdIfQIAEehb8Hrd_mFRhKsKLEzPfshfXs9l6areCc

Figure 123: Agreed to Content Encryption Key, base64url-encoded

5.5.4. Encrypting the Content
The following are generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 124, encoded to [RFC4648] as Figure 125.

"alg": "ECDH-ES",
"kid": "meriadoc.brandybuck@buckland.example",
Ilepkll: {
"kty": "EC",
"crv": "P-256",
"x": "mPUKT_bAWGHIhgOTpjjgVsP1rXWQu_vwVOHHtNkdYoA",
"y": "8BQAsIMGeAS46fyWwS5MhYfGTTOIBpFw2SS34Dv4lrs"

}1
"enc": "A128CBC-HS256"
}

Figure 124: JWE Protected Header JSON
eyJhbGciOiJFQORILUVTIiwia2lkljoibWVyaWFkb2MuYnJhbmR5YnVjaOBidW
NrbGFuZC5leGFtcGxIliwiZXBrljp7Imt0eSI61kVDIliwiY3J21joiUCOyNTYi
LCJ4ljoibVBVS1RfYkFXROhJaGewVHBganFWc1lAxclhXUXVfdndWTOhIdESrZF
IvQSIsInkiOil4QIFBcOItR2VBUzQ2ZnIXdzVNaFImMR1IRUMEIgQnBGdzJTUzMO
RHY0SXJzIn0sImVuYyI6IKEXMjhDQKMtSFMyNTYifQ

Figure 125: JWE Protected Header, base64url-encoded

Performing the content encryption operation on the Plaintext
(Figure 72) using the following:

o CEK (Figure 123);
o Initialization vector/nonce (Figure 121); and
o JWE Protected Header (Figure 125) as authenticated data

produces the following:
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o Ciphertext from Figure 126.
o Authentication tag from Figure 127.
BoDIwPnTypYq-ivimQVAYJLb5Q6I-F3LIgQomIz87yW40OPKbWE1zSTEFDfhU9
IPIOSA9BMI4Am7iDFwWA-1ZXvHteLDtw4AR1XRGMEsSDIgAYtskTTmzmzNa-_g4F_e
VAPUMwIO-ZG45Mng4uhM1fm_D9rBtWolgZSF3xGNNkpOMQKF1CI8i8wjzRlIi7-
IXgyirlKQsbhhqRzkv8IlcY6aHI24j03C-AR2le1r7URUhArM79BY8s0ZU0IzwI
-sD5PZ3I4NDCCei9XkolAfsXIWmySPoeRb2Ni5UZL4mY pvKDiwmyzGd65KqVw7
MsFfl_K767G9C9Azp73gKZDODyUn1mnOWWS5LmyX_yJ-3AROg8p1WZBfG-ZyJ61
95 JGG2m9Csg
Figure 126: Ciphertext, base64url-encoded
WCCkNa-x4BeB9hIDIfFuhg
Figure 127: Authentication Tag, base64url-encoded
5.5.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 114)
o Initialization vector/nonce (Figure 110)
o Ciphertext (Figure 115)
o0 Authentication tag (Figure 116)

Only the JSON General Serialization is presented because the JSON
Flattened Serialization is identical.

the resulting JWE object using the Compact serialization:
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eyJhbGciOiJFQORILUVTIiwia2lkljoibWVyaWFkb2MuYnJhbmR5YnVjaOBidW
NrbGFuZC5leGFtcGxlliwiZXBrljp7Imt0eSI61kVDIliwiY3J21joiUCOyNTYi
LCJ4ljoibVBVS1RfYkFXROhJaGewVHBganFWclAxclhXUXVidndWTOhIdESrZF
IvQSIsInkiOil4QIFBcOItR2VBUzQ2ZnIXdzVNaFImMR1IRUMEIgQnBGdzJTUzMO
RHY0SXJzIn0sImVuYyl6IKEXMjhDQKMtSFMyNTYifQ

yCONBVESYyV3iGQT9261Ug

BoDIwPnTypYqg-ivimQVAYJLb5Q6I-F3LIgQomIz87yW40OPKbWE1zSTEFDfhU9
IPIOSA9BMI4Am7iDFwWA-1ZXvHteLDtw4AR1XRGMESDIgAYtskTTmzmzNa-_g4F_e
VAPUMwIO-ZG45Mng4uhM1fm_D9rBtWolgZSF3xGNNkpOMQKF1CI8i8wjzRlIi7-
IXgyirlKQsbhhgRzkv8IcY6aHI24j03C-AR2le1r7URUhArM79BY8s0ZUO0IzwI
-sD5PZ314NDCCei9XkolAfsXIWmySPoeRb2Ni5UZL4mY pvKDiwmyzGd65KqVw7
MsFfl_K767G9C9Azp73gKZD0ODyUn1mnOWW5LmyX_yJ-3AR0q8p1WZBfG-ZyJ61
95_JGG2m9Csg

WCCkNa-x4BeB9hIDIfFuhg
Figure 128: Compact Serialization

the resulting JWE object using the JISON General Serialization:

{

"protected": "eyJhbGciOiJFQORILUVTliwia2lkljoibWVyaWFkb2MuYn
JhbmR5YnVjaOBidWNrbGFuZC5leGFtcGxlliwiZXBrljp7ImtOeSI6lk
VDIiwiY3J2ljoiUCOyNTYiLCJ4ljoibVBVS1RfYKFXROhJaGcwVHBgan
FWc1AxclhXUXVdndWTOhIdESrZFIvQSIsInkiOil4QIFBcOItR2VBUz
Q2ZnIXdzVNaFImR1RUMEIgQnBGdzJTUzMORHY0SXJzInOsImVuYyl6lk
ExMjhDQKMtSFMyNTYifQ",

"iv": "ycON8vV5sYyv3iGQT9261Ug",

"ciphertext": "BoDIwPnTypYg-ivimQVAYJLb5Q6I-F3LIgQomIz87ywW40
PKbWE1zSTEFDfhU9IPIOSA9BmMI4m7iDFwA-1ZXvHteLDtw4R1XRGMEs
DIgAYtskTTmzmzNa-_q4F_evAPUmMwIO-ZG45Mng4uhM1fm_D9rBtWolq
ZSF3xGNNkpOMQKF1CI8i8wjzRIi7-1XgyirlKQsbhhqRzkv8IcY6aHI2
4j03C-AR2le1lr7URUhArM79BY8s0ZU0Izwl-sD5PZ3I14NDCCei9XkolA
fsXIWmySPoeRb2Ni5UZL4AmYpvKDiwmyzGd65Kqvw7MsFfl_K767G9C9A
zp73gKZDODyUn1mnOWWS5LmyX_yJ-3AR0q8p1WZBfG-ZyJ6195_JGG2m9
Csg",

"tag": "WCCkNa-x4BeB9hIDIfFuhg"

}

Figure 129: JSON General Serialization
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5.6. Direct Encryption using AES-GCM

This example illustrates encrypting content using a previously

exchanged key directly and the "A128GCM" (AES-GCM) content encryption
algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.6.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 130.

o "alg" parameter of "dir"

0 "enc" parameter of "A128GCM"

{
"kty": "oct",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"use": "enc",

"alg™: "A128GCM",
"k": "XctOhJAKA-pDILh7ZgW_2A"

Figure 130: AES 128-bit key, in JIWK format
5.6.2. Generated Factors
The following are generated before encrypting:

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 131.

refad67QzzKx6QAB

Figure 131: Initialization Vector, base64url-encoded

5.6.3. Encrypting the Content

The following are generated before encrypting the content:
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o JWE Protected Header; this example uses the header from
Figure 132, encoded as [RFC4648] base64url to produce Figure 133.

"alg": "dir",
"kid": "77c7e2b8-6e13-45cf-8672-617b5b45243a",
"enc": "A128GCM"

}
Figure 132: JWE Protected Header JSON

Encoded as [RFC4648] base64url:

eyJhbGciOiJkaXIiLCIraWQIiOil3N2M3ZTJIOC02ZTEzLTQ1Y2YtODY3Mi02MT
diNWIONTIOMZ2EILCJIbmMiOiJBMTI4RONNINO

Figure 133: JWE Protected Header, base64url-encoded

Performing the encryption operation on the Plaintext (Figure 72)
using the following:

o CEK (Figure 130);
o Initialization vector/nonce (Figure 131); and
o JWE Protected Header (Figure 133) as authenticated data
produces the following:
o Ciphertext from Figure 134.
o Authentication tag from Figure 135.
JW_i_f52hww_ELQPGaYyeAB6HYGCR55919TYnSovc23XJoBcW29rHP8yZOZG7Y
hLpT1bjFuvZPjQS-mOIFtVcXkZXdH_Ir_FrdYt9HRUYkshtrMmIUAyGmUnd9zM
DB2n0cRDIHAzFVeJUDxkUwWVAET7_YGRPdcgMyiBoCO-FBAE-Nceb4h3-FtBP-c_
BIwCPTjb900SbdcdREEMJIMyZBH8ySWMVilgPD9yxi-aQpGbSv_FIN4IZAxscj5
g-NJsUPbjk29-s7LJAGb15wEBtXphVCgyy53ColKLHHeJHXex45Uz9aKZSRSIn
ZI-wjsYOyu3cT4_aQ3ilo-tiE-F8los61EKgylQ4CWao8PFM|8TTnp

Figure 134: Ciphertext, base64url-encoded
vbb32Xvllea2OtmHAdccRQ

Figure 135: Authentication Tag, base64url-encoded
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5.6.4. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 133)
o Initialization vector/nonce (Figure 131)
o Ciphertext (Figure 134)
o0 Authentication tag (Figure 135)

Only the JSON General Serialization is presented because the JSON
Flattened Serialization is identical.

The resulting JWE object using the Compact serialization:
eyJhbGciOiJkaXIiLCIraWQIiOil3N2M3ZTJIOC02ZTEzLTQ1Y2YtODY3Mi0O2MT
diNWIONTIOM2EILCJIbmMiOiJBMTI4RONNINO

refad67QzzKx6QAB
:]W_i_f52hww_ELQPGaerAB6HYGcR559I9TYnSovc23XJoBcW29rHP8yZOZG7Y
hLpT1bjFuvZPjQS-mOIFtVcXkZXdH_Ir_FrdYt9HRUYkshtrMmIUAYyGmUnd9zM
DB2n0cRDIHAzFVeJUDxkUWVAE7_YGRPdcqgMyiBoCO-FBAE-Nceb4h3-FtBP-c_
BIwCPTjb900SbdcdREEMJIMyZBH8ySWMVilgPD9yxi-aQpGbSv_FIN4IZAxscj5
g-NJsUPbjk29-s7LJAGb15wEBtXphVCgyy53ColKLHHeJHXex45Uz9aKZSRSIn
ZI-wjsY0Oyu3cT4_aQ3ilo-tiE-F8los61EKgylQ4CWao8PFM|8TThp
vbb32Xvllea20tmHAJCCRQ

Figure 136: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{
"protected": "eyJhbGciOiJkaXIiLCIraWQIiOil3N2M3ZTJiIOCO2ZTEzLT

Q1Y2YtODY3Mi02MTdINWIONTIOM2EILCJIbmMiOiJBMTI4RONNINQ",

"iv": "refad67QzzKx6QAB",

"ciphertext": "JW _i_f52hww_ELQPGaYyeAB6HYGCcR559I9TYnSovc23XJ
0BcW29rHP8yZOZG7YhLpT1bjFuvZPjQS-mOIFtVeXkZXdH_Ir_FrdYt9
HRUYkshtrMmIUAyGmUnd9zMDB2n0cRDIHAzFVeJUDxKUWVAE7_YGRPdc
gMyiBoCO-FBdE-Nceb4h3-FtBP-c_BIwCPTjb900SbdcdREEMJIMyZBH8
ySWMVilgPD9yxi-aQpGbSv_FIN4IZAxscj5g-NJsUPbjk29-s7LIAGb1
5wEBtXphVCgyy53ColKLHHeJHXex45Uz9aKZSRSInZI-wjsYOyu3cT4_
aQ3ilo-tiE-F8los61EKgylQ4CWao8PFM|8TTnp",

"tag": "vbb32Xvllea20tmHAdccRQ"

}

Figure 137: JSON General Serialization
5.7. Key Wrap using AES-GCM KeyWrap with AES-CBC-HMAC-SHA2
This example illustrates encrypting content using the "A256 GCMKW"
(AES-256-GCM-KeyWrap) key encryption algorithm with the "A128CBC-
HS256" (AES-128-CBC-HMAC-SHA-256) content encryption algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.7.1. Input Factors

The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
0 AES symmetric key; this example uses the key from Figure 138.
o "alg" parameter of "A256 GCMKW"
0 "enc" parameter of "A128CBC-HS256"

"kty": "oct",

"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",

"use": "enc",

"alg": "A256 GCMKW",
"k": "gC57]_uxcm7Nm3K-ct4GFjx8tM1U8CZONLBvdQstiS8"

Figure 138: AES 256-bit Key
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5.7.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 139.

o Initialization vector/nonce for content encryption; this example
uses the initialization vector/nonce from Figure 140.

UWxARpat23nL9Relj4WG3D1lee9l4r-Mv5QLUFXdy rE
Figure 139: Content Encryption Key, base64url-encoded
gz6NjyEFNm_vm8Gj6FwoFQ
Figure 140: Initialization Vector, base64url-encoded
5.7.3. Encrypting the Key
The following are generated before encrypting the CEK:

o Initialization vector/nonce for key wrapping; this example uses
the initialization vector/nonce from Figure 141.

KKYTOGX_2jHIfgN_
Figure 141: Key Wrap Initialization Vector, base64url-encoded

Performing the key encryption operation over the CEK (Figure 139)
with the following:

0 AES symmetric key (Figure 138);

o Key wrap initialization vector/nonce (Figure 141); and

0 The empty string as authenticated data

produces the following:

o Encrypted Key from Figure 142.

o Key wrap authentication tag from Figure 143.
[JF3HbOAPXMEBKCMOO0TnnABxs_CvTWUMZQ2EILvYNok

Figure 142: Encrypted Key, base64url-encoded

Miller Expires June 27, 2015 [Page 74]



Internet-Draft JOSE Cookbook December 2014

kfPduVQ3T3H6vnewt--ksw
Figure 143: Key Wrap Authentication Tag, base64url-encoded
5.7.4. Encrypting the Content
The following are generated before encrypting the content:
o JWE Protected Header; this example uses the header from

Figure 144, encoded to [RFC4648] base64url as Figure 145.

"alg": "A256 GCMKW",

"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "kfPduVQ3T3H6vnewt--ksw",

"iv": "KKYTOGX_2jHIfgN_",

"enc": "A128CBC-HS256"

Figure 144: JWE Protected Header JSON
eyJhbGciOiJBMjU2RONNS1ciLCIraWQiOilxOGVjMDhIMS1iZmESLTRkOTULY]
IWNSOyYYjRkZDFKNDMyMWQILCJOYWciOiJrZIBkdVZRM1QzSDZ2bmV3dC0ta3N3
liwiaXYiOiJLallUMEdYXzJgSGxmcU5fliwiZW5jljoiQTEyOENCQy11UzI1Ni
J9

Figure 145: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

0 CEK (Figure 139);

o Initialization vector/nonce (Figure 140); and

o JWE Protected Header (Figure 145) as authenticated data
produces the following:

o Ciphertext from Figure 146.

o Authentication tag from Figure 147.
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Jf5p9-ZhJlJy_1Q_byKFmIORo7w7G1QiaZpl80aiVgD8EqoDZHYFKFBuUpS8iaE
eVigMgWmsuJKuoVgzR3Y{zoMd3GXEm3VxNhzWyWtZKX0gxKdy6HgLvqoGNbZCz
LjgcpDiF8q2_62EVAbr2uSc2oaxFmFulQHLcgAHxy51449xkjZ7ewzZaGV3eFq
hpco804DijXaG5_ 7kp3h2cajRfDgymuxUbWgLgaeNQaJtvImSMFUEOSAzw9Hde
b6yhdTynCRmu-kqtO5Dec4|IT20MZKpnxc_F1_4yDJFcqgb5CiDSmA-psB2k0Jtj
XxAj4UP16100NK7zzFlu4gBfjJCndszZfdvG7h8wGjVI8QhrKENR7xKZ3KCr0_gR
1B-gxpNk3xWU
Figure 146: Ciphertext, base64url-encoded
DKW?7jrb4WaRSNfbXVPIT5g
Figure 147: Authentication Tag, base64url-encoded
5.7.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 145)
o encrypted key (Figure 142)
o Initialization vector/nonce (Figure 140)
o Ciphertext (Figure 146)
o Authentication tag (Figure 147)

The resulting JWE object using the Compact serialization:
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eyJhbGciOiJBMjU2RONNS1ciLCIraWQiOilxOGVjMDhIMS1iZmESLTRkOTULY]
IWNSOyYjRkZDFKNDMyMWQILCJOYWciOiJrZIBkdVZRM1QzSDZ2bmV3dCO0ta3N3
liwiaXYiOiJLallUMEdYXzJgSGxmcU5fliwiZW5jljoiQTEyOENCQy11UzI1Ni

J9

iJf3HbOApo EBKCMOO0TnnABxs_CvTWUMZQ2EILvYNok
gz6NjyEFNm_vm8Gj6FwoFQ

Jf5p9-ZhJldy_1Q_byKFmIOR0o7w7G1QiaZpl80aiVgD8EqoDZHyFKFBupS8iaE
eVIigMgWmsuJKuoVgzR3YfzoMd3GXEm3VxNhzWyWtZKX0gxKdy6HgLvqoGNbZCz
LjgcpDiF8qg2_62EVAbr2uSc2oaxFmFulQHLcqAHXxy51449xkjZ7ewzZaGV3eFq
hpco804DijXaG5_7kp3h2cajRfDgymuxUbWgLgaeNQaJtvImSMFUEOSAzw9Hde
b6yhdTynCRmu-kqtO5Dec4lT20MZKpnxc_F1_4yDJFcgb5CiDSmA-psB2k0Jtj
xAj4UP16100NK7zzFlu4gBfjdCndszZfdvG7h8wGjVI8QhrKEnR7xKZ3KCr0_gR
1B-gxpNk3xWU

DKW7jrb4WaRSNfbXVPIT5g
Figure 148: Compact Serialization

The resulting JWE object using the JSON General Serialization:

"recipients”: [

"encrypted_key": "[Jf3BHbOApxMEBKCMOo0TnnABxs_CvTWUMZQZ2EIL
vYNok"
}
]

"protected": "eyJhbGciOiJBMjU2RONNS1ciLCIraWQIiOilxOGVjMDhIMS
1iZmESLTRKOTULYjIwNSOyYjRkZDFKNDMyMWQILCJOYWciOiJrZIBkdV
ZRM1QzSDZ2bmV3dCO0ta3N3liwiaXYiOiJLallUMEdY XzJgSGxmcU5fli
wiZW5jljoiQTEyOENCQy1I1UzI1NiJ9",

"iv"; "gz6NjyEFNm_vm8Gj6FwoFQ",

"ciphertext": "Jf5p9-ZhJlJy_1Q_byKFmIORo7w7G1QiaZpl80aivVgD8E
qoDZHyFKFBupS8iaEeVIigMgqWmsuJKuoVgzR3YfzoMd3GXEm3VxNhzWyW
tZKX0gxKdy6HgLvqoGNbZCzLjgcpDiF8qg2_62EVAbr2uSc2oaxFmFulQ
HLcqAHxy51449xkjz7ewzZaGV3eFghpco80o4DijXaG5_7kp3h2cajRfD
gymuxUbWgLgaeNQaJtvJmSMFUEOSAzw9Hdeb6yhdTynCRmu-kqtO5Dec
41IT20MZKpnxc_F1 4yDJFcqb5CiDSmMA-psB2k0JtjxAj4UPI6100NK7z
zFlu4gBfjdCndszfdvG7h8wGjVI8QhrKEnR7xKZ3KCr0_gR1B-gxpNk3
xWu",

"tag": "DKW7jrb4WaRSNfbXVPIT5g"

}

Figure 149: JSON General Serialization
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The resulting JWE object using the JSON Flattened Serialization:

"protected": "eyJhbGciOiJBMjU2RONNS1ciLCJIpdil6lktrWVQwWR1hfMm
pIbGZXTIBILCIraWQIiOilxOGVMDhIMS1iZmESLTRKOTUtYjIWNSOyY]
RkZDFKNDMyMWQILCJOYWCciOiJrZIBkdVZRM1QzSDZ2bmV3dCOta3N3li
wiZW5jljoiQTEyOENCQy11UzI1NiJ9",

"encrypted_key": "IIf3HbOApxMEBKCMOo0TnNnABxs_CvTWUMZQZ2EILvYNo
K",

"iv": "gz6NjyEFNm_vm8Gj6FwoFQ",

"ciphertext": "Jf5p9-ZhJlJy 1Q_byKFmIORo7w7G1QiaZpl80aivVgD8E
qoDZHyFKFBupS8iaEeVIgMgqWmsuJKuoVgzR3YfzoMd3GXEm3VxNhzWyW
tZKX0gxKdy6HgLvqoGNbZCzLjqcpDiF8q2_62EVAbr2uSc2oaxFmFulQ
HLcqAHxy51449xkjz7ewzZaGV3eFghpco8o4DijXaG5_ 7kp3h2cajRfD
gymuxUbWgLgaeNQaJtvImSMFUEOSAzw9Hdeb6yhdTynCRmu-kqtO5Dec
4IT20MZKpnxc_F1_4yDJFcqgb5CiDSmMA-psB2k0JtjxAj4UPI6100NK7z
zFlu4gBfjdCndszfdvG7h8wGjV98QhrKEnR7xKZ3KCr0_qgR1B-gxpNk3
xWu",

"tag": "NvBveHr_vonkvflfnUrmBQ"

}
Figure 150: JSON Flattened Serialization
5.8. Key Wrap using AES-KeyWrap with AES-GCM
The following example illustrates content encryption using the
"A128KW" (AES-128-KeyWrap) key encryption algorithm and the "A128GCM"
(AES-128-GCM) content encryption algorithm.

Note that whitespace is added for readability as described in
Section 1.1.

5.8.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.
0 AES symmetric key; this example uses the key from Figure 151.
o "alg" parameter of "A128KW"

0 "enc" parameter of "A128GCM"
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{
"kty": "oct",
"kid"; "81b20965-8332-43d9-a468-82160ad91ac8",
"use": "enc",
"alg": "A128KW",
"k": "GZy6sIZ6wWI9NJOKB-jnmVQ"
}

Figure 151: AES 128-Bit Key
5.8.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key; this example uses
the key from Figure 152.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 153.

aY5_Ghmk9KxWPBLu_glx1w
Figure 152: Content Encryption Key, base64url-encoded
Qx0pmsDa8KnJc9Jo
Figure 153: Initialization Vector, base64url-encoded
5.8.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 152)
with the AES key (Figure 151) produces the following encrypted key:

CBI60DW8MydIx1IBntf_IQcw2MmJIKIQx
Figure 154: Encrypted Key, base64url-encoded
5.8.4. Encrypting the Content
The following are generated before encrypting the content:

o JWE Protected Header; this example uses the header from
Figure 155, encoded to [RFC4648] base64url as Figure 156.
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"alg™: "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}
Figure 155: JWE Protected Header JSON

eyJhbGciOiJBMTI4S1ciLCIraWQIiOil4AMWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MJE2MGFKOTFhYzgiLCJIbmMiOiJBMTI4RONNINO

Figure 156: JWE Protected Header, base64url-encoded

Performing the content encryption over the Plaintext (Figure 72) with
the following:

o CEK (Figure 152);
o Initialization vector/nonce (Figure 153); and
o JWE Protected Header (Figure 156) as authenticated data
produces the following:
o Ciphertext from Figure 157.
o Authentication tag from Figure 158.
AWIiP-KmWgszZ37BvzCefNen6VTbRK3QMA4TkvRkHOtP1bTdhtFJgJxeVmJKLD6
1A1hnWGetdg11c9ADsSnWgL56NyxwSYjU1ZEHcGKd3EKUOVjHI9gTIb90gSY Ffe
FOLwkcTtjbYKCsiNJQkclplyeM030muiYSoYJVSpf7ej6zaYcMv3WwdxDFISBRE
wOhNImMk2XId2IXq6BR53TSFkyT7PwVLug-1GwtGHIQeg7gDT6xW0JgHDPNn_H-p
uQsmthc92g0ojmJIfqqFVETUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0ESKYtZRa
a8Z7MOZ7UGXGIMVEmMxrGCPeJal4slv2-gagKOKEThkaSqdYwOFkQZF
Figure 157: Ciphertext, base64url-encoded
And authentication tag:
ER7MWJZ1FBI_NKvn7ZblLw
Figure 158: Authentication Tag, base64url-encoded
5.8.5. Output Results

The following compose the resulting JWE object:

o JWE Protected Header (Figure 156)
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o encrypted key (Figure 154)

o Initialization vector/nonce (Figure 153)

o Ciphertext (Figure 157)

0 Authentication tag (Figure 158)

The resulting JWE object using the Compact serialization:

eyJhbGciOiJBMTI4S1ciLCIraWQiOil4AMWIyMDK2NS04MzMyLTQzZDktYTQ20C
04MJE2MGFKOTFhYzgiLCJIbmMiOiJBMTI4RONNINO

CBI60DW8Myde1IBntf_chwZMmJKIQx
QxOpmsDaSKnJcQJo
AwliP-KngsZS?szCefNenGVTbRK3QMA4TkkaH0tP1dehtFJngeVkaLD6
1A1hnWGetdg11c9ADsnWgL56NyxwSYjU1ZEHcGKd3EKUOVjHI9gTIb90qSY Ffe
FOLwkcTtjbYKCsiNJQkclplyeM030OmuiYSoYJVSpf7ej6zaYcMv3WwdxDFISBRE
wOhNImk2X1d2JXg6BR53TSFkyT7PwVLug-1GwtGHIQeg7gDT6xW0JgqHDPN_H-p
uQsmthc9Zg0ojmJIfqqFVETUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0ESKYtZRa
a8Z7MOZ7UGXGIMVEmMxrGCPeJal4slv2-gagKOKEThkaSqdYwOFkQZF
ER?MWJZlFBI_NKvn?ZblLW

Figure 159: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "CBI6oDw8MydIx1IBntf |IQcw2MmJIKIQX"

1,

"protected": "eyJhbGciOiJBMTI4S1ciLCIraWwQiOil4AMWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MJE2MGFKOTFhYzgiLCJIbmMiOiJBMTI4RONNIn
0",

"iv"; "Qx0pmsDa8KnJc9Jo",

"ciphertext": "AwliP-KmWgszZ37BvzCefNen6VTbRK3QMA4TkvRkHOtP1b
TdhtFJgIxeVmJIKLD61A1hnWGetdgl1c9ADsSnWgL56NyxwSYjU1ZEHcGkK
d3EkUOVjHi9gTIb90gSY FfeFOLwkcTtjbYKCsiNJQkclplyeM030OmuiY
SoYJVSpf7ej6zaYcMv3WwdxDFIBREwOhNImMk2XId2JXq6BR53TSFky T7
PwVLug-1GwtGHIQeg7gDT6xWO0JgHDPN_H-puQsmthc9Zg0ojmJIfqgqFvE
TUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0EsKYtZRaa8Z7MOZ7UGXGIMv
EmxrGCPeJal4slv2-gagKOKEThkaSqdYwOFkQZF",

"tag": "ER7TMWJZ1FBI_NKvn7zZbllLw"

}

Figure 160: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:

"protected": "eyJhbGciOiJBMTI4S1ciLCIraWQiOil4AMWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04ME2MGFkOTFhYzgiLCJIbmMiOiJBMTI4RONNIn
0",

"encrypted_key": "CBI6oDw8MydIx1IBntf_1Qcw2MmJIKIQX",

"iv": "Qx0pmsDa8KnJc9Jo",

"ciphertext": "AwliP-KmWgszZ37BvzCefNen6VTbRK3QMA4TkvRKHOtP1b
TdhtFJgIxeVmJIKLD61A1hnWGetdg11c9ADsSNWgL56NyxwSYjU1ZEHcGk
d3EKUOVjHi9gTIb90gSY FfeFOLwkcTtjbYKCsiNJQkclplyeM030muiY
SoYJVSpf7ej6zaYcMv3WwdxDFISREWOhNIMk2XId2JXq6BR53TSFkyT7
PwVLuUg-1GwtGHIQeg7gDT6xWO0JgHDPN_H-puQsmthc9Zg0ojmJIfqgFvE
TUXLAF-KjcBTS5dNy6egwkYtOt8EIHK-0EsSKYtZRaa8Z7MOZ7UGXGIMv
EmxrGCPeJal4siv2-gaqgKOkEThkaSqdYwOFKQZF",

"tag": "ER7TMWJZ1FBI_NKvn7ZblLw"

}

Figure 161: JSON Flattened Serialization

5.9. Compressed Content

This example illustrates encrypting content that is first compressed.
It reuses the AES key, key encryption algorithm, and content
encryption algorithm from Section 5.8.
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Note that whitespace is added for readability as described in
Section 1.1.

5.9.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

0 Recipient encryption key; this example uses the key from
Figure 151.

0 Key encryption algorithm; this example uses "A128KW".
o Content encryption algorithm; this example uses "A128GCM".
0 "zip" parameter as "DEF".
5.9.2. Generated Factors
The following are generated before encrypting:
o Compressed plaintext from the original plaintext content;
compressing Figure 72 using the DEFLATE [RFC1951] algorithm

produces the compressed plaintext from Figure 162.

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 163.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 164.

bY_BDclwDEVX-QNU3QEOrIA4pgIDokYxchxVvbEDGzIJbioOSJwc-f__ HPjBu
8KVFpVIApIVE1-wZo0Y]NZo3C7R5v72pV5f5X382VW|YQpgZKAyjziZOr2B7kQ
PSy60ZIXUnDYbVKN4jNXi2u0yB7t1gSHTimMODfIQgvrDzfTIQXnyQRuUya4z|
WG3vTOdirOv7BRHFYWqg3k1k1lA_gSDJqtcBF-GZxw8

Figure 162: Compressed Plaintext, base64url-encoded
hC-MpLZSuwWv8sexS6ydfw

Figure 163: Content Encryption Key, base64url-encoded
p9pUgEXHYOQJfEZII

Figure 164: Initialization Vector, base64url-encoded
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5.9.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 163)
with the AES key (Figure 151) produces the following encrypted key:

5vUT2WOtQxKWcekM_IzVQwkGgzIFDwPi
Figure 165: Encrypted Key, base64url-encoded
5.9.4. Encrypting the Content
The following are generated before encrypting the content:
o JWE Protected Header; this example uses the header from

Figure 166, encoded as [RFC4648] base64url as Figure 167.

"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM",
"zip": "DEF"
}

Figure 166: JWE Protected Header JSON

eyJhbGciOiJBMTI4S1ciLCIraWQiOil4AMWIyMDk2NS04MzMyLTQzZDktYTQ20C
04MJE2MGFKOTFhYzgiLCJlIbmMiOiJBMTI4RONNIiwiemIwljoiREVGINO

Figure 167: JWE Protected Header, base64url-encoded
Performing the content encryption operation over the compressed
Plaintext (Figure 162, encoded as an octet string) with the
following:

o CEK (Figure 163);

o Initialization vector/nonce (Figure 164); and

o JWE Protected Header (Figure 167) as authenticated data
produces the following:

o Ciphertext from Figure 168.

o Authentication tag from Figure 169.
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HbDtOsdailoYziSx25KEe Txmwnh8L8jKMFNc1k3zmMI6VB8hry57tDZ61jXyez
SPtOfdLVfe6Jf5y5-JaCap_JQBcb50pbmT60uWGmI8blyiMQMON9J--XhhlYgO
m-BHagfDO5iTOWxPxFMUedx7WCy8mxgDHj0aBMG6152PsM-w5E_02B3jDbrYBK
hpYA7qi3AyijnCJ7BP9rr3USKXExCpG3mK420TjOw

Figure 168: Ciphertext, base64url-encoded
And authentication tag:
VILuUwulxaLVmh5X-T7kmA

Figure 169: Authentication Tag, base64url-encoded
5.9.5. Output Results

The following compose the resulting JWE object:
o JWE Protected Header (Figure 167)
o encrypted key (Figure 165)
o Initialization vector/nonce (Figure 164)
o Ciphertext (Figure 168)
0 Authentication tag (Figure 169)

The resulting JWE object using the Compact serialization:

eyJhbGciOiJBMTI4S1ciLCIraWQiOil4AMWIyMDK2NS04MzMyLTQzZDktYTQ20C
04MJE2MGFKOTFhYzgiLCJIbmMiOiJBMTI4RONNIiwiemIwljoiREVGINO

évUTZWOthKchkM_IzVkangIFDwPi

p9IpUGBXHYOJfEZII

HthOsdailoYzin25 KEeTxmwnh8L8jKMFNc1k3zmMI6VB8hry57tDZ61jXyez
SPtOfdLVfe6Jf5y5-JaCap_JQBcb50pbmT60uWGmI8blyiMQMON9J--XhhlYgO
m-BHaqfDO5ITOWxPxFMUedx7WCy8mxgDHj0aBMG6152PsM-w5E_02B3jDbrYBK
hpYAT7qi3AyijnCJ7BP9rr3USKxExCpG3mK420TjOw

VILuUwulxaLVmh5X-T7kmA

Figure 170: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "5vUT2WOtQxKWcekM_1zVQwkGgzIFDwPI"

]1
"protected": "eyJhbGciOiJBMTI4S1ciLCIraWwQiOil4AMWIyMDk2NS04Mz

MyLTQzZDktYTQ20C04M]E2MGFkOTFhYzgiLCJIbmMiOiJBMTI4RONNIi
wiemlwljoiREVGInQ",

"iv": "p9pUg6XHYOJfEZII",

"ciphertext": "HbDtOsdailoYziSx25KEe Txmwnh8L8]KMFNc1k3zmMI6V
B8hry57tDZ61jXyezSPtOfdLVfe6Jf5y5-JaCap JQBch50pbmT60uWG
mi8blyiMQmON9J--XhhlYgOm-BHaqfDO5iTOWxPxFMUedx7WCy8mxgDH

j0aBMG6152PsM-w5E_02B3jDbrYBKhpYA7qi3AyijinCJ7BPOrr3USKXE
xCpG3mK420Tjow",

"tag™: "VILuUwulxaLVmh5X-T7kmA"
}

Figure 171: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:

{

"protected": "eyJhbGciOiJBMTI4S1ciLCIraWQiOil4AMWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04M]E2MGFkOTFhYzgiLCJIbmMiOiJBMTI4RONNIi
wiemlwljoiREVGInQ",

"encrypted_key": "5vUT2WOtQxKWcekM_1zVQwkGgzIFDwPI",

"iv": "p9pUg6XHYOQJfEZII",

"ciphertext": "HbDtOsdailoYziSx25KEe Txmwnh8L8]KMFNc1k3zmMI6V
B8hry57tDZ61jXyezSPtOfdLVfe6Jf5y5-JaCap_JQBch50pbmT60uWG
mi8blyiMQmON9J--XhhlYgOm-BHaqfDO5iTOWxPxFMUedx7WCy8mxgDH
j0aBMG6152PsM-w5E_02B3jDbrYBKhpYA7qi3AyijnCJ7BP9rr3U8kxE
XxCpG3mK420TjOw",

"tag™: "VILuUwulxaLVmh5X-T7kmA"
}
Figure 172: JSON Flattened Serialization
5.10. Including Additional Authenticated Data
This example illustrates encrypting content that includes additional
authenticated data. As this example includes an additional top-level
property not present in the Compact serialization, only the JSON
serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.
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5.10.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

0 Recipient encryption key; this example uses the key from
Figure 151.

0 Key encryption algorithm; this example uses "A128KW".
o Content encryption algorithm; this example uses "A128GCM".

0 Additional authenticated data; this example uses a [RFC7095] vCard
from Figure 173, serialized to UTF-8.

"vcard",

[

[ "version”, {}, "text", "4.0" ],
[ "fn", {}, "text", "Meriadoc Brandybuck" ],

["n" {3,
"text", [
"Brandybuck”, "Meriadoc", "Mr.", "™

]

],
[ "bday", {}, "text", "TA 2982" ],
[ "gender”, {}, "text", "M" ]
]
]

Figure 173: Additional Authenticated Data, in JSON format
*NOTE* whitespace between JSON values added for readability.
5.10.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 174.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 175.

0 Encoded additional authenticated data (AAD); this example uses the

additional authenticated data from Figure 173, encoded to
[RFC4648] base64url as Figure 176.
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75m1ALsYv10pZTKPWrsqdg

Figure 174: Content Encryption Key, base64url-encoded
veCx9ece20rS7c_N

Figure 175: Initialization Vector, base64url-encoded
WyJ2Y2FyZClsW1sidmVyc2lvbilse30sInRIeHQILCIOLjAIXSxbImZulix7fS
widGV4dClslk1llcmlhZG9jIEJyYW5keWJ1Y 2siXSxbim4iLHt9LCJ0ZXhOlixb
IkJyYW5keWJ1Y2siLCINZXIpYWRVYyIsIk1yLilsliJdXSxbImJKY XkiLHtOLC
JOZXhOliwiVEEgMjk4MiJdLFsiZ2VuzZGVylix7fSwidGV4dClslkOiXV1ld

Figure 176: Additional Authenticated Data, base64url-encoded
5.10.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 174)
with the AES key (Figure 151) produces the following encrypted key:

4YiiQ_ZzH76TalkImYfRFgOVIMIpnx4X
Figure 177: Encrypted Key, base64url-encoded
5.10.4. Encrypting the Content
The following are generated before encrypting the content:
o JWE Protected Header; this example uses the header from

Figure 178, encoded to [RFC4648] base64url as Figure 179.

"alg™: "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}
Figure 178: JWE Protected Header JSON

eyJhbGciOiJBMTI4S1ciLCIraWQIiOil4AMWIyMDK2NS04MzMyLTQzZDktYTQ20C
04MJE2MGFKOTFhYzgiLCJIbmMiOiJBMTI4RONNINO

Figure 179: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext with
the following:

o CEK (Figure 174);
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o Initialization vector/nonce (Figure 175); and
o Concatenation of the JWE Protected Header (Figure 179), ".", and
the [RFC4648] base64url encoding of Figure 173 as authenticated
data
produces the following:
o Ciphertext from Figure 180.
o Authentication tag from Figure 181.
Z_3chrOk3bVM6N30SNmMHz7Lyf3iPppGf3Pj17wNZqteJOUi8p74SchQP8xygM1
0FRWCNzela6s6BcEtp8qEFigTUEYiINKOWDNOF14T_4NFqF-p2Mx8zkbKxI70PK
8KNarFbyxIDvICNgBLba-v3uzXBdB89fzOI-Lv4PjOFAQGHrgv1rjXAmKbgkft
9cB4WeyZw8MIdbBhc-V_KWZslrsLNygon JIJWd_ek6LQn5NRehvApqf9ZrxB4a
g3FXBx0OxCys35PhCdaggy2kfUfl20kwKnWUbgXVD1C6HXLIlgHhCwXDG59weHr
RDQeHyMRoBIjoV3X_bUTJDnKBFOo0d7nLz-cj48IMx3SnCZTpbQAKFV
Figure 180: Ciphertext, base64url-encoded
vOaH_Rajnpy_3hOtqvZHRA
Figure 181: Authentication Tag, base64url-encoded
5.10.5. Output Results
The following compose the resulting JWE object:
o JWE Protected Header (Figure 179)
o encrypted key (Figure 177)
o Initialization vector/nonce (Figure 175)
0 Additional authenticated data (Figure 176)
o Ciphertext (Figure 180)
o0 Authentication tag (Figure 181)

The Compact Serialization is not presented because it does not
support this use case.

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "4YiiQ_zZzH76TalkJmYfRFgOVOMIpnx4X"

1,

"protected": "eyJhbGciOiJBMTI4S1ciLCIraWwQiOil4AMWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04ME2MGFkOTFhYzgiLCJIbmMiOiJBMTI4RONNIn
0",

"iv"; "veCx9ece20rS7c_N",

"aad": "WyJ2Y2FyZClsW1sidmVyc2lvbilse30sInRIeHQILCIOLjAIXSxb
ImZulix7fSwidGV4dClslk1llcmlhZG9jIEJyYW5keWJ1Y 2siXSxblm4i
LHt9LCJ0ZXhOlixblkJyYW5keWJ1Y2siLCINZXIpYWRVYyIslklyLils
1iJdXSxbImJKY XkiLHtOLCJO0ZXhOliwiVEEgMjk4MiJdLFsiZz2VuzGVy
lix7fSwidGV4dClslk0iXvid",

"ciphertext": "Z_3cbrOk3bVM6N30SNmMHz7Lyf3iPppGf3Pj17wNZqteJO
Ui8p74SchQP8xygM1oFRWCNzela6s6BcEtp8qEFiqTUEYINKOWDNoF14
T_4ANFgF-p2Mx8zkbKxI70PK8KNarFbyxIDvICNgBLba-v3uzXBdB89fz
OI-Lv4PjOFAQGHTrgv1rjiXAmKbgkft9cB4WeyZw8MIdbBhc-V_KWZsIrs
LNygon_JJWd_ek6LQn5NRehvApqf9ZrxB4aq3FXBxOxCys35PhCdaggy
2kfUfl20kwKnWUbgXVD1C6HxLIIgHhCwXDG59weHrRDQeHyMRoBIljoV3
X_bUTJIDnKBFOo0d7nLz-cj48IMx3SnCZTpbQAKFV",

"tag": "vOaH_Rajnpy_3hOtqvZHRA"

}
Figure 182: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{

"protected": "eyJhbGciOiJBMTI4S1ciLCIraWQiOil4AMWIyMDk2NS04Mz
MyLTQzZDktYTQ20C04MJE2MGFKOTFhYzgiLCJIbmMiOiJBMTI4RONNIn
0",

"encrypted_key": "4YiiQ_ZzH76TalkJmYfRFgOV9MIpnx4X",

"aad": "WyJ2Y2FyZClsW1sidmVyc2lvbilse30sInRIeHQILCIOLjAIXSxb
ImZulix7fSwidGV4dClslk1lcmlhZG9jIEJyYW5keWJ1Y 2siXSxblm4i
LHt9LCJ0ZXhOlixblkJyYW5keWJ1Y2siLCINZXIpYWRvYylslklyLils
11IJdXSxbImJKY XkiLHtOLCJO0ZXhOliwiVEEgMjk4MiJdLFsiZ2VuzZGVy
lix7fSwidGV4dClslk0iXv1id",

"iv"; "veCx9ece20rS7c_N",

"ciphertext": "Z_3cbrOk3bVM6N30SNmMHz7Lyf3iPppGf3Pj17wNZqteJO
Ui8p74SchQP8xygM1oFRWCNzela6s6BcEtp8qEFigTUEYiINKOWDNoOF14
T_ANFgF-p2Mx8zkbKxI70PK8KNarFbyxIDvICNgBLba-v3uzXBdB89fz
OIl-Lv4PjOFAQGHrgv1riXAmKbgkftocB4WeyZw8MIdbBhc-V_KWZsIrs
LNygon_JJWd_ek6LQn5NRehvApqf9ZrxB4aq3FXBxOxCys35PhCdaggy
2kfUfI20kwKnWUbgXVD1C6HXLIgHhCwXDG59weHrRDQeHyMRoBIjoV3
X_bUTIDNKBFO0d7nLz-cj48IMx3SnCZTpbQAKFV",

"tag": "vOaH_Rajnpy_3hOtqvZHRA"

}

Figure 183: JSON Flattened Serialization
5.11. Protecting Specific Header Fields
This example illustrates encrypting content where only certain JOSE
header parameters are protected. As this example includes parameters
in the JWE Shared Unprotected Header, only the JSON General
Serialization and JSON Flattened Serialization are possible.

Note that whitespace is added for readability as described in
Section 1.1.

5.11.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

0 Recipient encryption key; this example uses the key from
Figure 151.

0 Key encryption algorithm; this example uses "A128KW".

o Content encryption algorithm; this example uses "A128GCM".
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5.11.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 184.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 185.

WDgEptBmQs9ouUvArz6x6g
Figure 184: Content Encryption Key, base64url-encoded
WgEJsDS9bkoXQ3nR
Figure 185: Initialization Vector, base64url-encoded
5.11.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 184)
with the AES key (Figure 151) produces the following encrypted key:

jJIcM9J-hbx3wnghf5FIKEY 0sO0sHsFOH
Figure 186: Encrypted Key, base64url-encoded
5.11.4. Encrypting the Content
The following are generated before encrypting the content:
o JWE Protected Header; this example uses the header from

Figure 187, encoded to [RFC4648] base64url as Figure 188.

"enc": "A128GCM"
}

Figure 187: JWE Protected Header JSON
eyJIbmMiOiJBMTI4RONNINO
Figure 188: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext with
the following:

o0 CEK (Figure 184);

Miller Expires June 27, 2015 [Page 92]



Internet-Draft JOSE Cookbook December 2014

o Initialization vector/nonce (Figure 185); and
o JWE Protected Header (Figure 188) as authenticated data
produces the following:
o Ciphertext from Figure 189.
o Authentication tag from Figure 190.
[IbCYRMRJIXxnB2yLQOTqjCDKV3H300ssOw3uD9DPsqLL2DM3swKkjOwQyZtWsFL
YMj5YeLht StAn21tHMQJuuNt64T8D4t6C7kC9OCCJI1IHAOIUVAMYyOt80MoPb8
fZYbNKqgplzYJgIL58g8N2v460gyG637d6uuKPwWhANTGm_zWhqc_srOvgiLkzyF
XPq1hBAURDbc3-8BqeRb48iR1-_5g5UjWVD3IgiLCN_P7AW8mIiFVUNXBPJK3nO
WL4teUPS8yHLbWeL830lU4UAgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWL
Hs1NgBbreOdEWK3HX xMOLjUz77KrppgegoutpfsgaKg3l-_ xMINmf
Figure 189: Ciphertext, base64url-encoded
fNYLgpUe84KD45IlvDiaBAQ
Figure 190: Authentication Tag, base64url-encoded
5.11.5. Output Results
The following compose the resulting JWE object:
o JWE Shared Unprotected Header (Figure 191)
o JWE Protected Header (Figure 188)
o encrypted key (Figure 186)
o Initialization vector/nonce (Figure 185)
o Ciphertext (Figure 189)
o0 Authentication tag (Figure 190)

The Compact Serialization is not presented because it does not
support this use case.

The following JWE Shared Unprotected Header is generated before
assembling the output results:
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"alg™: "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8"

}
Figure 191: JWE Shared Unprotected Header JSON

The resulting JWE object using the JSON General Serialization:

"recipients"; [
"encrypted_key": "jJlcM9J-hbx3wnghf5FIKEYosOsHSFOH"

]

'unprotected": {

"alg": "A128KW",

"kid": "81b20965-8332-43d9-a468-82160ad91ac8"
}1
"protected": "eyJIbmMiOiJBMTI4RONNINQ",
"iv": "WgEJsDS9bkoXQ3nR",

"ciphertext": "llbCyRmMRJIxnB2yLQOTQqjCDKV3H300ssOw3uD9DPsgLL2D
M3swKKkjOwQyZtWsFLYMj5YeLht StAn21tHMQJuuNt64T8D4t6C7kC90
CCJ1IHA0lUv4AMyOt80MoPb8fZYbNKgplzYJgIL58g8N2v460gyG637d6
uuKPwhANTGm_zWhqc_srOvgiLkzyFXPqlhBAURbc3-8BgeRb48iR1-_5
g5UjWVD3IgiLCN_P7AW8mIiIFvUNXBPJK3nOWL4teUPS8yHLbWelL830lU
4UAQgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWLHs1NgBbreOdEWK3

HX_xMOLjUz77Krppgegoutpf5gaKg3l- xMINmf",
"tag": "fNYLgpUe84KD45IlvDiaBAQ"

Figure 192: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{
"protected": "eyJIbmMiOiJBMTI4RONNINQ",
"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8"
h
"encrypted_key": "jJlcM9J-hbx3wnghf5FIKEYo0s0sHsFOH",

"iv": "WgEJsDS9bkoXQ3nR",

"ciphertext": "llbCyRmMRJIxnB2yLQOTqjCDKV3H300ssOw3uD9DPsgLL2D
M3swKkjOwQyZtWsFLYMj5YeLht_StAn21tHMQJuuNt64T8D4t6C7kC90
CCJ1lIHA0IUv4AMyOt80MoPb8fZYbNKqplzYJgIL58g8N2v460gyG637d6
UuKPwWhANTGm_zWhqc_srOvgiLkzyFXPglhBAURbc3-8BgeRb48iR1-_5
g5UjWVD3IgiLCN_P7AW8mIiIFVUNXBPJK3nOWL4teUPS8yHLbWeL830lU
4UAQgL48x-8dDkH23JykibVSQju-f7e-1xreHWXzWLHs1NgBbreOdEWK3
HX_xMOLjUz77KrppgegoutpfSgqaKg3l-_xMINmf",

"tag™: "fNYLgpUe84KD45IlvDiaBAQ"

}

Figure 193: JSON Flattened Serialization
5.12. Protecting Content Only
This example illustrates encrypting content where none of the JOSE
header parameters are protected. As this example includes parameters
only in the JWE Shared Unprotected Header, only the JSON
serialization is possible.

Note that whitespace is added for readability as described in
Section 1.1.

5.12.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 72.

0 Recipient encryption key; this example uses the key from
Figure 151.

0 Key encryption algorithm; this example uses "A128KW".
o Content encryption algorithm; this example uses "A128GCM".
5.12.2. Generated Factors

The following are generated before encrypting:
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0 AES symmetric key as the Content Encryption Key; this example the
key from Figure 194.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 195.

KB00oAFI30QPV3vkcZIXnzQ
Figure 194: Content Encryption Key, base64url-encoded
YihBoVOGsR1I7jCD
Figure 195: Initialization Vector, base64url-encoded
5.12.3. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 194 with
the AES key (Figure 151 produces the following encrypted key:

244YHfO_W7RMpQW81UjQrZcq5LSyqiPv
Figure 196: Encrypted Key, base64url-encoded
5.12.4. Encrypting the Content

Performing the content encryption operation over the Plaintext
(Figure 72) using the following:

o CEK (Figure 194);

o Initialization vector/nonce (Figure 195); and

o Empty string as authenticated data

produces the following:

o Ciphertext from Figure 197.

o Authenticated data from Figure 198.
gtPIMMaOBRgASL10dNQhOa7Gqark7Eallvwht7R4TT1ug-arsVCPaleFwQfzrSS
60EUWDbBtxEasEOvVC6r7sphyVziMCVIEURJyoAHFSP3eqQPb4lc1SDSqyXjw_L3
svybhHYUGyQuTmUQED]gjJfBOifwHIsDsRPeBz1NomqeifVPg5GTCWFo5k_MNI
QURR2WjOAHC2k7JZfu2iWjUHLF8EXFZLZ4nImsvJu_mvifMYiikfNfsZAudISO
a6073yPZtL04k_1FI7WDfrb2w70OgKLWDXzlpcxohPVOLQwWpA3MFNRKAY-bQz4Z
4KX9lfz1cne31N4-8BKmojpw-OdQjKALOGKC445Fh_K1tIDQXw2sBF

Figure 197: Ciphertext, base64url-encoded
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e2m0oVm7JvjK2VpCKXS-kyg
Figure 198: Authentication Tag, base64url-encoded
5.12.5. Output Results

The Compact Serialization is not presented because it does not
support this use case.

The following JWE Shared Unprotected Header is generated before
assembling the output results:

"alg™: "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}
Figure 199: JWE Shared Unprotected Header JSON
The following compose the resulting JWE object:
o JWE Shared Unprotected Header (Figure 199)
o encrypted key (Figure 196)
o Initialization vector/nonce (Figure 195)
o Ciphertext (Figure 197)
0 Authentication tag (Figure 198)

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "244YHfO_W7RMpQW81UjQrZcq5LSyqiPv"

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

h

"iv": "YihBoVOGsR1I17jCD",

"ciphertext": "gtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1ug-
arsVCPaleFwQfzrSS60EUWbBtxEasEOvC6r7sphyVziMCVJIEURJyoAHF
SP3eqQPb4lc1SDSqyXjw_L3svybhHYUGYyQuTmUQED)gjJfBOifwHIsDs
RPeBz1NomqeifVPq5GTCWFo5k_MNIQURR2Wj0OAHC2k7JZfu2iWjUHLF8
EXFZLZ4nImsvJu_mvifMYiikfNfsZAudISOa6073yPZtL04k 1FI7WDf
rb2w70gKLWDXzlpcxohPVOLQWPA3MFNRKAY-bQz4Z4KX9Ifz1cne31N4
-8BKmojpw-0dQjKdLOGKkC445Fb_K1tIDQXw2sBF",

"tag™: "e2m0Vm7JvjK2VpCKXS-kyg"

}

Figure 200: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:

"unprotected": {
"alg": "A128KW",
"kid": "81b20965-8332-43d9-a468-82160ad91ac8",
"enc": "A128GCM"

}

ncrypted_key": "244YHfO_W7RMpQW81UjQrZcq5LSyqiPv",
"iv": "YihBoVOGsR1I7jCD",

"ciphertext": "qtPIMMaOBRgASL10dNQhOa7Gqrk7Eallvwht7R4TT1ug-
arsVCPaleFwQfzrSS60EUWbBtxEasEOvC6r7sphyVziMCVJIEURJyoAHF
SP3eqQPb4lc1SDSqyXjw_L3svybhHYUGYyQuTmUQED]gjJfBOifwHISDs
RPeBz1NomqeifVPq5GTCWFo5k_MNIQURR2Wj0AHC2k7JZfu2iWjUHLF8
ExFZLZ4nImsvJu_mvifMYiikNfsZAudlSOa6073yPZtL04k_1FI7WDf
rb2w70qKLWDXzlpcxohPVOLQWPA3MFNRKAY-bQz4Z4KX9Ifz1cne31N4
-8BKmojpw-OdQjKdLOGKC445Fb_K1tIDQXw2sBF",

"tag": "e2m0OVm7JvjK2VpCKXS-kyg"

}

Figure 201: JSON Flattened Serialization
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5.13. Encrypting to Multiple Recipients
This example illustrates encryption content for multiple recipients.
As this example has multiple recipients, only the JSON serialization
is possible.
Note that RSAES-PKCS1-v1_5 uses random data to generate the
ciphertext; it might not be possible to exactly replicate the results
in this section.

Note that whitespace is added for readability as described in
Section 1.1.

5.13.1. Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the plaintext from Figure 72.
0 Recipient keys; this example uses the following:
* The RSA public key from Figure 73 for the first recipient.
* The EC public key from Figure 108 for the second recipient.
* The AES symmetric key from Figure 138 for the third recipient.
0 Key encryption algorithms; this example uses the following:
* "RSA1_5" for the first recipient.
* "ECDH-ES+A256KW" for the second recipient.
* "A256GCMKW" for the third recipient.
o Content encryption algorithm; this example uses "A128CBC-HS256"
5.13.2. Generated Factors
The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 202.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 203.
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zXayeJ4gvm8NJr3IUInyokTUO-LbQNKEhe_zWIYbdpQ

Figure 202: Content Encryption Key, base64url-encoded
VgEIHY20EnzUtZFI2RpB1g

Figure 203: Initialization Vector, base64url-encoded

5.13.3. Encrypting the Key to the First Recipient
Performing the "RSA1_5" key encryption operation over the CEK
(Figure 202 with the first recipient’'s RSA key (Figure 73 produces
the following encrypted key:
dYOD28kab0Vvf40ODgxVAJIXgHCcSZICSOp8M51zjwjdw6Y5G4XIQsNNIBigyvUUA
OcpL7S7-cFe7Pio7gV_Q06WmCSa-vhWeme4bWrBf7cHWEQJdXihidAYWVajlla
KMXMVFRMVG6IDIRr076DFthg2_AVO0_tSiVExSEIFqtlxnYPpmP91tc5WJIDOGbh-w
gjw0-b-S11aS11QVbuP78dQ7Fa0zAVzzjHX-xvyM2wxj_otxr9cIN1LnZMbeYS
rRicJK5xodvWgkpldkMHo4LvdhRRvzoKzlic89jFWPInBg_V4n5trGuExtp_-d
bHcGlihgc_wGgho9fLMK8JOArYLcMDNQ
Figure 204: Recipient #1 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the first
recipient:

0 Recipient JWE Unprotected Header from Figure 205
"alg™: "RSA1_5",

"kid": "frodo.baggins@hobbiton.example"
}

Figure 205: Recipient #1 JWE Per-recipient Unprotected Header JSON

The following is the assembled first recipient JSON:
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{
"encrypted_key": "dYOD28kab0Vvf4ODgxVAJIXgHcSZICSOp8M51zjwjdw

6Y5G4XJQsNNIBigyvUUAOCcpL7S7-cFe7Pio7gV_Q06WmCSa-vhW6éme4b
WrBf7cHWEQJdXihidAYWVajJlaKMXMvFRMV6iIDIRr076DFthg2_AVO_t
SiV6XSEIFqtixnYPpmP91tc5WJIDOGb-w(jw0-b-S11aS11QVbuP78dQ7
Fa0zAVzzjHX-xvyM2wxj_otxr9cIN1LnZMbeY SrRicJK5xodvWgkpldk
MHo4LvdhRRvzoKzlic89jFWPINBg_V4n5trGuExtp_-dbHcGlihge_wG
gho9fLMK8JOArYLcMDNQ",
"header": {
"alg™: "RSA1_5",
"kid": "frodo.baggins@hobbiton.example"
}
}

Figure 206: Recipient #1 JSON
5.13.4. Encrypting the Key to the Second Recipient

The following are generated before encrypting the CEK for the second
recipient:

o Ephemeral EC private key on the same curve as the EC public key;
this example uses the private key from Figure 207.

"kty": "EC",

"crv": "P-384",

"X": "Uzdvk3pi5wKCRclizp5_r00jeqT-168i8g2b8mva8diRhsE2xAn2Dt
MRb25Ma2CX",

"y": "VDrRyFJh-Kwd1EjAgmj5E0-CTHAZ53MC7PjjpLioy3ylEjl1pOMbw9
1fzZ84pbfm",

"d": "1DKHfTv-PiifVw2VBHM_ZiVcwOMxkOyANS_IQHJcrDxVY3jhVCvZPw
MxJKIE793C"

Figure 207: Ephemeral public key for Recipient #2, in JWK format

Performing the "ECDH-ES+A256KW" key encryption operation over the CEK
(Figure 202 with the following:

o Static Elliptic Curve public key (Figure 108).
o Ephemeral Elliptic Curve private key (Figure 207.

produces the following encrypted key:
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ExInT0io9BgBMYF6-maw5tZlgoZXThD1zWKsHixJuw_elY4gSSid_w

Figure 208: Recipient #2 Encrypted Key, base64url-encoded

The following are generated after encrypting the CEK for the second
recipient:

0 Recipient JWE Unprotected Header from Figure 209.

"alg": "ECDH-ES+A256KW",

"kid": "peregrin.took@tuckborough.example”,
Ilepkll: {

"kty": "EC",
"crv": "P-384",

"x": "Uzdvk3pi5wKCRc1izp5_r0OjeqT-168i8g2b8mvasdiRhsE2xAN2
DtMRb25Ma2CX",

"y": "VDrRyFJh-Kwd1EjAgmj5E0-CTHAZ53MC7PjjpLioy3ylEjl1pOMb
w91fzZ84pbfm™
}

}

Figure 209: Recipient #2 JWE Per-recipient Unprotected Header JSON

The following is the assembled second recipient JSON:

"encrypted_key": "ExInT0io9BqBMYF6-maw5tZIgoZXThD1zWKsHixJuw
_ely4gSssid_w",

"header": {
"alg": "ECDH-ES+A256KW",

"kid": "peregrin.took@tuckborough.example”,
"epk": {

"kty": "EC",

"crv": "P-384",

"X": "Uzdvk3piSwKCRclizp5_r00jeqT-168i8g2b8mva8diRhsE2xA
n2DtMRb25Ma2CX",

"y": "VDrRyFJh-Kwd1EjAgmj5Eo-CTHAZ53MC7PjjpLioy3ylEjl1pO
Mbw91fzZ84pbfm"
}

}
}

Figure 210: Recipient #2 JSON
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5.13.5. Encrypting the Key to the Third Recipient

The following are generated before encrypting the CEK for the third
recipient:

o Initialization vector/nonce for key wrapping; this example uses
the initialization vector/nonce from Figure 211

AvpeoPZ9Ncn9mkBn
Figure 211: Recipient #2 Initialization Vector, base64url-encoded

Performing the "A256GCMKW" key encryption operation over the CEK
(Figure 202) with the following:

0 AES symmetric key (Figure 138; and
o Initialization vector/nonce ((Figure 211
produces the following:
o Encrypted key from Figure 212.
o Key wrap authentication tag from Figure 213
a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-WyTpS1E
Figure 212: Recipient #3 Encrypted Key, base64url-encoded

59Ngh1LIYtVIhfD3pgRGvw

Figure 213: Recipient #3 Authentication Tag, base64url-encoded

The following are generated after encrypting the CEK for the third
recipient:

o Recipient JWE Unprotected Header; this example uses the header
from Figure 214.

"alg": "A256GCMKW",

"kid": "18ec08e1-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Ngh1LIYtVIhfD3pgRGvwW",

"iv": "AvpeoPZ9Ncn9mkBn"

}
Figure 214: Recipient #3 JWE Per-recipient Unprotected Header JSON
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The following is the assembled third recipient JSON:

"encrypted_key": "a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-WyTpS1
E",
"header": {
"alg": "A256 GCMKW",
"kid": "18ec08e1l-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Ngh1LIYtVIhfD3pgRGvw",
"iv"; "AvpeoPZ9Ncn9mkBn"

Figure 215: Recipient #3 JSON
5.13.6. Encrypting the Content
The following are generated before encrypting the content:
o JWE Protected Header; this example uses the header from

Figure 216, encoded to [RFC4648] base64url as Figure 217.

"enc": "A128CBC-HS256"
}

Figure 216: JWE Protected Header JSON
eyJIbmMiOiJBMTI4Q0JDLUhTMjU2In0
Figure 217: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 72) with the following:

o CEK (Figure 202),

o Initialization vector/nonce (Figure 203), and

o JWE Protected Header (Figure 217) as the authenticated data
produces the following:

o Ciphertext from Figure 218

o Authentication tag from Figure 219
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ajm2Q-OpPXCr7-MHXicknbllsxLdXxK_yLdsOKuhJzfWK04SjdxQeSw2L9mu3a
_k1C55kCQ_3xlkcVKC5yr__1s48VO0K0k63_QRM9tBURMFgLBYJ8vOYQX00JW4
VUHILMGhF-tVQWB7Kz8mr8zeE7txFOMSaP6ga7-siYxStR7_G07Thd1jh-zGTO
wxM5g-VRORtqOK6AXpLIWEqQRp7pkt2zRM0OZAXqSpelO6FJ7FHLDYEFND-zDIZu
kLpCbzhzMDLLw2-8I114FQrgi-iEuzHglJFIIN2wh9Tj0cg_kOZy9BgMRZbmYXM
YOYQjorZ_P_JYG3ARAIF30jDNgpdYe-K_5Q5crGJSDNyij_ygEiltR5jssQVH2
ofDQdLChtazE
Figure 218: Ciphertext, base64url-encoded
BESYyFN7T09KY7i8zKs5_g
Figure 219: Authentication Tag, base64url-encoded

The following is generated after encrypting the plaintext:
o JWE Shared Unprotected Header parameters; this example uses the

header from Figure 220.

"cty™: "text/plain”

Figure 220: JWE Shared Unprotected Header JSON

5.13.7. Output Results

The following compose the resulting JWE object:

0 Recipient #1 JSON (Figure 206)

0 Recipient #2 JSON (Figure 210)

0 Recipient #3 JSON (Figure 215)

o Initialization vector/nonce (Figure 203)

o Ciphertext (Figure 218)

0 Authentication tag (Figure 219)

The Compact Serialization is not presented because it does not

support this use case; the JSON Flattened Serialization is not

presented because there is more than one recipient.

The resulting JWE object using the JSON General Serialization:

{
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"recipients”: [

"encrypted_key": "dYOD28kab0Vvf4ODgxVAJXgHcSZICSOp8M51z]
wjdw6bY5G4XIQsNNIBigyvUUAOCpL7S7-cFe7Pio7gV_Q06WmCSa-
vhW6me4bWrBf7cHWEQJdXihidAYWVajllakMXMVFRMV6iDIRr076
DFthg2_AVO0_tSiV6xSEIFqtlxnYPpmP91tc5WJIDOGb-wqjw0-b-S
11aS11QVbuP78dQ7Fa0zAVzzjHX-xvyM2wxj_otxr9cIN1LnZMbe
Y SrRicJK5xodvWgkpldkMHo4LvdhRRvzoKzlic89jFWPINBq_V4n

5trGuExtp_-dbHcGlihgc_wGgho9fLMK8JOArYLcMDNQ",
"header": {

"alg™: "RSA1_5",
"kid": "frodo.baggins@hobbiton.example"
}
}1
{

"encrypted_key": "EXInT0io9BgBMYF6-maw5tZlgoZXThD1zWKsHi
xJuw_elY4gSSid_w",
"header": {
"alg": "ECDH-ES+A256KW",
"kid": "peregrin.took@tuckborough.example”,
"epk™: {
"kty": "EC",
"crv": "P-384",
"Xx": "Uzdvk3pi5wKCRclizp5_r00jeqT-168i8g2b8mva8diRhs
E2xAn2DtMRb25Ma2CX",
"y": "VDrRyFJh-Kwd1EjAgmj5Eo0-CTHAZ53MC7PjjpLioy3yIE;j
[1pOMbw91fzZ84pbfm"
}
}
h
{

"encrypted_key": "a7CclAejo_7JSuPB8zeagxXRam8dwCfmkt9-Wy
TpS1E",

"header": {
"alg": "A256 GCMKW",
"kid": "18ec08el-bfa9-4d95-b205-2b4dd1d4321d",
"tag": "59Ngh1LIYtVIhfD3pgRGvwW",
"iv": "AvpeoPZ9Ncn9mkBn"

}

}

’unprotected": {
"cty": "text/plain”

]

"brotected": "eyJIbmMiOiJBMTI4Q0JDLUhTMjU2In0",
"iv": "VQEIHY20EnzUtZFI2RpB1g",

"ciphertext": "ajm2Q-OpPXCr7-MHXicknbllsxLdXxK_yLdsOKuhJzfWK
04SjdxQeSw2L9Imu3a_k1C55kCQ_3xIkcVKC5yr  1s48VO0KO0k63 QRM
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MBURMFQLBYJ8vOYQX00JW4VUHILMGhF-tVQWB7Kz8mr8zeE7txFOMSa
P6ga7-siYxStR7_G07Thd1jh-zGTOwxM5g-VRORtqOK6AXpLIWEQRp7p
kt2zRM0ZAXgSpelO6FJ7FHLDYEFND-zDIZukLpCbzhzMDLLwW2-8I114FQ
rgi-iEuzHglJFIIN2wh9Tj0cg_kOZy9BgMRZbmYXMY9YQjorZ_P_JYG3
ARAIF30jDNgpdYe-K_5Q5crGJSDNYyij_ygEiltR5jssQVH20fDQdLCht

azE",

"tag": "BESYyFN7TO9KY7i8zKs5_g"
}

Figure 221: JSON General Serialization

6. Nesting Signatures and Encryption
This example illustrates nesting a JSON Web Signature (JWS) structure
within a JSON Web Encryption (JWE) structure. The signature uses the
"PS256" (RSASSA-PSS) algorithm; the encryption uses the "RSA-OAEP"
(RSAES-OAEP) key encryption algorithm and the "A128GCM" (AES-GCM)
content encryption algorithm.
Note that RSASSA-PSS uses random data to generate the signature, and
RSAES-OAEP uses random data to generate the ciphertext; it might not
be possible to exactly replicate the results in this section.

Note that whitespace is added for readability as described in
Section 1.1.

6.1. Signing Input Factors
The following are supplied before beginning the signing operation:
o Payload content; this example uses the JSON Web Token (JWT)
[I-D.ietf-oauth-json-web-token] content from Figure 222, encoded
as [RFC4648] base64url to produce Figure 223.
0 RSA private key; this example uses the key from Figure 224.

o "alg" parameter of "PS256".

"iss": "hobbiton.example”,
"exp™: 1300819380,
"http://fexample.com/is_root": true

Figure 222: Payload content, in JSON format
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eyJpc3MiOiJob2JiaXRvbi5leGFtcGxlliwizXhwljoxMzAwWODE5MzgwLCJodH
RwOi8vZXhhbXBsZS5jb20vaXNfcm9vdCI6dHJI1ZX0

Figure 223: Payload content, base64url-encoded

{

"kty": "RSA",

"kid": "hobbiton.example”,

"use": "sig",

"n": "kKNrPIBDXMUG6fcyv5i-QHQAQ-K8gsC3HJIb7FYhYaw8hXbNJa-t8q0ID
KwLZgQXYV-ffWxXJIv5GGriZE4AGUS52IfMEegTDzY TrRQ3tepgKFjMGg6l
y6fkl1ZNsx2gEonsnIShfzA9GIWRTmtKPbk1s-hwx1IUSAT-AlelNgBg
cF2vE5W25_SGGB0aROVdUYXqETDggM1z5cKV4ZjDZ8-Ih40VB07bkac6
LQdHpJUUyYSH_Er20DXx30Kyi97PciXKTS-QKXnmm8ivyRCmux22ZoP Ui
nd2BKC50iG4MwALhalL222k8CsRdfy-7dg7z41Rp6D0ZeEvtaUp4bX4aK
raL4rTfw",

"e": "AQAB",

"d": "ZLe_TIXpE9-W_n2VBa-HWvuYPtjvxwVXCIIFOpJsdea8g9RMx34gEO
EtnoYc2un3CZ3LtJi-mjuSRAT8YSc76YJds3ZVwOUiO8mMBeG6-iOnvg
0bobNx7K57-xjTIZU72EjOr9kB7z6ZKwDDq7HFyCDhUECcYcHFVc7iL_6
TibVhAhOFONWIqIIgEgwVYdOrybNGKifdnpEbwyHoMwY6HM1qvnEFgP7
iZ0YzHUT535x6jj4VKcdA7ZduFkhUauysySEW7mxZM6fjlvdjJly9LD1
flzZ30Xv4ckoghKF5GONUBtINMMmMNgADG6gIViyEle1PrixI1tBhCl14bRW
-zIpHAQ",

"p": "yKWYONIAgwWMRQIgIBOdT1NIcbhDNUUs2Rh-pBaxD_mlkweMt4Mg-0-B
2iSYvMrs8horhonV7vxCQagcBAATGW-hAafUehWjxWSH-3KccRM8toL4
e0q7M-idRDOBXSo0e722-CV2x_ZCY3RP8qp642R13WgXqGDIM4MbUKZS]
cY9-c",

"g": "uND4015V30KDzf8vFIw589p1viIQVQ3NEIilrinRUPHkkxaAzDzccGgr
WMWpGXxGFFnNL3w5CqPLeU76-5IVYQqOHWYVIOhVXQHr7sgaGu-483Ad3
ENCcL23FrOnF45m7_200AstIDe49MeL TTQKrSIBI_SKvqgpYviSPTczPcZ
khoKk",

"dp": "jmTnEog2qga8ouaymjhJSCnsveUXnMQC2gAneQJRQkFqQu-zV2PKP
KNbPVKVyiF5b2-L3tM30W2d2iINDYyRUWXIT7V5I0KwPTABSTONTgAMYCh
Gi8kXXdlhcrtSvXldBakC6saxwl _TzGGY2MVXzc2ZnCvCXHV4qjSxOrf
P3pHFU",

"dq": "R9FUvU880OVzEKTkXI3-5-WusE4DjHmndeZllu3rifBdfLpg_P-iWP
BbGaq9wzQ1c-J7SzCdJIgkEJIDV5yd2C7rnZ6kpzwBh_nmL8zscAklgsun
Nt9CIGAYz7-sGWy1JGShFazfP52ThB4rICIOYuEaQMrlzpY77_oLAhpm
DAOhLK",

"qi*: "S8tC7ZknW6EhPITkjcwttQOPLVmMRfwirRIFAViuDb8NWICrV_7F20q
UZCgmzHTYAumwGFHI1IWVRep7anleWaJjxC_1b3fq_al4gH3Pe-EKiHg6
IMazuRtZLUROCThrExDbF5dYbsciDnfRUWLErZ4N1BeObnxYuPgxwKd9
QZwMo0"

Figure 224: RSA 2048-bit Private Key, in JWK format
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6.2. Signing Operation
The following are generated to complete the signing operation:
o JWS Protected Header; this example uses header from Figure 225,

encoded using [RFC4648] base64url to produce Figure 226.

"alg": "PS256",
"typ": "JWT"
Figure 225: JWS Protected Header JSON
eyJhbGciOiJQUzI1NilsInR5cCI61kpXVCJ9
Figure 226: JWS Protected Header, base64url-encoded
Performing the signature operation over the combined JWS Protected
Header (Figure 226) and Payload content (Figure 222) produces the
following signature:
dPpMgwRZxFYilUfcDAaf8M9907kwUW!tiXZ-ByvVulJihdMhJ_aZqciprzOOWalA
klvn1gskChirjKvY9ESZNUCP4JjvfyPS-ngjIxYoA5ztWOyYFk2cZNIPXjcIXSQ
wWXPO9tEe-v4VSqgD0aKHgPxYo0g4N6Cz1IKph1lU1sYDSI67_bLL7elg_vkjfMp5
_WS5I5LuUYGMeh6hxQlalUXfOEWV2ImvTMuZ-vBOWy0SniylEFo72CRTvmtrIf5
AROO5MNIiY3KtUxeP-SOmMD-LEYwW9SIlkohYzMVAZDDOrVbv7KVRHpeYNaK75KE
QQqdCEEKS_rskzS-Qtt_nlegTWh1mEYaA
Figure 227: JWS Signature, base64url-encoded
6.3. Signing Output
The following compose the resulting JWS object:
o JWS Protected Header (Figure 226))
o Payload content (Figure 223)
0 Signature (Figure 227)

The resulting JWS object using the Compact Serialization (which is
the plaintext input to the proceeding encryption operation):
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eyJhbGciOiJQUzI1NilsInR5cCI61kpXVCJ9

eyJpc3MiOiJob2JiaXRvbisleGFtcGxlliwiZXhwljoxMzAwODE5Mzgwl CJodH
RwOIi8vZXhhbXBsZS5jb20vaXNfcmovdCI6dHI1ZX0

dequRZxFYilUchAaf8M9907kWUWtiXZ—ByVVuJih4MhJ_anciprzOOWaIA
klvn1gskChirjKvY9ESZNUCP4JjvfyPS-nqjIxYoA5ztWOyYFk2cZNIPXjcIXSQ
wXPO9tEe-v4VSqgD0aKHgPxYog4N6Cz1lIKph1U1sYDSI67_bLL7elg_vkjfMp5
_WS5I5LuUYGMeh6hxQlalUXfOEWV2ImvTMuZ-vBOWY0SniylEFo72CRTvmtrlf5
AROO05MNIiY3KtUxeP-SOmD-LEYwW9SIkohYzMVAZDDOrVbv7KVRHpeYNaK75KE
QQqdCEEKS_rskzZS-Qtt_nlegTWh1mEYaA
Figure 228: Compact Serialization

6.4. Encryption Input Factors
The following are supplied before beginning the encryption process:
o Plaintext content; this example uses the content from Figure 228.
0 RSA public key; this example use the key from Figure 84.
0 "alg" parameter of "RSA-OAEP".
0 "enc" parameter of "A128GCM".

6.5. Encryption Generated Factors

The following are generated before encrypting:

0 AES symmetric key as the Content Encryption Key (CEK); this
example uses the key from Figure 229.

o Initialization vector/nonce; this example uses the initialization
vector/nonce from Figure 230.

ORHSNYWN-6-2QBGSYTZLSQ
Figure 229: Content Encryption Key, base64url-encoded
GbX1i9kXz0sxXPmA

Figure 230: Initialization vector, base64url-encoded
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6.6. Encrypting the Key

Performing the key encryption operation over the CEK (Figure 229)
with the RSA key (Figure 84) produces the following encrypted key:

a0JHRoITfpX4gRewlmjlStn8m3CPxBV1ueYIVhjurCyrBg3I7YhCRYjphDOOS4
E7rXbr2Fn6NyQQg-A-ggTOFXgNjVOGrG-bil3mwy7RoYhjTKBECEP7sMYMXXx4g
zMedpiJHQVeyl-zkZV7A9matpgevAIJWrXzOUysYGTtwoSN6gtUVtlLaivijvb21
O0ul4YxSHV-ByK1lkyeetRp_fuYJIxHOKLQLIP424sKx2WGYhb4zsBIPF4ss|_e5l
R7nany-25_UmC2urosNkoFz9cQ82MypZP8ggbQJyPN-Fpp4Z-506yV64x6yzDU
F_5JCIdI-QveH5dMVIY7qleKpXcV1IWO_2FefEBgXxXvljLeZiviNkzogCq3-I
apSjVFnMjBxjpYLT8muaawolyylXXMuinlpNcOY3n4KKrXLrCcteX85m4lIHMZ
a38s1Hpr56fPPseMA-Jltmt-a9iEDtOzhtxz8AXy9tsCAZV2XBWNG8c3kJusAa
mBKOYwfk7JhLRDgONJJIILhn7T14UXxDp9dCmUXEN6z0v23W15qJIEXNJItgnblp
ymooeWAHCT4e_Owbim1gOAEpTHUdAZ2IILNSOWTX_H_TXuPC8yDDhilsmxS_X_x
pkIHkiIIHWDOLX03BpgDTivpKkBYwgP2UZkexgX2Fo_GnVrNwlK7Lgxw6FSQvDO
0

Figure 231: Encrypted Key, base64url-encoded
6.7. Encrypting the Content
The following are generated before encrypting the plaintext:
o JWE Protected Header; this example uses the the header from

Figure 232, encoded using [RFC4648] base64url to produce
Figure 233.

"alg": "RSA-OAEP",
IICtyII: IIJWTII,
"enc": "A128GCM"

}
Figure 232: JWE Protected Header JSON

eyJhbGciOiJSUOEtTOFFUCISIMNOeSI6IkpXVCIsiImVuYyI6IKExMjhHQOO0IfQ
Figure 233: JWE Protected Header, base64url-encoded

Performing the content encryption operation over the Plaintext
(Figure 228) with the following:

0 CEK (Figure 229);
o Initialization vector/nonce (Figure 230); and

o JWE Protected Header (Figure 233) as authenticated data.

Miller Expires June 27, 2015 [Page 111]



Internet-Draft JOSE Cookbook December 2014

produces the following:
o Ciphertext from Figure 234.
o Authentication tag from Figure 235.
SZl4lvKHmwpazl_pJQXX3mHv1IANNOU4W9-utWYUcKrBNgCe20OFMf66cSJI8k2Q
kxaQD3_R60MGE9ofomwtky3GFxMeGRjtpMt9OAVVLSAXBO_UTCBGyBg3C2bWLX
gZIfJAA0JRUPRK-BImYZY81zVBulhc7HsQePCpu33SzMsFHjn4IP_idrJz_glz
TNgKDt8zdnUPauKTKDNOH1DD4fuzvDYfDIAfQGPYL5sVRwbiXpXdGokEszM-9C
hMPgW1QNhzuX_Zul3bvrJwr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEa
ulV18l4Fg9tLejdkAuQZjPbgqeHQBJe4lwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_Xo02
zI13Q_1sYjKUuis7yWW-HTr_vqvFtObj7WJf2vzB0TZ3dvsoGaTvPH2dyWwumUr
Ix4gmPUzBdwTO6ubfYSDUEEZz5py0d_OtWeUSYcCYBKD-aM7tXg26qJo21gYijLf
hn9zy-W19sOCZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5XmnwZMyNc
9EIwnogsCg-hVuvzyPOslruktml94 _SL1xgMI7003phcTMxtIMizR88NKU1WkB
siXMCjy1Noue7MD-ShDp5dmM
Figure 234: Ciphertext, base64url-encoded
KnlKEhN8U-3C9s4gtSpjSw
Figure 235: Authentication tag, base64url-encoded
6.8. Encryption Output
The following compose the resulting JWE object:
o JWE Protected Header (Figure 233)
0 Encrypted key (Figure 231)
o Initialization vector/nonce (Figure 230)
o Ciphertext (Figure 234)
o Authentication Tag (Figure 235)

The resulting JWE object using the Compact serialization:
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eyJhbGciOiJSUOELTOFFUCISImMNOeSI6IkpXVCIsImVuYyl6IKExMjhHQOOIfQ

a0JHRoITfpX4gRewlImjlStn8m3CPxBV1ueYIVhjurCyrBg3l7YhCRYjphDOOS4
E7rXbr2Fn6NyQQg-A-ggTOFXgNjVOGrG-bil3mwy7RoYhjTKBEC6P7sMYMXXx4g
zMedpiJHQVeyl-zkZV7A9matpgevAIWrXzOUysYGTtwoSN6gtUVtiLaivivb21
OO0ul4YxSHV-ByK1lkyeetRp_fuYJIXHOKLQL9P424sKx2WGYhb4zsBIPF4ss|_e5l
R7nany-25_UmC2urosNkoFz9cQ82MypZP8gqbQJyPN-Fpp4Z-506yV64x6yzDU
F_5JCIdI-QveH5dMVIY7qleKpXcV1IWO_2FefEBgXxXvljLeZiviNkzogCq3-I
apSjVFnMjBxjpYLT8muaawolyylXXMuinlpNcOY3n4KKrXLrCcteX85m4lIHMZ
a38s1Hpr56fPPseMA-JItmt-a9iEDtOzhtxz8AXy9tsCAZV2XBWNG8c3kJusAa
mBKOYwfk7JhLRDgONJjlILhn7TI4UXxDp9dCmUXEN6z0v23W15qJIEXNJItgnblp
ymooeWAHCT4e_Owbim1gOAEpTHUdAZ2IILNSOWTX_H_TXuPC8yDDhilsmxS_X_x
pkIHkiIIHWDOLXx03BpgDTivpKkBYwqP2UZkcxgX2Fo_GnVrNwIK7Lgxw6FSQvDO
0

GbX1i9kXz0sxXPmA

SZl4lvKHmwpazl_pJQXX3mHv1IANNOU4WI-utWYUcKrBNgCe20OFMf66cSJI8k2Q
kxaQD3_R60MGE9ofomwtky3GFxMeGRjtpMt9OAVVLSAXBO_UTCBGYBg3C2bWLX
gZIfJAA0JRUPRK-BimYZY81zVBulhc7HsQePCpu33SzMsFHjn4lP_idrJz_glZz
TNgKDt8zdnUPauKTKDNOH1DD4fuzvDYfDIAfqGPYyL5sVRwhiXpXdGokEszM-9C
hMPgW1QNhzuX_Zul3bvrJwr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEa
ulv18l4Fg9tLejdkAuQZjPbgeHQBJe4lwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_Xo02
zI13Q_1sYjKUuis7yWW-HTr_vqvFtObj7WJf2vzB0TZ3dvsoGaTvPH2dyWwumUr
Ix4gmPUzBdwTO6ubfY SDUEEZz5py0d_OtWeUSYcCYBKD-aM7tXg26qJo21gYiLf
hn9zy-W19sOCZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5XmnwZMyNc
9EIlwnogsCg-hVuvzyPOslruktml94_SL1xgMI7003phcTMxtIMizR88NKU1WkB
siXMCjy1Noue7MD-ShDp5dmM

KnIKEhN8U-3C9s4gtSpjSw
Figure 236: Compact Serialization

The resulting JWE object using the JSON General Serialization:
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{

"recipients™: [

"encrypted_key": "a0JHRoITfpX4qRewImjlStn8m3CPxBV1ueYIVh
jurCyrBg317YhCRYjphDOOS4E7rXbr2Fn6NyQqg-A-gqTOFXgNjVO
GrG-bil3mwy7RoYhjTKBECEP7sMYMXXx4gzMedpiJHQVeyl-zkZV
7A9matpgevAJWrXzOUysYGTtwoSN6gtUVtlLaivjvb2100uldYxS
HV-ByK1kyeetRp_ fuYJxHOKLQLI9P424sKx2WGYb4zsBIPF4ss| e
5IR7nany-25_UmC2urosNkoFz9cQ82MypZP8gqbQJyPN-Fpp4Z-5
06yV64x6yzDUF_5JCIdI-Qv6H5dMVIY7qleKpXcV1IWO_2FefEBq
XxXvljLeZiviNkzogCq3-lapSjVFnMjBxjpYLT8muaawolyy1 XXM
uinlpNcOY3n4KKrXLrCcteX85m4lIHMZa38s1Hpr56fPPseMA-JI
tmt-a9iEDtOzhtxz8 AXy9tsCAZV2XBWNG8c3kJusAamBKOYwfk7J
hLRDgONJjIILhn7T14UxDp9dCmUXEN6z0v23W15gJIEXNJtgnblp
ymooeWAHCT4e_Owbim1gOAEpTHUAA2IILNSOWTX_H_TXuPC8yDDh
ilsmxS_X_xpkIHkiIHWDOLx03BpgDTivpKkBYwqP2UZkexgX2Fo_
GnVrNwlK7Lgxw6FSQvDOO0"

}

1,

"protected": "eyJhbGciOiJSUOEtTOFFUCISIMNOeSI6IkpXVClsimVuYy
I6IkEXMjhHQOO0ifQ",

"iv": "GbX1i9kXz0sxXPmA",

"ciphertext": "SZI4lvKHmwpazl_pJQXX3mHv1ANnOU4Wf9-utWYUCcKrBN
gCe20FMf66cSJI8k2QkxaQD3_R60MGE9ofomwtky3GFxMeGRjtpMt9OAv
VLsAXBO_UTCBGyBg3C2bWLXqZIfJAA0JRUPRk-BimYZY81zVBulhc7Hs
QePCpu33SzMsFHjn4lP_idrJz_glZTNgKDt8zdnUPauKTKDNOH1DDA4fu
zvDYTDIAfgGPyL5sVRwbiXpXdGokEszM-9ChMPgW1QNhzuX_Zul3bvr]
wr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEaulV18l4Fg9tLejd
kAuQzZjPbgqeHQBJe4lwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_X02zI13Q_1sY]j
KUuis7yWW-HTr_vqgvFt0bj7WJf2vzB0OTZ3dvsoGaTvPH2dyWwumUrix4
gmPUzBdwTO6ubfYSDUEEZz5py0d_OtWeUSYcCYBKD-aM7tXg26gJo21gY
jLthn9zy-W19sOCZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5
XmnwZMyNc9EIwnogsCg-hVuvzyPOslIruktml94_SL1xgMI7003phcTMx
tIMizR88NKU1WkBsiXMCjy1Noue7MD-ShDp5dmM*,

"tag": "KnIKEhN8U-3C9s4gtSpjSw"

}
Figure 237: JSON General Serialization

The resulting JWE object using the JSON Flattened Serialization:
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{
"encrypted_key": "a0JHRoITfpX4gqRewIimjIStn8m3CPxBV1ueYIVhjurC

yrBg3I7YhCRYjphDOOS4E7rXbr2Fn6NyQqg-A-gqTOFXgNjVOGrG-bil3
mwy7RoYhJTKBEC6P7sMYMXXx4gzMedpiJHQVeyl-zkZV7A9matpgevAl
WrXzOUysYGTtwoSN6gtUVtlLaivjvb2100uldYxSHV-ByK1kyeetRp f
uYJIXHOKLQL9P424sKx2WGYb4zsBIPF4ssl_e5IR7nany-25 UmC2uros
NkoFz9cQ82MypzZP8gqbQJyPN-Fpp4Z-506yV64x6yzDUF_5JCIdI-Qv6
H5dMVIY7g1eKpXcV1IWO_2FefEBgXxXvljLeZiviNkzogCq3-lapSjVF
NMjBxjpYLT8muaawolyyl1XXMuinlpNcOY3n4KKrXLrCcteX85m4lIHMZ
a38s1Hpr56fPPseMA-Jitmt-a9iEDtOzhtxz8 AXy9tsCAZV2XBWNG8c3
kJusAamBKOYwfk7JhLRDgONJjlILhn7TI4UxDp9dCmUXENG6z0v23W15q
JIEXNJtgnblpymooeWAHCT4e_Owbim1gOAEpTHUdAZ2IILNSOWTX_H_TX
uPC8yDDhilsmxS_X_xpkIHkilHWDOLx03BpgDTivpKkBYwqgP2UZkexgX
2Fo_GnVrNwlK7Lgxw6FSQvDOQ",

"protected": "eyJhbGciOiJSUOEtTOFFUCISIMNOeSI6IkpXVCIsimVuYy
I16IkEXMjhHQOO0ifQ",

"iv": "GbX1i9kXz0sxXPmA",

"ciphertext": "SZI4lvKHmwpazl_pJQXX3mHv1IANNOU4Wf9-utWYUcKrBN
gCe20FMf66cSJI8k2QkxaQD3_R60MGE9ofomwiky3GFxMeGRjtpMt9OAvV
VLsAXBO_UTCBGyBg3C2bWLXgZIfJAA0JRUPRK-BimYZY81zVBulhc7Hs
QePCpu33SzMsFHjn4lP_idrJz_glZTNgKDt8zdnUPauKTKDNOH1DD4fu
zvDYfDIAfgGPyL5sVRwbiXpXdGokEszM-9ChMPgW1QNhzuX_Zul3bvrd
wr7nuGZs4cUScY3n8yE3AHCLurgls-A9mz1X38xEaulV18l4Fg9tLejd
kAuQzjPbqeHQBJe4lwGD5Ee0dQ-Mtz4NnhkIWx-YKBb_X02zI13Q_1sY]j
KUuis7yWW-HTr_vqvFt0bj7WJf2vzB0TZ3dvsoGaTvPH2dyWwumUrix4
gmPUzBdwTO6ubfYSDUEEZz5py0d_OtWeUSYcCYBKD-aM7tXg26qJo21gY
jLfhn9zy-W19sOCZGuzgFjPhawXHpvnj_t-0_ES96kogjJLxS1IMU9Y5
XmnwZMyNc9EIwnogsCg-hVuvzyPOsIruktml94_SL1xgMI7003phcTMx
tIMizR88NKU1WkBsiXMCjy1lNoue7MD-ShDp5dmM",

"tag": "KnIKEhN8U-3C9s4gtSpjSw"

}

Figure 238: JSON Flattened Serialization
7. Security Considerations
This document is designed to provide examples for developers to use
in checking their implementations. As such it does not follow some
of the security considerations and recommendations in the core
documents. For instance:

o it does not always generate a new CEK value for every encrypted
example;

o it does not always generate a new IV value for every encrypted
example; and
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o it does not always generate a new ephemeral key for every
ephemeral key example.

For each example, data that is expected to be generated for each
signing or encryption operation is isolated to sections titled
"Generated Factors".

8. IANA Considerations

This document has no actions for IANA.
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1. Introduction

The JSON Web Algorithms (JWA) specification registers cryptographic
algorithms and identifiers to be used with the JSON Web Signature

(JWS) [JWS], JSON Web Encryption (JWE) [JWE], and JSON Web Key (JWK)
[JWK] specifications. It defines several IANA registries for these

identifiers. All these specifications utilize JavaScript Object

Notation (JSON) [RFC7159] based data structures. This specification

also describes the semantics and operations that are specific to

these algorithms and key types.

Registering the algorithms and identifiers here, rather than in the

JWS, JWE, and JWK specifications, is intended to allow them to remain
unchanged in the face of changes in the set of Required, Recommended,
Optional, and Deprecated algorithms over time. This also allows
changes to the JWS, JWE, and JWK specifications without changing this
document.

Names defined by this specification are short because a core goal is
for the resulting representations to be compact.

1.1. Notational Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in Key

words for use in RFCs to Indicate Requirement Levels [RFC2119]. If

these words are used without being spelled in uppercase then they are

to be interpreted with their normal natural language meanings.

BASEG64URL(OCTETS) denotes the base64url encoding of OCTETS, per
Section 2 of [JWS].

UTF8(STRING) denotes the octets of the UTF-8 [RFC3629] representation
of STRING, where STRING is a sequence of zero or more Unicode
[UNICODE] characters.

ASCII(STRING) denotes the octets of the ASCII [RFC20] representation
of STRING, where STRING is a sequence of zero or more ASCII
characters.

The concatenation of two values A and B is denoted as A || B.
2. Terminology

These terms defined by the JISON Web Signature (JWS) [JWS]
specification are incorporated into this specification: "JSON Web
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Signature (JWS)", "Base64url Encoding”, "Header Parameter", "JOSE
Header", "JWS Payload", "JWS Protected Header", "JWS Signature”, "JWS
Signing Input”, and "Unsecured JWS".

These terms defined by the JSON Web Encryption (JWE) [JWE]
specification are incorporated into this specification: "JSON Web
Encryption (JWE)", "Additional Authenticated Data (AAD)",
"Authentication Tag", "Content Encryption Key (CEK)", "Direct
Encryption”, "Direct Key Agreement”, "JWE Authentication Tag", "JWE
Ciphertext", "JWE Encrypted Key", "JWE Initialization Vector", "JWE
Protected Header", "Key Agreement with Key Wrapping", "Key
Encryption”, "Key Management Mode", and "Key Wrapping".

These terms defined by the JSON Web Key (JWK) [JWK] specification are
incorporated into this specification: "JSON Web Key (JWK)" and "JSON
Web Key Set (JWK Set)".

These terms defined by the Internet Security Glossary, Version 2
[RFC4949] are incorporated into this specification: "Ciphertext",
"Digital Signature", "Message Authentication Code (MAC)", and
"Plaintext".

This term is defined by this specification:

Base64urlUInt
The representation of a positive or zero integer value as the
base64url encoding of the value’s unsigned big endian
representation as an octet sequence. The octet sequence MUST
utilize the minimum number of octets needed to represent the
value. Zero is represented as BASE64URL(single zero-valued
octet), which is "AA".

3. Cryptographic Algorithms for Digital Signatures and MACs
JWS uses cryptographic algorithms to digitally sign or create a
Message Authentication Code (MAC) of the contents of the JWS
Protected Header and the JWS Payload.

3.1. "alg" (Algorithm) Header Parameter Values for JWS
The table below is the set of "alg" (algorithm) header parameter

values defined by this specification for use with JWS, each of which
is explained in more detail in the following sections:
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+ + + +
| alg Param | Digital Signature or MAC | Implementation |

| Value | Algorithm | Requirements |

+ + + +

| HS256 | HMAC using SHA-256 | Required |

| HS384 | HMAC using SHA-384 | Optional [

| HS512 | HMAC using SHA-512 | Optional [

| RS256 | RSASSA-PKCS-v1_5 using SHA-256 | Recommended |
| RS384 | RSASSA-PKCS-v1_5 using SHA-384 | Optional |

| RS512 | RSASSA-PKCS-v1_5 using SHA-512 | Optional [

| ES256 | ECDSA using P-256 and SHA-256 | Recommended+ |
| ES384 | ECDSA using P-384 and SHA-384 | Optional [

| ES512 | ECDSA using P-521 and SHA-512 | Optional [

| PS256 | RSASSA-PSS using SHA-256 and MGF1 | Optional [

| | with SHA-256 | |

| PS384 | RSASSA-PSS using SHA-384 and MGF1 | Optional [

| | with SHA-384 | |

| PS512 | RSASSA-PSS using SHA-512 and MGF1 | Optional |

| | with SHA-512 |

| none | No digital signature or MAC | Optional |

| | performed

+ + + +

The use of "+" in the Implementation Requirements indicates that the
requirement strength is likely to be increased in a future version of
the specification.

See Appendix A.1 for a table cross-referencing the JWS digital
signature and MAC "alg" (algorithm) values defined in this
specification with the equivalent identifiers used by other standards
and software packages.

3.2. HMAC with SHA-2 Functions

Hash-based Message Authentication Codes (HMACS) enable one to use a
secret plus a cryptographic hash function to generate a Message
Authentication Code (MAC). This can be used to demonstrate that
whoever generated the MAC was in possession of the MAC key. The
algorithm for implementing and validating HMACs is provided in RFC
2104 [RFC2104].

A key of the same size as the hash output (for instance, 256 bits for
"HS256") or larger MUST be used with this algorithm. (This
requirement is based on Section 5.3.4 (Security Effect of the HMAC
Key) of NIST SP 800-117 [NIST.800-107], which states that the
effective security strength is the minimum of the security strength
of the key and two times the size of the internal hash value.)

Jones Expires July 17, 2015 [Page 7]



Internet-Draft JSON Web Algorithms (JWA) January 2015

The HMAC SHA-256 MAC is generated per RFC 2104, using SHA-256 as the
hash algorithm "H", using the JWS Signing Input as the "text" value,

and using the shared key. The HMAC output value is the JWS

Signature.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWS Signature is an HMAC value computed using the
corresponding algorithm:

+ + +
| alg Param Value | MAC Algorithm |
+ + +

| HS256 | HMAC using SHA-256 |
| HS384 | HMAC using SHA-384 |
| HS512 | HMAC using SHA-512 |
+ + +

The HMAC SHA-256 MAC for a JWS is validated by computing an HMAC
value per RFC 2104, using SHA-256 as the hash algorithm "H", using

the received JWS Signing Input as the "text" value, and using the

shared key. This computed HMAC value is then compared to the result
of base64url decoding the received encoded JWS Signature value. The
comparison of the computed HMAC value to the JWS Signature value MUST
be done in a constant-time manner to thwart timing attacks.

Alternatively, the computed HMAC value can be base64url encoded and
compared to the received encoded JWS Signature value (also in a
constant-time manner), as this comparison produces the same result as
comparing the unencoded values. In either case, if the values match,

the HMAC has been validated.

Securing content and validation with the HMAC SHA-384 and HMAC SHA-
512 algorithms is performed identically to the procedure for HMAC
SHA-256 -- just using the corresponding hash algorithms with
correspondingly larger minimum key sizes and result values: 384 hits

each for HMAC SHA-384 and 512 bits each for HMAC SHA-512.

An example using this algorithm is shown in Appendix A.1 of [JWS].
3.3. Digital Signature with RSASSA-PKCS1-V1_5

This section defines the use of the RSASSA-PKCS1-V1_5 digital

signature algorithm as defined in Section 8.2 of RFC 3447 [RFC3447]

(commonly known as PKCS #1), using SHA-2 [SHS] hash functions.

A key of size 2048 bits or larger MUST be used with these algorithms.

The RSASSA-PKCS1-V1_5 SHA-256 digital signature is generated as
follows: Generate a digital signature of the JWS Signing Input using
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RSASSA-PKCS1-V1_5-SIGN and the SHA-256 hash function with the desired
private key. This is the JWS Signature value.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWS Signature is a digital signature value computed
using the corresponding algorithm:

4 4 +

| alg Param Value | Digital Signature Algorithm |

+ + +

| RS256 | RSASSA-PKCS-v1 5 using SHA-256 |
| RS384 | RSASSA-PKCS-v1 5 using SHA-384 |
| RS512 | RSASSA-PKCS-v1_5 using SHA-512 |

The RSASSA-PKCS1-V1_5 SHA-256 digital signature for a JWS is

validated as follows: Submit the JWS Signing Input, the JWS

Signature, and the public key corresponding to the private key used

by the signer to the RSASSA-PKCS1-V1 5-VERIFY algorithm using SHA-256
as the hash function.

Signing and validation with the RSASSA-PKCS1-V1 5 SHA-384 and RSASSA-
PKCS1-V1_5 SHA-512 algorithms is performed identically to the

procedure for RSASSA-PKCS1-V1 5 SHA-256 -- just using the

corresponding hash algorithms instead of SHA-256.

An example using this algorithm is shown in Appendix A.2 of [JWS].
3.4. Digital Signature with ECDSA

The Elliptic Curve Digital Signature Algorithm (ECDSA) [DSS] provides
for the use of Elliptic Curve cryptography, which is able to provide
equivalent security to RSA cryptography but using shorter key sizes
and with greater processing speed for many operations. This means
that ECDSA digital signatures will be substantially smaller in terms

of length than equivalently strong RSA digital signatures.

This specification defines the use of ECDSA with the P-256 curve and

the SHA-256 cryptographic hash function, ECDSA with the P-384 curve
and the SHA-384 hash function, and ECDSA with the P-521 curve and the
SHA-512 hash function. The P-256, P-384, and P-521 curves are

defined in [DSS].

The ECDSA P-256 SHA-256 digital signature is generated as follows:
1. Generate a digital signature of the JWS Signing Input using ECDSA

P-256 SHA-256 with the desired private key. The output will be
the pair (R, S), where R and S are 256 bit unsigned integers.
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2. Turn R and S into octet sequences in big endian order, with each
array being be 32 octets long. The octet sequence
representations MUST NOT be shortened to omit any leading zero
octets contained in the values.

3. Concatenate the two octet sequences in the order R and then S.
(Note that many ECDSA implementations will directly produce this
concatenation as their output.)

4. The resulting 64 octet sequence is the JWS Signature value.
The following "alg" (algorithm) Header Parameter values are used to

indicate that the JWS Signature is a digital signature value computed
using the corresponding algorithm:

+ + +
| alg Param Value | Digital Signature Algorithm |

+ + +

| ES256 | ECDSA using P-256 and SHA-256 |
| ES384 | ECDSA using P-384 and SHA-384 |
| ES512 | ECDSA using P-521 and SHA-512 |
+ + +

The ECDSA P-256 SHA-256 digital signature for a JWS is validated as
follows:

1. The JWS Signature value MUST be a 64 octet sequence. Ifitis
not a 64 octet sequence, the validation has failed.

2. Split the 64 octet sequence into two 32 octet sequences. The
first octet sequence represents R and the second S. The values R
and S are represented as octet sequences using the Integer-to-
OctetString Conversion defined in Section 2.3.7 of SEC1 [SEC1]
(in big endian octet order).

3. Submit the JWS Signing Input R, S and the public key (x, y) to
the ECDSA P-256 SHA-256 validator.

Signing and validation with the ECDSA P-384 SHA-384 and ECDSA P-521
SHA-512 algorithms is performed identically to the procedure for

ECDSA P-256 SHA-256 -- just using the corresponding hash algorithms
with correspondingly larger result values. For ECDSA P-384 SHA-384,

R and S will be 384 bits each, resulting in a 96 octet sequence. For
ECDSA P-521 SHA-512, R and S will be 521 bits each, resulting in a

132 octet sequence. (Note that the Integer-to-OctetString Conversion
defined in Section 2.3.7 of SEC1 [SEC1] used to represent R and S as
octet sequences adds zero-valued high-order padding bits when needed
to round the size up to a multiple of 8 bits; thus, each 521-bit
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integer is represented using 528 bits in 66 octets.)

Examples using these algorithms are shown in Appendices A.3 and A.4
of [JWS].

3.5. Digital Signature with RSASSA-PSS

This section defines the use of the RSASSA-PSS digital signature
algorithm as defined in Section 8.1 of RFC 3447 [RFC3447] with the
MGF1 mask generation function and SHA-2 hash functions, always using
the same hash function for both the RSASSA-PSS hash function and the
MGF1 hash function. The size of the salt value is the same size as

the hash function output. All other algorithm parameters use the

defaults specified in Section A.2.3 of RFC 3447.

A key of size 2048 bits or larger MUST be used with this algorithm.

The RSASSA-PSS SHA-256 digital signature is generated as follows:
Generate a digital signature of the JWS Signing Input using RSASSA-
PSS-SIGN, the SHA-256 hash function, and the MGF1 mask generation
function with SHA-256 with the desired private key. This is the JWS
signature value.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWS Signature is a digital signature value computed
using the corresponding algorithm:

+ + +

| alg Param Value | Digital Signature Algorithm |

+ + +

| PS256 | RSASSA-PSS using SHA-256 and MGF1 with SHA-256 |
| PS384 | RSASSA-PSS using SHA-384 and MGF1 with SHA-384 |
| PS512 | RSASSA-PSS using SHA-512 and MGF1 with SHA-512 |
+ + +

The RSASSA-PSS SHA-256 digital signature for a JWS is validated as
follows: Submit the JWS Signing Input, the JWS Signature, and the

public key corresponding to the private key used by the signer to the
RSASSA-PSS-VERIFY algorithm using SHA-256 as the hash function and
using MGF1 as the mask generation function with SHA-256.

Signing and validation with the RSASSA-PSS SHA-384 and RSASSA-PSS
SHA-512 algorithms is performed identically to the procedure for
RSASSA-PSS SHA-256 -- just using the alternative hash algorithm in

both roles.
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3.6. Using the Algorithm "none"

JWSs MAY also be created that do not provide integrity protection.
Such a JWS is called an Unsecured JWS. An Unsecured JWS uses the
"alg" value "none" and is formatted identically to other JWSs, but

MUST use the empty octet sequence as its JWS Signature value.
Recipients MUST verify that the JWS Signature value is the empty

octet sequence.

Implementations that support Unsecured JWSs MUST NOT accept such
objects as valid unless the application specifies that it is

acceptable for a specific object to not be integrity protected.
Implementations MUST NOT accept Unsecured JWSs by default. In order
to mitigate downgrade attacks, applications MUST NOT signal

acceptance of Unsecured JWSs at a global level, and SHOULD signal
acceptance on a per-object basis. See Section 8.5 for security
considerations associated with using this algorithm.

4. Cryptographic Algorithms for Key Management

JWE uses cryptographic algorithms to encrypt or determine the Content
Encryption Key (CEK).

4.1. "alg" (Algorithm) Header Parameter Values for JWE
The table below is the set of "alg" (algorithm) Header Parameter
values that are defined by this specification for use with JWE.

These algorithms are used to encrypt the CEK, producing the JWE
Encrypted Key, or to use key agreement to agree upon the CEK.
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+ + + + +
| alg Param Value | Key Management | More |Implementation |
| | Algorithm | Header | Requirements |
| | | Params |
+ + + + +
RSAl1 5 | RSAES-PKCS1-V1 5 | (none) | Recommended- |

|

| RSA- OAEP | RSAES OAEP using | (none) | Recommended+ |
| | default parameters | | |

| RSA-OAEP-256 | RSAES OAEP using | (none) | Optional |

| | SHA-256 and MGF1 | | |

| | with SHA-256 | | |

| A128KW | AES Key Wrap with | (none) | Recommended |

| | default initial | | |

| | value using 128 | | |

| | bit key | |

| A192KW | AES Key Wrap with | (none) | Optional |

| | default initial | | |

| | value using 192 | | |

| | bit key | I

| A256KW | AES Key Wrap with | (none) | Recommended |

| | default initial | | [

| | value using 256 | | |

| | bit key (I

| dir | Direct use of a | (none) | Recommended |

| | shared symmetric | |

| | key as the CEK | |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

o

I
ECDH-ES | Elliptic Curve | "epk”, | Recommended+ |
| Diffie-Hellman | "apu", |
| Ephemeral Static | "apv" | |
| key agreement | | |
| using Concat KDF | | |
ECDH-ES+A128KW | ECDH-ES using | "epk", | Recommended |
| Concat KDF and CEK | "apu", | |
| wrapped with | "apv" |
| "A128KW" | | |
ECDH-ES+A192KW | ECDH-ES using | "epk", | Optional |
| Concat KDF and CEK | "apu", | [
| wrapped with | "apv" | |
| "A192KW" |
ECDH-ES+A256KW | ECDH-ES using | "epk", | Recommended |
| Concat KDF and CEK | "apu", | |
| wrapped with | "apv" | |
| "A256KW" | |
A128GCMKW | Key wrapping with | "iv", | Optional |
| AES GCM using 128 | "tag" | |
| bit key | |
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| A192GCMKW | Key wrapping with | "iv", | Optional |
| | AES GCM using 192 | "tag" | |

| | bit key |

| A256 GCMKW | Key wrapping with | "iv", | Optional |
| | AES GCM using 256 | "tag" | |

| | bit key I I

| PBES2-HS256+A128KW | PBES2 with HMAC | "p2s", | Optional [
| | SHA-256 and | "p2c" | |

| | "A128KW" wrapping | | |

| PBES2-HS384+A192KW | PBES2 with HMAC | "p2s”, | Optional [
| | SHA-384 and | "p2c" | |

| | "AL92KW" wrapping | | |

| PBES2-HS512+A256KW | PBES2 with HMAC | "p2s", | Optional [
| | SHA-512 and | "p2c" | |

| | "A256KW" wrapping | | |

+ + + + +

The More Header Params column indicates what additional Header
Parameters are used by the algorithm, beyond "alg", which all use.
All but "dir* and "ECDH-ES" also produce a JWE Encrypted Key value.

The use of "+" in the Implementation Requirements indicates that the
requirement strength is likely to be increased in a future version of
the specification.

See Appendix A.2 for a table cross-referencing the JWE "alg"
(algorithm) values defined in this specification with the equivalent
identifiers used by other standards and software packages.

4.2. Key Encryption with RSAES-PKCS1-V1_5

This section defines the specifics of encrypting a JWE CEK with
RSAES-PKCS1-V1_5 [RFC3447]. The "alg" Header Parameter value
"RSA1 5" is used for this algorithm.

A key of size 2048 bits or larger MUST be used with this algorithm.
An example using this algorithm is shown in Appendix A.2 of [JWE].
4.3. Key Encryption with RSAES OAEP

This section defines the specifics of encrypting a JWE CEK with RSAES
using Optimal Asymmetric Encryption Padding (OAEP) [RFC3447]. Two
sets of parameters for using OAEP are defined, which use different

hash functions. In the first case, the default parameters specified

by RFC 3447 in Section A.2.1 are used. (Those default parameters are
the SHA-1 hash function and the MGF1 with SHA-1 mask generation
function.) In the second case, the SHA-256 hash function and the
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MGF1 with SHA-256 mask generation function are used.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the corresponding algorithm:

+ + +
| alg Param Value | Key Management Algorithm |
| RSA-OAEP | RSAES OAEP using default parameters

| RSA-OAEP-256 | RSAES OAEP using SHA-256 and MGF1 with SHA-256 |
+ + +

A key of size 2048 bits or larger MUST be used with these algorithms.
(This requirement is based on Table 4 (Security-strength time frames)
of NIST SP 800-57 [NIST.800-57], which requires 112 bits of security
for new uses, and Table 2 (Comparable strengths) of the same, which
states that 2048 bit RSA keys provide 112 bits of security.)

An example using RSAES OAEP with the default parameters is shown in
Appendix A.1 of [JWE].

4.4. Key Wrapping with AES Key Wrap

This section defines the specifics of encrypting a JWE CEK with the
Advanced Encryption Standard (AES) Key Wrap Algorithm [RFC3394] using
the default initial value specified in Section 2.2.3.1.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the corresponding algorithm and key size:

+ + +

| alg Param | Key Management Algorithm |

| Value | |

+ + +

| A128KW | AES Key Wrap with default initial value using 128 |
| bit key |

| A192KW | AES Key Wrap with default initial value using 192 |

| | bit key |

| A256KW | AES Key Wrap with default initial value using 256 |

| | bit key |

+ +

+

An example using this algorithm is shown in Appendix A.3 of [JWE].
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4.5. Direct Encryption with a Shared Symmetric Key

This section defines the specifics of directly performing symmetric
key encryption without performing a key wrapping step. In this case,
the shared symmetric key is used directly as the Content Encryption
Key (CEK) value for the "enc" algorithm. An empty octet sequence is
used as the JWE Encrypted Key value. The "alg" Header Parameter
value "dir" is used in this case.

Refer to the security considerations on key lifetimes in Section 8.2
and AES GCM in Section 8.4 when considering utilizing direct
encryption.

4.6. Key Agreement with Elliptic Curve Diffie-Hellman Ephemeral Static
(ECDH-ES)

This section defines the specifics of key agreement with Elliptic

Curve Diffie-Hellman Ephemeral Static [RFC6090], in combination with
the Concat KDF, as defined in Section 5.8.1 of [NIST.800-56A]. The
key agreement result can be used in one of two ways:

1. directly as the Content Encryption Key (CEK) for the "enc"
algorithm, in the Direct Key Agreement mode, or

2. as a symmetric key used to wrap the CEK with the "A128KW",
"A192KW", or "A256KW" algorithms, in the Key Agreement with Key
Wrapping mode.

A new ephemeral public key value MUST be generated for each key
agreement operation.

In Direct Key Agreement mode, the output of the Concat KDF MUST be a
key of the same length as that used by the "enc" algorithm. In this

case, the empty octet sequence is used as the JWE Encrypted Key
value. The "alg" Header Parameter value "ECDH-ES" is used in the
Direct Key Agreement mode.

In Key Agreement with Key Wrapping mode, the output of the Concat KDF
MUST be a key of the length needed for the specified key wrapping
algorithm. In this case, the JWE Encrypted Key is the CEK wrapped

with the agreed upon key.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the result of the key agreement algorithm as the key
encryption key for the corresponding key wrapping algorithm:
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+ + +

| alg Param | Key Management Algorithm |

| Value | |

+ + +

| ECDH-ES+A128KW | ECDH-ES using Concat KDF and CEK wrapped with |
| | "A128KW" |

| ECDH-ES+A192KW | ECDH-ES using Concat KDF and CEK wrapped with |
| | "A192KW" |

| ECDH-ES+A256KW | ECDH-ES using Concat KDF and CEK wrapped with |
| | "A256KW" |

+ + +

4.6.1. Header Parameters Used for ECDH Key Agreement

The following Header Parameter names are used for key agreement as
defined below.

4.6.1.1. "epk" (Ephemeral Public Key) Header Parameter

The "epk" (ephemeral public key) value created by the originator for

the use in key agreement algorithms. This key is represented as a

JSON Web Key [JWK] public key value. It MUST contain only public key
parameters and SHOULD contain only the minimum JWK parameters
necessary to represent the key; other JWK parameters included can be
checked for consistency and honored or can be ignored. This Header
Parameter MUST be present and MUST be understood and processed by
implementations when these algorithms are used.

4.6.1.2. "apu" (Agreement PartyUlInfo) Header Parameter

The "apu" (agreement PartyUInfo) value for key agreement algorithms
using it (such as "ECDH-ES"), represented as a base64url encoded
string. When used, the PartyUInfo value contains information about

the producer. Use of this Header Parameter is OPTIONAL. This Header
Parameter MUST be understood and processed by implementations when
these algorithms are used.

4.6.1.3. "apv" (Agreement PartyVInfo) Header Parameter

The "apv" (agreement PartyVInfo) value for key agreement algorithms

using it (such as "ECDH-ES"), represented as a base64url encoded

string. When used, the PartyVInfo value contains information about

the recipient. Use of this Header Parameter is OPTIONAL. This

Header Parameter MUST be understood and processed by implementations
when these algorithms are used.
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4.6.2. Key Derivation for ECDH Key Agreement

The key derivation process derives the agreed upon key from the
shared secret Z established through the ECDH algorithm, per Section
6.2.2.2 of [NIST.800-56A].

Key derivation is performed using the Concat KDF, as defined in
Section 5.8.1 of [NIST.800-56A], where the Digest Method is SHA-256.
The Concat KDF parameters are set as follows:

z
This is set to the representation of the shared secret Z as an
octet sequence.

keydatalen
This is set to the number of bits in the desired output key. For
"ECDH-ES", this is length of the key used by the "enc" algorithm.
For "ECDH-ES+A128KW", "ECDH-ES+A192KW", and "ECDH-ES+A256KW", this
is 128, 192, and 256, respectively.

AlgorithmID
The AlgorithmID value is of the form Datalen || Data, where Data
is a variable-length string of zero or more octets, and Datalen is
a fixed-length, big endian 32 bit counter that indicates the
length (in octets) of Data. In the Direct Key Agreement case,
Data is set to the octets of the ASCII representation of the "enc"
Header Parameter value. In the Key Agreement with Key Wrapping
case, Data is set to the octets of the ASCII representation of the
"alg" Header Parameter value.

PartyUlnfo
The PartyUlInfo value is of the form Datalen || Data, where Data is
a variable-length string of zero or more octets, and Datalen is a
fixed-length, big endian 32 bit counter that indicates the length
(in octets) of Data. If an "apu" (agreement PartyUInfo) Header
Parameter is present, Data is set to the result of base64url
decoding the "apu" value and Datalen is set to the number of
octets in Data. Otherwise, Datalen is set to 0 and Data is set to
the empty octet sequence.

PartyVinfo
The PartyVInfo value is of the form Datalen || Data, where Data is
a variable-length string of zero or more octets, and Datalen is a
fixed-length, big endian 32 bit counter that indicates the length
(in octets) of Data. If an "apv" (agreement PartyVinfo) Header
Parameter is present, Data is set to the result of base64url
decoding the "apv" value and Datalen is set to the number of
octets in Data. Otherwise, Datalen is set to 0 and Data is set to
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the empty octet sequence.

SuppPublnfo
This is set to the keydatalen represented as a 32 bit big endian
integer.

SuppPrivinfo
This is set to the empty octet sequence.

Applications need to specify how the "apu" and "apv" parameters are
used for that application. The "apu" and "apv" values MUST be
distinct, when used. Applications wishing to conform to
[NIST.800-56A] need to provide values that meet the requirements of
that document, e.g., by using values that identify the producer and
consumer. Alternatively, applications MAY conduct key derivation in
a manner similar to The Diffie-Hellman Key Agreement Method
[RFC2631]: In that case, the "apu" field MAY either be omitted or
represent a random 512-bit value (analogous to PartyAlnfo in
Ephemeral-Static mode in RFC 2631) and the "apv" field SHOULD NOT be
present.

See Appendix C for an example key agreement computation using this
method.

4.7. Key Encryption with AES GCM
This section defines the specifics of encrypting a JWE Content
Encryption Key (CEK) with Advanced Encryption Standard (AES) in
Galois/Counter Mode (GCM) [AES, NIST.800-38D].
Use of an Initialization Vector of size 96 bits is REQUIRED with this
algorithm. The Initialization Vector is represented in base64url
encoded form as the "iv" (initialization vector) Header Parameter
value.

The Additional Authenticated Data value used is the empty octet
string.

The requested size of the Authentication Tag output MUST be 128 bits,
regardless of the key size.

The JWE Encrypted Key value is the Ciphertext output.

The Authentication Tag output is represented in base64url encoded
form as the "tag" (authentication tag) Header Parameter value.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
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CEK using the corresponding algorithm and key size:

+ + +

| alg Param Value | Key Management Algorithm |

+ + +

| A128GCMKW | Key wrapping with AES GCM using 128 bit key |
| A192GCMKW | Key wrapping with AES GCM using 192 bit key |

| A256GCMKW | Key wrapping with AES GCM using 256 bit key |
+ + +

4.7.1. Header Parameters Used for AES GCM Key Encryption
The following Header Parameters are used for AES GCM key encryption.
4.7.1.1. "iv" (Initialization Vector) Header Parameter

The "iv" (initialization vector) Header Parameter value is the
base64url encoded representation of the 96 bit Initialization Vector
value used for the key encryption operation. This Header Parameter
MUST be present and MUST be understood and processed by
implementations when these algorithms are used.

4.7.1.2. "tag" (Authentication Tag) Header Parameter

The "tag" (authentication tag) Header Parameter value is the

base64url encoded representation of the 128 bit Authentication Tag

value resulting from the key encryption operation. This Header
Parameter MUST be present and MUST be understood and processed by
implementations when these algorithms are used.

4.8. Key Encryption with PBES2

This section defines the specifics of performing password-based
encryption of a JWE CEK, by first deriving a key encryption key from

a user-supplied password using PBES2 schemes as specified in Section
6.2 of [RFC2898], then by encrypting the JWE CEK using the derived
key.

These algorithms use HMAC SHA-2 algorithms as the Pseudo-Random
Function (PRF) for the PBKDF2 key derivation and AES Key Wrap
[RFC3394] for the encryption scheme. The PBES2 password input is an
octet sequence; if the password to be used is represented as a text
string rather than an octet sequence, the UTF-8 encoding of the text
string MUST be used as the octet sequence. The salt parameter MUST
be computed from the "p2s" (PBES2 salt input) Header Parameter value
and the "alg" (algorithm) Header Parameter value as specified in the
"p2s" definition below. The iteration count parameter MUST be

provided as the "p2c" Header Parameter value. The algorithms
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respectively use HMAC SHA-256, HMAC SHA-384, and HMAC SHA-512 as the
PRF and use 128, 192, and 256 bit AES Key Wrap keys. Their derived-
key lengths respectively are 16, 24, and 32 octets.

The following "alg" (algorithm) Header Parameter values are used to
indicate that the JWE Encrypted Key is the result of encrypting the
CEK using the result of the corresponding password-based encryption
algorithm as the key encryption key for the corresponding key
wrapping algorithm:

+ + +

| alg Param Value | Key Management Algorithm |

+ + +

| PBES2-HS256+A128KW | PBES2 with HMAC SHA-256 and "A128KW" |
| wrapping [

| PBES2-HS384+A192KW | PBES2 with HMAC SHA-384 and "A192KW" |

| | wrapping |

| PBES2-HS512+A256KW | PBES2 with HMAC SHA-512 and "A256KW" |

| | wrapping o

See Appendix C of JSON Web Key (JWK) [JWK] for an example key
encryption computation using "PBES2-HS256+A128KW".

4.8.1. Header Parameters Used for PBES2 Key Encryption

The following Header Parameters are used for Key Encryption with
PBES2.

4.8.1.1. "p2s" (PBES2 salt input) Parameter

The "p2s" (PBES2 salt input) Header Parameter encodes a Salt Input
value, which is used as part of the PBKDF2 salt value. The "p2s"

value is BASE64URL(Salt Input). This Header Parameter MUST be
present and MUST be understood and processed by implementations when
these algorithms are used.

The salt expands the possible keys that can be derived from a given
password. A Salt Input value containing 8 or more octets MUST be
used. A new Salt Input value MUST be generated randomly for every
encryption operation; see RFC 4086 [RFC4086] for considerations on
generating random values. The salt value used is (UTF8(AIlg) || 0x00
|| Salt Input), where Alg is the "alg" Header Parameter value.

4.8.1.2. "p2c" (PBES2 count) Parameter

The "p2c¢" (PBES2 count) Header Parameter contains the PBKDF2
iteration count, represented as a positive JSON integer. This Header
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Parameter MUST be present and MUST be understood and processed by
implementations when these algorithms are used.

The iteration count adds computational expense, ideally compounded by
the possible range of keys introduced by the salt. A minimum
iteration count of 1000 is RECOMMENDED.

5. Cryptographic Algorithms for Content Encryption
JWE uses cryptographic algorithms to encrypt and integrity protect
the Plaintext and to also integrity protect additional authenticated
data.

5.1. "enc" (Encryption Algorithm) Header Parameter Values for JWE
The table below is the set of "enc" (encryption algorithm) Header

Parameter values that are defined by this specification for use with
JWE.

+ + + +

| enc Param | Content Encryption Algorithm | Implementation |

| Value | | Requirements |

+ + + +

| A128CBC-HS256 | AES_128 CBC_HMAC_SHA_256 | Required [

| | authenticated encryption |
| | algorithm, as defined in | |

| | Section 5.2.3 | |

| A192CBC-HS384 | AES_192_CBC_HMAC_SHA_384 | Optional |
| | authenticated encryption |

| | algorithm, as defined in | |

| | Section 5.2.4 |

| A256CBC-HS512 | AES_256_CBC_HMAC_SHA_512 | Required [
| | authenticated encryption |

| | algorithm, as defined in | |

| | Section 5.2.5 | |

| A128GCM | AES GCM using 128 bit key | Recommended |

| A192GCM | AES GCM using 192 bit key | Optional |

| A256GCM | AES GCM using 256 bit key | Recommended |

+ + + +

All also use a JWE Initialization Vector value and produce JWE
Ciphertext and JWE Authentication Tag values.

See Appendix A.3 for a table cross-referencing the JWE "enc"

(encryption algorithm) values defined in this specification with the
equivalent identifiers used by other standards and software packages.
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5.2. AES_CBC_HMAC_SHA2 Algorithms

This section defines a family of authenticated encryption algorithms

built using a composition of Advanced Encryption Standard (AES) [AES]

in Cipher Block Chaining (CBC) mode [NIST.800-38A] with PKCS #7

padding [RFC5652], Section 6.3 operations and HMAC [RFC2104, SHS]
operations. This algorithm family is called AES_CBC_HMAC_SHA2. It

also defines three instances of this family, the first using 128 bit

CBC keys and HMAC SHA-256, the second using 192 bit CBC keys and HMAC
SHA-384, and the third using 256 bit CBC keys and HMAC SHA-512. Test
cases for these algorithms can be found in Appendix B.

These algorithms are based upon Authenticated Encryption with AES-CBC
and HMAC-SHA [I-D.mcgrew-aead-aes-cbc-hmac-sha?], performing the same
cryptographic computations, but with the Initialization Vector and
Authentication Tag values remaining separate, rather than being
concatenated with the Ciphertext value in the output representation.

This option is discussed in Appendix B of that specification. This

algorithm family is a generalization of the algorithm family in
[I-D.mcgrew-aead-aes-cbc-hmac-sha?], and can be used to implement

those algorithms.

5.2.1. Conventions Used in Defining AES_CBC_HMAC_SHA2
We use the following notational conventions.

CBC-PKCS5-ENC(X, P) denotes the AES CBC encryption of P using PKCS
#7 padding using the cipher with the key X.

MAC(Y, M) denotes the application of the Message Authentication
Code (MAC) to the message M, using the key Y.

5.2.2. Generic AES_CBC_HMAC_SHA2 Algorithm

This section defines AES_CBC_HMAC_SHAZ2 in a manner that is
independent of the AES CBC key size or hash function to be used.
Section 5.2.2.1 and Section 5.2.2.2 define the generic encryption and
decryption algorithms. Sections 5.2.3 through 5.2.5 define instances
of AES_CBC_HMAC_SHA2 that specify those details.

5.2.2.1. AES_CBC_HMAC_SHAZ2 Encryption

The authenticated encryption algorithm takes as input four octet
strings: a secret key K, a plaintext P, additional authenticated data
A, and an initialization vector IV. The authenticated ciphertext
value E and the authentication tag value T are provided as outputs.
The data in the plaintext are encrypted and authenticated, and the
additional authenticated data are authenticated, but not encrypted.
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The encryption process is as follows, or uses an equivalent set of
steps:

1. The secondary keys MAC_KEY and ENC_KEY are generated from the
input key K as follows. Each of these two keys is an octet
string.

MAC_KEY consists of the initial MAC_KEY_LEN octets of K, in
order.

ENC_KEY consists of the final ENC_KEY_LEN octets of K, in
order.

The number of octets in the input key K MUST be the sum of
MAC_KEY_LEN and ENC_KEY_LEN. The values of these parameters are
specified by the Authenticated Encryption algorithms in Sections

5.2.3 through 5.2.5. Note that the MAC key comes before the

encryption key in the input key K; this is in the opposite order

of the algorithm names in the identifier "AES_CBC_HMAC_SHA2".

2. The Initialization Vector (V) used is a 128 bit value generated
randomly or pseudorandomly for use in the cipher.

3. The plaintext is CBC encrypted using PKCS #7 padding using
ENC_KEY as the key, and the IV. We denote the ciphertext output
from this step as E.

4. The octet string AL is equal to the number of bits in the
additional authenticated data A expressed as a 64-bit unsigned
big endian integer.

5. A message authentication tag T is computed by applying HMAC
[RFC2104] to the following data, in order:

the additional authenticated data A,

the initialization vector 1V,

the ciphertext E computed in the previous step, and

the octet string AL defined above.
The string MAC_KEY is used as the MAC key. We denote the output
of the MAC computed in this step as M. The first T_LEN bits of M

areused as T.

6. The Ciphertext E and the Authentication Tag T are returned as the
outputs of the authenticated encryption.
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The encryption process can be illustrated as follows. Here K, P, A,
IV, and E denote the key, plaintext, additional authenticated data,
initialization vector, and ciphertext, respectively.

MAC_KEY = initial MAC_KEY_LEN octets of K,
ENC_KEY = final ENC_KEY_LEN octets of K,
E = CBC-PKCS5-ENC(ENC_KEY, P),
M = MAC(MAC_KEY, A || IV || E || AL),
T =initial T_LEN octets of M.

5.2.2.2. AES_CBC_HMAC_SHAZ2 Decryption

The authenticated decryption operation has five inputs: K, A, IV, E,
and T as defined above. It has only a single output, either a
plaintext value P or a special symbol FAIL that indicates that the
inputs are not authentic. The authenticated decryption algorithm is
as follows, or uses an equivalent set of steps:

1. The secondary keys MAC_KEY and ENC_KEY are generated from the
input key K as in Step 1 of Section 5.2.2.1.

2. The integrity and authenticity of A and E are checked by
computing an HMAC with the inputs as in Step 5 of
Section 5.2.2.1. The value T, from the previous step, is
compared to the first MAC_KEY length bits of the HMAC output. If
those values are identical, then A and E are considered valid,
and processing is continued. Otherwise, all of the data used in
the MAC validation are discarded, and the Authenticated
Encryption decryption operation returns an indication that it
failed, and the operation halts. (But see Section 11.5 of [JWE]
for security considerations on thwarting timing attacks.)

3. The value E is decrypted and the PKCS #7 padding is checked and
removed. The value IV is used as the initialization vector. The
value ENC_KEY is used as the decryption key.
4. The plaintext value is returned.
5.2.3. AES_128 CBC_HMAC_SHA_256
This algorithm is a concrete instantiation of the generic
AES_CBC_HMAC_SHAZ2 algorithm above. It uses the HMAC message

authentication code [RFC2104] with the SHA-256 hash function [SHS] to
provide message authentication, with the HMAC output truncated to 128
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bits, corresponding to the HMAC-SHA-256-128 algorithm defined in
[RFC4868]. For encryption, it uses AES in the Cipher Block Chaining
(CBC) mode of operation as defined in Section 6.2 of [NIST.800-38A],
with PKCS #7 padding and a 128 bit initialization vector (V) value.

The AES_CBC_HMAC_SHA2 parameters specific to AES_128 CBC_HMAC_SHA_ 256
are:

The input key K is 32 octets long.

ENC_KEY_LEN is 16 octets.

MAC_KEY_LEN is 16 octets.

The SHA-256 hash algorithm is used for the HMAC.

The HMAC-SHA-256 output is truncated to T_LEN=16 octets, by
stripping off the final 16 octets.

5.2.4. AES_192_CBC_HMAC_SHA_384

AES_192 CBC_HMAC_SHA 384 is based on AES_128 CBC_HMAC_SHA 256, but
with the following differences:

The input key K is 48 octets long instead of 32.
ENC_KEY_LEN is 24 octets instead of 16.
MAC_KEY_LEN is 24 octets instead of 16.
SHA-384 is used for the HMAC instead of SHA-256.

The HMAC SHA-384 value is truncated to T_LEN=24 octets instead of
16.

5.2.5. AES_256_CBC_HMAC_SHA 512

AES_256_CBC_HMAC_SHA 512 is based on AES_128 CBC_HMAC_SHA_256, but
with the following differences:

The input key K is 64 octets long instead of 32.
ENC_KEY_LEN is 32 octets instead of 16.
MAC_KEY_LEN is 32 octets instead of 16.

SHA-512 is used for the HMAC instead of SHA-256.
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The HMAC SHA-512 value is truncated to T_LEN=32 octets instead of
16.

5.2.6. Content Encryption with AES_CBC_HMAC_SHA2

This section defines the specifics of performing authenticated
encryption with the AES_CBC_HMAC_SHA?2 algorithms.

The CEK is used as the secret key K.

The following "enc" (encryption algorithm) Header Parameter values
are used to indicate that the JWE Ciphertext and JWE Authentication
Tag values have been computed using the corresponding algorithm:

| enc Param | Content Encryption Algorithm |

| Value | |

+ + +

| A128CBC-HS256 | AES_128 CBC_HMAC_SHA 256 authenticated encryption |
| | algorithm, as defined in Section 5.2.3

| A192CBC-HS384 | AES_192 CBC_HMAC_SHA_ 384 authenticated encryption |
| | algorithm, as defined in Section 5.2.4 |

| A256CBC-HS512 | AES_256_CBC_HMAC_SHA 512 authenticated encryption |
| | algorithm, as defined in Section 5.2.5 |
+ + +

5.3. Content Encryption with AES GCM

This section defines the specifics of performing authenticated
encryption with Advanced Encryption Standard (AES) in Galois/Counter
Mode (GCM) [AES, NIST.800-38D].

The CEK is used as the encryption key.

Use of an initialization vector of size 96 bits is REQUIRED with this
algorithm.

The requested size of the Authentication Tag output MUST be 128 bits,
regardless of the key size.

The following "enc" (encryption algorithm) Header Parameter values
are used to indicate that the JWE Ciphertext and JWE Authentication
Tag values have been computed using the corresponding algorithm and
key size:
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+ + +

| enc Param Value | Content Encryption Algorithm |
+ + +

| A128GCM | AES GCM using 128 bit key |

| A192GCM | AES GCM using 192 bit key |

| A256GCM | AES GCM using 256 bit key |
+ + +

An example using this algorithm is shown in Appendix A.1 of [JWE].

6. Cryptographic Algorithms for Keys

A JSON Web Key (JWK) [JWK] is a JSON data structure that represents a
cryptographic key. These keys can be either asymmetric or symmetric.
They can hold both public and private information about the key.

This section defines the parameters for keys using the algorithms
specified by this document.

6.1. "kty" (Key Type) Parameter Values

The table below is the set of "kty" (key type) parameter values that
are defined by this specification for use in JWKs.

+ + + +

| kty Param | Key Type | Implementation |

| Value | | Requirements |

+ + + +

| EC | Elliptic Curve [DSS] | Recommended+ |
| RSA | RSA [RFC3447] | Required |

| oct | Octet sequence (used to represent | Required |

| | symmetric keys) | |

+ + +

The use of "+" in the Implementation Requirements indicates that the
requirement strength is likely to be increased in a future version of
the specification.

6.2. Parameters for Elliptic Curve Keys

JWKs can represent Elliptic Curve [DSS] keys. In this case, the
"kty" member value is "EC".

6.2.1. Parameters for Elliptic Curve Public Keys
An elliptic curve public key is represented by a pair of coordinates

drawn from a finite field, which together define a point on an
elliptic curve. The following members MUST be present for all
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elliptic curve public keys:

o "crv"

0 X

The following member MUST also be present for elliptic curve public
keys for the three curves defined in the following section:

oy
6.2.1.1. "crv" (Curve) Parameter

The "crv" (curve) member identifies the cryptographic curve used with
the key. Curve values from [DSS] used by this specification are:

0 "P-256"
0 "P-384"
0 "P-521"

These values are registered in the IANA JSON Web Key Elliptic Curve
registry defined in Section 7.6. Additional "crv" values can be
registered by other specifications. Specifications registering
additional curves must define what parameters are used to represent
keys for the curves registered. The "crv" value is a case-sensitive
string.

SEC1 [SEC1] point compression is not supported for any of these three
curves.

6.2.1.2. "x" (X Coordinate) Parameter

The "x" (x coordinate) member contains the x coordinate for the
elliptic curve point. Itis represented as the base64url encoding of
the octet string representation of the coordinate, as defined in
Section 2.3.5 of SEC1 [SECL1]. The length of this octet string MUST
be the full size of a coordinate for the curve specified in the "crv"
parameter. For example, if the value of "crv" is "P-521", the octet
string must be 66 octets long.

6.2.1.3. "y" (Y Coordinate) Parameter

The "y" (y coordinate) member contains the y coordinate for the
elliptic curve point. Itis represented as the base64url encoding of
the octet string representation of the coordinate, as defined in
Section 2.3.5 of SEC1 [SEC1]. The length of this octet string MUST
be the full size of a coordinate for the curve specified in the "crv"
parameter. For example, if the value of "crv" is "P-521", the octet
string must be 66 octets long.
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6.2.2. Parameters for Elliptic Curve Private Keys

In addition to the members used to represent Elliptic Curve public
keys, the following member MUST be present to represent Elliptic
Curve private keys.

6.2.2.1. "d" (ECC Private Key) Parameter

The "d" (ECC private key) member contains the Elliptic Curve private
key value. ltis represented as the base64url encoding of the octet
string representation of the private key value, as defined in Section
2.3.7 of SEC1 [SEC1]. The length of this octet string MUST be
ceiling(log-base-2(n)/8) octets (where n is the order of the curve).

6.3. Parameters for RSA Keys
JWKs can represent RSA [RFC3447] keys. In this case, the "kty"
member value is "RSA". The semantics of the parameters defined below
are the same as those defined in Sections 3.1 and 3.2 of RFC 3447.
6.3.1. Parameters for RSA Public Keys
The following members MUST be present for RSA public keys.
6.3.1.1. "n" (Modulus) Parameter

The "n" (modulus) member contains the modulus value for the RSA
public key. It is represented as a Base64urlUInt encoded value.

Note that implementers have found that some cryptographic libraries
prefix an extra zero-valued octet to the modulus representations they
return, for instance, returning 257 octets for a 2048 bit key, rather
than 256. Implementations using such libraries will need to take
care to omit the extra octet from the base64url encoded
representation.

6.3.1.2. "e" (Exponent) Parameter

The "e" (exponent) member contains the exponent value for the RSA
public key. It is represented as a Base64urlUInt encoded value.

For instance, when representing the value 65537, the octet sequence

to be base64url encoded MUST consist of the three octets [1, O, 1];
the resulting representation for this value is "AQAB".
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6.3.2. Parameters for RSA Private Keys

In addition to the members used to represent RSA public keys, the
following members are used to represent RSA private keys. The
parameter "d" is REQUIRED for RSA private keys. The others enable
optimizations and SHOULD be included by producers of JWKs
representing RSA private keys. If the producer includes any of the
other private key parameters, then all of the others MUST be present,
with the exception of "oth", which MUST only be present when more
than two prime factors were used.

6.3.2.1. "d" (Private Exponent) Parameter
The "d" (private exponent) member contains the private exponent value
for the RSA private key. Itis represented as a Base64urlUInt
encoded value.

6.3.2.2. "p" (First Prime Factor) Parameter

The "p" (first prime factor) member contains the first prime factor.
It is represented as a Base64urlUInt encoded value.

6.3.2.3. "g" (Second Prime Factor) Parameter

The "q" (second prime factor) member contains the second prime
factor. It is represented as a Base64urlUInt encoded value.

6.3.2.4. "dp" (First Factor CRT Exponent) Parameter
The "dp" (first factor CRT exponent) member contains the Chinese
Remainder Theorem (CRT) exponent of the first factor. Itis
represented as a Base64urlUInt encoded value.

6.3.2.5. "dg" (Second Factor CRT Exponent) Parameter
The "dq" (second factor CRT exponent) member contains the Chinese
Remainder Theorem (CRT) exponent of the second factor. It is
represented as a Base64urlUInt encoded value.

6.3.2.6. "gi" (First CRT Coefficient) Parameter
The "qi" (first CRT coefficient) member contains the Chinese

Remainder Theorem (CRT) coefficient of the second factor. Itis
represented as a Base64urlUInt encoded value.
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6.3.2.7. "oth" (Other Primes Info) Parameter

The "oth" (other primes info) member contains an array of information
about any third and subsequent primes, should they exist. When only
two primes have been used (the normal case), this parameter MUST be
omitted. When three or more primes have been used, the number of
array elements MUST be the number of primes used minus two. For more
information on this case, see the description of the OtherPrimelnfo
parameters in Section A.1.2 of RFC 3447 [RFC3447], upon which the
following parameters are modelled. If the consumer of a JWK does not
support private keys with more than two primes and it encounters a
private key that includes the "oth" parameter, then it MUST NOT use
the key. Each array element MUST be an object with the following
members:

6.3.2.7.1. "r" (Prime Factor)

The "r" (prime factor) parameter within an "oth" array member
represents the value of a subsequent prime factor. It is represented
as a Base64urlUInt encoded value.

6.3.2.7.2. "d" (Factor CRT Exponent)

The "d" (Factor CRT Exponent) parameter within an "oth" array member
represents the CRT exponent of the corresponding prime factor. It is
represented as a Base64urlUInt encoded value.

6.3.2.7.3. "t" (Factor CRT Coefficient)

The "t" (factor CRT coefficient) parameter within an "oth" array
member represents the CRT coefficient of the corresponding prime
factor. It is represented as a Base64urlUInt encoded value.

6.4. Parameters for Symmetric Keys

When the JWK "kty" member value is "oct" (octet sequence), the member
"k" is used to represent a symmetric key (or another key whose value

is a single octet sequence). An "alg" member SHOULD also be present
to identify the algorithm intended to be used with the key, unless

the application uses another means or convention to determine the
algorithm used.

6.4.1. "k" (Key Value) Parameter
The "k" (key value) member contains the value of the symmetric (or

other single-valued) key. It is represented as the base64url
encoding of the octet sequence containing the key value.
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7. IANA Considerations

The following registration procedure is used for all the registries
established by this specification.

Values are registered on a Specification Required [RFC5226] basis
after a three-week review period on the jose-reg-review@ietf.org
mailing list, on the advice of one or more Designated Experts.
However, to allow for the allocation of values prior to publication,
the Designated Expert(s) may approve registration once they are
satisfied that such a specification will be published.

Registration requests must be sent to the jose-reg-review@ietf.org
mailing list for review and comment, with an appropriate subject
(e.g., "Request to register algorithm: example”).

Within the review period, the Designated Expert(s) will either

approve or deny the registration request, communicating this decision
to the review list and IANA. Denials should include an explanation
and, if applicable, suggestions as to how to make the request
successful. Registration requests that are undetermined for a period
longer than 21 days can be brought to the IESG’s attention (using the
iesg@ietf.org mailing list) for resolution.

Criteria that should be applied by the Designated Expert(s) includes
determining whether the proposed registration duplicates existing
functionality, determining whether it is likely to be of general
applicability or whether it is useful only for a single application,

and whether the registration description is clear.

IANA must only accept registry updates from the Designated Expert(s)
and should direct all requests for registration to the review mailing
list.

It is suggested that multiple Designated Experts be appointed who are
able to represent the perspectives of different applications using

this specification, in order to enable broadly-informed review of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular

Expert, that Expert should defer to the judgment of the other
Expert(s).

[[ Note to the RFC Editor and IANA: Pearl Liang of ICANN had
requested that the draft supply the following proposed registry
description information. It is to be used for all registries
established by this specification.
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o Protocol Category: JSON Obiject Signing and Encryption (JOSE)
0 Registry Location: http://www.iana.org/assignments/jose
o0 Webpage Title: (same as the protocol category)

0 Registry Name: (same as the section title, but excluding the word
"Registry", for example "JSON Web Signature and Encryption
Algorithms™)

1l
7.1. JSON Web Signature and Encryption Algorithms Registry

This specification establishes the IANA JSON Web Signature and
Encryption Algorithms registry for values of the JWS and JWE "alg"
(algorithm) and "enc" (encryption algorithm) Header Parameters. The
registry records the algorithm name, the algorithm usage locations,
implementation requirements, and a reference to the specification
that defines it. The same algorithm name can be registered multiple
times, provided that the sets of usage locations are disjoint.

It is suggested that when multiple variations of algorithms are being
registered that use keys of different lengths and the key lengths for
each need to be fixed (for instance, because they will be created by
key derivation functions), that the length of the key be included in
the algorithm name. This allows readers of the JSON text to more
easily make security decisions.

The Designated Expert(s) should perform reasonable due diligence that
algorithms being registered are either currently considered
cryptographically credible or are being registered as Deprecated or
Prohibited.

The implementation requirements of an algorithm may be changed over
time as the cryptographic landscape evolves, for instance, to change
the status of an algorithm to Deprecated, or to change the status of

an algorithm from Optional to Recommended+ or Required. Changes of
implementation requirements are only permitted on a Specification
Required basis after review by the Designated Experts(s), with the

new specification defining the revised implementation requirements
level.

7.1.1. Registration Template
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Algorithm Name:
The name requested (e.g., "HS256"). This name is a case-sensitive
ASCII string. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Algorithm Description:
Brief description of the Algorithm (e.g., "HMAC using SHA-256").

Algorithm Usage Location(s):
The algorithm usage location. This must be one or more of the
values "alg" or "enc" if the algorithm is to be used with JWS or
JWE. The value "JWK" is used if the algorithm identifier will be
used as a JWK "alg" member value, but will not be used with JWS or
JWE; this could be the case, for instance, for non-authenticated
encryption algorithms. Other values may be used with the approval
of a Designated Expert.

JOSE Implementation Requirements:
The algorithm implementation requirements for JWS and JWE, which
must be one the words Required, Recommended, Optional, Deprecated,
or Prohibited. Optionally, the word can be followed by a "+" or
"-". The use of "+" indicates that the requirement strength is
likely to be increased in a future version of the specification.
The use of "-" indicates that the requirement strength is likely
to be decreased in a future version of the specification. Any
identifiers registered for non-authenticated encryption algorithms
or other algorithms that are otherwise unsuitable for direct use
as JWS or JWE algorithms must be registered as "Prohibited".

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

Algorithm Analysis Documents(s):
References to publication(s) in well-known cryptographic
conferences, by national standards bodies, or by other
authoritative sources analyzing the cryptographic soundness of the
algorithm to be registered. The designated experts may require
convincing evidence of the cryptographic soundness of a new
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algorithm to be provided with the registration request unless the
algorithm is being registered as Deprecated or Prohibited. Having
gone through working group and IETF review, the initial
registrations made by this document are exempt from the need to
provide this information.

7.1.2. Initial Registry Contents

Algorithm Name: "HS256"

Algorithm Description: HMAC using SHA-256

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Required

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0OOo

Algorithm Name: "HS384"

Algorithm Description: HMAC using SHA-384

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0O0

Algorithm Name: "HS512"

Algorithm Description: HMAC using SHA-512

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0O0O0O0

Algorithm Name: "RS256"

Algorithm Description: RSASSA-PKCS-v1_5 using SHA-256
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0OO0o

Algorithm Name: "RS384"

Algorithm Description: RSASSA-PKCS-v1_5 using SHA-384
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]

OO0OO0O0OO0O0
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o

Algorithm Analysis Documents(s): n/a

Algorithm Name: "RS512"

Algorithm Description: RSASSA-PKCS-v1_5 using SHA-512
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0OOo

Algorithm Name: "ES256"

Algorithm Description: ECDSA using P-256 and SHA-256
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended+
Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0O0

Algorithm Name: "ES384"

Algorithm Description: ECDSA using P-384 and SHA-384
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0O0O0O0

Algorithm Name: "ES512"

Algorithm Description: ECDSA using P-521 and SHA-512
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0OO0o

0 Algorithm Name: "PS256"

0 Algorithm Description: RSASSA-PSS using SHA-256 and MGF1 with SHA-
256

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]

Algorithm Analysis Documents(s): n/a

Oo0oo0oo0oo

0 Algorithm Name: "PS384"
o Algorithm Description: RSASSA-PSS using SHA-384 and MGF1 with SHA-
384
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Oo0Oo0oo0oo

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

0 Algorithm Name: "PS512"
0 Algorithm Description: RSASSA-PSS using SHA-512 and MGF1 with SHA-

OO0OO0OO0O0OO0O0 OO0OO0OO0OO0OO0OO0 Oo0Oo0o0oo

OO0OO0OO0OO0OO0OOo

512

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "none"

Algorithm Description: No digital signature or MAC performed
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 3.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "RSA1_5"

Algorithm Description: RSAES-PKCS1-V1_5

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended-
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "RSA-OAEP"

Algorithm Description: RSAES OAEP using default parameters
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended+
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

o Algorithm Name: "RSA-OAEP-256"

(o]

(0]
0
(0]
0

Algorithm Description: RSAES OAEP using SHA-256 and MGF1 with SHA-

256

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]

Jones Expires July 17, 2015 [Page 38]



Internet-Draft JSON Web Algorithms (JWA) January 2015

o

OO0OO0OO0OO0OO0OO0o OO0OO0OO0O0O0O0 OO0OO0OO0OO0OO0O0 OO0OO0OO0OO0OO0OOo

OO0OO0OO0OO0OO0OO0

o

0

(o]

Algorithm Analysis Documents(s): n/a

Algorithm Name: "A128KW"

Algorithm Description: AES Key Wrap using 128 bit key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "A192KW"

Algorithm Description: AES Key Wrap using 192 bit key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "A256KW"

Algorithm Description: AES Key Wrap using 256 bit key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "dir"

Algorithm Description: Direct use of a shared symmetric key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "ECDH-ES"

Algorithm Description: ECDH-ES using Concat KDF
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended+
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

Algorithm Name: "ECDH-ES+A128KW"
Algorithm Description: ECDH-ES using Concat KDF and "A128KW"

wrapping

Algorithm Usage Location(s): "alg"
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JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

O O0OO0Oo

o

Algorithm Name: "ECDH-ES+A192KW"

Algorithm Description: ECDH-ES using Concat KDF and "A192KW"
wrapping

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

o

[e}NelNeolNeolNe]

o Algorithm Name: "ECDH-ES+A256KW"

0 Algorithm Description: ECDH-ES using Concat KDF and "A256KW"
wrapping

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Recommended

Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0Oo0OO0oo

Algorithm Name: "A128GCMKW"

Algorithm Description: Key wrapping with AES GCM using 128 bit key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.7 of [[ this document ]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0O0OO0O0

Algorithm Name: "A192GCMKW"

Algorithm Description: Key wrapping with AES GCM using 192 bit key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.7 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0OOo

Algorithm Name: "A256 GCMKW"

Algorithm Description: Key wrapping with AES GCM using 256 bit key
Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.7 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0O0
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0 Algorithm Name: "PBES2-HS256+A128KW"

0 Algorithm Description: PBES2 with HMAC SHA-256 and "A128KW"
wrapping

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.8 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Oo0Oo0o0oo

o Algorithm Name: "PBES2-HS384+A192KW"

0 Algorithm Description: PBES2 with HMAC SHA-384 and "A192KW"
wrapping

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.8 of [[ this document ]
Algorithm Analysis Documents(s): n/a

Oo0Oo0oo0oo

0 Algorithm Name: "PBES2-HS512+A256KW"

0 Algorithm Description: PBES2 with HMAC SHA-512 and "A256KW"
wrapping

Algorithm Usage Location(s): "alg"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 4.8 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

Oo0Oo0o0oo

o Algorithm Name: "A128CBC-HS256"

o Algorithm Description: AES_128 CBC_HMAC_SHA 256 authenticated
encryption algorithm

Algorithm Usage Location(s): "enc"

JOSE Implementation Requirements: Required

Change Controller: IESG

Specification Document(s): Section 5.1 of [[ this document ]

Algorithm Analysis Documents(s): n/a

Oo0Oo0oo0oo

o Algorithm Name: "A192CBC-HS384"

0 Algorithm Description: AES_192_CBC_HMAC_SHA 384 authenticated
encryption algorithm

Algorithm Usage Location(s): "enc"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 5.1 of [[ this document ]]

Algorithm Analysis Documents(s): n/a

Oo0Oo0o0oo

o

Algorithm Name: "A256CBC-HS512"
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0 Algorithm Description: AES_256_CBC_HMAC_SHA_512 authenticated
encryption algorithm

Algorithm Usage Location(s): "enc"

JOSE Implementation Requirements: Required

Change Controller: IESG

Specification Document(s): Section 5.1 of [[ this document ]]

Algorithm Analysis Documents(s): n/a

[e}NelNeolNeolNe]

Algorithm Name: "A128GCM"

Algorithm Description: AES GCM using 128 bit key
Algorithm Usage Location(s): "enc"

JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 5.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0OOo

Algorithm Name: "A192GCM"

Algorithm Description: AES GCM using 192 bit key
Algorithm Usage Location(s): "enc"

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 5.1 of [[ this document ]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0OO0OO0O0

Algorithm Name: "A256GCM"

Algorithm Description: AES GCM using 256 bit key
Algorithm Usage Location(s): "enc"

JOSE Implementation Requirements: Recommended
Change Controller: IESG

Specification Document(s): Section 5.1 of [[ this document ]]
Algorithm Analysis Documents(s): n/a

OO0OO0OO0O0O0O0

7.2. Header Parameter Names Registration

This specification registers the Header Parameter names defined in
Section 4.6.1, Section 4.7.1, and Section 4.8.1 in the IANA JSON Web
Signature and Encryption Header Parameters registry defined in [JWS].

7.2.1. Registry Contents

o0 Header Parameter Name: "epk"

0 Header Parameter Description: Ephemeral Public Key

0 Header Parameter Usage Location(s): JWE

0 Change Controller: IESG

0 Specification Document(s): Section 4.6.1.1 of [[ this document ]]
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Header Parameter Name: "apu"

Header Parameter Description: Agreement PartyUInfo

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.6.1.2 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "apv"

Header Parameter Description: Agreement PartyVinfo

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.6.1.3 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "iv"

Header Parameter Description: Initialization Vector

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.7.1.1 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "tag"

Header Parameter Description: Authentication Tag

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.7.1.2 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "p2s"

Header Parameter Description: PBES2 salt

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.8.1.1 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "p2c"

Header Parameter Description: PBES2 count

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.8.1.2 of [[ this document ]]

Oo0Oo0oo0oo

7.3. JSON Web Encryption Compression Algorithms Registry
This specification establishes the IANA JSON Web Encryption
Compression Algorithms registry for JWE "zip" member values. The
registry records the compression algorithm value and a reference to
the specification that defines it.

7.3.1. Registration Template
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Compression Algorithm Value:
The name requested (e.g., "DEF"). Because a core goal of this
specification is for the resulting representations to be compact,
itis RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Compression Algorithm Description:
Brief description of the compression algorithm (e.g., "DEFLATE").

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

7.3.2. Initial Registry Contents

o Compression Algorithm Value: "DEF"

0 Compression Algorithm Description: DEFLATE

0 Change Controller: IESG

o Specification Document(s): JISON Web Encryption (JWE) [JWE]

7.4. JSON Web Key Types Registry

This specification establishes the IANA JSON Web Key Types registry
for values of the JWK "kty" (key type) parameter. The registry

records the "kty" value, implementation requirements, and a reference
to the specification that defines it.

The implementation requirements of a key type may be changed over
time as the cryptographic landscape evolves, for instance, to change
the status of a key type to Deprecated, or to change the status of a
key type from Optional to Recommended+ or Required. Changes of
implementation requirements are only permitted on a Specification
Required basis after review by the Designated Experts(s), with the
new specification defining the revised implementation requirements
level.
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7.4.1. Registration Template

"kty" Parameter Value:
The name requested (e.g., "EC"). Because a core goal of this
specification is for the resulting representations to be compact,
it is RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Key Type Description:
Brief description of the Key Type (e.g., "Elliptic Curve").

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

JOSE Implementation Requirements:
The key type implementation requirements for JWS and JWE, which
must be one the words Required, Recommended, Optional, Deprecated,
or Prohibited. Optionally, the word can be followed by a "+" or
"-". The use of "+" indicates that the requirement strength is
likely to be increased in a future version of the specification.
The use of "-" indicates that the requirement strength is likely
to be decreased in a future version of the specification.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

7.4.2. Initial Registry Contents
This specification registers the values defined in Section 6.1.

o "kty" Parameter Value: "EC"

0 Key Type Description: Elliptic Curve

0 JOSE Implementation Requirements: Recommended+

0 Change Controller: IESG

0 Specification Document(s): Section 6.2 of [[ this document ]]

o

"kty" Parameter Value: "RSA"
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O O0OO0Oo

OO0Oo0OO0oo

7.5.

Key Type Description: RSA

JOSE Implementation Requirements: Required

Change Controller: IESG

Specification Document(s): Section 6.3 of [[ this document ]

"kty" Parameter Value: "oct"

Key Type Description: Octet sequence

JOSE Implementation Requirements: Required

Change Controller: IESG

Specification Document(s): Section 6.4 of [[ this document ]

JSON Web Key Parameters Registration

This specification registers the parameter names defined in Sections
6.2, 6.3, and 6.4 in the IANA JSON Web Key Parameters registry
defined in [JWK].

7.5.1. Registry Contents

OO0OO0OO0OO0OO0 OO0OO0OO0OO0OO0 OO0OO0O0O0O0

OO0OO0O0OO0O0

Parameter Name: "crv"

Parameter Description: Curve

Used with "kty" Value(s): "EC"

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 6.2.1.1 of [[ this document ]]
Parameter Name: "x"

Parameter Description: X Coordinate

Used with "kty" Value(s): "EC"

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 6.2.1.2 of [[ this document ]]
Parameter Name: "y"

Parameter Description: Y Coordinate

Used with "kty" Value(s): "EC"

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 6.2.1.3 of [[ this document ]]

Parameter Name: "d"

Parameter Description: ECC Private Key

Used with "kty" Value(s): "EC"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.2.2.1 of [[ this document ]]
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Parameter Name: "n"

Parameter Description: Modulus

Used with "kty" Value(s): "RSA"

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 6.3.1.1 of [[ this document ]]

OO0OO0OO0O0OOo

Parameter Name: "e

Parameter Description: Exponent

Used with "kty" Value(s): "RSA"

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 6.3.1.2 of [[ this document ]]

O O0OO0O0O0O0

Parameter Name: "d"

Parameter Description: Private Exponent

Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.3.2.1 of [[ this document ]]

OO0OO0OO0OO0OO0

Parameter Name: "p"

Parameter Description: First Prime Factor

Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.3.2.2 of [[ this document ]]

OO0OO0OO0OO0OO0

Parameter Name: "qg"

Parameter Description: Second Prime Factor

Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.3.2.3 of [[ this document ]]

OO0OO0O0OO0O0

Parameter Name: "dp"

Parameter Description: First Factor CRT Exponent

Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.3.2.4 of [[ this document ]]

OO0OO0OO0OO0OO0

Parameter Name: "dq"

Parameter Description: Second Factor CRT Exponent
Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

O O0OO0Oo
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Change Controller: IESG
Specification Document(s): Section 6.3.2.5 of [[ this document ]]

o o

Parameter Name: "qgi"

Parameter Description: First CRT Coefficient

Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.3.2.6 of [[ this document ]]

OO0OO0OO0OO0OO0

Parameter Name: "oth"

Parameter Description: Other Primes Info

Used with "kty" Value(s): "RSA"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.3.2.7 of [[ this document ]]

OO0OO0O0OO0O0

Parameter Name: "k"

Parameter Description: Key Value

Used with "kty" Value(s): "oct"

Parameter Information Class: Private

Change Controller: IESG

Specification Document(s): Section 6.4.1 of [[ this document ]]

OO0OO0OO0OO0OO0

7.6. JSON Web Key Elliptic Curve Registry

This specification establishes the IANA JSON Web Key Elliptic Curve
registry for JWK "crv" member values. The registry records the curve
name, implementation requirements, and a reference to the
specification that defines it. This specification registers the
parameter names defined in Section 6.2.1.1.

The implementation requirements of a curve may be changed over time

as the cryptographic landscape evolves, for instance, to change the

status of a curve to Deprecated, or to change the status of a curve

from Optional to Recommended+ or Required. Changes of implementation
requirements are only permitted on a Specification Required basis

after review by the Designated Experts(s), with the new specification
defining the revised implementation requirements level.

7.6.1. Registration Template

Curve Name:
The name requested (e.g., "P-256"). Because a core goal of this
specification is for the resulting representations to be compact,
itis RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
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case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Curve Description:
Brief description of the curve (e.g., "P-256 curve").

JOSE Implementation Requirements:
The curve implementation requirements for JWS and JWE, which must
be one the words Required, Recommended, Optional, Deprecated, or
Prohibited. Optionally, the word can be followed by a "+" or "-".
The use of "+" indicates that the requirement strength is likely
to be increased in a future version of the specification. The use
of "-" indicates that the requirement strength is likely to be
decreased in a future version of the specification.

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

7.6.2. Initial Registry Contents

Curve Name: "P-256"

Curve Description: P-256 curve

JOSE Implementation Requirements: Recommended+

Change Controller: IESG

Specification Document(s): Section 6.2.1.1 of [[ this document ]]

OO0Oo0OO0oo

Curve Name: "P-384"

Curve Description: P-384 curve

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 6.2.1.1 of [[ this document ]]

OO0OO0OO0Oo

Curve Name: "P-521"

Curve Description: P-521 curve

JOSE Implementation Requirements: Optional

Change Controller: IESG

Specification Document(s): Section 6.2.1.1 of [[ this document ]]

OO0OO0OO0Oo
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8. Security Considerations

All of the security issues that are pertinent to any cryptographic
application must be addressed by JWS/JWE/JWK agents. Among these
issues are protecting the user’'s asymmetric private and symmetric
secret keys and employing countermeasures to various attacks.

The security considerations in [AES], [DSS], [JWE], [JWK], [JWS],
[NIST.800-38D], [NIST.800-56A], [NIST.800-107], [RFC2104], [RFC3394],
[RFC3447], [RFC5116], [RFC6090], and [SHS] apply to this

specification.

8.1. Cryptographic Agility

Implementers should be aware that cryptographic algorithms become
weaker with time. As new cryptanalysis techniques are developed and
computing performance improves, the work factor to break a particular
cryptographic algorithm will be reduced. Therefore, implementers and
deployments must be prepared for the set of algorithms that are
supported and used to change over time. Thus, cryptographic
algorithm implementations should be modular, allowing new algorithms
to be readily inserted.

8.2. Key Lifetimes

Many algorithms have associated security considerations related to
key lifetimes and/or the number of times that a key may be used.
Those security considerations continue to apply when using those
algorithms with JOSE data structures. See NIST SP 800-57
[NIST.800-57] for specific guidance on key lifetimes.

8.3. RSAES-PKCS1-v1_5 Security Considerations

While Section 8 of RFC 3447 [RFC3447] explicitly calls for people not

to adopt RSASSA-PKCS-v1_5 for new applications and instead requests
that people transition to RSASSA-PSS, this specification does include
RSASSA-PKCS-v1_5, for interoperability reasons, because it is
commonly implemented.

Keys used with RSAES-PKCS1-vl 5 must follow the constraints in
Section 7.2 of RFC 3447. Also, keys with a low public key exponent
value, as described in Section 3 of Twenty years of attacks on the
RSA cryptosystem [Boneh99], must not be used.

8.4. AES GCM Security Considerations

Keys used with AES GCM must follow the constraints in Section 8.3 of
[NIST.800-38D], which states: "The total number of invocations of the
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authenticated encryption function shall not exceed 2/32, including
all IV lengths and all instances of the authenticated encryption
function with the given key". In accordance with this rule, AES GCM
MUST NOT be used with the same key value more than 2732 times.

An Initialization Vector value MUST NOT ever be used multiple times
with the same AES GCM key. One way to prevent this is to store a
counter with the key and increment it with every use. The counter
can also be used to prevent exceeding the 2/32 limit above.

This security consideration does not apply to the composite AES-CBC
HMAC SHA-2 or AES Key Wrap algorithms.

8.5. Unsecured JWS Security Considerations

Unsecured JWSs (JWSs that use the "alg" value "none") provide no
integrity protection. Thus, they must only be used in contexts in
which the payload is secured by means other than a digital signature
or MAC value, or need not be secured.

An example means of preventing accepting Unsecured JWSs by default is
for the "verify" method of a hypothetical JWS software library to

have a Boolean "acceptUnsecured" parameter that indicates "none" is

an acceptable "alg" value. As another example, the "verify" method

might take a list of algorithms that are acceptable to the

application as a parameter and would reject Unsecured JWS values if
"none" is not in that list.

The following example illustrates the reasons for not accepting
Unsecured JWSs at a global level. Suppose an application accepts
JWSs over two channels, (1) HTTP and (2) HTTPS with client
authentication. It requires a JWS signature on objects received over
HTTP, but accepts Unsecured JWSs over HTTPS. If the application were
to globally indicate that "none" is acceptable, then an attacker

could provide it with an Unsecured JWS over HTTP and still have that
object successfully validate. Instead, the application needs to
indicate acceptance of "none" for each object received over HTTPS
(e.g., by setting "acceptUnsecured" to "true" for the first

hypothetical JWS software library above), but not for each object
received over HTTP.

8.6. Denial of Service Attacks

Receiving agents that validate signatures and sending agents that
encrypt messages need to be cautious of cryptographic processing
usage when validating signatures and encrypting messages using keys
larger than those mandated in this specification. An attacker could
supply content using keys that would result in excessive
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cryptographic processing, for example, keys larger than those
mandated in this specification. Implementations should set and
enforce upper limits on the key sizes they accept. Section 5.6.1
(Comparable Algorithm Strengths) of NIST SP 800-57 [NIST.800-57]
contains statements on largest approved key sizes that may be
applicable.

8.7. Reusing Key Material when Encrypting Keys

Itis NOT RECOMMENDED to reuse the same entire set of key material
(Key Encryption Key, Content Encryption Key, Initialization Vector,

etc.) to encrypt multiple JWK or JWK Set objects, or to encrypt the
same JWK or JWK Set object multiple times. One suggestion for
preventing re-use is to always generate at least one new piece of key
material for each encryption operation (e.g., a new Content

Encryption Key, a new Initialization Vector, and/or a new PBES2

Salt), based on the considerations noted in this document as well as
from RFC 4086 [RFC4086].

8.8. Password Considerations

Passwords are vulnerable to a number of attacks. To help mitigate
some of these limitations, this document applies principles from RFC
2898 [RFC2898] to derive cryptographic keys from user-supplied
passwords.

However, the strength of the password still has a significant impact.

A high-entropy password has greater resistance to dictionary attacks.
[NIST.800-63-1] contains guidelines for estimating password entropy,
which can help applications and users generate stronger passwords.

An ideal password is one that is as large as (or larger than) the

derived key length. However, passwords larger than a certain
algorithm-specific size are first hashed, which reduces an attacker’s

effective search space to the length of the hash algorithm. It is
RECOMMENDED that a password used for "PBES2-HS256+A128KW" be no
shorter than 16 octets and no longer than 128 octets and a password

used for "PBES2-HS512+A256KW" be no shorter than 32 octets and no
longer than 128 octets long.

Still, care needs to be taken in where and how password-based
encryption is used. These algorithms can still be susceptible to
dictionary-based attacks if the iteration count is too small; this is

of particular concern if these algorithms are used to protect data

that an attacker can have indefinite number of attempts to circumvent
the protection, such as protected data stored on a file system.
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8.9. Key Entropy and Random Values

See Section 10.1 of [JWS] for security considerations on key entropy
and random values.

8.10. Differences between Digital Signatures and MACs

See Section 10.5 of [JWS] for security considerations on differences
between digital signatures and MACs.

8.11. Using Matching Algorithm Strengths

See Section 11.3 of [JWE] for security considerations on using
matching algorithm strengths.

8.12. Adaptive Chosen-Ciphertext Attacks

See Section 11.4 of [JWE] for security considerations on adaptive
chosen-ciphertext attacks.

8.13. Timing Attacks

See Section 10.9 of [JWS] and Section 11.5 of [JWE] for security
considerations on timing attacks.

8.14. RSA Private Key Representations and Blinding

See Section 9.3 of [JWK] for security considerations on RSA private
key representations and blinding.

9. Internationalization Considerations

Passwords obtained from users are likely to require preparation and
normalization to account for differences of octet sequences generated
by different input devices, locales, etc. Itis RECOMMENDED that
applications to perform the steps outlined in
[I-D.ietf-precis-saslprepbis] to prepare a password supplied directly
by a user before performing key derivation and encryption.
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This appendix contains tables cross-referencing the cryptographic
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A.1. Digital Signature/MAC Algorithm Identifier Cross-Reference

This section contains a table cross-referencing the JWS digital
signature and MAC "alg" (algorithm) values defined in this
specification with the equivalent identifiers used by other standards
and software packages.

+ + + + +

| WS | XML DSIG | JCA | OID |

+ + + + +

| HS256 | http://www.w3.0rg/2001/04/xm | HmacSHA256 | 1.2.840.1135 |
| | Idsig-more#hmac-sha256 | | 49.2.9

| HS384 | http://www.w3.0rg/2001/04/xm | HmacSHA384 | 1.2.840.1135 |
| | Idsig-more#hmac-sha384 | | 49.2.10 |

| HS512 | http://www.w3.0rg/2001/04/xm | HmacSHAS512 | 1.2.840.1135 |
| | Idsig-more#hmac-sha512 | | 49.2.11

| RS256 | http://www.w3.0rg/2001/04/xm | SHA256withR | 1.2.840.1135 |

| | Idsig-more#rsa-sha256 | SA [49.1.1.11 |

| RS384 | http://www.w3.0rg/2001/04/xm | SHA384withR | 1.2.840.1135 |

| | Idsig-more#rsa-sha384 | SA | 49.1.1.12

| RS512 | http://www.w3.0rg/2001/04/xm | SHA512withR | 1.2.840.1135 |

| | Idsig-more#rsa-sha512 | SA [49.1.1.13 |

| ES256 | http://www.w3.0rg/2001/04/xm | SHA256withE | 1.2.840.1004 |

| | Idsig-more#ecdsa-sha256 | CDSA | 5.4.3.2

| ES384 | http://www.w3.0rg/2001/04/xm | SHA384withE | 1.2.840.1004 |

| | Idsig-more#ecdsa-sha384 | CDSA [5.4.3.3 |

| ES512 | http://www.w3.0rg/2001/04/xm | SHA512withE | 1.2.840.1004 |

| | Idsig-more#ecdsa-sha512 | CDSA |5.4.3.4

| PS256 | http://www.w3.0rg/2007/05/xm | SHA256withR | 1.2.840.1135 |
| | Idsig-more#sha256-rsa-MGF1 | SAandMGF1 |49.1.1.10 |

| PS384 | http://www.w3.0rg/2007/05/xm | SHA384withR | 1.2.840.1135 |
| | Idsig-more#sha384-rsa-MGF1 | SAandMGF1 |49.1.1.10 |

| PS512 | http://www.w3.0rg/2007/05/xm | SHA512withR | 1.2.840.1135 |
| | Idsig-more#sha512-rsa-MGF1 | SAandMGF1 |49.1.1.10 |

+ + + + +

A.2. Key Management Algorithm Identifier Cross-Reference
This section contains a table cross-referencing the JWE "alg"

(algorithm) values defined in this specification with the equivalent
identifiers used by other standards and software packages.
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+ + + + +
|JWE | XML ENC | JICA | OID |

4 4

| RSA1_5 | http://www.w3.0rg/20 | RSA/ECB/PKCS1Padd | 1.2.840.113 |

| | 01/04/xmlenc#rsa-1_5 | ing | 549.1.1.1 |

| RSA-OAEP | http://www.w3.0rg/20 | RSA/ECB/OAEPWiIthS | 1.2.840.113 |
| | 01/04/xmlenc#rsa-oae | HA-1AndMGF1Paddin | 549.1.1.7 |

| p-mgflp lg

I

| RSA-OAEP | http://www.w3.0rg/20 | RSA/ECB/OAEPWiIthS | 1.2.840.113 |
| -256 | 09/xmlencll#rsa-oaep | HA-256 AndMGF1Padd | 549.1.1.7 |
| | & | ing &

| | http://mww.w3.0rg/2 | MGF1ParameterSp | |

| | 009/xmlencll#mgflsha | ec.SHA256 | |

I | 256 I I

| ECDH-ES | http://www.w3.0rg/20 | ECDH | 1.3.132.1.1 |

| | 09/xmlenc11#ECDH-ES | | 2

| A128KW | http://www.w3.0rg/20 | AESWrap | 2.16.840.1. |

| | 01/04/xmlenc#kw-aesl | | 101.3.4.1.5|

I | 28 I I

| A192KW | http://www.w3.0rg/20 | AESWrap | 2.16.840.1. |

| | 01/04/xmlenc#kw-aesl | | 101.3.4.1.2 |

I | 92 I |5

| A256KW | http://www.w3.0rg/20 | AESWrap | 2.16.840.1. |

| | 01/04/xmlenc#kw-aes?2 | | 101.3.4.1.4 |

I | 56 I |5 I

A.3. Content Encryption Algorithm Identifier Cross-Reference

This section contains a table cross-referencing the JWE "enc"
(encryption algorithm) values defined in this specification with the
equivalent identifiers used by other standards and software packages.

For the composite algorithms "A128CBC-HS256", "A192CBC-HS384", and
"A256CBC-HS512", the corresponding AES CBC algorithm identifiers are
listed.

| JIWE | XML ENC | JCA | OID |

+ + + + +

| A128CBC- | http://www.w3.0rg/2001/ | AES/CBC/PKCS | 2.16.840.1.10 |
| HS256 | 04/xmlenc#aesl128-cbc |5Padding |1.3.4.1.2

| A192CBC- | http://www.w3.0rg/2001/ | AES/CBC/PKCS | 2.16.840.1.10 |
| HS384 | O4/xmlenc#aes192-cbc |5Padding |1.3.4.1.22 |

| A256CBC- | http://www.w3.0rg/2001/ | AES/CBC/PKCS | 2.16.840.1.10 |
| HS512 | 04/xmlenc#aes256-cbc | 5Padding |1.3.4.1.42 |

| A128GCM | http://www.w3.0rg/2009/ | AES/GCM/NoPa | 2.16.840.1.10 |
| | xmlencll#aes128-gcm | dding [1.3.41.6 |
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| A192GCM | http:/ivww.w3.0rg/2009/ | AES/GCM/NoPa | 2.16.840.1.10 |
| | xmlenc11#aes192-gcm | dding | 1.3.4.1.26
| A256GCM | http://www.w3.0rg/2009/ | AES/GCM/NoPa | 2.16.840.1.10 |

| | xmlencll#aes256-gcm | dding |1.3.4.1.46 |
+ + + + +

Appendix B. Test Cases for AES_CBC_HMAC_SHA2 Algorithms

The following test cases can be used to validate implementations of

the AES_CBC_HMAC_SHA2 algorithms defined in Section 5.2. They are
also intended to correspond to test cases that may appear in a future
version of [I-D.mcgrew-aead-aes-cbc-hmac-sha2], demonstrating that

the cryptographic computations performed are the same.

The variable names are those defined in Section 5.2. All values are
hexadecimal.
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B.1. Test Cases for AES_128_CBC_HMAC_SHA_256
AES_128 CBC_HMAC_SHA_256

K= 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
1011121314151617 18 19 1a 1b 1c 1d le 1f

MAC_KEY =00 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of
ENC_KEY =1011121314 151617 18 19 1a 1b 1c 1d 1e 1f

P= 41206369 70 68 65 72 20 73 79 73 74 65 6d 20

6d 75 73 74 20 6e 6f 74 20 62 65 20 7265 71 75
69 72 65 64 20 74 6f 20 62 65 20 73 65 63 72 65
74 2c 20 61 6e 64 20 69 74 20 6d 75 73 74 20 62
65 20 61 62 6¢ 65 20 74 6f 20 66 61 6¢C 6C 20 69

6e 74 6f 20 74 68 65 20 68 61 6e 64 73 20 6f 66

20 74 68 65 20 65 6e 65 6d 79 20 77 69 74 68 6f
75 74 20 69 6e 63 6f 6e 76 65 6e 69 65 6e 63 65

IV=  1af38c2dc2 b9 6f fd d8 66 94 09 23 41 bc 04

A= 54 68 65 20 73 65 63 6f 6e 64 20 70 72 69 6e 63
69 70 6¢ 65 20 6f 66 20 41 75 67 75 73 74 65 20
4b 65 72 63 6b 68 6f 66 66 73

AL= 000000 00 00000150

E= c8 Oe df a3 2d df 39 d5 ef 00 cO b4 68 83 42 79
a2 e4 6a 1b 80 49 f7 92 {7 6b fe 54 b9 03 a9 c9
a9 4a c9 b4 7a d2 65 5¢ 5f 10 f9 ae 7 14 27 e2
fc 6f 9b 3f 39 9a 22 14 89 f1 63 62 ¢7 03 23 36
09 d4 5a c6 98 64 €3 32 1c f8 29 35 ac 40 96 c8
6e 13 3314 ¢c540 19 e8 ca 79 80 df a4 b9 cf 1b
38 4c 48 6f 3a 54 ¢5 10 78 15 8e e5 d7 9d e5 of
bd 34 d8 48 b3 d6 95 50 a6 76 46 34 44 27 ad e5
4b 88 51 ff b5 98 7 f8 00 74 b9 47 3¢ 82 e2 db

M= 65 2¢ 3f a3 6b 0a 7c 5b 32 19 fa b3 a3 Ob c1 c4
e6 e5 45 82 47 65 15 fO ad 9f 75 a2 b7 1c 73 ef

T 65 2c 3fa3 6b 0a 7c 5b 32 19 fab3 a3 0b cl c4
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B.2. Test Cases for AES_192_CBC_HMAC_SHA 384

K= 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
1011121314151617 18 19 1a 1b 1c 1d le 1f
20 2122 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f

MAC_KEY =00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10111213141516 17

ENC_KEY =18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 26 27
28 29 2a 2b 2c 2d 2e 2f

P= 41206369 70 68 65 7220 7379 73 74 65 6d 20

6d 75 73 74 20 6e 6f 74 20 62 65 20 72 65 71 75
69 72 65 64 20 74 6f 20 62 65 20 73 65 63 72 65
74 2c 20 61 6e 64 2069 74 20 6d 75 73 74 20 62
65 20 61 62 6¢ 65 20 74 6f 20 66 61 6C 6C 20 69

6e 74 6f 20 74 68 65 20 68 61 6e 64 73 20 6f 66

20 74 68 65 20 65 6e 65 6d 79 20 77 69 74 68 6f
75 74 20 69 6e 63 6f 6e 76 65 6e 69 65 6e 63 65

IV= 1laf38c 2d c2 b9 6f fd d8 66 94 09 23 41 bc 04

A= 54 68 65 20 73 65 63 6f 6e 64 20 70 72 69 6e 63
69 70 6¢ 65 20 6f 66 20 41 75 67 75 73 74 65 20
4b 65 72 63 6b 68 6f 66 66 73

AL= 000000 00 00000150

E= eab65da6b59e6ledb419be62d19 71 2aeb

d3 03 ee b5 00 52 dO df d6 69 7f 77 22 4c 8e db
00 0d 27 9b dc 14 ¢1 07 26 54 bd 30 94 42 30 c6
57 be d4 ca Oc 9f 4a 84 66 f2 2b 22 6d 17 46 21
4b f8 cf c2 40 Oa dd 9f 51 26 e4 79 66 3f c9 0Ob

3b ed 78 7a 2f Of fc bf 39 04 be 2a 64 1d 5c¢ 21

05 bfe5 91 ba e2 3b 1d 74 49 e5 32 ee f6 0a 9a
c8 bb 6¢ 6b 01 d3 5d 49 78 7b cd 57 ef 48 49 27
f280ad c9 1lacOc4 e79c 7b 11 ef c6 00 54 e3

M= 84 90 ac Oe 58 94 9b fe 51 87 5d 73 3f 93 ac 20
75 16 80 39 cc ¢7 33 d7 45 94 f8 86 b3 fa af d4
86 f25¢c 71 31 e3 28 1e 36 ¢c7 a2 d1 30 af de 57

T= 84 90 ac Oe 58 94 9b fe 51 87 5d 73 3f 93 ac 20
7516 80 39 cc c7 33 d7
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B.3. Test Cases for AES_256_CBC_HMAC_SHA 512

K= 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
1011121314151617 18 19 1a 1b 1c 1d le 1f
20 2122 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 313233343536 37 3839 3a3b 3c 3d 3e 3f

MAC_KEY =00 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of
10111213 14151617 1819 1a 1b 1c 1d 1e 1f

ENC_KEY =20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 313233343536 37 3839 3a3b 3c 3d 3e 3f

P= 41 20 6369 70 68 65 72 20 7379 73 74 65 6d 20

6d 75 73 74 20 6e 6f 74 20 62 65 20 72 65 71 75
69 72 65 64 20 74 6f 20 62 65 20 73 65 63 72 65
74 2c 2061 6e 64 2069 74 20 6d 75 73 74 20 62
65 20 61 62 6¢ 65 20 74 6f 20 66 61 6C 6C 20 69

6e 74 6f 20 74 68 65 20 68 61 6e 64 73 20 6f 66

20 74 68 65 20 65 6e 65 6d 79 20 77 69 74 68 6f
75 74 20 69 6e 63 6f 6e 76 65 6e 69 65 6e 63 65

IV= 1af38c2dc2 b9 6f fd d8 66 94 09 23 41 bc 04

A= 54 68 65 20 73 65 63 6f 6e 64 20 70 72 69 6e 63
69 70 6¢ 65 20 6f 66 20 41 75 67 75 73 74 65 20
4b 65 72 63 6b 68 6f 66 66 73

AL= 000000 00 00 00 01 50

E= 4a ffaaad b7 8c 31 c5 da 4b 1b 59 0d 10 ff bd
3d d8 d5 d3 02 42 35 26 91 2d a0 37 ec bc ¢c7 bd
82 2c 30 1d d6 7c 37 3b cc b5 84 ad 3e 92 79 c2
e6dl12a1374 b7 7f07 7553 df 82 94 10 44 6b
36 eb d9 70 66 29 6a €6 42 7e a7 5¢c 2e 08 46 al
1a 09 cc f5 37 0d ¢8 Ob fe cb ad 28 c7 3f 09 b3
a3 b7 5e 66 2a 25 94 41 0a e4 96 b2 e2 e6 60 9e
31 e6 e0 2c ¢8 37 f0 53 d2 1f 37 ff 4f 51 95 Ob
be 26 38 d0 9d d7 a4 93 09 30 80 6d 07 03 b1 f6

M= 4d d3 b4 c0 88 a7 f4 5¢ 21 68 39 64 5b 20 12 bf
2e 62 69 a8 c5 6a 81 6d bc 1b 26 77 61 95 5b ¢c5
fd 30 ab 65 c6 16 ff b2 f3 64 ba ec e6 8f c4 07
53 bc fc 02 5d de 36 93 75 4a al f5 ¢3 37 3b 9c

T= 4d d3 b4 c0 88 a7 f4 5¢ 21 68 39 64 5b 20 12 bf
2e 62 69 a8 c5 6a 81 6d bc 1b 26 77 61 95 5b ¢c5
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Appendix C. Example ECDH-ES Key Agreement Computation

This example uses ECDH-ES Key Agreement and the Concat KDF to derive
the Content Encryption Key (CEK) in the manner described in

Section 4.6. In this example, the ECDH-ES Direct Key Agreement mode
("alg" value "ECDH-ES") is used to produce an agreed upon key for AES
GCM with a 128 bit key ("enc" value "A128GCM").

In this example, a producer Alice is encrypting content to a consumer
Bob. The producer (Alice) generates an ephemeral key for the key
agreement computation. Alice’s ephemeral key (in JWK format) used
for the key agreement computation in this example (including the
private part) is:

{"kty":"EC",

"crv":"P-256",
"X":"glI0GAILBdu7T53akrFmMyGcsF3n5dO7MmwNBHKWS5SVO",
"y":"SLW_xSffzIPWrHEVI30DHM_4egVwt3NQgeUD7nMFpps",
"d":"0_NxaRPUMQO0AJt50Gz8YiTr8gRTwyEaCumd-MToTmlo"

}

The consumer’s (Bob's) key (in JWK format) used for the key agreement
computation in this example (including the private part) is:

{Ilktyll:llECII,

"crv':"P-256",
"x":"weNJy2HscCSM6AEDTDg04biOvhFhyyWvOHQfeF _PxMQ",
"y":"e8InCO-AIStT-NJVX-crhB7QRYhiix03illJOVAQOyck",
"d":"VEmMDZpDXXK8p8NOCndsxs924q6nS1RXFASRI6BfUgdw"

}

Header Parameter values used in this example are as follows. In this
example, the "apu” (agreement PartyUInfo) parameter value is the
base64url encoding of the UTF-8 string "Alice" and the "apv"
(agreement PartyVInfo) parameter value is the base64url encoding of
the UTF-8 string "Bob". The "epk" parameter is used to communicate
the producer’s (Alice’s) ephemeral public key value to the consumer
(Bob).
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{"alg":"ECDH-ES",
"enc":"A128GCM",
"apu":"QWxpY2U",
"apv":"Qmai",
"epk":
{"kty":"EC",
"crv":"P-256",
"x":"glOGAILBdu7T53akrFmMyGcsF3n5dO7MmwNBHKW5SVO",
"y "SLW_xSffzIPWrHEVI30DHM_4egVwt3NQgqeUD7nMFpps"
}
}

The resulting Concat KDF [NIST.800-56A] parameter values are:

z
This is set to the ECDH-ES key agreement output. (This value is
often not directly exposed by libraries, due to NIST security
requirements, and only serves as an input to a KDF.) In this
example, Z is following the octet sequence (using JSON array
notation):
[158, 86, 217, 29, 129, 113, 53, 211, 114, 131, 66, 131, 191, 132,
38, 156, 251, 49, 110, 163, 218, 128, 106, 72, 246, 218, 167, 121,
140, 254, 144, 196].

keydatalen
This value is 128 - the number of bits in the desired output key
(because "A128GCM" uses a 128 bit key).

AlgorithmID
This is set to the octets representing the 32 bit big endian value
7-10, 0, 0, 7] - the number of octets in the AlgorithmID content
"A128GCM", followed, by the octets representing the ASCII string
"A128GCM" - [65, 49, 50, 56, 71, 67, 77].

PartyUlInfo
This is set to the octets representing the 32 bit big endian value
5-10, 0, 0, 5] - the number of octets in the PartyUInfo content
"Alice", followed, by the octets representing the UTF-8 string
"Alice" - [65, 108, 105, 99, 101].

PartyVinfo
This is set to the octets representing the 32 bit big endian value
3 -0, 0, 0, 3] - the number of octets in the PartyUInfo content

"Bob", followed, by the octets representing the UTF-8 string "Bob"
- [66, 111, 98].
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SuppPublnfo
This is set to the octets representing the 32 bit big endian value
128 - [0, 0, 0, 128] - the keydatalen value.

SuppPrivinfo
This is set to the empty octet sequence.

Concatenating the parameters AlgorithmID through SuppPublinfo results
in an OtherInfo value of:

[0,0,0,7, 65,49, 50,56, 71, 67, 77,0, 0, 0, 5, 65, 108, 105,

99, 101, 0, 0, 0, 3, 66, 111, 98, 0, 0, 0, 128]

Concatenating the round number 1 ([0, O, O, 1]), Z, and the Otherinfo
value results in the Concat KDF round 1 hash input of:

[0,0,0,1,

158, 86, 217, 29, 129, 113, 53, 211, 114, 131, 66, 131, 191, 132, 38,
156, 251, 49, 110, 163, 218, 128, 106, 72, 246, 218, 167, 121, 140,
254,144, 196,

0,0,0,7,65,49,50,56, 71, 67,77,0,0,0, 5, 65, 108, 105, 99,

101, 0,0, 0, 3, 66, 111, 98, 0, 0, 0, 128]

The resulting derived key, which is the first 128 bits of the round 1
hash output is:

[86, 170, 141, 234, 248, 35, 109, 32, 92, 34, 40, 205, 113, 167, 16,
26]

The base64url encoded representation of this derived key is:

VqqN6vgjbSBclijNcacQGg
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Appendix E. Document History
[[ to be removed by the RFC Editor before publication as an RFC ]]
-40
o Clarified the definitions of UTF8(STRING) and ASCII(STRING).
-39

0 Added the Algorithm Analysis Documents(s) field to the IANA JSON
Web Signature and Encryption Algorithms registry.

o Updated the reference to draft-ietf-precis-saslprepbis.

-38

0 Require discarding private keys with an "oth" parameter when the
implementation does not support private keys with more than two

primes.

0 Replaced uses of the phrases "JWS object" and "JWE object" with
"JWS" and "JWE".

-37
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0 Restricted algorithm names to using only ASCII characters.

0 Added language about ignoring private keys with an "oth" parameter
when the implementation does not support private keys with more
than two primes.

0 Updated the example IANA registration request subject line.

-36

0 Moved the normative "alg":"none" security considerations text into
the algorithm definition.

0 Specified that registration reviews occur on the
jose-reg-review@ietf.org mailing list.

-35

0 Addressed AppsDir reviews by Carsten Bormann.
0 Adjusted some table column widths.

-34

0 Addressed IESG review comments by Barry Leiba, Alissa Cooper, Pete
Resnick, Stephen Farrell, and Richard Barnes.

-33

0 Changed the registration review period to three weeks.
0 Acknowledged additional contributors.

-32

o Added a note to implementers about libraries that prefix an extra
zero-valued octet to RSA modulus representations returned.

0 Addressed secdir review comments by Charlie Kaufman, Scott Kelly,
and Stephen Kent.

0 Addressed Gen-ART review comments by Roni Even.
0 Replaced the term Plaintext JWS with Unsecured JWS.

-31
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o0 Referenced NIST SP 800-57 for guidance on key lifetimes.

o Updated the reference to draft-mcgrew-aead-aes-cbc-hmac-sha2.
-30

o Cleaned up the reference syntax in a few places.

o Applied minor wording changes to the Security Considerations
section.

-29

0 Replaced the terms JWS Header, JWE Header, and JWT Header with a
single JOSE Header term defined in the JWS specification. This
also enabled a single Header Parameter definition to be used and
reduced other areas of duplication between specifications.

-28

o Specified the use of PKCS #7 padding with AES CBC, rather than
PKCS #5. (PKCS #7 is a superset of PKCS #5, and is appropriate
for the 16 octet blocks used by AES CBC.)

0 Revised the introduction to the Security Considerations section.
Also introduced additional subsection headings for security
considerations items and moved a few security consideration items
from here to the JWS and JWE drafts.

-27

o Described additional security considerations.

0 Updated the JCA and XMLENC parameters for "RSA-OAEP-256" and the
JCA parameters for "A128KW", "A192KW", "A256KW", and "ECDH-ES".

-26

0 Added algorithm identifier "RSA-OAEP-256" for RSAES OAEP using
SHA-256 and MGF1 with SHA-256.

o Clarified that the ECDSA signature values R and S are represented
as octet sequences as defined in Section 2.3.7 of SEC1 [SECL1].

o Noted that octet sequences are depicted using JSON array notation.

o Updated references, including to W3C specifications.
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-25

o Corrected an external section number reference that had changed.

-24

0 Replaced uses of the term "associated data" wherever it was used
to refer to a data value with "additional authenticated data",
since both terms were being used as synonyms, causing confusion.

0 Updated the JSON reference to RFC 7159.

-23

o No changes were made, other than to the version number and date.

-22

o Corrected RFC 2119 terminology usage.

0 Replaced references to draft-ietf-json-rfc4627bis with RFC 7158.

-21

0 Compute the PBES?2 salt parameter as (UTF8(AIg) || 0x00 || Salt
Input), where the "p2s" Header Parameter encodes the Salt Input

value and Alg is the "alg" Header Parameter value.

0 Changed some references from being normative to informative,
addressing issue #90.

-20

0 Replaced references to RFC 4627 with draft-ietf-json-rfc4627bis,
addressing issue #90.

-19

0 Used tables to show the correspondence between algorithm
identifiers and algorithm descriptions and parameters in the
algorithm definition sections, addressing issue #183.

0 Changed the "Implementation Requirements" registry field names to
"JOSE Implementation Requirements" to make it clear that these
implementation requirements apply only to JWS and JWE
implementations.

-18
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o Changes to address editorial and minor issues #129, #134, #135,
#158, #161, #185, #186, and #187.
0 Added and used Description registry fields.
-17
o Explicitly named all the logical components of a JWS and JWE and
defined the processing rules and serializations in terms of those

components, addressing issues #60, #61, and #62.

o Removed processing steps in algorithm definitions that duplicated
processing steps in JWS or JWE, addressing issue #56.

0 Replaced verbose repetitive phases such as "base64url encode the
octets of the UTF-8 representation of X" with mathematical
notation such as "BASE64URL(UTF8(X))".

0 Terms used in multiple documents are now defined in one place and
incorporated by reference. Some lightly used or obvious terms
were also removed. This addresses issue #58.

0 Changes to address minor issue #53.

-16

0 Added a Datalen prefix to the AlgorithmID value in the Concat KDF
computation.

0 Added OIDs for encryption algorithms, additional signature
algorithm OIDs, and additional XML DSIG/ENC URIs in the algorithm
cross-reference tables.

0 Changes to address editorial and minor issues #28, #36, #39, #52,
#53, #55, #127, #128, #136, #137, #141, #150, #151, #152, and
#155.

-15

o Changed statements about rejecting JWSs to statements about
validation failing, addressing issue #35.

o Stated that changes of implementation requirements are only
permitted on a Specification Required basis, addressing issue #38.

o Made "oct" a required key type, addressing issue #40.
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0 Updated the example ECDH-ES key agreement values.

0 Changes to address editorial and minor issues #34, #37, #49, #63,
#123, #124, #125, #130, #132, #133, #138, #139, #140, #142, #143,
#144, #145, #148, #149, #150, and #162.

-14

0 Removed "PBKDF2" key type and added "p2s" and "p2c" header
parameters for use with the PBES2 algorithms.

0 Made the RSA private key parameters that are there to enable
optimizations be RECOMMENDED rather than REQUIRED.

0 Added algorithm identifiers for AES algorithms using 192 bit keys
and for RSASSA-PSS using HMAC SHA-384.

0 Added security considerations about key lifetimes, addressing
issue #18.

0 Added an example ECDH-ES key agreement computation.
-13

0 Added key encryption with AES GCM as specified in
draft-jones-jose-aes-gcm-key-wrap-01, addressing issue #13.

0 Added security considerations text limiting the number of times
that an AES GCM key can be used for key encryption or direct
encryption, per Section 8.3 of NIST SP 800-38D, addressing issue
#28.

0 Added password-based key encryption as specified in
draft-miller-jose-jwe-protected-jwk-02.

-12

o In the Direct Key Agreement case, the Concat KDF AlgorithmID is
set to the octets of the UTF-8 representation of the "enc" header
parameter value.

o Restored the "apv" (agreement PartyVInfo) parameter.

0 Moved the "epk", "apu”, and "apv" Header Parameter definitions to
be with the algorithm descriptions that use them.

0 Changed terminology from "block encryption” to "content
encryption".
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-11

o Removed the Encrypted Key value from the AAD computation since it
is already effectively integrity protected by the encryption
process. The AAD value now only contains the representation of
the JWE Encrypted Header.

0 Removed "apv" (agreement PartyVInfo) since it is no longer used.

0 Added more information about the use of PartyUInfo during key
agreement.

o0 Use the keydatalen as the SuppPublnfo value for the Concat KDF
when doing key agreement, as RFC 2631 does.

0 Added algorithm identifiers for RSASSA-PSS with SHA-256 and SHA-
512.

0 Added a Parameter Information Class value to the JSON Web Key
Parameters registry, which registers whether the parameter conveys
public or private information.

-10

0o Changed the JWE processing rules for multiple recipients so that a
single AAD value contains the header parameters and encrypted key
values for all the recipients, enabling AES GCM to be safely used
for multiple recipients.

-09

0 Expanded the scope of the JWK parameters to include private and
symmetric key representations, as specified by
draft-jones-jose-json-private-and-symmetric-key-00.

o Changed term "JWS Secured Input" to "JWS Signing Input".

0 Changed from using the term "byte" to "octet" when referring to 8
bit values.

o0 Specified that AES Key Wrap uses the default initial value
specified in Section 2.2.3.1 of RFC 3394. This addressed issue
#19.

0 Added Key Management Mode definitions to terminology section and

used the defined terms to provide clearer key management
instructions. This addressed issue #5.
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0 Replaced "A128CBC+HS256" and "A256CBC+HS512" with "A128CBC-HS256"
and "A256CBC-HS512". The new algorithms perform the same
cryptographic computations as [I-D.mcgrew-aead-aes-cbc-hmac-sha?],
but with the Initialization Vector and Authentication Tag values
remaining separate from the Ciphertext value in the output
representation. Also deleted the header parameters "epu”
(encryption PartyUInfo) and "epv" (encryption PartyVInfo), since
they are no longer used.

o Changed from using the term "Integrity Value" to "Authentication
Tag".

-08

o Changed the name of the JWK key type parameter from "alg” to
"kty".

0 Replaced uses of the term "AEAD" with "Authenticated Encryption"”,
since the term AEAD in the RFC 5116 sense implied the use of a
particular data representation, rather than just referring to the
class of algorithms that perform authenticated encryption with
associated data.

o Applied editorial improvements suggested by Jeff Hodges. Many of
these simplified the terminology used.

o0 Added seriesInfo information to Internet Draft references.
-07
0 Added a data length prefix to PartyUInfo and PartyVInfo values.

0 Changed the name of the JWK RSA modulus parameter from "mod" to
"n" and the name of the JWK RSA exponent parameter from "xpo" to
"e", so that the identifiers are the same as those used in RFC
3447.

0 Made several local editorial changes to clean up loose ends left
over from to the decision to only support block encryption methods
providing integrity.

-06

0 Removed the "int" and "kdf" parameters and defined the new
composite Authenticated Encryption algorithms "A128CBC+HS256" and
"A256CBC+HS512" to replace the former uses of AES CBC, which
required the use of separate integrity and key derivation
functions.
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0 Included additional values in the Concat KDF calculation -- the
desired output size and the algorithm value, and optionally
PartyUlnfo and PartyVInfo values. Added the optional header
parameters "apu" (agreement PartyUInfo), "apv" (agreement
PartyVInfo), "epu” (encryption PartyUlnfo), and "epv" (encryption
PartyVinfo).

0 Changed the name of the JWK RSA exponent parameter from "exp" to
"Xpo" so as to allow the potential use of the name "exp" for a
future extension that might define an expiration parameter for
keys. (The "exp" name is already used for this purpose in the JWT
specification.)

o Applied changes made by the RFC Editor to RFC 6749’s registry
language to this specification.

-05

0 Support both direct encryption using a shared or agreed upon
symmetric key, and the use of a shared or agreed upon symmetric
key to key wrap the CMK. Specifically, added the "alg" values

"dir", "ECDH-ES+A128KW", and "ECDH-ES+A256KW" to finish filling in
this set of capabilities.

o Updated open issues.

-04

0 Added text requiring that any leading zero bytes be retained in
base64url encoded key value representations for fixed-length
values.

0 Added this language to Registration Templates: "This name is case
sensitive. Names that match other registered names in a case
insensitive manner SHOULD NOT be accepted.”

o Described additional open issues.

o Applied editorial suggestions.

-03

o Always use a 128 bit "authentication tag" size for AES GCM,
regardless of the key size.

o0 Specified that use of a 128 bit IV is REQUIRED with AES CBC. It
was previously RECOMMENDED.
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0 Removed key size language for ECDSA algorithms, since the key size
is implied by the algorithm being used.

0 Stated that the "int" key size must be the same as the hash output
size (and not larger, as was previously allowed) so that its size
is defined for key generation purposes.

0 Added the "kdf" (key derivation function) header parameter to
provide crypto agility for key derivation. The default KDF
remains the Concat KDF with the SHA-256 digest function.

o Clarified that the "mod" and "exp" values are unsigned.

0 Added Implementation Requirements columns to algorithm tables and
Implementation Requirements entries to algorithm registries.

0 Changed AES Key Wrap to RECOMMENDED.

0 Moved registries JISON Web Signature and Encryption Header
Parameters and JSON Web Signature and Encryption Type Values to
the JWS specification.

0 Moved JSON Web Key Parameters registry to the JWK specification.

o Changed registration requirements from RFC Required to
Specification Required with Expert Review.

0 Added Registration Template sections for defined registries.

0 Added Registry Contents sections to populate registry values.

o No longer say "the UTF-8 representation of the JWS Secured Input
(which is the same as the ASCII representation)”. Just call it
"the ASCII representation of the JWS Secured Input".

o Added "Collision Resistant Namespace" to the terminology section.

o Numerous editorial improvements.

-02

o For AES GCM, use the "additional authenticated data" parameter to
provide integrity for the header, encrypted key, and ciphertext
and use the resulting "authentication tag" value as the JWE

Authentication Tag.

o Defined minimum required key sizes for algorithms without
specified key sizes.
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o Defined KDF output key sizes.
o Specified the use of PKCS #5 padding with AES CBC.

0 Generalized text to allow key agreement to be employed as an
alternative to key wrapping or key encryption.

o Clarified that ECDH-ES is a key agreement algorithm.
0 Required implementation of AES-128-KW and AES-256-KW.
o Removed the use of "A128GCM" and "A256GCM" for key wrapping.

o Removed "A512KW" since it turns out that it's not a standard
algorithm.

o Clarified the relationship between "typ" header parameter values
and MIME types.

0 Generalized language to refer to Message Authentication Codes
(MACS) rather than Hash-based Message Authentication Codes (HMACS)
unless in a context specific to HMAC algorithms.

o Established registries: JSON Web Signature and Encryption Header
Parameters, JSON Web Signature and Encryption Algorithms, JSON Web
Signature and Encryption "typ" Values, JSON Web Key Parameters,
and JSON Web Key Algorithm Families.

0 Moved algorithm-specific definitions from JWK to JWA.

o Reformatted to give each member definition its own section
heading.

-01

0 Moved definition of "alg":"none" for JWSs here from the JWT
specification since this functionality is likely to be useful in
more contexts that just for JWTSs.

0 Added Advanced Encryption Standard (AES) Key Wrap Algorithm using
512 bit keys ("A512KW").

0 Added text "Alternatively, the Encoded JWS Signature MAY be
base64url decoded to produce the JWS Signature and this value can
be compared with the computed HMAC value, as this comparison
produces the same result as comparing the encoded values".
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o Corrected the Magic Signatures reference.

o Made other editorial improvements suggested by JOSE working group
participants.

-00
0 Created the initial IETF draft based upon
draft-jones-json-web-signature-04 and
draft-jones-json-web-encryption-02 with no normative changes.
o Changed terminology to no longer call both digital signatures and
HMACSs "signhatures".
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1. Introduction

JSON Web Encryption (JWE) represents encrypted content using
JavaScript Object Notation (JSON) [RFC7159] based data structures.
The JWE cryptographic mechanisms encrypt and provide integrity
protection for an arbitrary sequence of octets.

Two closely related serializations for JWEs are defined. The JWE
Compact Serialization is a compact, URL-safe representation intended

for space constrained environments such as HTTP Authorization headers
and URI query parameters. The JWE JSON Serialization represents JWEs
as JSON objects and enables the same content to be encrypted to

multiple parties. Both share the same cryptographic underpinnings.

Cryptographic algorithms and identifiers for use with this

specification are described in the separate JSON Web Algorithms (JWA)
[JWA] specification and IANA registries defined by that

specification. Related digital signature and MAC capabilities are
described in the separate JSON Web Signature (JWS) [JWS]
specification.

Names defined by this specification are short because a core goal is
for the resulting representations to be compact.

1.1. Notational Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in Key

words for use in RFCs to Indicate Requirement Levels [RFC2119]. If

these words are used without being spelled in uppercase then they are

to be interpreted with their normal natural language meanings.

BASE64URL(OCTETS) denotes the base64url encoding of OCTETS, per
Section 2 of [JWS].

UTF8(STRING) denotes the octets of the UTF-8 [RFC3629] representation
of STRING, where STRING is a sequence of zero or more Unicode
[UNICODE] characters.

ASCII(STRING) denotes the octets of the ASCII [RFC20] representation

of STRING, where STRING is a sequence of zero or more ASCII
characters.

The concatenation of two values A and B is denoted as A || B.
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2. Terminology

These terms defined by the JISON Web Signature (JWS) [JWS]
specification are incorporated into this specification: "JSON Web
Signature (JWS)", "Base64url Encoding”, "Collision-Resistant Name",
"Header Parameter”, "JOSE Header", and "StringOrURI".

These terms defined by the Internet Security Glossary, Version 2
[RFC4949] are incorporated into this specification: "Ciphertext",
"Digital Signature", "Message Authentication Code (MAC)", and
"Plaintext".

These terms are defined by this specification:

JSON Web Encryption (JWE)
A data structure representing an encrypted and integrity protected
message.

Authenticated Encryption with Associated Data (AEAD)
An AEAD algorithm is one that encrypts the Plaintext, allows
Additional Authenticated Data to be specified, and provides an
integrated content integrity check over the Ciphertext and
Additional Authenticated Data. AEAD algorithms accept two inputs,
the Plaintext and the Additional Authenticated Data value, and
produce two outputs, the Ciphertext and the Authentication Tag
value. AES Galois/Counter Mode (GCM) is one such algorithm.

Additional Authenticated Data (AAD)
An input to an AEAD operation that is integrity protected but not
encrypted.

Authentication Tag
An output of an AEAD operation that ensures the integrity of the
Ciphertext and the Additional Authenticated Data. Note that some
algorithms may not use an Authentication Tag, in which case this
value is the empty octet sequence.

Content Encryption Key (CEK)
A symmetric key for the AEAD algorithm used to encrypt the
Plaintext to produce the Ciphertext and the Authentication Tag.

JWE Encrypted Key
Encrypted Content Encryption Key (CEK) value. Note that for some
algorithms, the JWE Encrypted Key value is specified as being the
empty octet sequence.
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JWE Initialization Vector
Initialization vector value used when encrypting the plaintext.
Note that some algorithms may not use an Initialization Vector, in
which case this value is the empty octet sequence.

JWE AAD
Additional value to be integrity protected by the authenticated
encryption operation. This can only be present when using the JWE
JSON Serialization. (Note that this can also be achieved when
using either serialization by including the AAD value as an
integrity protected Header Parameter value, but at the cost of the
value being double base64url encoded.)

JWE Ciphertext
Ciphertext value resulting from authenticated encryption of the
plaintext with additional authenticated data.

JWE Authentication Tag
Authentication Tag value resulting from authenticated encryption
of the plaintext with additional authenticated data.

JWE Protected Header
JSON object that contains the Header Parameters that are integrity
protected by the authenticated encryption operation. These
parameters apply to all recipients of the JWE. For the JWE
Compact Serialization, this comprises the entire JOSE Header. For
the JWE JSON Serialization, this is one component of the JOSE
Header.

JWE Shared Unprotected Header
JSON object that contains the Header Parameters that apply to all
recipients of the JWE that are not integrity protected. This can
only be present when using the JWE JSON Serialization.

JWE Per-Recipient Unprotected Header
JSON object that contains Header Parameters that apply to a single
recipient of the JWE. These Header Parameter values are not
integrity protected. This can only be present when using the JWE
JSON Serialization.

JWE Compact Serialization
A representation of the JWE as a compact, URL-safe string.

JWE JSON Serialization
A representation of the JWE as a JSON object. The JWE JSON
Serialization enables the same content to be encrypted to multiple
parties. This representation is neither optimized for compactness
nor URL-safe.
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Key Management Mode
A method of determining the Content Encryption Key (CEK) value to
use. Each algorithm used for determining the CEK value uses a
specific Key Management Mode. Key Management Modes employed by
this specification are Key Encryption, Key Wrapping, Direct Key
Agreement, Key Agreement with Key Wrapping, and Direct Encryption.

Key Encryption
A Key Management Mode in which the Content Encryption Key (CEK)
value is encrypted to the intended recipient using an asymmetric
encryption algorithm.

Key Wrapping
A Key Management Mode in which the Content Encryption Key (CEK)
value is encrypted to the intended recipient using a symmetric key
wrapping algorithm.

Direct Key Agreement
A Key Management Mode in which a key agreement algorithm is used
to agree upon the Content Encryption Key (CEK) value.

Key Agreement with Key Wrapping
A Key Management Mode in which a key agreement algorithm is used
to agree upon a symmetric key used to encrypt the Content
Encryption Key (CEK) value to the intended recipient using a
symmetric key wrapping algorithm.

Direct Encryption
A Key Management Mode in which the Content Encryption Key (CEK)
value used is the secret symmetric key value shared between the
parties.

3. JSON Web Encryption (JWE) Overview

JWE represents encrypted content using JSON data structures and
base64url encoding. These JSON data structures MAY contain white
space and/or line breaks before or after any JSON values or
structural characters, in accordance with Section 2 of RFC 7159
[RFC7159]. A JWE represents these logical values (each of which is
defined in Section 2):

o JOSE Header

o JWE Encrypted Key

o JWE Initialization Vector
o JWE AAD
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0 JWE Ciphertext
o JWE Authentication Tag

For a JWE, the JOSE Header members are the union of the members of
these values (each of which is defined in Section 2):

0 JWE Protected Header
o JWE Shared Unprotected Header
o JWE Per-Recipient Unprotected Header

JWE utilizes authenticated encryption to ensure the confidentiality
and integrity of the Plaintext and the integrity of the JWE Protected
Header and the JWE AAD.

This document defines two serializations for JWEs: a compact, URL-
safe serialization called the JWE Compact Serialization and a JSON
serialization called the JWE JSON Serialization. In both
serializations, the JWE Protected Header, JWE Encrypted Key, JWE
Initialization Vector, JWE Ciphertext, and JWE Authentication Tag are
base64url encoded, since JSON lacks a way to directly represent
arbitrary octet sequences. When present, the JWE AAD is also
base64url encoded.

3.1. JWE Compact Serialization Overview

In the JWE Compact Serialization, no JWE Shared Unprotected Header or
JWE Per-Recipient Unprotected Header are used. In this case, the
JOSE Header and the JWE Protected Header are the same.

In the JWE Compact Serialization, a JWE is represented as the
concatenation:

BASEG64URL(UTF8(JWE Protected Header)) || "." ||
BASE64URL(JWE Encrypted Key) || . ||
BASE64URL(JWE Initialization Vector) || *." ||
BASE64URL(JWE Ciphertext) || *." ||
BASE64URL(JWE Authentication Tag)

See Section 7.1 for more information about the JWE Compact
Serialization.

3.2. JWE JSON Serialization Overview

In the JWE JSON Serialization, one or more of the JWE Protected

Header, JWE Shared Unprotected Header, and JWE Per-Recipient
Unprotected Header MUST be present. In this case, the members of the
JOSE Header are the union of the members of the JWE Protected Header,
JWE Shared Unprotected Header, and JWE Per-Recipient Unprotected

Jones & Hildebrand Expires July 17, 2015 [Page 9]



Internet-Draft JSON Web Encryption (JWE) January 2015

Header values that are present.

In the JWE JSON Serialization, a JWE is represented as a JSON object
containing some or all of these eight members:
"protected", with the value BASE64URL(UTF8(JWE Protected Header))
"unprotected", with the value JWE Shared Unprotected Header
"header", with the value JWE Per-Recipient Unprotected Header
"encrypted_key", with the value BASE64URL(JWE Encrypted Key)
"iv", with the value BASE64URL(JWE Initialization Vector)
"ciphertext", with the value BASE64URL(JWE Ciphertext)
"tag", with the value BASE64URL(JWE Authentication Tag)
"aad", with the value BASE64URL(JWE AAD)

The six base64url encoded result strings and the two unprotected JSON
object values are represented as members within a JSON object. The
inclusion of some of these values is OPTIONAL. The JWE JSON
Serialization can also encrypt the plaintext to multiple recipients.

See Section 7.2 for more information about the JWE JSON
Serialization.

3.3. Example JWE

This example encrypts the plaintext "The true sign of intelligence is
not knowledge but imagination.” to the recipient.

The following example JWE Protected Header declares that:

0 The Content Encryption Key is encrypted to the recipient using the
RSAES OAEP [RFC3447] algorithm to produce the JWE Encrypted Key.

0 Authenticated encryption is performed on the Plaintext using the

AES GCM [AES, NIST.800-38D] algorithm with a 256 bit key to
produce the Ciphertext and the Authentication Tag.

{"alg":"RSA-OAEP","enc":"A256 GCM"}

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Protected
Header)) gives this value:

eyJhbGciOiJSUOELtTOFFUCISImVuYyI6IKEyNTZHQOO0ifQ
The remaining steps to finish creating this JWE are:
0 Generate a random Content Encryption Key (CEK).

o Encrypt the CEK with the recipient’s public key using the RSAES
OAEP algorithm to produce the JWE Encrypted Key.
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0 Base64url encode the JWE Encrypted Key.

0 Generate a random JWE Initialization Vector.

0 Base64url encode the JWE Initialization Vector.

o Let the Additional Authenticated Data encryption parameter be
ASCII(BASE64URL(UTF8(JWE Protected Header))).

o Perform authenticated encryption on the Plaintext with the AES GCM
algorithm using the CEK as the encryption key, the JWE
Initialization Vector, and the Additional Authenticated Data
value, requesting a 128 bit Authentication Tag output.

0 Base64url encode the Ciphertext.

0 Base64url encode the Authentication Tag.

o Assemble the final representation: The Compact Serialization of
this result is the string BASE64URL(UTF8(JWE Protected Header)) ||
" || BASE64URL(JWE Encrypted Key) || '’ || BASE64URL(JWE
Initialization Vector) || '." || BASE64URL(JWE Ciphertext) || "’
|| BASE64URL(JWE Authentication Tag).

The final result in this example (with line breaks for display
purposes only) is:

eyJhbGciOiJSUOELTOFFUCISImVuYyI6IKEyNTZHQOOIfQ.
OKOawDo013gRp20jaHV7LFpZcgV7T6DVZKTYKOMTYUmMKoTCVIRgckCL9kIMT03JGe
ipsEdY3mx_etLbbWSrFrO5kLzcSrdgKAQ7YN7e9jwQRb23nfa6c9d-StnimGyFDb
Sv04uVuxIp5Zms1gNxKKK2Dal14B8S4rzVRItdYwam_IDp5XnZAYpQdb76FdIKLaV
mMQagfwX7XWRxv2322i-vDxRfqNzo_tETKzpVLzfiwQyeyPGLBIO56YJ7eObdv0je8
1860ppamavo35UgoRdbYaBcoh9QcfylQr66oc6vFWXRcZ_ZT2LawVCWTIly3brGPi
B6UKIfCpIMfljf7iGdXKHzg.

48V1_ALb6US04U3b.
5eym8TW_c8SuKOItJ3rpY1zOeDQz7TALvtu6UG90Mo4vpzsOtX EFShS8iB7j6ji
SdiwklIr3ajwQzaBtQD_A.

XFBoMYUZodetZdvTiFvSkQ

See Appendix A.1 for the complete details of computing this JWE. See
Appendix A for additional examples, including examples using the JWE
JSON Serialization in Sections A.4 and A.5.

4. JOSE Header

For a JWE, the members of the JSON object(s) representing the JOSE
Header describe the encryption applied to the Plaintext and

optionally additional properties of the JWE. The Header Parameter
names within the JOSE Header MUST be unique, just as described in
Section 4 of [JWS]. The rules about handling Header Parameters that
are not understood by the implementation are also the same. The
classes of Header Parameter names are likewise the same.
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4.1. Registered Header Parameter Names

The following Header Parameter names for use in JWEs are registered
in the IANA JSON Web Signature and Encryption Header Parameters
registry defined in [JWS], with meanings as defined below.

As indicated by the common registry, JWSs and JWEs share a common
Header Parameter space; when a parameter is used by both
specifications, its usage must be compatible between the

specifications.

4.1.1. "alg" (Algorithm) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "alg" Header Parameter defined in Section 4.1.1 of [JWS], except
that the Header Parameter identifies the cryptographic algorithm used
to encrypt or determine the value of the Content Encryption Key

(CEK). The encrypted content is not usable if the "alg" value does

not represent a supported algorithm, or if the recipient does not

have a key that can be used with that algorithm.

A list of defined "alg" values for this use can be found in the IANA
JSON Web Signature and Encryption Algorithms registry defined in
[JWA]; the initial contents of this registry are the values defined

in Section 4.1 of the JSON Web Algorithms (JWA) [JWA] specification.

4.1.2. "enc" (Encryption Algorithm) Header Parameter

The "enc" (encryption algorithm) Header Parameter identifies the
content encryption algorithm used to perform authenticated encryption
on the Plaintext to produce the Ciphertext and the Authentication

Tag. This algorithm MUST be an AEAD algorithm with a specified key
length. The encrypted content is not usable if the "enc" value does
not represent a supported algorithm. "enc" values should either be
registered in the IANA JSON Web Signature and Encryption Algorithms
registry defined in [JWA] or be a value that contains a Collision-
Resistant Name. The "enc" value is a case-sensitive ASCII string
containing a StringOrURI value. This Header Parameter MUST be
present and MUST be understood and processed by implementations.

A list of defined "enc" values for this use can be found in the IANA
JSON Web Signature and Encryption Algorithms registry defined in
[JWA]; the initial contents of this registry are the values defined

in Section 5.1 of the JSON Web Algorithms (JWA) [JWA] specification.
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4.1.3. "zip" (Compression Algorithm) Header Parameter

The "zip" (compression algorithm) applied to the Plaintext before
encryption, if any. The "zip" value defined by this specification
is:

0 "DEF" - Compression with the DEFLATE [RFC1951] algorithm

Other values MAY be used. Compression algorithm values can be
registered in the IANA JSON Web Encryption Compression Algorithm
registry defined in [JWA]. The "zip" value is a case-sensitive

string. If no "zip" parameter is present, no compression is applied

to the Plaintext before encryption. When used, this Header Parameter
MUST be integrity protected; therefore, it MUST occur only within the
JWE Protected Header. Use of this Header Parameter is OPTIONAL.
This Header Parameter MUST be understood and processed by
implementations.

4.1.4. "jku" (JWK Set URL) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "jku" Header Parameter defined in Section 4.1.2 of [JWS], except
that the JWK Set resource contains the public key to which the JWE
was encrypted; this can be used to determine the private key needed
to decrypt the JWE.

4.1.5. "jwk" (JSON Web Key) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "jwk" Header Parameter defined in Section 4.1.3 of [JWS], except
that the key is the public key to which the JWE was encrypted; this

can be used to determine the private key needed to decrypt the JWE.

4.1.6. "kid" (Key ID) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "kid" Header Parameter defined in Section 4.1.4 of [JWS], except
that the key hint references the public key to which the JWE was
encrypted; this can be used to determine the private key needed to
decrypt the JWE. This parameter allows originators to explicitly
signal a change of key to JWE recipients.

4.1.7. "x5u" (X.509 URL) Header Parameter
This parameter has the same meaning, syntax, and processing rules as
the "x5u" Header Parameter defined in Section 4.1.5 of [JWS], except

that the X.509 public key certificate or certificate chain [RFC5280]
contains the public key to which the JWE was encrypted; this can be
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used to determine the private key needed to decrypt the JWE.
4.1.8. "x5c" (X.509 Certificate Chain) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "x5¢" Header Parameter defined in Section 4.1.6 of [JWS], except
that the X.509 public key certificate or certificate chain [RFC5280]
contains the public key to which the JWE was encrypted; this can be
used to determine the private key needed to decrypt the JWE.

See Appendix B of [JWS] for an example "x5c" value.
4.1.9. "x5t" (X.509 Certificate SHA-1 Thumbprint) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "x5t" Header Parameter defined in Section 4.1.7 of [JWS], except
that the certificate referenced by the thumbprint contains the public

key to which the JWE was encrypted; this can be used to determine the
private key needed to decrypt the JWE. Note that certificate
thumbprints are also sometimes known as certificate fingerprints.

4.1.10. "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) Header
Parameter

This parameter has the same meaning, syntax, and processing rules as
the "x5t#S256" Header Parameter defined in Section 4.1.8 of [JWS],
except that the certificate referenced by the thumbprint contains the
public key to which the JWE was encrypted; this can be used to
determine the private key needed to decrypt the JWE. Note that
certificate thumbprints are also sometimes known as certificate
fingerprints.

4.1.11. "typ" (Type) Header Parameter
This parameter has the same meaning, syntax, and processing rules as
the "typ" Header Parameter defined in Section 4.1.9 of [JWS], except
that the type is that of this complete JWE.

4.1.12. "cty" (Content Type) Header Parameter
This parameter has the same meaning, syntax, and processing rules as
the "cty" Header Parameter defined in Section 4.1.10 of [JWS], except
that the type is that of the secured content (the plaintext).

4.1.13. “crit" (Critical) Header Parameter

This parameter has the same meaning, syntax, and processing rules as
the "crit" Header Parameter defined in Section 4.1.11 of [JWS],
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except that Header Parameters for a JWE are being referred to, rather
than Header Parameters for a JWS.

4.2. Public Header Parameter Names

Additional Header Parameter names can be defined by those using JWEs.
However, in order to prevent collisions, any new Header Parameter

name should either be registered in the IANA JSON Web Signature and
Encryption Header Parameters registry defined in [JWS] or be a Public
Name: a value that contains a Collision-Resistant Name. In each

case, the definer of the name or value needs to take reasonable
precautions to make sure they are in control of the part of the

namespace they use to define the Header Parameter name.

New Header Parameters should be introduced sparingly, as they can
result in non-interoperable JWESs.

4.3. Private Header Parameter Names

A producer and consumer of a JWE may agree to use Header Parameter
names that are Private Names: names that are not Registered Header
Parameter names Section 4.1 or Public Header Parameter names
Section 4.2. Unlike Public Header Parameter names, Private Header
Parameter names are subject to collision and should be used with
caution.

5. Producing and Consuming JWEs
5.1. Message Encryption

The message encryption process is as follows. The order of the steps
is not significant in cases where there are no dependencies between
the inputs and outputs of the steps.

1. Determine the Key Management Mode employed by the algorithm used
to determine the Content Encryption Key (CEK) value. (This is
the algorithm recorded in the "alg" (algorithm) Header Parameter
of the resulting JWE.)

2. When Key Wrapping, Key Encryption, or Key Agreement with Key
Wrapping are employed, generate a random Content Encryption Key
(CEK) value. See RFC 4086 [RFC4086] for considerations on
generating random values. The CEK MUST have a length equal to
that required for the content encryption algorithm.

3. When Direct Key Agreement or Key Agreement with Key Wrapping are
employed, use the key agreement algorithm to compute the value
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of the agreed upon key. When Direct Key Agreement is employed,
let the Content Encryption Key (CEK) be the agreed upon key.
When Key Agreement with Key Wrapping is employed, the agreed
upon key will be used to wrap the CEK.

4. When Key Wrapping, Key Encryption, or Key Agreement with Key
Wrapping are employed, encrypt the CEK to the recipient and let
the result be the JWE Encrypted Key.

5. When Direct Key Agreement or Direct Encryption are employed, let
the JWE Encrypted Key be the empty octet sequence.

6. When Direct Encryption is employed, let the Content Encryption
Key (CEK) be the shared symmetric key.

7. Compute the encoded key value BASE64URL(JWE Encrypted Key).

8. If the JWE JSON Serialization is being used, repeat this process
(steps 1-7) for each recipient.

9. Generate a random JWE Initialization Vector of the correct size
for the content encryption algorithm (if required for the
algorithm); otherwise, let the JWE Initialization Vector be the
empty octet sequence.

10. Compute the encoded initialization vector value BASE64URL(JWE
Initialization Vector).

11. If a"zip" parameter was included, compress the Plaintext using
the specified compression algorithm and let M be the octet
sequence representing the compressed Plaintext; otherwise, let M
be the octet sequence representing the Plaintext.

12. Create the JSON object(s) containing the desired set of Header
Parameters, which together comprise the JOSE Header: if the JWE
Compact Serialization is being used, the JWE Protected Header,
or if the JWE JSON Serialization is being used, one or more of
the JWE Protected Header, the JWE Shared Unprotected Header, and
the JWE Per-Recipient Unprotected Header.

13. Compute the Encoded Protected Header value BASE64URL(UTF8(JWE
Protected Header)). If the JWE Protected Header is not present
(which can only happen when using the JWE JSON Serialization and
no "protected” member is present), let this value be the empty
string.

14. Let the Additional Authenticated Data encryption parameter be
ASCII(Encoded Protected Header). However if a JWE AAD value is
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present (which can only be the case when using the JWE JSON
Serialization), instead let the Additional Authenticated Data
encryption parameter be ASCII(Encoded Protected Header || "." ||
BASE64URL(JWE AAD)).

15. Encrypt M using the CEK, the JWE Initialization Vector, and the
Additional Authenticated Data value using the specified content
encryption algorithm to create the JWE Ciphertext value and the
JWE Authentication Tag (which is the Authentication Tag output
from the encryption operation).

16. Compute the encoded ciphertext value BASE64URL(JWE Ciphertext).

17. Compute the encoded authentication tag value BASE64URL(JWE
Authentication Tag).

18. If a JWE AAD value is present, compute the encoded AAD value
BASE64URL(JWE AAD).

19. Create the desired serialized output. The Compact Serialization
of this result is the string BASE64URL(UTF8(JWE Protected

Header)) || .’ || BASE64URL(JWE Encrypted Key) || . ||
BASE64URL(JWE Initialization Vector) || .’ || BASE64URL(JWE
Ciphertext) || "." || BASE64URL(JWE Authentication Tag). The

JWE JSON Serialization is described in Section 7.2.
5.2. Message Decryption

The message decryption process is the reverse of the encryption
process. The order of the steps is not significant in cases where
there are no dependencies between the inputs and outputs of the
steps. If any of these steps fails, the encrypted content cannot be
validated.

When there are multiple recipients, it is an application decision

which of the recipients’ encrypted content must successfully validate
for the JWE to be accepted. In some cases, encrypted content for all
recipients must successfully validate or the JWE will be considered
invalid. In other cases, only the encrypted content for a single
recipient needs to be successfully validated. However, in all cases,
the encrypted content for at least one recipient MUST successfully
validate or the JWE MUST be considered invalid.

1. Parse the JWE representation to extract the serialized values
for the components of the JWE. When using the JWE Compact
Serialization, these components are the base64url encoded
representations of the JWE Protected Header, the JWE Encrypted
Key, the JWE Initialization Vector, the JWE Ciphertext, and the
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JWE Authentication Tag, and when using the JWE JSON
Serialization, these components also include the base64url
encoded representation of the JWE AAD and the unencoded JWE
Shared Unprotected Header and JWE Per-Recipient Unprotected
Header values. When using the JWE Compact Serialization, the
JWE Protected Header, the JWE Encrypted Key, the JWE
Initialization Vector, the JWE Ciphertext, and the JWE
Authentication Tag are represented as base64url encoded values
in that order, with each value being separated from the next by

a single period ('.") character, resulting in exactly four

delimiting period characters being used. The JWE JSON
Serialization is described in Section 7.2.

2. Base64url decode the encoded representations of the JWE
Protected Header, the JWE Encrypted Key, the JWE Initialization
Vector, the JWE Ciphertext, the JWE Authentication Tag, and the
JWE AAD, following the restriction that no line breaks, white
space, or other additional characters have been used.

3. Verify that the octet sequence resulting from decoding the
encoded JWE Protected Header is a UTF-8 encoded representation
of a completely valid JSON object conforming to RFC 7159
[RFC7159]; let the JWE Protected Header be this JSON object.

4. If using the JWE Compact Serialization, let the JOSE Header be
the JWE Protected Header. Otherwise, when using the JWE JSON
Serialization, let the JOSE Header be the union of the members
of the JWE Protected Header, the JWE Shared Unprotected Header
and the corresponding JWE Per-Recipient Unprotected Header, all
of which must be completely valid JSON objects. During this
step, verify that the resulting JOSE Header does not contain
duplicate Header Parameter names. When using the JWE JSON
Serialization, this restriction includes that the same Header
Parameter name also MUST NOT occur in distinct JSON object
values that together comprise the JOSE Header.

5. Verify that the implementation understands and can process all
fields that it is required to support, whether required by this
specification, by the algorithms being used, or by the "“crit"
Header Parameter value, and that the values of those parameters
are also understood and supported.

6. Determine the Key Management Mode employed by the algorithm
specified by the "alg" (algorithm) Header Parameter.

7. Verify that the JWE uses a key known to the recipient.
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8. When Direct Key Agreement or Key Agreement with Key Wrapping are
employed, use the key agreement algorithm to compute the value
of the agreed upon key. When Direct Key Agreement is employed,
let the Content Encryption Key (CEK) be the agreed upon key.
When Key Agreement with Key Wrapping is employed, the agreed
upon key will be used to decrypt the JWE Encrypted Key.

9. When Key Wrapping, Key Encryption, or Key Agreement with Key
Wrapping are employed, decrypt the JWE Encrypted Key to produce
the Content Encryption Key (CEK). The CEK MUST have a length
equal to that required for the content encryption algorithm.

Note that when there are multiple recipients, each recipient

will only be able decrypt any JWE Encrypted Key values that were
encrypted to a key in that recipient’s possession. It is

therefore normal to only be able to decrypt one of the per-
recipient JWE Encrypted Key values to obtain the CEK value.
Also, see Section 11.5 for security considerations on mitigating
timing attacks.

10. When Direct Key Agreement or Direct Encryption are employed,
verify that the JWE Encrypted Key value is empty octet sequence.

11. When Direct Encryption is employed, let the Content Encryption
Key (CEK) be the shared symmetric key.

12. Record whether the CEK could be successfully determined for this
recipient or not.

13. If the JWE JSON Serialization is being used, repeat this process
(steps 4-12) for each recipient contained in the representation.

14. Compute the Encoded Protected Header value BASE64URL(UTF8(JWE
Protected Header)). If the JWE Protected Header is not present
(which can only happen when using the JWE JSON Serialization and
no "protected" member is present), let this value be the empty
string.

15. Let the Additional Authenticated Data encryption parameter be
ASCII(Encoded Protected Header). However if a JWE AAD value is
present (which can only be the case when using the JWE JSON
Serialization), instead let the Additional Authenticated Data
encryption parameter be ASCII(Encoded Protected Header || " ||
BASE64URL(JWE AAD)).

16. Decrypt the JWE Ciphertext using the CEK, the JWE Initialization
Vector, the Additional Authenticated Data value, and the JWE
Authentication Tag (which is the Authentication Tag input to the
calculation) using the specified content encryption algorithm,
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returning the decrypted plaintext and validating the JWE
Authentication Tag in the manner specified for the algorithm,
rejecting the input without emitting any decrypted output if the
JWE Authentication Tag is incorrect.

17. If a"zip" parameter was included, uncompress the decrypted
plaintext using the specified compression algorithm.

18. If there was no recipient for which all of the decryption steps
succeeded, then the JWE MUST be considered invalid. Otherwise,
output the Plaintext. In the JWE JSON Serialization case, also
return a result to the application indicating for which of the
recipients the decryption succeeded and failed.

Finally, note that it is an application decision which algorithms may
be used in a given context. Even if a JWE can be successfully
decrypted, unless the algorithms used in the JWE are acceptable to
the application, it SHOULD consider the JWE to be invalid.

5.3. String Comparison Rules

The string comparison rules for this specification are the same as
those defined in Section 5.3 of [JWS].

6. Key ldentification

The key identification methods for this specification are the same as
those defined in Section 6 of [JWS], except that the key being
identified is the public key to which the JWE was encrypted.

7. Serializations

JWESs use one of two serializations: the JWE Compact Serialization or
the JWE JSON Serialization. Applications using this specification
need to specify what serialization and serialization features are

used for that application. For instance, applications might specify
that only the JWE JSON Serialization is used, that only JWE JSON
Serialization support for a single recipient is used, or that support

for multiple recipients is used. JWE implementations only need to
implement the features needed for the applications they are designed
to support.

7.1. JWE Compact Serialization

The JWE Compact Serialization represents encrypted content as a
compact, URL-safe string. This string is:
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BASE64URL(UTF8(JWE Protected Header)) || "." ||
BASEG64URL(JWE Encrypted Key) || ' ||
BASEG64URL(JWE Initialization Vector) || *." ||
BASE64URL(JWE Ciphertext) || *." ||
BASE64URL(JWE Authentication Tag)

Only one recipient is supported by the JWE Compact Serialization and
it provides no syntax to represent JWE Shared Unprotected Header, JWE
Per-Recipient Unprotected Header, or JWE AAD values.

7.2. JWE JSON Serialization

The JWE JSON Serialization represents encrypted content as a JSON
object. This representation is neither optimized for compactness nor
URL-safe.

Two closely related syntaxes are defined for the JWE JSON
Serialization: a fully general syntax, with which content can be
encrypted to more than one recipient, and a flattened syntax, which
is optimized for the single recipient case.

7.2.1. General JWE JSON Serialization Syntax

The following members are defined for use in top-level JSON objects
used for the fully general JWE JSON Serialization syntax:

protected
The "protected” member MUST be present and contain the value
BASE64URL(UTF8(JWE Protected Header)) when the JWE Protected
Header value is non-empty; otherwise, it MUST be absent. These
Header Parameter values are integrity protected.

unprotected
The "unprotected” member MUST be present and contain the value JWE
Shared Unprotected Header when the JWE Shared Unprotected Header
value is non-empty; otherwise, it MUST be absent. This value is
represented as an unencoded JSON object, rather than as a string.
These Header Parameter values are not integrity protected.

iv
The "iv" member MUST be present and contain the value
BASE64URL(JWE Initialization Vector) when the JWE Initialization
Vector value is non-empty; otherwise, it MUST be absent.

aad
The "aad" member MUST be present and contain the value
BASE64URL(JWE AAD)) when the JWE AAD value is non-empty;
otherwise, it MUST be absent. A JWE AAD value can be included to
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supply a base64url encoded value to be integrity protected but not
encrypted.

ciphertext
The "ciphertext" member MUST be present and contain the value
BASE64URL(JWE Ciphertext).

tag
The "tag" member MUST be present and contain the value
BASE64URL(JWE Authentication Tag) when the JWE Authentication Tag
value is non-empty; otherwise, it MUST be absent.

recipients
The "recipients” member value MUST be an array of JSON objects.
Each object contains information specific to a single recipient.
This member MUST be present with exactly one array element per
recipient, even if some or all of the array element values are the
empty JSON object "{}" (which can happen when all Header Parameter
values are shared between all recipients and when no encrypted key
is used, such as when doing Direct Encryption).

The following members are defined for use in the JSON objects that
are elements of the "recipients” array:

header
The "header" member MUST be present and contain the value JWE Per-
Recipient Unprotected Header when the JWE Per-Recipient
Unprotected Header value is non-empty; otherwise, it MUST be
absent. This value is represented as an unencoded JSON object,
rather than as a string. These Header Parameter values are not
integrity protected.

encrypted_key
The "encrypted_key" member MUST be present and contain the value
BASE64URL(JWE Encrypted Key) when the JWE Encrypted Key value is
non-empty; otherwise, it MUST be absent.
At least one of the "header", "protected", and "unprotected" members
MUST be present so that "alg" and "enc" Header Parameter values are
conveyed for each recipient computation.

Additional members can be present in both the JSON objects defined
above; if not understood by implementations encountering them, they
MUST be ignored.

Some Header Parameters, including the "alg" parameter, can be shared

among all recipient computations. Header Parameters in the JWE
Protected Header and JWE Shared Unprotected Header values are shared
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among all recipients.

The Header Parameter values used when creating or validating per-
recipient Ciphertext and Authentication Tag values are the union of

the three sets of Header Parameter values that may be present: (1)

the JWE Protected Header represented in the "protected" member, (2)
the JWE Shared Unprotected Header represented in the "unprotected"”
member, and (3) the JWE Per-Recipient Unprotected Header represented
in the "header" member of the recipient’s array element. The union

of these sets of Header Parameters comprises the JOSE Header. The
Header Parameter names in the three locations MUST be disjoint.

Each JWE Encrypted Key value is computed using the parameters of the
corresponding JOSE Header value in the same manner as for the JWE
Compact Serialization. This has the desirable property that each JWE
Encrypted Key value in the "recipients” array is identical to the

value that would have been computed for the same parameter in the JWE
Compact Serialization. Likewise, the JWE Ciphertext and JWE
Authentication Tag values match those produced for the JWE Compact
Serialization, provided that the JWE Protected Header value (which
represents the integrity protected Header Parameter values) matches
that used in the JWE Compact Serialization.

All recipients use the same JWE Protected Header, JWE Initialization
Vector, JWE Ciphertext, and JWE Authentication Tag values, when
present, resulting in potentially significant space savings if the
message is large. Therefore, all Header Parameters that specify the
treatment of the Plaintext value MUST be the same for all recipients.
This primarily means that the "enc" (encryption algorithm) Header
Parameter value in the JOSE Header for each recipient and any
parameters of that algorithm MUST be the same.

In summary, the syntax of a JWE using the general JWE JSON
Serialization is as follows:

"protected":"<integrity-protected shared header contents>",

"unprotected":<non-integrity-protected shared header contents>,

"recipients™:[

{"header":<per-recipient unprotected header 1 contents>,
"encrypted_key":"<encrypted key 1 contents>"},

{"header":<per-recipient unprotected header N contents>,
"encrypted_key":"<encrypted key N contents>"}],
"aad":"<additional authenticated data contents>",
"iv":"<initialization vector contents>",
“ciphertext":"<ciphertext contents>",

"tag":"<authentication tag contents>"
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}

See Appendix A.4 for an example JWE using the general JWE JSON
Serialization syntax.

7.2.2. Flattened JWE JSON Serialization Syntax

The flattened JWE JSON Serialization syntax is based upon the general
syntax, but flattens it, optimizing it for the single recipient case.

It flattens it by removing the "recipients” member and instead

placing those members defined for use in the "recipients” array (the
"header" and "encrypted_key" members) in the top-level JISON object
(at the same level as the "ciphertext" member).

The "recipients” member MUST NOT be present when using this syntax.
Other than this syntax difference, JWE JSON Serialization objects

using the flattened syntax are processed identically to those using

the general syntax.

In summary, the syntax of a JWE using the flattened JWE JSON
Serialization is as follows:

{

"protected":"<integrity-protected header contents>",
"unprotected":<non-integrity-protected header contents>,
"header":<more non-integrity-protected header contents>,
"encrypted_key":"<encrypted key contents>",
"aad":"<additional authenticated data contents>",
"iv":"<initialization vector contents>",
"ciphertext":"<ciphertext contents>",
"tag":"<authentication tag contents>"

}

Note that when using the flattened syntax, just as when using the
general syntax, any unprotected Header Parameter values can reside in
either the "unprotected" member or the "header" member, or in both.

See Appendix A.5 for an example JWE using the flattened JWE JSON
Serialization syntax.

8. TLS Requirements

The TLS requirements for this specification are the same as those
defined in Section 8 of [JWS].
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9. Distinguishing between JWS and JWE Objects

There are several ways of distinguishing whether an object is a JWS
or JWE. All these methods will yield the same result for all legal
input values; they may yield different results for malformed inputs.

o If the object is using the JWS Compact Serialization or the JWE
Compact Serialization, the number of base64url encoded segments
separated by period ('.") characters differs for JWSs and JWEs.
JWSs have three segments separated by two period ('.") characters.
JWESs have five segments separated by four period ('.") characters.

o If the object is using the JWS JSON Serialization or the JWE JSON
Serialization, the members used will be different. JWSs have a
"payload"” member and JWESs do not. JWEs have a "ciphertext" member
and JWSs do not.

0 The JOSE Header for a JWS can be distinguished from the JOSE
Header for a JWE by examining the "alg" (algorithm) Header
Parameter value. If the value represents a digital signature or
MAC algorithm, or is the value "none", it is for a JWS; if it
represents a Key Encryption, Key Wrapping, Direct Key Agreement,
Key Agreement with Key Wrapping, or Direct Encryption algorithm,
it is for a JWE. (Extracting the "alg" value to examine is
straightforward when using the JWS Compact Serialization or the
JWE Compact Serialization and may be more difficult when using the
JWS JSON Serialization or the JWE JSON Serialization.)

0 The JOSE Header for a JWS can also be distinguished from the JOSE
Header for a JWE by determining whether an "enc" (encryption
algorithm) member exists. If the "enc" member exists, it is a
JWE; otherwise, it is a JWS.

10. IANA Considerations
10.1. JSON Web Signature and Encryption Header Parameters Registration

This specification registers the Header Parameter names defined in

Section 4.1 in the IANA JSON Web Signature and Encryption Header

Parameters registry defined in [JWS].

10.1.1. Registry Contents

0 Header Parameter Name: "alg"
o0 Header Parameter Description: Algorithm
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Header Parameter Usage Location(s): JWE
Change Controller: IESG
Specification Document(s): Section 4.1.1 of [[ this document ]]

O OO

Header Parameter Name: "enc"”

Header Parameter Description: Encryption Algorithm

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.2 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "zip"

Header Parameter Description: Compression Algorithm
Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.3 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "jku"

Header Parameter Description: JWK Set URL

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.4 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "jwk"

Header Parameter Description: JSON Web Key

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification document(s): Section 4.1.5 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "kid"

Header Parameter Description: Key 1D

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.6 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "x5u”

Header Parameter Description: X.509 URL

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.7 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "x5c¢"

Header Parameter Description: X.509 Certificate Chain
Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.8 of [[ this document ]]

OO0OO0OO0Oo
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Header Parameter Name: "x5t"

Header Parameter Description: X.509 Certificate SHA-1 Thumbprint
Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.9 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "x5t#S256"

Header Parameter Description: X.509 Certificate SHA-256 Thumbprint
Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.10 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "typ"

Header Parameter Description: Type

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.11 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "cty"

Header Parameter Description: Content Type

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.12 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: “crit"

Header Parameter Description: Critical

Header Parameter Usage Location(s): JWE

Change Controller: IESG

Specification Document(s): Section 4.1.13 of [[ this document ]]

Oo0Oo0oo0oo

11. Security Considerations

All of the security issues that are pertinent to any cryptographic
application must be addressed by JWS/JWE/JWK agents. Among these
issues are protecting the user’'s asymmetric private and symmetric
secret keys and employing countermeasures to various attacks.

All the security considerations in the JWS specification also apply

to this specification. Likewise, all the security considerations in

XML Encryption 1.1 [W3C.REC-xmlenc-corel-20130411] also apply, other
than those that are XML specific.

11.1. Key Entropy and Random Values
See Section 10.1 of [JWS] for security considerations on key entropy

and random values. In addition to the uses of random values listed
there, note that random values are also used for content encryption
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keys (CEKs) and initialization vectors (IVs) when performing
encryption.

11.2. Key Protection

See Section 10.2 of [JWS] for security considerations on key
protection. In addition to the keys listed there that must be

protected, implementations performing encryption must protect the key
encryption key and the content encryption key. Compromise of the key
encryption key may result in the disclosure of all contents protected
with that key. Similarly, compromise of the content encryption key
may result in disclosure of the associated encrypted content.

11.3. Using Matching Algorithm Strengths

Algorithms of matching strengths should be used together whenever
possible. For instance, when AES Key Wrap is used with a given key
size, using the same key size is recommended when AES GCM is also
used. If the key encryption and content encryption algorithms are
different, the effective security is determined by the weaker of the

two algorithms.

Also, see RFC 3766 [RFC3766] for information on determining strengths
for public keys used for exchanging symmetric keys.

11.4. Adaptive Chosen-Ciphertext Attacks

When decrypting, particular care must be taken not to allow the JWE
recipient to be used as an oracle for decrypting messages. RFC 3218
[RFC3218] should be consulted for specific countermeasures to attacks
on RSAES-PKCS1-V1_5. An attacker might modify the contents of the
"alg" parameter from "RSA-OAEP" to "RSA1_5"in order to generate a
formatting error that can be detected and used to recover the CEK
even if RSAES OAEP was used to encrypt the CEK. It is therefore
particularly important to report all formatting errors to the CEK,
Additional Authenticated Data, or ciphertext as a single error when

the encrypted content is rejected.

Additionally, this type of attack can be prevented by restricting the

use of a key to a limited set of algorithms -- usually one. This

means, for instance, that if the key is marked as being for

"RSA-OAEP" only, any attempt to decrypt a message using the "RSA1_5"
algorithm with that key should fail immediately due to invalid use of

the key.
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11.5. Timing Attacks

To mitigate the attacks described in RFC 3218 [RFC3218], the
recipient MUST NOT distinguish between format, padding, and length
errors of encrypted keys. It is strongly recommended, in the event

of receiving an improperly formatted key, that the recipient

substitute a randomly generated CEK and proceed to the next step, to
mitigate timing attacks.
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Appendix A. JWE Examples
This section provides examples of JWE computations.

A.1l. Example JWE using RSAES OAEP and AES GCM
This example encrypts the plaintext "The true sign of intelligence is
not knowledge but imagination.” to the recipient using RSAES OAEP for
key encryption and AES GCM for content encryption. The
representation of this plaintext (using JSON array notation) is:
[84, 104, 101, 32, 116, 114, 117, 101, 32, 115, 105, 103, 110, 32,
111, 102, 32, 105, 110, 116, 101, 108, 108, 105, 103, 101, 110, 99,
101, 32, 105, 115, 32, 110, 111, 116, 32, 107, 110, 111, 119, 108,
101, 100, 103, 101, 32, 98, 117, 116, 32, 105, 109, 97, 103, 105,
110, 97, 116, 105, 111, 110, 46]

A.1.1. JOSE Header

The following example JWE Protected Header declares that:

0 The Content Encryption Key is encrypted to the recipient using the
RSAES OAEP algorithm to produce the JWE Encrypted Key.

0 Authenticated encryption is performed on the Plaintext using the
AES GCM algorithm with a 256 bit key to produce the Ciphertext and
the Authentication Tag.

{"alg":"RSA-OAEP","enc":"A256 GCM"}

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Protected
Header)) gives this value:

eyJhbGciOiJSUOELtTOFFUCISImVuYyI6IKEyNTZHQOO0ifQ
A.1.2. Content Encryption Key (CEK)

Generate a 256 bit random Content Encryption Key (CEK). In this
example, the value (using JSON array notation) is:

[177,161, 244, 128, 84, 143, 225, 115, 63, 180, 3, 255, 107, 154,
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212, 246, 138, 7, 110, 91, 112, 46, 34, 105, 47, 130, 203, 46, 122,
234, 64, 252]

A.1.3. Key Encryption

Encrypt the CEK with the recipient’s public key using the RSAES OAEP
algorithm to produce the JWE Encrypted Key. This example uses the RSA
key represented in JSON Web Key [JWK] format below (with line breaks
within values for display purposes only):

{"kty":"RSA",
"n":"oahUloWwO0OKOusKNuOR6H4wkf40BUXHTxRvgbh48E-BVvxkeDNjbC4he8ruwW
cJoZmds2h7M70imEVhRUSdjINXtqlIXI4DFqcl1DgjT9LewND8MW2Krf3S
psk_ZkoFnilakGygTwpZ3uesH-PFABNIUYpOiN15dsQRkgrOvEhxN92i2a
sbOenSZeyaxziK72UwxrrKoExvekec5twXTq4h-QChLOIN0_mtUZwfsRaMS
tPs6MS6XrgxnxbWhojf663tuEQueGC-FCMfra36 CO9knDFGzKsNa7LZK2dj
YgyD3JR_MB_4NUJW_TgOQtwHYbxevoJArm-L5StowjzGy- bg6Gw",
"e":"AQAB",
"d":"kLdtlj6GbDks_ApCSTYQtelcNttIKiOyPzMrXHel-yk1F7-kpDxY4-WY5N
WV5KntaEeXS1j82E375xxhWMHXyvjYecPTOfpwR_M9gV8n9Hrh2anTpTD9
3Dt62ypW3yDsJzBnTnrYuliwWRgBKrEYY46gAZIrA2xAwnm2X7uGR1hghk
gDp0V(qj3kbSCz1XyfCs6_LehBwtxHIyh8Ripy40p24moOAbgxVw3rxT vl
t3UVe4WO3IkJOzIpUf-KTVIZPtgm-dARXTELE-id-40JrOh-K-VFs3VSnd
VTIznSxfyri8ILL6MG_Uv8YAu7VILSB3IOWO085-4qE3DzgrTjgyQ",
"p":"1r52Xk46¢-LsfB5P442p7atdPUrxQSy4mti_tZI3Mgf2EuFVbUoDBvaRQ-
SWxkbkmoEzL7JXroSBjSrk3Y1QgYdMgyAEPTPjXv_hI2_1eTSPVZfzLOIf
fNNO3IXgWF5MDFuoUYEOhzb2vhrIN_rKrbfDIwUbTrjjgieRbwC6CI0",
"q":"wLb35x7hmQWZsWJImB_vle87ihgZ19S8IBEROLIsZG4ayZVe9Hi9gDVCOBmM
UDdaDYVTSNx_8FywlYYa9XGrGnDew00J28cRUoeBB_jKI1oma0Orv1T9aX
IWxKwd4gvxFImMOWr3QRLIKEBRzk2RatUBnmDZJTIAfwTs0g68UZHvtc",
"dp":"ZK-YWE7diUhOgR1tR7w8WHtolDx3MZ_OTowiFvgfeQ3SiresXjm9gZ5KL
hMXvo-uz-KUJWDxS5pFQ_MO0evdoldKiRTjVw_x4NyqyXPM5nULPkcpU827
rnpZzAJKpdhWAgqrXGKAECQHOXt4taznjnd_zVpAmZZq60WPMBMfKcuE",
"dg":"Dq0gfgJ1DdFGXiLVQEZnuKENOUUmMsJBxkjydc3j4ZY dBiIMRAY86x0vHC]
ywcMIYYgdyoC4YZa9hNVcesjgA3Feil19rk8g6Qn29Tt0cj8qqyFpz9vNDB
UfCAIJVeESOjIDZPYHdHY8v1b-0-Z2X5tvLx-TCekf7oxyeKDUqKWjis",
"gi":"VIMpMYDbPf47dT1w_zDUXfPimsSegnMOA1zTaX7aGk_8urY6R8-ZW1FxU7
AIWAYLWybqq6t16VFd7hQd0y6flUK4SIOydB61gwanOsXGOAOvV82cHQOE3
eL4HrtzkUuKvnPrMnsUUFIfUdybVzxyjz9JF_XyaY14ardLSjf4L_FNY"

}

The resulting JWE Encrypted Key value is:

[56, 163, 154, 192, 58, 53, 222, 4, 105, 218, 136, 218, 29, 94, 203,
22,150, 92, 129, 94, 211, 232, 53, 89, 41, 60, 138, 56, 196, 216,
82, 98, 168, 76, 37,73, 70, 7, 36, 8, 191, 100, 136, 196, 244, 220,
145, 158, 138, 155, 4, 117, 141, 230, 199, 247, 173, 45, 182, 214,
74,177,107, 211, 153, 11, 205, 196, 171, 226, 162, 128, 171, 182,
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13, 237, 239, 99, 193, 4, 91, 219, 121, 223, 107, 167, 61, 119, 228,
173, 156, 137, 134, 200, 80, 219, 74, 253, 56, 185, 91, 177, 34, 158,
89, 154, 205, 96, 55, 18, 138, 43, 96, 218, 215, 128, 124, 75, 138,
243, 85, 25, 109, 117, 140, 26, 155, 249, 67, 167, 149, 231, 100, 6,
41, 65, 214, 251, 232, 87, 72, 40, 182, 149, 154, 168, 31, 193, 126,
215, 89, 28, 111, 219, 125, 182, 139, 235, 195, 197, 23, 234, 55, 58,
63, 180, 68, 202, 206, 149, 75, 205, 248, 176, 67, 39, 178, 60, 98,
193, 32, 238, 122, 96, 158, 222, 57, 183, 111, 210, 55, 188, 215,
206, 180, 166, 150, 166, 106, 250, 55, 229, 72, 40, 69, 214, 216,
104, 23, 40, 135, 212, 28, 127, 41, 80, 175, 174, 168, 115, 171, 197,
89, 116, 92, 103, 246, 83, 216, 182, 176, 84, 37, 147, 35, 45, 219,
172,99, 226, 233, 73, 37, 124, 42, 72, 49, 242, 35, 127, 184, 134,
117, 114, 135, 206]

Encoding this JWE Encrypted Key as BASE64URL(JWE Encrypted Key) gives
this value (with line breaks for display purposes only):

OKOawDo013gRp20jaHV7LFpZcgV7T6DVZKTYKOMTYUmMKOTCVJIRgckCLOkIMTO03JGe
ipsEdY3mx_etLbbWSrFrO5kLzcSr4gKAQ7YN7e9jwQRb23nfa6c9d-StnimGyFDb
Sv04uVuxIip5Zms1gNxKKK2Dal14B8S4rzVRItdYwam_IDp5XnZAYpQdb76FdIKLaV
magfwX7XWRxv2322i-vDxRfqNzo_tETKzpVLzfiwQyeyPGLBIO56YJ7eObdv0je8
1860ppamavo35UgoRdbYaBcoh9QcfylQr66oc6vFWXRcZ ZT2LawVCWTIly3brGPi
BUKIFCpIMfljf7iGdXKHzg

A.1.4. Initialization Vector

Generate a random 96 bit JWE Initialization Vector. In this example,
the value is:

[227, 197, 117, 252, 2, 219, 233, 68, 180, 225, 77, 219]

Encoding this JWE Initialization Vector as BASE64URL(JWE
Initialization Vector) gives this value:

48V1_ALb6US04U3b
A.1.5. Additional Authenticated Data

Let the Additional Authenticated Data encryption parameter be
ASCII(BASE64URL(UTF8(JWE Protected Header))). This value is:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 83, 85, 48, 69,

116, 84, 48, 70, 70, 85, 67, 73, 115, 73, 109, 86, 117, 89, 121, 73,
54, 73, 107, 69, 121, 78, 84, 90, 72, 81, 48, 48, 105, 102, 81]
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A.1.6. Content Encryption

Perform authenticated encryption on the Plaintext with the AES GCM
algorithm using the CEK as the encryption key, the JWE Initialization
Vector, and the Additional Authenticated Data value above, requesting
a 128 bit Authentication Tag output. The resulting Ciphertext is:

[229, 236, 166, 241, 53, 191, 115, 196, 174, 43, 73, 109, 39, 122,
233, 96, 140, 206, 120, 52, 51, 237, 48, 11, 190, 219, 186, 80, 111,
104, 50, 142, 47, 167, 59, 61, 181, 127, 196, 21, 40, 82, 242, 32,
123, 143, 168, 226, 73, 216, 176, 144, 138, 247, 106, 60, 16, 205,
160, 109, 64, 63, 192]

The resulting Authentication Tag value is:

[92, 80, 104, 49, 133, 25, 161, 215, 173, 101, 219, 211, 136, 91,
210, 145]

Encoding this JWE Ciphertext as BASE64URL(JWE Ciphertext) gives this
value (with line breaks for display purposes only):

5eym8TW_c8SuKOItJ3rpY1zOeDQz7TALvtuBUG90Mo4dvpzs9tX_ EFShS8iB7j6ji
SdiwklIr3ajwQzaBtQD_A

Encoding this JWE Authentication Tag as BASE64URL(JWE Authentication
Tag) gives this value:

XFBoMYUZodetZdvTiFvSkQ
A.1.7. Complete Representation
Assemble the final representation: The Compact Serialization of this
result is the string BASE64URL(UTF8(JWE Protected Header)) || "." ||
BASE64URL(JWE Encrypted Key) || "." || BASE64URL(JWE Initialization
Vector) || "." || BASE64URL(JWE Ciphertext) || "." || BASE64URL(JWE
Authentication Tag).

The final result in this example (with line breaks for display
purposes only) is:
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eyJhbGciOiJSUOELtTOFFUCISImVuYyl6IKEyNTZHQOOIfQ.
OKOawD013gRp20jaHV7LFpZcgV7T6DVZKTYKOMTYUmMKoTCVJIRgckCL9kIMT03JGe
ipsEdY3mx_etLbbWSrFrO5kLzcSr4gKAQ7YN7e9jwQRb23nfa6c9d-StnimGyFDb
Sv04uVuxIp5Zms1gNxKKK2Dal14B8S4rzVRItdYwam_|IDp5XnZAYpQdb76FdIKLaV
mqgfwX7XWRxv2322i-vDxRfqNzo tETKzpVLzfiwQyeyPGLBIO56YJ7eObdv0je8
1860ppamavo35UgoRdbYaBcoh9QcfylQr66oc6vFWXRcZ_ZT2LawVCWTIly3brGPi
6UKIFCpIMfljf7iGdXKHzg.

48V1_ALb6US04U3b.
5eym8TW_c8SuKOItJ3rpY1zOeDQz7TALvtu6UG90Mo4vpzs9tX EFShS8iB7j6ji
SdiwklIr3ajwQzaBtQD_A.

XFBoMYUZodetZdvTiFvSkQ

A.1.8. Validation

This example illustrates the process of creating a JWE with RSAES
OAEP for key encryption and AES GCM for content encryption. These
results can be used to validate JWE decryption implementations for
these algorithms. Note that since the RSAES OAEP computation
includes random values, the encryption results above will not be
completely reproducible. However, since the AES GCM computation is
deterministic, the JWE Encrypted Ciphertext values will be the same
for all encryptions performed using these inputs.

A.2. Example JWE using RSAES-PKCS1-V1 5and AES 128 CBC_HMAC_SHA 256
This example encrypts the plaintext "Live long and prosper." to the
recipient using RSAES-PKCS1-V1_5 for key encryption and
AES 128 CBC_HMAC_SHA 256 for content encryption. The representation
of this plaintext (using JSON array notation) is:

[76, 105, 118, 101, 32, 108, 111, 110, 103, 32, 97, 110, 100, 32,
112,114,111, 115, 112, 101, 114, 46]

A.2.1. JOSE Header
The following example JWE Protected Header declares that:

0 The Content Encryption Key is encrypted to the recipient using the
RSAES-PKCS1-V1_5 algorithm to produce the JWE Encrypted Key.

o Authenticated encryption is performed on the Plaintext using the

AES_128 CBC_HMAC_SHA_256 algorithm to produce the Ciphertext and
the Authentication Tag.

{"alg":"RSA1_5","enc":"A128CBC-HS256"}

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Protected
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Header)) gives this value:
eyJhbGciOiJSUOExXzUILCJIbmMiOiJBMTI4Q0JDLUhTMjU2In0
A.2.2. Content Encryption Key (CEK)

Generate a 256 bit random Content Encryption Key (CEK). In this
example, the key value is:

[4, 211, 31, 197, 84, 157, 252, 254, 11, 100, 157, 250, 63, 170, 106,
206, 107, 124, 212, 45, 111, 107, 9, 219, 200, 177, 0, 240, 143, 156,
44, 207]

A.2.3. Key Encryption
Encrypt the CEK with the recipient’s public key using the RSAES-
PKCS1-V1_5 algorithm to produce the JWE Encrypted Key. This example

uses the RSA key represented in JSON Web Key [JWK] format below (with
line breaks within values for display purposes only):
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{"kty":"RSA",
"n":"sXchDaQebHnPiGvyDOAT4saGEUetSyo9MKLOoWFsueri23bOdgWp4Dy1WI
UzewbgBHod5pcM9H95GQRV3JDXbolRROSBigeC5yjU1lhGzHHyXss8UDpre
cbAYXknTcQkhsIANGRUZmMdTOQ5gTRsSLAt6BTYuyvWRdhS8exSZEy c4gs_
7svIJJQ4H9_NxsiloLWAEK7-Q3UXERGYw_75IDrGA84-IA_-Ct4eTIXHBI
Y2EaV7t7LjJaynVICpkv4LKTTAUMiGUIuQhrNhZLuF_RJILgHpM2kgWFLU
7-VTdL1VbC2tejvcl2BIMKEpk1BzBZI0KQBOGaDWFLN-aEAwW3vRw",
"e":"AQAB",
"d":;"VFCWOQgXr8nvZNyaaJLXdnNPXZKRaWCjkU5Q2egQQpTBMwhprMzWzpR8Sxq
10PThh_J6MUD8Z35wky9b8eEOOpwNS8xIh1IOFRRBoNgDIKVOkuOazb-ry
ng8cxjDTLZQ6Fz7jSjR1Klop-YKaUHc9GsEofQqYruPhzSA-QgajZGPbE_
0ZaVDJHfyd7UUBUKuUnFMScbflYAAOYJqVIVwaYR5zZWEEceUjNnTNo_CVS;
-VvXLO5VZfCUAVLgW4dpfl1SrtZjSt34YLsRarSb127reG_DUwg9Ch-Kyvj
T1SkHgUWRVGcyly7uvWGRSDwsXypdrNinPA4jlhoNdizK2zF2CWQ",
"p":"9gY2w616S6L0juEKsbeDAwWpd9WMfggFoeA9vEYEUuk4kLwBKcoelx4HG68
ik918hdDSE9vDQSccA3XxXHOAFOPJ8R9EeIAbLTILVWBYnbTp87X-xcPWIEP
krdoUKW60tgslaNd Nnc9LEVVPMS390zbFxt8TN_biaBgelNgbC95sM",
"q":"uKICKvKv_ZJIMVcdIs5vVSU_6¢PtYILWYtEXV _skstvRSNi9r66jdd9-y
BhVfuG4shsp2j7rGnlio901RBeHo6 TPKWVVykPuliYhQXw1jlABfw-MVsN
-3bQ76WLdt2SDxsHs7q7zPyUyHXmps7ycZ5c72wGkUwNOjYelmkiNSQ",
"dp":"w0kZbV63cVRVVX6yk3C8cMx02qCM4Y8nsqlimMSYhG4EcL6FWbX5h9yuv
ngs4iLEFk6eALoUS4vIWEwWcLA4txwOLsWH_ zKI-hwoReoP77cOdSL4AVcra
Hawlkpyd2TWjE5evgbhWtOxnZee3cXJIBKkAI641k6jZxbvk-RR3pEhNCs",
"dq":"0_8V14SezckO6CNLKs_btPdFiO9_kC1DsuUTd2LAflIVeMZ7jn1Gus_Ff
7B71Vx3p5KuBGOVF8L-qifLb6nQnLysgHDh132NDioZkhH7mI7hPG-PYE_
odApKdngECHWwO0J-FOJWnUd6D2B_1TvFImXA20Qx-iGYn80OVV1Bsmp6quU",
"gi":"eNho5yRBEBXhGBtQRww9QirZsB66TrfFReG_Cctel1laCneTOELGhYIRIC
tUKTRclIifuEPmNsNDPbLoLqqCVznFbvdB7x-TI-mOIl_eFTj2KigwGgE9PZ
BINNTWMVVH3VRRSLWACVPNnSiwP8N5Usy-WRXS-V7TbpxlhvepTfEONNo"

}
The resulting JWE Encrypted Key value is:

[80, 104, 72, 58, 11, 130, 236, 139, 132, 189, 255, 205, 61, 86, 151,
176, 99, 40, 44, 233, 176, 189, 205, 70, 202, 169, 72, 40, 226, 181
156, 223, 120, 156, 115, 232, 150, 209, 145, 133, 104, 112, 237, 156,
116, 250, 65, 102, 212, 210, 103, 240, 177, 61, 93, 40, 71, 231, 223,
226, 240, 157, 15, 31, 150, 89, 200, 215, 198, 203, 108, 70, 117, 66,
212, 238, 193, 205, 23, 161, 169, 218, 243, 203, 128, 214, 127, 253,
215, 139, 43, 17, 135, 103, 179, 220, 28, 2, 212, 206, 131, 158, 128,
66, 62, 240, 78, 186, 141, 125, 132, 227, 60, 137, 43, 31, 152, 199,
54,72, 34, 212, 115, 11, 152, 101, 70, 42, 219, 233, 142, 66, 151,
250, 126, 146, 141, 216, 190, 73, 50, 177, 146, 5, 52, 247, 28, 197,
21,59, 170, 247, 181, 89, 131, 241, 169, 182, 246, 99, 15, 36, 102,
166, 182, 172, 197, 136, 230, 120, 60, 58, 219, 243, 149, 94, 222,
150, 154, 194, 110, 227, 225, 112, 39, 89, 233, 112, 207, 211, 241,
124,174, 69, 221, 179, 107, 196, 225, 127, 167, 112, 226, 12, 242,
16, 24, 28, 120, 182, 244, 213, 244, 153, 194, 162, 69, 160, 244,
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248, 63, 165, 141, 4, 207, 249, 193, 79, 131, 0, 169, 233, 127, 167,
101, 151, 125, 56, 112, 111, 248, 29, 232, 90, 29, 147, 110, 169,
146, 114, 165, 204, 71, 136, 41, 252]

Encoding this JWE Encrypted Key as BASE64URL(JWE Encrypted Key) gives
this value (with line breaks for display purposes only):

UGhIOguC7IuEvf_NPVaXsGMoLOmwvclGyqllKOK1nN94nHPoltGRhWhw7Zx0-kFm
INJIN8LE9XShH59_i8J0PH5ZZyNfGy2xGdULU7sHNF6Gp2vPLgNZ__deLKXxGHZ7Pc
HALUZzoOegEI-8E66]X2E4zyJKX-YxzZIItRzC5hIRirb6Y5CI_p-ko3YvkkysZIF
NPccxRU7qvelWYPxgbb2Yw8kZqa2rMWI5ng80tvzIV7elprCbuPhcCdZ6XDP0O_F8
rkXds2vE4X-ncOIM8hAYHHi29NX0OmcKiRaDO-D-ljQTP-cFPgwCp6X-nZZd9OHBvV
-B3oWh2TbgmScgXMR4gp_A

A.2.4. Initialization Vector

Generate a random 128 bit JWE Initialization Vector. In this
example, the value is:

[3, 22, 60, 12, 43, 67, 104, 105, 108, 108, 105, 99, 111, 116, 104,
101]

Encoding this JWE Initialization Vector as BASE64URL(JWE
Initialization Vector) gives this value:

AXY8DCtDaGlsbGljb3RoZQ
A.2.5. Additional Authenticated Data

Let the Additional Authenticated Data encryption parameter be
ASCII(BASE64URL(UTF8(JWE Protected Header))). This value is:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 83, 85, 48, 69,
120, 88, 122, 85, 105, 76, 67, 74, 108, 98, 109, 77, 105, 79, 105,
74,66, 77, 84, 73, 52, 81, 48, 74, 68, 76, 85, 104, 84, 77, 106, 85,
50, 73, 110, 48]

A.2.6. Content Encryption

Perform authenticated encryption on the Plaintext with the

AES 128 CBC_HMAC_SHA 256 algorithm using the CEK as the encryption
key, the JWE Initialization Vector, and the Additional Authenticated

Data value above. The steps for doing this using the values from

Appendix A.3 are detailed in Appendix B. The resulting Ciphertext

is:

[40, 57, 83, 181, 119, 33, 133, 148, 198, 185, 243, 24, 152, 230, 6,
75,129, 223, 127, 19, 210, 82, 183, 230, 168, 33, 215, 104, 143,
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112, 56, 102]
The resulting Authentication Tag value is:

[246, 17, 244, 190, 4, 95, 98, 3, 231, 0, 115, 157, 242, 203, 100,
191]

Encoding this JWE Ciphertext as BASE64URL(JWE Ciphertext) gives this
value:

KDITtXchhZTGufMYmMOYGS4HffxPSUrfmgCHXaldwOGY

Encoding this JWE Authentication Tag as BASE64URL(JWE Authentication
Tag) gives this value:

9hHOvgRfYgPNAHOd8stkvw
A.2.7. Complete Representation

Assemble the final representation: The Compact Serialization of this
result is the string BASE64URL(UTF8(JWE Protected Header)) || "." ||
BASE64URL(JWE Encrypted Key) || "." || BASE64URL(JWE Initialization
Vector) || "." || BASE64URL(JWE Ciphertext) || "." || BASE64URL(JWE
Authentication Tag).

The final result in this example (with line breaks for display
purposes only) is:

eyJhbGciOiJSUOEXxXzUILCJIIbmMiOiJBMTI4Q0JDLUNhTMjU2In0.
UGhIOguC7IuEvf_NPVaXsGMoLOmwvclGyglIKOK1nN94nHPoltGRhWhw7Zx0-kFm
INJIN8LE9XShH59 i8J0PH5ZZyNfGy2xGdULU7sHNF6Gp2vPLgNZ__ deLKxGHZ7Pc
HALUzoOegEI-8E66jX2E4zyJKx-YxzZIItRzC5hIRirb6Y5CI_p-ko3YvkkysZIF
NPccxRU7qvelWYPxgbb2Yw8kZqa2rMWI5ng80tvzIV7elprCbuPhcCdZ6XDP0O_F8
rkXds2vE4X-ncOIM8hAYHHi29NXOmcKiRaDO-D-ljQTP-cFPgwCp6X-nZZd9OHBv
-B3oWh2ThgmScgXMR4gp_A.

AxY8DCtDaGlsbGljb3RozQ.

KDITtXchhZTGufMYmOY GS4HffixPSUrfmgCHXal9wOGY.
9hHOvgRfYgPNAHOd8stkvw

A.2.8. Validation

This example illustrates the process of creating a JWE with RSAES-
PKCS1-V1_5 for key encryption and AES_CBC_HMAC_SHAZ2 for content
encryption. These results can be used to validate JWE decryption
implementations for these algorithms. Note that since the RSAES-
PKCS1-V1_5 computation includes random values, the encryption results
above will not be completely reproducible. However, since the AES

CBC computation is deterministic, the JWE Encrypted Ciphertext values
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will be the same for all encryptions performed using these inputs.

A.3. Example JWE using AES Key Wrap and AES_128 CBC_HMAC_SHA_256
This example encrypts the plaintext "Live long and prosper." to the
recipient using AES Key Wrap for key encryption and
AES_128 CBC_HMAC_SHA_256 for content encryption. The representation
of this plaintext (using JSON array notation) is:

[76, 105, 118, 101, 32, 108, 111, 110, 103, 32, 97, 110, 100, 32,
112,114, 111, 115, 112, 101, 114, 46]

A.3.1. JOSE Header

The following example JWE Protected Header declares that:

0 The Content Encryption Key is encrypted to the recipient using the
AES Key Wrap algorithm with a 128 bit key to produce the JWE
Encrypted Key.

o Authenticated encryption is performed on the Plaintext using the
AES 128 CBC_HMAC_SHA 256 algorithm to produce the Ciphertext and
the Authentication Tag.
{"alg":"A128KW","enc":"A128CBC-HS256"}

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Protected
Header)) gives this value:

eyJhbGciOiJBMTI4S1ciLCIIbmMiOiIJBMTI4Q0JDLUNTMjU2In0
A.3.2. Content Encryption Key (CEK)

Generate a 256 bit random Content Encryption Key (CEK). In this
example, the value is:

[4, 211, 31, 197, 84, 157, 252, 254, 11, 100, 157, 250, 63, 170, 106,
206, 107, 124, 212, 45, 111, 107, 9, 219, 200, 177, 0, 240, 143, 156,
44, 207]
A.3.3. Key Encryption
Encrypt the CEK with the shared symmetric key using the AES Key Wrap

algorithm to produce the JWE Encrypted Key. This example uses the
symmetric key represented in JISON Web Key [JWK] format below:
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{llktyll:lloct",
"k":"GawgguFyGrWwKav7AX4VKUg"

The resulting JWE Encrypted Key value is:

[232, 160, 123, 211, 183, 76, 245, 132, 200, 128, 123, 75, 190, 216,
22,67, 201, 138, 193, 186, 9, 91, 122, 31, 246, 90, 28, 139, 57, 3,
76, 124, 193, 11, 98, 37, 173, 61, 104, 57]

Encoding this JWE Encrypted Key as BASE64URL(JWE Encrypted Key) gives
this value:

6KB707dM9YTIgHtLvtgWQ8mKwboJW30f9locizkDTHzBC21IrT100Q
A.3.4. Initialization Vector

Generate a random 128 bit JWE Initialization Vector. In this
example, the value is:

[3, 22, 60, 12, 43, 67, 104, 105, 108, 108, 105, 99, 111, 116, 104,
101]

Encoding this JWE Initialization Vector as BASE64URL(JWE
Initialization Vector) gives this value:

AxY8DCtDaGlsbGljb3R0oZQ
A.3.5. Additional Authenticated Data

Let the Additional Authenticated Data encryption parameter be
ASCII(BASE64URL(UTF8(JWE Protected Header))). This value is:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 66, 77, 84, 73, 52,
83, 49, 99, 105, 76, 67, 74, 108, 98, 109, 77, 105, 79, 105, 74, 66,
77,84, 73,52, 81, 48, 74, 68, 76, 85, 104, 84, 77, 106, 85, 50, 73,
110, 48]

A.3.6. Content Encryption

Perform authenticated encryption on the Plaintext with the

AES_128 CBC_HMAC_SHA_256 algorithm using the CEK as the encryption
key, the JWE Initialization Vector, and the Additional Authenticated

Data value above. The steps for doing this using the values from

this example are detailed in Appendix B. The resulting Ciphertext

is:

[40, 57, 83, 181, 119, 33, 133, 148, 198, 185, 243, 24, 152, 230, 6,
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75,129, 223, 127, 19, 210, 82, 183, 230, 168, 33, 215, 104, 143,
112, 56, 102]

The resulting Authentication Tag value is:

[83, 73, 191, 98, 104, 205, 211, 128, 201, 189, 199, 133, 32, 38,
194, 85]

Encoding this JWE Ciphertext as BASE64URL(JWE Ciphertext) gives this
value:

KDITtXchhZTGufMYmMOYGS4HffxPSUrfmgqCHXaldwOGY

Encoding this JWE Authentication Tag as BASE64URL(JWE Authentication
Tag) gives this value:

UOm_YmjN04DJvceFICbCVQ
A.3.7. Complete Representation

Assemble the final representation: The Compact Serialization of this
result is the string BASE64URL(UTF8(JWE Protected Header)) || " ||
BASE64URL(JWE Encrypted Key) || '." || BASE64URL(JWE Initialization
Vector) || .’ || BASE64URL(JWE Ciphertext) || .’ || BASE64URL(JWE
Authentication Tag).

The final result in this example (with line breaks for display
purposes only) is:

eyJhbGciOiJBMTI4S1ciLCIIbmMiOiJBMTI4Q0JDLUNTMjU2INn0.
6KB707dM9YTIgHtLvtgWQ8mKwboJW30f9locizkDTHzBC2IIrT100Q.
AxY8DCtDaGIsbGljb3RoZQ.

KDITtXchhZTGufMYmOY GS4HfixPSUrfmgCHXal9wOGY.
UOm_YmjN04DJvceFICbCVQ

A.3.8. Validation

This example illustrates the process of creating a JWE with AES Key
Wrap for key encryption and AES GCM for content encryption. These
results can be used to validate JWE decryption implementations for
these algorithms. Also, since both the AES Key Wrap and AES GCM
computations are deterministic, the resulting JWE value will be the
same for all encryptions performed using these inputs. Since the
computation is reproducible, these results can also be used to
validate JWE encryption implementations for these algorithms.
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A.4. Example JWE using General JWE JSON Serialization

This section contains an example using the general JWE JSON
Serialization syntax. This example demonstrates the capability for
encrypting the same plaintext to multiple recipients.

Two recipients are present in this example. The algorithm and key
used for the first recipient are the same as that used in

Appendix A.2. The algorithm and key used for the second recipient
are the same as that used in Appendix A.3. The resulting JWE
Encrypted Key values are therefore the same; those computations are
not repeated here.

The Plaintext, the Content Encryption Key (CEK), JWE Initialization
Vector, and JWE Protected Header are shared by all recipients (which
must be the case, since the Ciphertext and Authentication Tag are
also shared).

A.4.1. JWE Per-Recipient Unprotected Headers
The first recipient uses the RSAES-PKCS1-V1_5 algorithm to encrypt
the Content Encryption Key (CEK). The second uses AES Key Wrap to
encrypt the CEK. Key ID values are supplied for both keys. The two
per-recipient header values used to represent these algorithms and
Key IDs are:
{"alg":"RSA1_5","kid":"2011-04-29"}
and
{Ilalgll:IIA128KWII,IIkidII:II7II}
A.4.2. JWE Protected Header
Authenticated encryption is performed on the Plaintext using the
AES 128 CBC_HMAC_SHA 256 algorithm to produce the common JWE
Ciphertext and JWE Authentication Tag values. The JWE Protected
Header value representing this is:

{"enc":"A128CBC-HS256"}

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Protected
Header)) gives this value:

eyJIbmMiOiIBMTI4Q0JDLUNhTMjU2In0
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A.4.3. JWE Unprotected Header

This JWE uses the "jku" Header Parameter to reference a JWK Set. This
is represented in the following JWE Unprotected Header value as:

{"jku":"https://server.example.com/keys.jwks"}
A.4.4. Complete JOSE Header Values

Combining the per-recipient, protected, and unprotected header values
supplied, the JOSE Header values used for the first and second
recipient respectively are:

{"alg":"RSA1_5",

"kid":"2011-04-29",

"enc":"A128CBC-HS256",
"iku":"https://server.example.com/keys.jwks"}

and

{"alg":"A128KW",

Ilkidll:u?u’

"enc":"A128CBC-HS256",
"jku":"https://server.example.com/keys.jwks"}

A.4.5. Additional Authenticated Data

Let the Additional Authenticated Data encryption parameter be
ASCII(BASE64URL(UTF8(JWE Protected Header))). This value is:

[101, 121, 74, 108, 98, 109, 77, 105, 79, 105, 74, 66, 77, 84, 73,
52, 81, 48, 74, 68, 76, 85, 104, 84, 77, 106, 85, 50, 73, 110, 48]

A.4.6. Content Encryption

Perform authenticated encryption on the Plaintext with the

AES_128 CBC_HMAC_SHA_256 algorithm using the CEK as the encryption
key, the JWE Initialization Vector, and the Additional Authenticated

Data value above. The steps for doing this using the values from

Appendix A.3 are detailed in Appendix B. The resulting Ciphertext

is:

[40, 57, 83, 181, 119, 33, 133, 148, 198, 185, 243, 24, 152, 230, 6,
75, 129, 223, 127, 19, 210, 82, 183, 230, 168, 33, 215, 104, 143,
112, 56, 102]

The resulting Authentication Tag value is:
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[51, 63, 149, 60, 252, 148, 225, 25, 92, 185, 139, 245, 35, 2, 47,
207]

Encoding this JWE Ciphertext as BASE64URL(JWE Ciphertext) gives this
value:

KDITtXchhZTGufMYmOY GS4HffixPSUrfmgCHXaldwOGY

Encoding this JWE Authentication Tag as BASE64URL(JWE Authentication
Tag) gives this value:

Mz-VPPyU4RIcuYvillwlvzw
A.4.7. Complete JWE JSON Serialization Representation

The complete JWE JSON Serialization for these values is as follows
(with line breaks within values for display purposes only):

{

"protected":
"eyJIbmMiOiJBMTI4Q0JDLUNTM]jU2In0",
"unprotected":
{"jku":"https://server.example.com/keys.jwks"},
"recipients":[
{"header":
{"alg":"RSA1_5","kid":"2011-04-29"},
"encrypted_key":
"UGhIOguC7IuEvf_NPVaxXsGMoLOmwvclGygllKOK1nN94nHPoltGRhWhw7Zx0-
KFmM1NJIN8LE9XShH59 i8J0PH5ZZyNfGy2xGdULU7sSHNF6Gp2vPLgNZ__delLKx
GHZ7PcHALUZzoOegEI-8E66jX2E4zyJKx-YxzZIItRzC5hIRirb6Y5CI_p-ko3
YvkkysZIFNPccxRU7qvelWY Pxgbb2Yw8kZga2rMWI5ng80tvzIV7elprCbuPh
cCdZ6XDPO0_F8rkXds2vE4X-ncOIMBhAYHHi29NX0mcKiRaDO0-D-jQTP-cFPg
wCp6X-nZZd90OHBv-B3oWh2ThgmScqXMR4gp_A"},
{"header":
{"alg":"A128KW","kid":"7"},
"encrypted_key":
"6KB707dM9Y TIgHtLvtgWQ8mKwboJW30f9locizkDTHzBC2IIrT100Q"}],

(AVA
"AxY8DCtDaGIsbGljb3RozQ",

"ciphertext":
"KDITtXchhZTGufMYmOY GS4HffixPSUrfmqCHXal9wOGY",

"tag":
"Mz-VPPyU4RIcuYvllwlvzw"

}
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A.5. Example JWE using Flattened JWE JSON Serialization

This section contains an example using the flattened JWE JSON
Serialization syntax. This example demonstrates the capability for
encrypting the plaintext to a single recipient in a flattened JSON
structure.

The values in this example are the same as those for the second
recipient of the previous example in Appendix A.4.

The complete JWE JSON Serialization for these values is as follows
(with line breaks within values for display purposes only):

"protected":
"eyJIbmMiOIiJBMTI4Q0JDLUNhTM|U2In0",
"unprotected":
{"jku":"https://server.example.com/keys.jwks"},
"header":
{"alg":"A128KW","kid":"7"},
"encrypted_key":
"6KB707dM9Y TIgHtLvtgWQ8mKwboJW30f9locizkDTHzBC2IIrT100Q",
“iv":
"AxY8DCtDaGlsbGljb3RoZQ",
"ciphertext":
"KDITtXchhZTGufMYmMOY GS4HffxPSUrfmqCHXal9wOGY",
"tag":
"Mz-VPPyU4RIcuYvliwlvzw"
}

Appendix B. Example AES_128 CBC_HMAC_SHA_256 Computation

This example shows the steps in the AES_ 128 CBC_HMAC_SHA 256
authenticated encryption computation using the values from the
example in Appendix A.3. As described where this algorithm is

defined in Sections 5.2 and 5.2.3 of JWA, the AES_CBC_HMAC_SHA2
family of algorithms are implemented using Advanced Encryption
Standard (AES) in Cipher Block Chaining (CBC) mode with PKCS #7
padding to perform the encryption and an HMAC SHA-2 function to
perform the integrity calculation - in this case, HMAC SHA-256.

B.1. Extract MAC_KEY and ENC_KEY from Key

The 256 bit AES_128 CBC_HMAC_SHA_256 key K used in this example
(using JSON array notation) is:

[4, 211, 31, 197, 84, 157, 252, 254, 11, 100, 157, 250, 63, 170, 106,
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206, 107, 124, 212, 45, 111, 107, 9, 219, 200, 177, 0, 240, 143, 156,
44, 207]

Use the first 128 bits of this key as the HMAC SHA-256 key MAC_KEY,
which is:

[4, 211, 31, 197, 84, 157, 252, 254, 11, 100, 157, 250, 63, 170, 106,
206]

Use the last 128 bits of this key as the AES CBC key ENC_KEY, which
is:

[107, 124, 212, 45, 111, 107, 9, 219, 200, 177, 0, 240, 143, 156, 44,
207]

Note that the MAC key comes before the encryption key in the input
key K; this is in the opposite order of the algorithm names in the
identifiers "AES_128 CBC_HMAC_SHA 256" and "A128CBC-HS256".

B.2. Encrypt Plaintext to Create Ciphertext

Encrypt the Plaintext with AES in Cipher Block Chaining (CBC) mode
using PKCS #7 padding using the ENC_KEY above. The Plaintext in this
example is:

[76, 105, 118, 101, 32, 108, 111, 110, 103, 32, 97, 110, 100, 32,
112,114,111, 115, 112, 101, 114, 46]

The encryption result is as follows, which is the Ciphertext output;
[40, 57, 83, 181, 119, 33, 133, 148, 198, 185, 243, 24, 152, 230, 6,
75, 129, 223, 127, 19, 210, 82, 183, 230, 168, 33, 215, 104, 143,
112, 56, 102]

B.3. 64 Bit Big Endian Representation of AAD Length
The Additional Authenticated Data (AAD) in this example is:
[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 66, 77, 84, 73, 52,
83, 49, 99, 105, 76, 67, 74, 108, 98, 109, 77, 105, 79, 105, 74, 66,
77,84, 73,52, 81, 48, 74, 68, 76, 85, 104, 84, 77, 106, 85, 50, 73,
110, 48]
This AAD is 51 bytes long, which is 408 bits long. The octet string
AL, which is the number of bits in AAD expressed as a big endian 64
bit unsigned integer is:

[0,0,0,0,0,0,1, 152]
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B.4. Initialization Vector Value
The Initialization Vector value used in this example is:

[3, 22, 60, 12, 43, 67, 104, 105, 108, 108, 105, 99, 111, 116, 104,
101]

B.5. Create Input to HMAC Computation

Concatenate the AAD, the Initialization Vector, the Ciphertext, and
the AL value. The result of this concatenation is:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 66, 77, 84, 73, 52,
83, 49, 99, 105, 76, 67, 74, 108, 98, 109, 77, 105, 79, 105, 74, 66,
77,84,73,52, 81, 48, 74, 68, 76, 85, 104, 84, 77, 106, 85, 50, 73,
110, 48, 3, 22, 60, 12, 43, 67, 104, 105, 108, 108, 105, 99, 111

116, 104, 101, 40, 57, 83, 181, 119, 33, 133, 148, 198, 185, 243, 24,
152, 230, 6, 75, 129, 223, 127, 19, 210, 82, 183, 230, 168, 33, 215,
104, 143, 112, 56, 102,0, 0, 0,0, 0, 0, 1, 152]

B.6. Compute HMAC Value

Compute the HMAC SHA-256 of the concatenated value above. This
result M is:

[83, 73, 191, 98, 104, 205, 211, 128, 201, 189, 199, 133, 32, 38,
194, 85, 9, 84, 229, 201, 219, 135, 44, 252, 145, 102, 179, 140, 105,
86, 229, 116]

B.7. Truncate HMAC Value to Create Authentication Tag

Use the first half (128 bits) of the HMAC output M as the
Authentication Tag output T. This truncated value is:

[83, 73, 191, 98, 104, 205, 211, 128, 201, 189, 199, 133, 32, 38,
194, 85]
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Appendix D. Document History
[[ to be removed by the RFC Editor before publication as an RFC ]]
-40
o Clarified the definitions of UTF8(STRING) and ASCII(STRING).
-39
o No changes were made, other than to the version number and date.
-38

0 Replaced uses of the phrases "JWS object" and "JWE object" with
"JWS" and "JWE".

o Added member names to the JWE JSON Serialization Overview.
o Applied other minor editorial improvements.

-37
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0 Restricted algorithm names to using only ASCII characters.

o When describing actions taken as a result of validation failures,
changed statements about rejecting the JWE to statements about
considering the JWE to be invalid.

0 Added the CRT parameter values to example RSA private key
representations.

-36

o Defined a flattened JWE JSON Serialization syntax, which is
optimized for the single recipient case.

o Clarified where white space and line breaks may occur in JSON
objects by referencing Section 2 of RFC 7159.

-35
0 Addressed AppsDir reviews by Ray Polk.
-34

0 Addressed IESG review comments by Barry Leiba, Alissa Cooper, Pete
Resnick, Stephen Farrell, and Richard Barnes.

-33

o Noted that certificate thumbprints are also sometimes known as
certificate fingerprints.

0 Changed to use the term "authenticated encryption” instead of
"encryption”, where appropriate.

o Acknowledged additional contributors.
-32
0 Addressed Gen-ART review comments by Russ Housley.

0 Addressed secdir review comments by Scott Kelly, Tero Kivinen, and
Stephen Kent.

-31
o Updated the reference to draft-mcgrew-aead-aes-cbc-hmac-sha2.

-30
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0 Added subsection headings within the Overview section for the two
serializations.

0 Added references and cleaned up the reference syntax in a few
places.

o Applied minor wording changes to the Security Considerations
section and made other local editorial improvements.

-29

0 Replaced the terms JWS Header, JWE Header, and JWT Header with a
single JOSE Header term defined in the JWS specification. This
also enabled a single Header Parameter definition to be used and
reduced other areas of duplication between specifications.

-28

o Specified the use of PKCS #7 padding with AES CBC, rather than
PKCS #5. (PKCS #7 is a superset of PKCS #5, and is appropriate
for the 16 octet blocks used by AES CBC.)

0 Revised the introduction to the Security Considerations section.
Also moved a security consideration item here from the JWA draft.

-27
o Described additional security considerations.

0 Added the "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) header
parameter.

-26

o Noted that octet sequences are depicted using JSON array notation.
o Updated references, including to W3C specifications.

-25

o Corrected two external section number references that had changed.
0 Corrected a typo in an algorithm name in the prose of an example.
-24

0 Corrected complete JSON Serialization example.

Jones & Hildebrand Expires July 17, 2015 [Page 51]



Internet-Draft JSON Web Encryption (JWE) January 2015

0 Replaced uses of the term "associated data" wherever it was used
to refer to a data value with "additional authenticated data",
since both terms were being used as synonyms, causing confusion.
0 Updated the JSON reference to RFC 7159.
0 Thanked Eric Rescorla for helping to author of most of the drafts
of this specification and removed him from the current author
list.
-23
0 Corrected a use of the word "payload" to "plaintext".
-22
0 Corrected RFC 2119 terminology usage.
0 Replaced references to draft-ietf-json-rfc4627bis with RFC 7158.
-21

0 Changed some references from being normative to informative,
addressing issue #90.

0 Applied review comments to the JSON Serialization section,
addressing issue #178.

-20

0 Made terminology definitions more consistent, addressing issue
#165.

0 Restructured the JSON Serialization section to call out the
parameters used in hanging lists, addressing issue #178.

0 Replaced references to RFC 4627 with draft-ietf-json-rfc4627bis,
addressing issue #90.

-19

0 Reordered the key selection parameters.

-18

o Updated the mandatory-to-implement (MTI) language to say that

applications using this specification need to specify what
serialization and serialization features are used for that
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application, addressing issue #176.

0 Changes to address editorial and minor issues #89, #135, #165,
#174, #175, #177, #179, and #180.

0 Used Header Parameter Description registry field.
-17

o Refined the "typ" and "cty" definitions to always be MIME Media
Types, with the omission of "application/" prefixes recommended
for brevity, addressing issue #50.

o Updated the mandatory-to-implement (MTI) language to say that
general-purpose implementations must implement the single
recipient case for both serializations whereas special-purpose
implementations can implement just one serialization if that meets
the needs of the use cases the implementation is designed for,
addressing issue #176.

o Explicitly named all the logical components of a JWE and defined
the processing rules and serializations in terms of those
components, addressing issues #60, #61, and #62.

0 Replaced verbose repetitive phases such as "base64url encode the
octets of the UTF-8 representation of X" with mathematical
notation such as "BASE64URL(UTF8(X))".

0 Header Parameters and processing rules occurring in both JWS and
JWE are now referenced in JWS by JWE, rather than duplicated,
addressing issue #57.

o Terms used in multiple documents are now defined in one place and
incorporated by reference. Some lightly used or obvious terms
were also removed. This addresses issue #58.

-16

0 Changes to address editorial and minor issues #163, #168, #169,
#170, #172, and #173.

-15
o Clarified that it is an application decision which recipients’

encrypted content must successfully validate for the JWE to be
accepted, addressing issue #35.

Jones & Hildebrand Expires July 17, 2015 [Page 53]



Internet-Draft JSON Web Encryption (JWE) January 2015

0 Changes to address editorial issues #34, #164, and #169.

-14

o Clarified that the "protected”, "unprotected", "header", "iv",
"tag", and "encrypted_key" parameters are to be omitted in the JWE
JSON Serialization when their values would be empty. Stated that
the "recipients” array must always be present.

-13

0 Added an "aad" (Additional Authenticated Data) member for the JWE
JSON Serialization, enabling Additional Authenticated Data to be
supplied that is not double base64url encoded, addressing issue
#29.

-12

o Clarified that the "typ" and "cty" header parameters are used in
an application-specific manner and have no effect upon the JWE
processing.

0 Replaced the MIME types "application/jwe+json" and
"application/jwe" with "application/jose+json" and
"application/jose".

o Stated that recipients MUST either reject JWEs with duplicate
Header Parameter Names or use a JSON parser that returns only the
lexically last duplicate member name.

0 Moved the "epk", "apu”, and "apv" Header Parameter definitions to
be with the algorithm descriptions that use them.

0 Added a Serializations section with parallel treatment of the JWE
Compact Serialization and the JWE JSON Serialization and also
moved the former Implementation Considerations content there.

0 Restored use of the term "AEAD".

o Changed terminology from "block encryption” to "content
encryption”.

-11
0 Added Key Identification section.

0 Removed the Encrypted Key value from the AAD computation since it
is already effectively integrity protected by the encryption
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process. The AAD value now only contains the representation of
the JWE Encrypted Header.

o For the JWE JSON Serialization, enable Header Parameter values to
be specified in any of three parameters: the "protected" member
that is integrity protected and shared among all recipients, the
"unprotected" member that is not integrity protected and shared
among all recipients, and the "header" member that is not
integrity protected and specific to a particular recipient. (This
does not affect the JIWE Compact Serialization, in which all Header
Parameter values are in a single integrity protected JWE Header
value.)

0 Shortened the names "authentication_tag" to "tag" and

"initialization_vector" to "iv" in the JWE JSON Serialization,
addressing issue #20.

o Removed "apv" (agreement PartyVInfo) since it is no longer used.
0 Removed suggested compact serialization for multiple recipients.

o0 Changed the MIME type name "application/jwe-js" to
"application/jwe+json", addressing issue #22.

o Tightened the description of the "crit" (critical) header
parameter.

-10

o Changed the JWE processing rules for multiple recipients so that a
single AAD value contains the header parameters and encrypted key
values for all the recipients, enabling AES GCM to be safely used
for multiple recipients.

0 Added an appendix suggesting a possible compact serialization for
JWEs with multiple recipients.

-09

0 Added JWE JSON Serialization, as specified by
draft-jones-jose-jwe-json-serialization-04.

0 Registered "application/jwe-js" MIME type and "JWE-JS" typ header
parameter value.

o Defined that the default action for header parameters that are not

understood is to ignore them unless specifically designated as
"MUST be understood" or included in the new "crit" (critical)
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header parameter list. This addressed issue #6.
0 Corrected "x5c" description. This addressed issue #12.

0 Changed from using the term "byte" to "octet" when referring to 8
bit values.

0 Added Key Management Mode definitions to terminology section and
used the defined terms to provide clearer key management
instructions. This addressed issue #5.

0 Added text about preventing the recipient from behaving as an
oracle during decryption, especially when using RSAES-PKCS1-V1 5.

o Changed from using the term "Integrity Value" to "Authentication
Tag".

0 Changed member name from "integrity value" to "authentication_tag"
in the JWE JSON Serialization.

o0 Removed Initialization Vector from the AAD value since it is
already integrity protected by all of the authenticated encryption
algorithms specified in the JWA specification.

0 Replaced "A128CBC+HS256" and "A256CBC+HS512" with "A128CBC-HS256"
and "A256CBC-HS512". The new algorithms perform the same
cryptographic computations as [I-D.mcgrew-aead-aes-cbc-hmac-sha?],
but with the Initialization Vector and Authentication Tag values
remaining separate from the Ciphertext value in the output
representation. Also deleted the header parameters "epu”
(encryption PartyUInfo) and "epv" (encryption PartyVinfo), since
they are no longer used.

-08

0 Replaced uses of the term "AEAD" with "Authenticated Encryption"”,
since the term AEAD in the RFC 5116 sense implied the use of a
particular data representation, rather than just referring to the
class of algorithms that perform authenticated encryption with
associated data.

o Applied editorial improvements suggested by Jeff Hodges and Hannes
Tschofenig. Many of these simplified the terminology used.

o Clarified statements of the form "This header parameter is
OPTIONAL" to "Use of this header parameter is OPTIONAL".
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0 Added a Header Parameter Usage Location(s) field to the IANA JSON
Web Signature and Encryption Header Parameters registry.

0 Added seriesInfo information to Internet Draft references.

-07

0 Added a data length prefix to PartyUInfo and PartyVInfo values.
o0 Updated values for example AES CBC calculations.

0 Made several local editorial changes to clean up loose ends left
over from to the decision to only support block encryption methods
providing integrity. One of these changes was to explicitly state
that the "enc" (encryption method) algorithm must be an
Authenticated Encryption algorithm with a specified key length.

-06

0 Removed the "int" and "kdf" parameters and defined the new
composite Authenticated Encryption algorithms "A128CBC+HS256" and
"A256CBC+HS512" to replace the former uses of AES CBC, which
required the use of separate integrity and key derivation
functions.

o Included additional values in the Concat KDF calculation -- the
desired output size and the algorithm value, and optionally
PartyUlnfo and PartyVInfo values. Added the optional header
parameters "apu" (agreement PartyUInfo), "apv" (agreement
PartyVInfo), "epu” (encryption PartyUInfo), and "epv" (encryption
PartyVInfo). Updated the KDF examples accordingly.

o Promoted Initialization Vector from being a header parameter to
being a top-level JWE element. This saves approximately 16 bytes
in the compact serialization, which is a significant savings for
some use cases. Promoting the Initialization Vector out of the
header also avoids repeating this shared value in the JSON
serialization.

0 Changed "x5c" (X.509 Certificate Chain) representation from being
a single string to being an array of strings, each containing a
single base64 encoded DER certificate value, representing elements
of the certificate chain.

0 Added an AES Key Wrap example.

0 Reordered the encryption steps so CMK creation is first, when
required.
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o Correct statements in examples about which algorithms produce
reproducible results.

-05

0 Support both direct encryption using a shared or agreed upon
symmetric key, and the use of a shared or agreed upon symmetric
key to key wrap the CMK.

0 Added statement that "StringOrURI values are compared as case-
sensitive strings with no transformations or canonicalizations
applied".

o Updated open issues.

o Indented artwork elements to better distinguish them from the body
text.

-04

o0 Refer to the registries as the primary sources of defined values
and then secondarily reference the sections defining the initial
contents of the registries.

o Normatively reference XML Encryption 1.1 for its security
considerations.

o Reference draft-jones-jose-jwe-json-serialization instead of
draft-jones-json-web-encryption-json-serialization.

o Described additional open issues.

o Applied editorial suggestions.

-03

0 Added the "kdf" (key derivation function) header parameter to
provide crypto agility for key derivation. The default KDF
remains the Concat KDF with the SHA-256 digest function.

0 Reordered encryption steps so that the Encoded JWE Header is
always created before it is needed as an input to the
Authenticated Encryption "additional authenticated data"
parameter.

0 Added the "cty" (content type) header parameter for declaring type

information about the secured content, as opposed to the "typ"
(type) header parameter, which declares type information about
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this object.

0 Moved description of how to determine whether a header is for a
JWS or a JWE from the JWT spec to the JWE spec.

0 Added complete encryption examples for both Authenticated
Encryption and non-Authenticated Encryption algorithms.

0 Added complete key derivation examples.

0 Added "Collision Resistant Namespace" to the terminology section.

0 Reference ITU.X690.1994 for DER encoding.

0 Added Registry Contents sections to populate registry values.

o Numerous editorial improvements.

-02

o When using Authenticated Encryption algorithms (such as AES GCM),
use the "additional authenticated data" parameter to provide
integrity for the header, encrypted key, and ciphertext and use
the resulting "authentication tag" value as the JWE Authentication
Tag.

o Defined KDF output key sizes.

0 Generalized text to allow key agreement to be employed as an
alternative to key wrapping or key encryption.

0 Changed compression algorithm from gzip to DEFLATE.

o Clarified that it is an error when a "kid" value is included and
no matching key is found.

o Clarified that JWEs with duplicate Header Parameter Names MUST be
rejected.

o Clarified the relationship between "typ" header parameter values
and MIME types.

0 Registered application/jwe MIME type and "JWE" typ header
parameter value.

o Simplified JWK terminology to get replace the "JWK Key Object" and

"JWK Container Object" terms with simply "JSON Web Key (JWK)" and
"JSON Web Key Set (JWK Set)" and to eliminate potential confusion
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between single keys and sets of keys. As part of this change, the
Header Parameter Name for a public key value was changed from
"ipk" (JSON Public Key) to "jwk" (JSON Web Key).

0 Added suggestion on defining additional header parameters such as
"x5t#S256" in the future for certificate thumbprints using hash
algorithms other than SHA-1.

o Specify RFC 2818 server identity validation, rather than RFC 6125
(paralleling the same decision in the OAuth specs).

0 Generalized language to refer to Message Authentication Codes
(MACSs) rather than Hash-based Message Authentication Codes (HMACS)
unless in a context specific to HMAC algorithms.

o Reformatted to give each header parameter its own section heading.

-01

0 Added an integrity check for non-Authenticated Encryption
algorithms.

0 Added "jpk" and "x5c¢c" header parameters for including JWK public
keys and X.509 certificate chains directly in the header.

o Clarified that this specification is defining the JWE Compact
Serialization. Referenced the new JWE-JS spec, which defines the
JWE JSON Serialization.

0 Added text "New header parameters should be introduced sparingly
since an implementation that does not understand a parameter MUST
reject the JWE".

o Clarified that the order of the encryption and decryption steps is
not significant in cases where there are no dependencies between
the inputs and outputs of the steps.

0 Made other editorial improvements suggested by JOSE working group
participants.

-00

o Created the initial IETF draft based upon
draft-jones-json-web-encryption-02 with no normative changes.

o Changed terminology to no longer call both digital signatures and
HMACSs "signatures".
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1. Introduction

A JSON Web Key (JWK) is a JavaScript Object Notation (JSON) [RFC7159]
data structure that represents a cryptographic key. This

specification also defines a JSON Web Key Set (JWK Set) JSON data
structure that represents a set of JWKs. Cryptographic algorithms

and identifiers for use with this specification are described in the

separate JSON Web Algorithms (JWA) [JWA] specification and IANA
registries defined by that specification.

Goals for this specification do not include representing new kinds of
certificate chains, representing new kinds of certified keys, or
replacing X.509 certificates.

JWKs and JWK Sets are used in the JSON Web Signature (JWS) [JWS] and
JSON Web Encryption (JWE) [JWE] specifications.

Names defined by this specification are short because a core goal is
for the resulting representations to be compact.

1.1. Notational Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in Key

words for use in RFCs to Indicate Requirement Levels [RFC2119]. If

these words are used without being spelled in uppercase then they are

to be interpreted with their normal natural language meanings.

BASEG64URL(OCTETS) denotes the base64url encoding of OCTETS, per
Section 2 of [JWS].

UTF8(STRING) denotes the octets of the UTF-8 [RFC3629] representation
of STRING, where STRING is a sequence of zero or more Unicode
[UNICODE] characters.

ASCII(STRING) denotes the octets of the ASCII [RFC20] representation

of STRING, where STRING is a sequence of zero or more ASCII
characters.

The concatenation of two values A and B is denoted as A || B.

2. Terminology
These terms defined by the JSON Web Signature (JWS) [JWS]

specification are incorporated into this specification: "JSON Web
Signature (JWS)", "Base64url Encoding", "Collision-Resistant Name",
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"Header Parameter”, and "JOSE Header".

These terms defined by the JSON Web Encryption (JWE) [JWE]
specification are incorporated into this specification: "JSON Web
Encryption (JWE)", "Additional Authenticated Data (AAD)", "JWE
Authentication Tag", "JWE Ciphertext", "JWE Compact Serialization",
"JWE Encrypted Key", "JWE Initialization Vector", and "JWE Protected
Header".

These terms defined by the Internet Security Glossary, Version 2
[RFC4949] are incorporated into this specification: "Ciphertext",
"Digital Signature", "Message Authentication Code (MAC)", and
"Plaintext".

These terms are defined by this specification:

JSON Web Key (JWK)
A JSON object that represents a cryptographic key. The members of
the object represent properties of the key, including its value.

JSON Web Key Set (JWK Set)
A JSON object that represents a set of JWKs. The JSON object MUST
have a "keys" member, which is an array of JWKs.

3. Example JWK

This section provides an example of a JWK. The following example JWK
declares that the key is an Elliptic Curve [DSS] key, it is used with

the P-256 Elliptic Curve, and its x and y coordinates are the

base64url encoded values shown. A key identifier is also provided

for the key.

{"kty":"EC",

"crv":"P-256",
"x":"f830J3D2xF1Bg8vub9tLelgHMzV76e8TusQuPHVRVEU",
"y":"x_FEZRU9mM36HLN_tue659LNpXW6pCyStikYjKIWI5a0",
"kid":"Public key used in JWS A.3 example"

}

Additional example JWK values can be found in Appendix A.

4. JSON Web Key (JWK) Format
A JSON Web Key (JWK) is a JSON obiject that represents a cryptographic

key. The members of the object represent properties of the key,
including its value. This JSON object MAY contain white space and/or
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line breaks before or after any JSON values or structural characters,

in accordance with Section 2 of RFC 7159 [RFC7159]. This document
defines the key parameters that are not algorithm specific, and thus
common to many keys.

In addition to the common parameters, each JWK will have members that
are key type-specific. These members represent the parameters of the
key. Section 6 of the JISON Web Algorithms (JWA) [JWA] specification
defines multiple kinds of cryptographic keys and their associated
members.

The member names within a JWK MUST be unique; JWK parsers MUST either
reject JWKs with duplicate member names or use a JSON parser that

returns only the lexically last duplicate member name, as specified

in Section 15.12 (The JSON Object) of ECMAScript 5.1 [ECMAScript].

Additional members can be present in the JWK; if not understood by
implementations encountering them, they MUST be ignored. Member
names used for representing key parameters for different keys types
need not be distinct. Any new member name should either be
registered in the IANA JSON Web Key Parameters registry defined in
Section 8.1 or be a value that contains a Collision-Resistant Name.

4.1. "kty" (Key Type) Parameter

The "kty" (key type) member identifies the cryptographic algorithm
family used with the key, such as "RSA" or "EC". "kty" values should
either be registered in the IANA JSON Web Key Types registry defined
in [JWA] or be a value that contains a Collision-Resistant Name. The
"kty" value is a case-sensitive string. This member MUST be present
ina JWK.

A list of defined "kty" values can be found in the IANA JSON Web Key
Types registry defined in [JWA]; the initial contents of this

registry are the values defined in Section 6.1 of the JSON Web
Algorithms (JWA) [JWA] specification.

The key type definitions include specification of the members to be
used for those key types. Additional members used with "kty" values
can also be found in the IANA JSON Web Key Parameters registry
defined in Section 8.1.

4.2. "use" (Public Key Use) Parameter
The "use” (public key use) member identifies the intended use of the
public key. The "use" parameter is employed to indicate whether a

public key is used for encrypting data or verifying the signature on
data.
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Values defined by this specification are:

0 "sig" (signature)
0 "enc" (encryption)

Other values MAY be used. The "use" value is a case-sensitive
string. Use of the "use" member is OPTIONAL, unless the application
requires its presence.

When a key is used to wrap another key and a Public Key Use
designation for the first key is desired, the "enc" (encryption) key
use value is used, since key wrapping is a kind of encryption. The
"enc" value is also be used for public keys used for key agreement
operations.

Additional Public Key Use values can be registered in the IANA JSON
Web Key Use registry defined in Section 8.2. Registering any
extension values used is highly recommended when this specification
is used in open environments, in which multiple organizations need to
have a common understanding of any extensions used. However,
unregistered extension values can be used in closed environments, in
which the producing and consuming organization will always be the
same.

4.3. "key_ops" (Key Operations) Parameter

The "key_ops" (key operations) member identifies the operation(s)
that the key is intended to be used for. The "key_ops" parameter is
intended for use cases in which public, private, or symmetric keys
may be present.

Its value is an array of key operation values. Values defined by
this specification are:

"sign" (compute digital signature or MAC)

"verify" (verify digital signature or MAC)

"encrypt" (encrypt content)

"decrypt" (decrypt content and validate decryption, if applicable)
"wrapKey" (encrypt key)

"unwrapKey" (decrypt key and validate decryption, if applicable)
"deriveKey" (derive key)

"deriveBits" (derive bits not to be used as a key)

OO0OO0OO0O0OO0OO0O0

(Note that the "key_ops" values intentionally match the "KeyUsage"
values defined in the Web Cryptography API
[W3C.CR-WebCryptoAPI-20141211] specification.)

Other values MAY be used. The key operation values are case-
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sensitive strings. Duplicate key operation values MUST NOT be
present in the array. Use of the "key ops" member is OPTIONAL,
unless the application requires its presence.

Multiple unrelated key operations SHOULD NOT be specified for a key
because of the potential vulnerabilities associated with using the

same key with multiple algorithms. Thus, the combinations "sign"

with "verify", "encrypt" with "decrypt", and "wrapKey" with

"unwrapKey" are permitted, but other combinations SHOULD NOT be used.

Additional Key Operations values can be registered in the IANA JSON
Web Key Operations registry defined in Section 8.3. The same
considerations about registering extension values apply to the
"key_ops" member as do for the "use" member.

The "use" and "key_ops" JWK members SHOULD NOT be used together;
however, if both are used, the information they convey MUST be
consistent. Applications should specify which of these members they
use, if either is to be used by the application.

4.4. "alg" (Algorithm) Parameter

The "alg" (algorithm) member identifies the algorithm intended for

use with the key. The values used should either be registered in the
IANA JSON Web Signature and Encryption Algorithms registry defined in
[JWA] or be a value that contains a Collision-Resistant Name. The

"alg" value is a case-sensitive ASCII string. Use of this member is
OPTIONAL.

4.5, "kid" (Key ID) Parameter

The "kid" (key ID) member is used to match a specific key. This is
used, for instance, to choose among a set of keys within a JWK Set
during key rollover. The structure of the "kid" value is

unspecified. When "kid" values are used within a JWK Set, different
keys within the JWK Set SHOULD use distinct "kid" values. (One
example in which different keys might use the same "kid" value is if
they have different "kty" (key type) values but are considered to be
equivalent alternatives by the application using them.) The "kid"
value is a case-sensitive string. Use of this member is OPTIONAL.

When used with JWS or JWE, the "kid" value is used to match a JWS or
JWE "kid" Header Parameter value.

4.6. "x5u" (X.509 URL) Parameter

The "x5u" (X.509 URL) member is a URI [RFC3986] that refers to a
resource for an X.509 public key certificate or certificate chain
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[RFC5280]. The identified resource MUST provide a representation of
the certificate or certificate chain that conforms to RFC 5280

[RFC5280] in PEM encoded form, with each certificate delimited as
specified in Section 6.1 of RFC 4945 [RFC4945]. The key in the first
certificate MUST match the public key represented by other members of
the JWK. The protocol used to acquire the resource MUST provide
integrity protection; an HTTP GET request to retrieve the certificate
MUST use TLS [RFC2818, RFC5246]; the identity of the server MUST be
validated, as per Section 6 of RFC 6125 [RFC6125]. Use of this

member is OPTIONAL.

While there is no requirement that optional JWK members providing key
usage, algorithm, or other information be present when the "x5u"
member is used, doing so may improve interoperability for
applications that do not handle PKIX certificates [RFC5280]. If

other members are present, the contents of those members MUST be
semantically consistent with the related fields in the first

certificate. For instance, if the "use" member is present, then it
MUST correspond to the usage that is specified in the certificate,
when it includes this information. Similarly, if the "alg" member is
present, it MUST correspond to the algorithm specified in the
certificate.

4.7. "x5c¢" (X.509 Certificate Chain) Parameter

The "x5c¢" (X.509 Certificate Chain) member contains a chain of one or
more PKIX certificates [RFC5280]. The certificate chain is
represented as a JSON array of certificate value strings. Each

string in the array is a base64 encoded ([RFC4648] Section 4 -- not
base64url encoded) DER [ITU.X690.1994] PKIX certificate value. The
PKIX certificate containing the key value MUST be the first

certificate. This MAY be followed by additional certificates, with

each subsequent certificate being the one used to certify the

previous one. The key in the first certificate MUST match the public
key represented by other members of the JWK. Use of this member is
OPTIONAL.

As with the "x5u" member, optional JWK members providing key usage,
algorithm, or other information MAY also be present when the "x5c"
member is used. If other members are present, the contents of those
members MUST be semantically consistent with the related fields in

the first certificate. See the last paragraph of Section 4.6 for

additional guidance on this.

4.8. "x5t" (X.509 Certificate SHA-1 Thumbprint) Parameter

The "x5t" (X.509 Certificate SHA-1 Thumbprint) member is a base64url
encoded SHA-1 thumbprint (a.k.a. digest) of the DER encoding of an
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X.509 certificate [RFC5280]. Note that certificate thumbprints are

also sometimes known as certificate fingerprints. The key in the
certificate MUST match the public key represented by other members of
the JWK. Use of this member is OPTIONAL.

As with the "x5u" member, optional JWK members providing key usage,
algorithm, or other information MAY also be present when the "x5t"
member is used. If other members are present, the contents of those
members MUST be semantically consistent with the related fields in

the referenced certificate. See the last paragraph of Section 4.6

for additional guidance on this.

4.9. "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) Parameter

The "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) member is a
base64url encoded SHA-256 thumbprint (a.k.a. digest) of the DER
encoding of an X.509 certificate [RFC5280]. Note that certificate
thumbprints are also sometimes known as certificate fingerprints.

The key in the certificate MUST match the public key represented by
other members of the JWK. Use of this member is OPTIONAL.

As with the "x5u" member, optional JWK members providing key usage,
algorithm, or other information MAY also be present when the
"x5t#S256" member is used. If other members are present, the
contents of those members MUST be semantically consistent with the
related fields in the referenced certificate. See the last paragraph

of Section 4.6 for additional guidance on this.

5. JSON Web Key Set (JWK Set) Format

A JSON Web Key Set (JWK Set) is a JSON object that represents a set
of JWKs. The JSON object MUST have a "keys" member, with its value
being an array of JWKs. This JSON object MAY contain white space
and/or line breaks.

The member names within a JWK Set MUST be unique; JWK Set parsers
MUST either reject JWK Sets with duplicate member names or use a JSON
parser that returns only the lexically last duplicate member name, as
specified in Section 15.12 (The JSON Object) of ECMAScript 5.1
[ECMASCcript].

Additional members can be present in the JWK Set; if not understood

by implementations encountering them, they MUST be ignored.
Parameters for representing additional properties of JWK Sets should
either be registered in the IANA JSON Web Key Set Parameters registry
defined in Section 8.4 or be a value that contains a Collision-

Resistant Name.
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Implementations SHOULD ignore JWKs within a JWK Set that use "kty"
(key type) values that are not understood by them, are missing

required members, or for which values are out of the supported

ranges.

5.1. "keys" Parameter

The value of the "keys" member is an array of JWK values. By

default, the order of the JWK values within the array does not imply

an order of preference among them, although applications of JWK Sets
can choose to assign a meaning to the order for their purposes, if
desired.

6. String Comparison Rules

The string comparison rules for this specification are the same as
those defined in Section 5.3 of [JWS].

7. Encrypted JWK and Encrypted JWK Set Formats

Access to JWKs containing non-public key material by parties without
legitimate access to the non-public information MUST be prevented.
This can be accomplished by encrypting the JWK when potentially
observable by such parties to prevent the disclosure of private or
symmetric key values. The use of an Encrypted JWK, which is a JWE
with the UTF-8 encoding of a JWK as its plaintext value, is
recommended for this purpose. The processing of Encrypted JWKs is
identical to the processing of other JWEs. A "cty" (content type)
Header Parameter value of "jwk+json" MUST be used to indicate that
the content of the JWE is a JWK, unless the application knows that
the encrypted content is a JWK by another means or convention, in
which case the "cty" value would typically be omitted.

JWK Sets containing non-public key material will also need to be
encrypted under these circumstances. The use of an Encrypted JWK
Set, which is a JWE with the UTF-8 encoding of a JWK Set as its
plaintext value, is recommended for this purpose. The processing of
Encrypted JWK Sets is identical to the processing of other JWEs. A
"cty" (content type) Header Parameter value of "jwk-set+json" MUST be
used to indicate that the content of the JWE is a JWK Set, unless the
application knows that the encrypted content is a JWK Set by another
means or convention, in which case the "cty" value would typically be
omitted.

See Appendix C for an example encrypted JWK.
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8. IANA Considerations

The following registration procedure is used for all the registries
established by this specification.

Values are registered on a Specification Required [RFC5226] basis
after a three-week review period on the jose-reg-review@ietf.org
mailing list, on the advice of one or more Designated Experts.
However, to allow for the allocation of values prior to publication,
the Designated Expert(s) may approve registration once they are
satisfied that such a specification will be published.

Registration requests must be sent to the jose-reg-review@ietf.org
mailing list for review and comment, with an appropriate subject
(e.g., "Request to register JWK parameter: example™).

Within the review period, the Designated Expert(s) will either

approve or deny the registration request, communicating this decision
to the review list and IANA. Denials should include an explanation
and, if applicable, suggestions as to how to make the request
successful. Registration requests that are undetermined for a period
longer than 21 days can be brought to the IESG’s attention (using the
iesg@ietf.org mailing list) for resolution.

Criteria that should be applied by the Designated Expert(s) includes
determining whether the proposed registration duplicates existing
functionality, determining whether it is likely to be of general
applicability or whether it is useful only for a single application,

and whether the registration description is clear.

IANA must only accept registry updates from the Designated Expert(s)
and should direct all requests for registration to the review mailing
list.

It is suggested that multiple Designated Experts be appointed who are
able to represent the perspectives of different applications using

this specification, in order to enable broadly-informed review of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular

Expert, that Expert should defer to the judgment of the other
Expert(s).

[[ Note to the RFC Editor and IANA: Pearl Liang of ICANN had
requested that the draft supply the following proposed registry
description information. It is to be used for all registries
established by this specification.
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o Protocol Category: JSON Obiject Signing and Encryption (JOSE)
0 Registry Location: http://www.iana.org/assignments/jose
o0 Webpage Title: (same as the protocol category)

0 Registry Name: (same as the section title, but excluding the word
"Registry", for example "JSON Web Key Parameters")

|

8.1. JSON Web Key Parameters Registry

This specification establishes the IANA JSON Web Key Parameters
registry for WK parameter names. The registry records the parameter
name, the key type(s) that the parameter is used with, and a
reference to the specification that defines it. It also records
whether the parameter conveys public or private information. This
specification registers the parameter names defined in Section 4.
The same JWK parameter name may be registered multiple times,
provided that duplicate parameter registrations are only for key type
specific JWK parameters; in this case, the meaning of the duplicate
parameter name is disambiguated by the "kty" value of the JWK
containing it.

8.1.1. Registration Template

Parameter Name:
The name requested (e.g., "kid"). Because a core goal of this
specification is for the resulting representations to be compact,
it is RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case. However, matching names may be registered,
provided that the accompanying sets of "kty" values that the
Parameter Name is used with are disjoint; for the purposes of
matching "kty" values, "*" matches all values.

Parameter Description:
Brief description of the parameter (e.g., "Key ID").

Used with "kty" Value(s):
The key type parameter value(s) that the parameter name is to be
used with, or the value "*" if the parameter value is used with
all key types. Values may not match other registered "kty" values
in a case-insensitive manner when the registered Parameter Name is
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the same (including when the Parameter Name matches in a case-
insensitive manner) unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this

particular case.

Parameter Information Class:
Registers whether the parameter conveys public or private
information. Its value must be one the words Public or Private.

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

8.1.2. Initial Registry Contents

Parameter Name: "kty"

Parameter Description: Key Type

Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.1 of [[ this document ]

OO0OO0O0OO0O0

Parameter Name: "use"

Parameter Description: Public Key Use

Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.2 of [[ this document ]

OO0OO0OO0OO0OO0

Parameter Name: "key_ops"

Parameter Description: Key Operations

Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

OO0OO0OO0O0OOo

Parameter Name: "alg"
Parameter Description: Algorithm
Used with "kty" Value(s): *

O OO
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Parameter Information Class: Public
Change Controller: IESG
Specification Document(s): Section 4.4 of [[ this document ]]

O OO

Parameter Name: "kid"

Parameter Description: Key 1D

Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.5 of [[ this document ]

OO0OO0O0OO0O0

Parameter Name: "x5u"

Parameter Description: X.509 URL

Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.6 of [[ this document ]

OO0OO0OO0OO0OO0

Parameter Name: "x5c"

Parameter Description: X.509 Certificate Chain

Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.7 of [[ this document ]]

OO0OO0OO0O0OOo

Parameter Name: "x5t"

Parameter Description: X.509 Certificate SHA-1 Thumbprint
Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.8 of [[ this document ]]

OO0OO0O0O0O0

Parameter Name: "x5t#S256"

Parameter Description: X.509 Certificate SHA-256 Thumbprint
Used with "kty" Value(s): *

Parameter Information Class: Public

Change Controller: IESG

Specification Document(s): Section 4.9 of [[ this document ]]

OO0OO0OO0OO0OO0

8.2. JSON Web Key Use Registry

This specification establishes the IANA JSON Web Key Use registry for
JWK "use" (public key use) member values. The registry records the
public key use value and a reference to the specification that

defines it. This specification registers the parameter names defined

in Section 4.2.
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8.2.1. Registration Template

Use Member Value:
The name requested (e.g., "sig"). Because a core goal of this
specification is for the resulting representations to be compact,
it is RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Use Description:
Brief description of the use (e.g., "Digital Signature or MAC").

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

8.2.2. Initial Registry Contents

Use Member Value: "sig"

Use Description: Digital Signature or MAC

Change Controller: IESG

Specification Document(s): Section 4.2 of [[ this document ]]

O oO0O0Oo

Use Member Value: "enc"

Use Description: Encryption

Change Controller: IESG

Specification Document(s): Section 4.2 of [[ this document ]]

[} elNelNe]

8.3. JSON Web Key Operations Registry

This specification establishes the IANA JSON Web Key Operations
registry for values of JWK "key_ops" array elements. The registry
records the key operation value and a reference to the specification
that defines it. This specification registers the parameter names
defined in Section 4.3.
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8.3.1. Registration Template

Key Operation Value:
The name requested (e.g., "sign"). Because a core goal of this
specification is for the resulting representations to be compact,
it is RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Key Operation Description:
Brief description of the key operation (e.g., "Compute digital
signature or MAC").

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

8.3.2. Initial Registry Contents

Key Operation Value: "sign"

Key Operation Description: Compute digital signature or MAC
Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

O O0OO0Oo

Key Operation Value: "verify"

Key Operation Description: Verify digital signature or MAC
Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

O oO0O0Oo

Key Operation Value: "encrypt"

Key Operation Description: Encrypt content

Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

[e}NelNelNe]

0 Key Operation Value: "decrypt"
0 Key Operation Description: Decrypt content and validate
decryption, if applicable
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Change Controller: IESG
Specification Document(s): Section 4.3 of [[ this document ]]

o o

Key Operation Value: "wrapKey"

Key Operation Description: Encrypt key

Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

[}y elNelNe]

o Key Operation Value: "unwrapKey"

0 Key Operation Description: Decrypt key and validate decryption, if
applicable

Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

[o}Ne]

Key Operation Value: "deriveKey"

Key Operation Description: Derive key

Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]]

(e} elNelNe]

Key Operation Value: "deriveBits"

Key Operation Description: Derive bits not to be used as a key
Change Controller: IESG

Specification Document(s): Section 4.3 of [[ this document ]

O O0OO0Oo

8.4. JSON Web Key Set Parameters Registry

This specification establishes the IANA JSON Web Key Set Parameters
registry for WK Set parameter names. The registry records the
parameter name and a reference to the specification that defines it.
This specification registers the parameter names defined in

Section 5.

8.4.1. Registration Template

Parameter Name:
The name requested (e.g., "keys"). Because a core goal of this
specification is for the resulting representations to be compact,
it is RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Parameter Description:
Brief description of the parameter (e.g., "Array of JWK values").
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Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

8.4.2. Initial Registry Contents

o0 Parameter Name: "keys"

o Parameter Description: Array of JWK values

o Change Controller: IESG

o0 Specification Document(s): Section 5.1 of [[ this document ]]

8.5. Media Type Registration
8.5.1. Registry Contents

This specification registers the "application/jwk+json" and
"application/jwk-set+json" Media Types [RFC2046] in the MIME Media
Types registry [IANA.MediaTypes] in the manner described in RFC 6838
[RFC6838], which can be used to indicate, respectively, that the

content is a JWK or a JWK Set.

Type Name: application
Subtype Name: jwk+json
Required Parameters: n/a
Optional Parameters: n/a
Encoding considerations: 8bit; application/jwk+json values are
represented as JSON object; UTF-8 encoding SHOULD be employed for
the JSON object.
0 Security Considerations: See the Security Considerations section
of [[ this document ]]
o Interoperability Considerations: n/a
o Published Specification: [[ this document ]]
0 Applications that use this media type: OpenID Connect, Salesforce,
Google, Android, Windows Azure, W3C WebCrypto API, numerous others
o Fragment identifier considerations: n/a
0 Additional Information: Magic number(s): n/a, File extension(s):
n/a, Macintosh file type code(s): n/a
0 Person & email address to contact for further information: Michael
B. Jones, mbj@microsoft.com

OO0OO0OO0Oo
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Intended Usage: COMMON

Restrictions on Usage: none

Author: Michael B. Jones, mbj@microsoft.com
Change Controller: IESG

Provisional registration? No

Oo0Oo0oo0oo

Type Name: application

Subtype Name: jwk-set+json

Required Parameters: n/a

Optional Parameters: n/a

Encoding considerations: 8bit; application/jwk-set+json values are

represented as a JSON Object; UTF-8 encoding SHOULD be employed

for the JSON object.

0 Security Considerations: See the Security Considerations section
of [[ this document ]]

o Interoperability Considerations: n/a

o0 Published Specification: [[ this document ]]

0 Applications that use this media type: OpenID Connect, Salesforce,
Google, Android, Windows Azure, W3C WebCrypto API, numerous others

o Fragment identifier considerations: n/a

o0 Additional Information: Magic number(s): n/a, File extension(s):
n/a, Macintosh file type code(s): n/a

o Person & email address to contact for further information: Michael
B. Jones, mbj@microsoft.com

o Intended Usage: COMMON

0 Restrictions on Usage: none

o Author: Michael B. Jones, mbj@microsoft.com

o}

o}

Oo0Oo0oo0oo

Change Controller: IESG
Provisional registration? No

9. Security Considerations

All of the security issues that are pertinent to any cryptographic
application must be addressed by JWS/JWE/JWK agents. Among these
issues are protecting the user’'s asymmetric private and symmetric
secret keys and employing countermeasures to various attacks.

9.1. Key Provenance and Trust

One should place no more trust in the data cryptographically secured
by a key than in the method by which it was obtained and in the
trustworthiness of the entity asserting an association with the key.
Any data associated with a key that is obtained in an untrusted
manner should be treated with skepticism. See Section 10.3 of [JWS]
for security considerations on key origin authentication.

In almost all cases, applications make decisions about whether to
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trust a key based on attributes bound to the key, such as names,
roles, and the key origin, rather than based on the key itself. When
an application is deciding whether to trust a key, there are several
ways that it can bind attributes to a JWK. Two example mechanisms
are PKIX [RFC5280] and JSON Web Token (JWT) [JWT].

For instance, the creator of a JWK can include a PKIX certificate in
the JWK’s "x5¢" member. If the application validates the certificate
and verifies that the JWK corresponds to the subject public key in
the certificate, then the JWK can be associated with the attributes
in the certificate, such as the subject name, subject alternative
names, extended key usages, and its signature chain.

Also for instance, a JWT can be used to associate attributes with a
JWK by referencing the JWK as a claim in the JWT. The JWK can be
included directly as a claim value or the JWT can include a TLS-
secured URI from which to retrieve the JWK value. Either way, an
application that gets a JWK via a JWT claim can associate it with the
JWT’s cryptographic properties and use these and possibly additional
claims in deciding whether to trust the key.

The security considerations in Section 12.3 of XML DSIG 2.0
[W3C.NOTE-xmldsig-core2-20130411] about the strength of a digital
signature depending upon all the links in the security chain also
apply to this specification.

The TLS Requirements in Section 8 of [JWS] also apply to this
specification, except that the "x5u" JWK member is the only feature
defined by this specification using TLS.

9.2. Preventing Disclosure of Non-Public Key Information

Private and symmetric keys MUST be protected from disclosure to
unintended parties. One recommended means of doing so is to encrypt
JWKs or JWK Sets containing them by using the JWK or JWK Set value as
the plaintext of a JWE. Of course, this requires that there be a

secure way to obtain the key used to encrypt the non-public key
information to the intended party and a secure way for that party to

obtain the corresponding decryption key.

The security considerations in RFC 3447 [RFC3447] and RFC 6030
[RFC6030] about protecting private and symmetric keys, key usage, and
information leakage also apply to this specification.

9.3. RSA Private Key Representations and Blinding

The RSA Key blinding operation [Kocher], which is a defense against

some timing attacks, requires all of the RSA key values "n", "e", and
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"d". However, some RSA private key representations do not include

the public exponent "e", but only include the modulus "n" and the

private exponent "d". This is true, for instance, of the Java
RSAPrivateKeySpec API, which does not include the public exponent "e"
as a parameter. So as to enable RSA key blinding, such
representations should be avoided. For Java, the
RSAPrivateCrtKeySpec API can be used instead. Section 8.2.2(i) of

the Handbook of Applied Cryptography [HAC] discusses how to compute
the remaining RSA private key parameters, if needed, using only "n",

"e", and "d".

9.4. Key Entropy and Random Values

See Section 10.1 of [JWS] for security considerations on key entropy
and random values.
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Appendix A. Example JSON Web Key Sets
A.1l. Example Public Keys

The following example JWK Set contains two public keys represented as
JWKs: one using an Elliptic Curve algorithm and a second one using an
RSA algorithm. The first specifies that the key is to be used for
encryption. The second specifies that the key is to be used with the
"RS256" algorithm. Both provide a Key ID for key matching purposes.

In both cases, integers are represented using the base64url encoding

of their big endian representations. (Line breaks within values are

for display purposes only.)

{"keys":
[

{"kty":"EC",

"crv":"P-256",
"X":"MKBCTNIcKUSDIi11ySs3526iDZ8AiTo7Tu6KPAqv7D4",
"y "4EI6SRW2YILUrN5vivVHUhp7x8PxItmWWIbbM41FyM",
"use":"enc",

Ilkidll:lllll},

{"kty":"RSA",

"n": "0Ovx7agoebGcQSuuPiLIXZptNInndrQmbXEps2aiAFbWhM78LhWx
4cbbfAAtVT86zwulRK7aPFFxuhDR1L6tSoc_ BJECPebWKRXjBZCiFV4n3oknjhMs
tn64tZ_2W-5JsGY4Hc5n9yBXArwl93Igt7_RN5w6Cf0h4QyQ5v-65YGjQR0O_FDW?2
QvzqY368QQMicAtaSqzs8KJIZgnYb9c7d0zgdAZHzu6gMQVRL5hajrn1n91CbhOpbl
SDO08gNLyrdkt-bFTWhAI4AvMQFh6WeZu0fM4lIFd2NcRwr3XPksINHaQ-G_xBnilgb
wOLs1jF44-csFCur-kEgU8awapJzKngDKgw",

"e":"AQAB",

"alg™:"RS256",

"kid":"2011-04-29"}

]
}

A.2. Example Private Keys

The following example JWK Set contains two keys represented as JWKs
containing both public and private key values: one using an Elliptic
Curve algorithm and a second one using an RSA algorithm. This
example extends the example in the previous section, adding private
key values. (Line breaks within values are for display purposes

only.)
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{"keys":

[
{"kty":"EC",
"crv":"P-256",
"x":"MKBCTNIcKUSDIi11ySs3526iDZ8AiTo7Tu6KPAqv7D4",
"y":"4EI6SRW2YIiLUrN5vivWHuUuhp7x8PxItmWWIbbM4IFyM",
"d":"870MB6gfuTJ4HtUnUvYMyJpr5eUZNP4Bk43bVdj3eAE",

"use":"enc",
"kid™:"1"},

{"kty":"RSA",
"n":"0vx7agoebGcQSuuPiLIXZptNInndrQmbXEps2aiAFbWhM78LhWx4
cbbfAAtVT86zwulRK7aPFFxuhDR1L6tSoc_BJECPebWKRXjBZCiFV4n3oknjhMst
n64tZ_2W-5JsGY4Hc5n9yBXArwl93Igt7_RN5w6Cf0h4QyQ5v-65YGjQRO_FDW?2Q
vzqY368QQMicAtaSqzs8KJIZgnYhb9c7d0zgdAZHzu6gMQVRL5hajrn1n91CbOpblIS
DO8gNLyrdkt-bFTWhAI4vMQFh6WeZuOfM4IFd2NcRwr3XPksINHaQ-G_xBnilgbw
OLs1jF44-csFCur-kEgU8awapJzKngDKgw",
"e":"AQAB",
"d":"X4cTteJY_gn4FYPsXB8rdXix5vwsglFLNSE3EaG6RJoVH-HLLKD9
M7dx5007GURknchnrRweUkC7hT5fILMOWbFAKNLWY2vw7B6NgXSzUvxTO_Y Sfqij
wp3RTzIBaCxWp4doFk5N208Gy_nHNKroADIkJ46pRUohsXywbReAdYaMwFs9tv8d
_CPVY3i07a3t8MN6TNwm0OdSawm9v47UiCI3SKk5ZiG7xojPLu4sbglU2jx4IBTNBz
nbJSzFHK66]T8bgkuqsk0GjskDJk19Z4qwjwbsnn4j2WBii3RL-Us2IGVKY 8fkFz
me1z0Hblkfz0Y6mgnOYtqc0X4jfcKoAC8Q",
"p":"83i-7IvVMGX0oMXCskv73TKr8637FiO7227zv80j6pbWUQYLPQBQxtPV
nwD20R-60e TDmD2ujnMt5PogMrm8RfmNhVWDtjjMmCM]jOpSXicFHj7XOuVIYQyqV
WIWEh6dN36GVZYk93N8BcIVY41xy8BIRzzOGVQzXVNEVN700nVbfs",
"g":"3dfOR9cuYq-0S-mkFLzgltgMEfFzB2g3hWehMuGOoCugnb3vobLyum
qjVZQO1dIrdwgTnCdpYzBcOfW5r370AFXjiWft_NGEiovonizhKpo9VVS78TzFgx
kldrecRezsZ-1kYd_s1gDbxtkDEgfAITAGILUNADun4vIch6yelxk",
"dp":"G4sPXkc6Ya9y80JW9 _ILj4xuppuOllzi_H7VTkS8xj5SdX3coEO0im
YwxlizemTAueOUOa5dpgFGyBJ4c8tQ2VF402XRugKDTP8akYhFo5tAA77Qe_Nmtu
YZc3C3m3124G2GvR5sSDxUyAN2zq8LfN9EUmMSs6rY30b8YeiKkTiBj0",
"dg":"s9IAH9fggBsoFR80ac2R_E2gw282rT2kGOAVIIIETE1lefrA6huUU
vMfBcMpn8lgeW6vzznYY5SSQF7pMdC_agl3nG8lbp1BUbOJUiIraRNqUfLhcQb_d9
GF4Dh7e74WbRsobRonujTYN1xCaP6TO61jvWrX-L18txXw494Q_cgk",
"gi":"GyM_p6JrXySiz1toFgKbWV-JdI3jQ4ypu9rbMWx3rQJBfmtOFoYzg
UIZEVFEcOgwemRN81zoDAaa-BKOKWNGDjJHZDdDmMFhW3AN7II-puxk_mHZGJ11rx
yR80O55XLSe3SPmMRfKwZI6yU24ZxvQKFYItdldUKGz0O61a6zTKhAVRU",
"alg":"RS256",
"kid":"2011-04-29"}
]
}
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A.3. Example Symmetric Keys

The following example JWK Set contains two symmetric keys represented
as JWKs: one designated as being for use with the AES Key Wrap
algorithm and a second one that is an HMAC key. (Line breaks within
values are for display purposes only.)

{"keys":

{"kty":"oct",
"alg":"A128KW",
"k":"GawgguFyGrwKav7AX4VKUg"},

{"kty":"oct",
"k":"AyM1SysPpbyDfgZId3umjl1gzKObwVMkogQ-EstJQLr_T-1qS0gZH75
aKtMN3Yj0iPS4hcgUuTwjAzZr1Z9CAow",
"kid":"HMAC key used in JWS A.1 example"}
]
}

Appendix B. Example Use of "x5c" (X.509 Certificate Chain) Parameter
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The following is an example of a JWK with a RSA signing key
represented both as an RSA public key and as an X.509 certificate
using the "x5c" parameter (with line breaks within values for display
purposes only):

{"kty":"RSA",

"use":"sig",

"kid":"1b94c",
"n";"vrjOfz9Ccdgx5nQudyhdoR17V-lubWMeOZCwX_jjohgAsz2J pqYWO08
PLbK_PdiVGKPrgqzmDIsLI7sA25VENHUL1uCLNwBuUUICO11_-7dYbsr4iJmGO0Q
u2j8DsVyTlazpJC NG84Ty5KKthuCaPod7il7wOLK9orSMhBEwWwWZDCxTWqg4a
YWACchc8t-emd9qOvWtVMDC2BXksRngh6X5bUYLy6AyHKvj-nUy1wgzjYQDwH
MTpICoLtU-0-8SNnZ1tmRoGE9uJkBLdh5gFENabWnU5m1ZqZPdwS-qo-meMv
V{Ib6jIVWRPpI2SUtCnYG2C32qvbWhjZ_jBPD5eungslolvQ",

"e":"AQAB",

"x5¢":
["MIIDQjCCAIqgAWIBAgIGATz/FULIMAOGCSqGSIh3DQEBBQUAMGIXCzAJB
gNVBAYTAIVTMQswCQYDVQQIEWIDTzZEPMAOGALIUEBXMGRGVudmVyMRwwGgYD
VQQKEXNQaWs5nIEIkZW50aXR5IENvenAUMRcwFQYDVQQDEwW5CcmlhbiBDYW1
wYmVsbDAeFwOxMzAyMjEyMzI5SMTVaFwOxODA4AMTQyYMjISMTVaMGIxCzAJBg
NVBAYTAIVTMQswCQYDVQQIEwIDTzEPMAOGALUEBXMGRGVudmVyMRwwGgYDV
QQKEXNQaW5nIEIkZW50aXR5IENvenAUMRcwFQYDVQQDEwWSCcmlhbiBDYW1w
YmVsbDCCASIwDQYJKoZlIhveNAQEBBQADggEPADCCAQoCggEBAL64zn8/QnH
YMeZO0OLncoXaEdelfiLm1jHjmQsF/4491Y ALMOif6amFtPDy2yvz3YIRij66
s5gyLCyO7ANUVRJIX1NbgizcAbligjtdf/luBWG7K+liZhtELto/A7FckOWs6
SQvzRvOE8uSirYbgmj6He4iO8NCyvaKOjIQRMMGQwsU1lquGmFgHIXPLfnpn
fajrlrvTAwtgV5LEZ4lel+W1GC8ugMhyr4/p1MtcIM42EA8BzZE6ZQqC7VPq
PvEjZz2dbZkaBhPbiZAS3YeYBRDWmM1plOZtWamT3cEvqqPpnjL1XyW+oyVVk
aZdkILQp2Btgtoqr21m42f4wTw+Xrp6rCKNbOCAWEAATANBgkghkiGOWOBA
QUFAAOCAQEAN8zGIfSIcl0o3rYDPBB07aXNswb4ECNIKGOCETTUxmXI9KUL
+99GIlgCz5iWLOgWsnrcKeYOvXPG9J1r9AgBNTgNgHg2G03X09266X5Cp0Oel
zFo+Owb1zxtp3PehFdfQJ610CDLEaS9VIRqpl17hCyybEpOGVwe8fnk+fbEL
2B0o3UPGrpsHzUoaGpDftmWssZkhpBJKVMJIyf/RuP2Smmalzmnw9JiSIYhzo
4tpzd5rFXhjRbg4zW9C+2qok+2+gDM1iJ684gPHMIY8aLWrdgQTxkumGmTq
gawR+N5MDtdPTEQOXfIBc2cJEUYMTY5MPVACWpKAGSASAxSvdXK3IVIOWA=="]

Appendix C. Example Encrypted RSA Private Key
This example encrypts an RSA private key to the recipient using
"PBES2-HS256+A128KW" for key encryption and "A128CBC+HS256" for
content encryption.

NOTE: Unless otherwise indicated, all line breaks are included solely
for readability.
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C.1. Plaintext RSA Private Key

The following RSA key is the plaintext for the authenticated
encryption operation, formatted as a JWK (with line breaks within
values for display purposes only):

{

"kty":"RSA",

"kid":"juliet@capulet.lit",

"use":"enc"”,

"n":"t6Q8PWSildkJj9hTP8hNYFlvadM7DfIWOmWepOJhJ66w7nyoK1gPNgFMSQRyY
0125Gp-TEkodhWrO0iujjHVx7BcVOIIS4w5ACGgPrcAd6ZcSRO-Igom-QFcNP
8Sjg086MwogQU_LYywlIAGZ21WSdS_PERyYGFINNj3QQIO8Yns5jCtLCRWLHLO
Pb1fEv45AuRIuUfVcPYySBWYnDyGxvjYGDSM-AgWS9zI1Q2ZilgT-GgUmipg0XxX
OCO0Cc20rgLe2ymLHjpHCICKVADbY5-L32-I1SeZ0-0s6U15_aXrk9Gw8cPUaX1
_I18sLGuSiVdt3C_Fn2PZz3Z8i744FPFGGcG1gs2Wz-Q",

"e""AQAB",

"d":"GRtblIQmhOZzZtyszfgKdg4u_N-R_mZGU_9k7JQ_jn1DnfTuMdSNprTeaSTyWfS
NkuaAwnOEDbIQVY1IQbWVV25NY3ybc_IhUJtfri7TbAXYEReWaCI3hdIPKXy9U
vgPYGROKIXTQRqgns-dVJ7jahll7LyckrpTmrM8dWBo4_PMaenNnPiQgO0xnu
ToxutRZJIfIvG40x4ka3GORQAICsCZ2vsUDmMsXOfUENOyMgADC6p1M3h33tsu
rY15k9gMSpG90OX_IJAXmxzAh_tWiZOwk2K4yxHItS3LglyX8C1EWmeRDkK?2a
hecG85-0LKQt5VEpWHKmM|OI_gJSdSgqcN96X52esAQ",

"p":"2rnSOV4hKSN8sS4CgcQHFbs08XboFDgKum3sc4h3GRxrTmQdI1ZK9uw-PIHf
QPOFkxXVrx-WE-ZEbrgivH_2iCLUS7wAI6XVARt1KKklaUxPPSYB9yk31s0Q8
UK96E3_OrADAYtAJs-M3IxCLfNggh56HDNnETTQhH3rCT5T3yJws",

"q":"1u_RiIFDP7LBYh3N4GXLT90pSKYPOuQZyiaZwBtOCBNJgQxaj10RWjsZuOc6l
edis4S7B_coSKBOKj9PaPaBzg-lySRvvcQuPamQu66riMhjVtiG6TIVBCLCYK
ry152zigkOE_ym2QnkwsUX7eYTB7LbAHRK9GqocDES5B0f808I4s",

"dp":"KkMTWqBUefVwZ2_Dbj1pPQqyHSH]j90L5x_MOzqgYAIMcLMZtbUtwKgvVDq3
tbE03ZIlcohbDtt6 SbfmWzggabpQxNxuBpoOOf_a_HgMXK_lhqigldy_kqSiw
Y52Iwjun5rgRrJ-yYolh41KR-vz2pYhEAeYrhttWixVgLCRViID6c",

"dg":"AvfSO-gRxvnObwJoMSnFxY cK1WnuEjQFIuMGwGItQBWfZ1Er7t1xDkbN9
GQTB9ygpDoYaN06H7CFtrkxhJIBQajenkF5KKS3TQtQ5qCzkOkmxle3KRbBY
MXxkb5qwUpX5ELD5xFc6FeiafWYY63TmmEAuU_IRFCOJ3xDea-ots",

"gi":"ISQi-w9CpyUReMErP1RsBLk7WNtOvs5EQpPgmuMvqW57NBUczScEoPwmUqq
abu9V0-Py4dQ57_bapoKRulR90bvuFnU63SHWEFgIZQvJDMeAvmijdsm-Fp0o
Yu_neotgQOhzbl5gry7ajdYy9-2INx_76aBZoOUu9HCJ-UsfSOI8"

}

The octets representing the Plaintext used in this example (using
JSON array notation) are:

[123, 34, 107, 116, 121, 34, 58, 34, 82, 83, 65, 34, 44, 34, 107,

105, 100, 34, 58, 34, 106, 117, 108, 105, 101, 116, 64, 99, 97, 112,
117,108, 101, 116, 46, 108, 105, 116, 34, 44, 34, 117, 115, 101, 34,
58, 34, 101, 110, 99, 34, 44, 34, 110, 34, 58, 34, 116, 54, 81, 56,
80, 87, 83, 105, 49, 100, 107, 74, 106, 57, 104, 84, 80, 56, 104, 78,
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89, 70, 108, 118, 97, 100, 77, 55, 68, 102, 108, 87, 57, 109, 87
101, 112, 79, 74, 104, 74, 54, 54, 119, 55, 110, 121, 111, 75, 49,
108, 80, 78, 113, 70, 77, 83, 81, 82, 121, 79, 49, 50, 53, 71, 112,
45, 84, 69, 107, 111, 100, 104, 87, 114, 48, 105, 117, 106, 106, 72,
86, 120, 55, 66, 99, 86, 48, 108, 108, 83, 52, 119, 53, 65, 67, 71,
103, 80, 114, 99, 65, 100, 54, 90, 99, 83, 82, 48, 45, 73, 113, 111
109, 45, 81, 70, 99, 78, 80, 56, 83, 106, 103, 48, 56, 54, 77, 119,
111, 113, 81, 85, 95, 76, 89, 121, 119, 108, 65, 71, 90, 50, 49, 87,
83, 100, 83, 95, 80, 69, 82, 121, 71, 70, 105, 78, 110, 106, 51, 81,
81, 108, 79, 56, 89, 110, 115, 53, 106, 67, 116, 76, 67, 82, 119, 76,
72,76, 48, 80, 98, 49, 102, 69, 118, 52, 53, 65, 117, 82, 73, 117,
85, 102, 86, 99, 80, 121, 83, 66, 87, 89, 110, 68, 121, 71, 120, 118,
106, 89, 71, 68, 83, 77, 45, 65, 113, 87, 83, 57, 122, 73, 81, 50,
90, 105, 108, 103, 84, 45, 71, 113, 85, 109, 105, 112, 103, 48, 88,
79, 67, 48, 67, 99, 50, 48, 114, 103, 76, 101, 50, 121, 109, 76, 72,
106, 112, 72, 99, 105, 67, 75, 86, 65, 98, 89, 53, 45, 76, 51, 50,
45, 108, 83, 101, 90, 79, 45, 79, 115, 54, 85, 49, 53, 95, 97, 88,
114, 107, 57, 71, 119, 56, 99, 80, 85, 97, 88, 49, 95, 73, 56, 115,
76,71, 117, 83, 105, 86, 100, 116, 51, 67, 95, 70, 110, 50, 80, 90,
51, 90, 56, 105, 55, 52, 52, 70, 80, 70, 71, 71, 99, 71, 49, 113,
115, 50, 87, 122, 45, 81, 34, 44, 34, 101, 34, 58, 34, 65, 81, 65,
66, 34, 44, 34, 100, 34, 58, 34, 71, 82, 116, 98, 73, 81, 109, 104,
79, 90, 116, 121, 115, 122, 102, 103, 75, 100, 103, 52, 117, 95, 78,
45, 82, 95, 109, 90, 71, 85, 95, 57, 107, 55, 74, 81, 95, 106, 110,
49, 68, 110, 102, 84, 117, 77, 100, 83, 78, 112, 114, 84, 101, 97,
83, 84, 121, 87, 102, 83, 78, 107, 117, 97, 65, 119, 110, 79, 69, 98,
73, 81, 86, 121, 49, 73, 81, 98, 87, 86, 86, 50, 53, 78, 89, 51, 121
98, 99, 95, 73, 104, 85, 74, 116, 102, 114, 105, 55, 98, 65, 88, 89,
69, 82, 101, 87, 97, 67, 108, 51, 104, 100, 108, 80, 75, 88, 121, 57,
85, 118, 113, 80, 89, 71, 82, 48, 107, 73, 88, 84, 81, 82, 113, 110,
115, 45, 100, 86, 74, 55, 106, 97, 104, 108, 73, 55, 76, 121, 99
107, 114, 112, 84, 109, 114, 77, 56, 100, 87, 66, 111, 52, 95, 80,
77,97,101, 110, 78, 110, 80, 105, 81, 103, 79, 48, 120, 110, 117,
84, 111, 120, 117, 116, 82, 90, 74, 102, 74, 118, 71, 52, 79, 120,
52,107, 97,51, 71, 79, 82, 81, 100, 57, 67, 115, 67, 90, 50, 118,
115, 85, 68, 109, 115, 88, 79, 102, 85, 69, 78, 79, 121, 77, 113, 65,
68, 67, 54, 112, 49, 77, 51, 104, 51, 51, 116, 115, 117, 114, 89, 49,
53, 107, 57, 113, 77, 83, 112, 71, 57, 79, 88, 95, 73, 74, 65, 88,
109, 120, 122, 65, 104, 95, 116, 87, 105, 90, 79, 119, 107, 50, 75,
52,121, 120, 72, 57, 116, 83, 51, 76, 113, 49, 121, 88, 56, 67, 49,
69, 87, 109, 101, 82, 68, 107, 75, 50, 97, 104, 101, 99, 71, 56, 53,
45, 111, 76, 75, 81, 116, 53, 86, 69, 112, 87, 72, 75, 109, 106, 79,
105, 95, 103, 74, 83, 100, 83, 103, 113, 99, 78, 57, 54, 88, 53, 50,
101, 115, 65, 81, 34, 44, 34, 112, 34, 58, 34, 50, 114, 110, 83, 79,
86, 52, 104, 75, 83, 78, 56, 115, 83, 52, 67, 103, 99, 81, 72, 70,
98, 115, 48, 56, 88, 98, 111, 70, 68, 113, 75, 117, 109, 51, 115, 99,
52,104, 51, 71, 82, 120, 114, 84, 109, 81, 100, 108, 49, 90, 75, 57,
117, 119, 45, 80, 73, 72, 102, 81, 80, 48, 70, 107, 120, 88, 86, 114,
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120, 45, 87, 69, 45, 90, 69, 98, 114, 113, 105, 118, 72, 95, 50, 105,
67, 76, 85, 83, 55, 119, 65, 108, 54, 88, 118, 65, 82, 116, 49, 75,
107, 73, 97, 85, 120, 80, 80, 83, 89, 66, 57, 121, 107, 51, 49, 115,
48, 81, 56, 85, 75, 57, 54, 69, 51, 95, 79, 114, 65, 68, 65, 89, 116,
65, 74, 115, 45, 77, 51, 74, 120, 67, 76, 102, 78, 103, 113, 104, 53,
54,72, 68, 110, 69, 84, 84, 81, 104, 72, 51, 114, 67, 84, 53, 84,
51,121, 74, 119, 115, 34, 44, 34, 113, 34, 58, 34, 49, 117, 95, 82,
105, 70, 68, 80, 55, 76, 66, 89, 104, 51, 78, 52, 71, 88, 76, 84, 57,
79, 112, 83, 75, 89, 80, 48, 117, 81, 90, 121, 105, 97, 90, 119, 66,
116, 79, 67, 66, 78, 74, 103, 81, 120, 97, 106, 49, 48, 82, 87, 106,
115, 90, 117, 48, 99, 54, 73, 101, 100, 105, 115, 52, 83, 55, 66, 95,
99, 111, 83, 75, 66, 48, 75, 106, 57, 80, 97, 80, 97, 66, 122, 103,
45,73, 121, 83, 82, 118, 118, 99, 81, 117, 80, 97, 109, 81, 117, 54,
54,114, 105, 77, 104, 106, 86, 116, 71, 54, 84, 108, 86, 56, 67, 76,
67, 89, 75, 114, 89, 108, 53, 50, 122, 105, 113, 75, 48, 69, 95, 121
109, 50, 81, 110, 107, 119, 115, 85, 88, 55, 101, 89, 84, 66, 55, 76,
98, 65, 72, 82, 75, 57, 71, 113, 111, 99, 68, 69, 53, 66, 48, 102,
56, 48, 56, 73, 52, 115, 34, 44, 34, 100, 112, 34, 58, 34, 75, 107,
77,84, 87,113, 66, 85, 101, 102, 86, 119, 90, 50, 95, 68, 98, 106,
49, 112, 80, 81, 113, 121, 72, 83, 72, 106, 106, 57, 48, 76, 53, 120,
95, 77,79, 122, 113, 89, 65, 74, 77,99, 76, 77, 90, 116, 98, 85,
116, 119, 75, 113, 118, 86, 68, 113, 51, 116, 98, 69, 111, 51, 90,
73,99, 111, 104, 98, 68, 116, 116, 54, 83, 98, 102, 109, 87, 122,
103, 103, 97, 98, 112, 81, 120, 78, 120, 117, 66, 112, 111, 79, 79,
102, 95, 97, 95, 72, 103, 77, 88, 75, 95, 108, 104, 113, 105, 103,
73, 52,121, 95, 107, 113, 83, 49, 119, 89, 53, 50, 73, 119, 106, 85,
110, 53, 114, 108, 82, 114, 74, 45, 121, 89, 111, 49, 104, 52, 49,
75, 82, 45, 118, 122, 50, 112, 89, 104, 69, 65, 101, 89, 114, 104,
116, 116, 87, 116, 120, 86, 113, 76, 67, 82, 86, 105, 68, 54, 99, 34,
44,34, 100, 113, 34, 58, 34, 65, 118, 102, 83, 48, 45, 103, 82, 120,
118, 110, 48, 98, 119, 74, 111, 77, 83, 110, 70, 120, 89, 99, 75, 49,
87, 110, 117, 69, 106, 81, 70, 108, 117, 77, 71, 102, 119, 71, 105,
116, 81, 66, 87, 116, 102, 90, 49, 69, 114, 55, 116, 49, 120, 68,
107, 98, 78, 57, 71, 81, 84, 66, 57, 121, 113, 112, 68, 111, 89, 97,
78, 48,54, 72,55, 67, 70, 116, 114, 107, 120, 104, 74, 73, 66, 81,
97, 106, 54, 110, 107, 70, 53, 75, 75, 83, 51, 84, 81, 116, 81, 53,
113, 67, 122, 107, 79, 107, 109, 120, 73, 101, 51, 75, 82, 98, 66,
121, 109, 88, 120, 107, 98, 53, 113, 119, 85, 112, 88, 53, 69, 76,
68, 53, 120, 70, 99, 54, 70, 101, 105, 97, 102, 87, 89, 89, 54, 51,
84, 109, 109, 69, 65, 117, 95, 108, 82, 70, 67, 79, 74, 51, 120, 68,
101, 97, 45, 111, 116, 115, 34, 44, 34, 113, 105, 34, 58, 34, 108,
83, 81, 105, 45, 119, 57, 67, 112, 121, 85, 82, 101, 77, 69, 114, 80,
49, 82, 115, 66, 76, 107, 55, 119, 78, 116, 79, 118, 115, 53, 69, 81
112, 80, 113, 109, 117, 77, 118, 113, 87, 53, 55, 78, 66, 85, 99,
122, 83, 99, 69, 111, 80, 119, 109, 85, 113, 113, 97, 98, 117, 57,
86, 48, 45, 80, 121, 52, 100, 81, 53, 55, 95, 98, 97, 112, 111, 75,
82,117, 49, 82, 57, 48, 98, 118, 117, 70, 110, 85, 54, 51, 83, 72,
87, 69, 70, 103, 108, 90, 81, 118, 74, 68, 77, 101, 65, 118, 109,
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106, 52, 115, 109, 45, 70, 112, 48, 111, 89, 117, 95, 110, 101, 111,
116, 103, 81, 48, 104, 122, 98, 73, 53, 103, 114, 121, 55, 97, 106,
100, 89, 121, 57, 45, 50, 108, 78, 120, 95, 55, 54, 97, 66, 90, 111
79, 85, 117, 57, 72, 67, 74, 45, 85, 115, 102, 83, 79, 73, 56, 34,
125]

C.2. JOSE Header
The following example JWE Protected Header declares that:

o the Content Encryption Key is encrypted to the recipient using the
PSE2-HS256+A128KW algorithm to produce the JWE Encrypted Key,

o the Salt Input ("p2s") value is [217, 96, 147, 112, 150, 117, 70,
247,127, 8, 155, 137, 174, 42, 80, 215],

o the lteration Count ("p2c") value is 4096,

o authenticated encryption is performed on the Plaintext using the
AES_128 CBC_HMAC_SHA_ 256 algorithm to produce the Ciphertext and
the Authentication Tag, and

o the content type is application/jwk+json.

"alg":"PBES2-HS256+A128KW",
"p2s":"2WCTcJZ1Rvd_CJuJripQlw",
"p2c":.4096,
"enc":"A128CBC-HS256",
"cty":"jwk+json"

Encoding this JWE Protected Header as BASE64URL(UTF8(JWE Protected
Header)) gives this value (with line breaks for display purposes

only):
eyJhbGciOiJQQkVTMIillUzI1INitBMTI4S1ciLCIwMnMiOilyVONUYO0paMVJ2ZF9DSn
VKemlwUTF3liwicDJjljoOMDK2LCJIbmMiOiJBMTI4Q0JDLUNhTMjUZ2liwiY3R5Ijoi
andrK2pzb24ifQ
C.3. Content Encryption Key (CEK)

Generate a 256 bit random Content Encryption Key (CEK). In this
example, the value (using JSON array notation) is:

[111, 27, 25, 52, 66, 29, 20, 78, 92, 176, 56, 240, 65, 208, 82, 112,
161, 131, 36, 55, 202, 236, 185, 172, 129, 23, 153, 194, 195, 48,
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253, 182]

C.4. Key Derivation
Derive a key from a shared passphrase using the PBKDF2 algorithm with
HMAC SHA-256 and the specified Salt and Iteration Count values and a

128 bit requested output key size to produce the PBKDF2 Derived Key.
This example uses the following passphrase:

Thus from my lips, by yours, my sin is purged.
The octets representing the passphrase are:
[84, 104, 117, 115, 32, 102, 114, 111, 109, 32, 109, 121, 32, 108,
105, 112, 115, 44, 32, 98, 121, 32, 121, 111, 117, 114, 115, 44, 32,
109, 121, 32, 115, 105, 110, 32, 105, 115, 32, 112, 117, 114, 103,
101, 100, 46]
The Salt value (UTF8(AIg) || Ox00 || Salt Input) is:
[80, 66, 69, 83, 50, 45, 72, 83, 50, 53, 54, 43, 65, 49, 50, 56, 75,
87,0, 217, 96, 147, 112, 150, 117, 70, 247, 127, 8, 155, 137, 174,
42, 80, 215].
The resulting PBKDF2 Derived Key value is:

[110, 171, 169, 92, 129, 92, 109, 117, 233, 242, 116, 233, 170, 14,
24, 75]

C.5. Key Encryption

Encrypt the CEK with the "A128KW" algorithm using the PBKDF2 Derived
Key. The resulting JWE Encrypted Key value is:

[78, 186, 151, 59, 11, 141, 81, 240, 213, 245, 83, 211, 53, 188, 134,
188, 66, 125, 36, 200, 222, 124, 5, 103, 249, 52, 117, 184, 140, 81,
246, 158, 161, 177, 20, 33, 245, 57, 59, 4]

Encoding this JWE Encrypted Key as BASE64URL(JWE Encrypted Key) gives
this value:

TrgXOwuNUfDVOVPTNbyGVEJ9IMjefAVN-TR1UIXR9pEhsRQhITK7BA
C.6. Initialization Vector

Generate a random 128 bit JWE Initialization Vector. In this
example, the value is:
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[97, 239, 99, 214, 171, 54, 216, 57, 145, 72, 7, 93, 34, 31, 149,
156]

Encoding this JWE Initialization Vector as BASE64URL(JWE
Initialization Vector) gives this value:

Ye9j1qs22DmRSAddIh-VnA
C.7. Additional Authenticated Data

Let the Additional Authenticated Data encryption parameter be
ASCII(BASE64URL(UTF8(JWE Protected Header))). This value is:

[123, 34, 97, 108, 103, 34, 58, 34, 80, 66, 69, 83, 50, 45, 72, 83,
50, 53, 54, 43, 65, 49, 50, 56, 75, 87, 34, 44, 34, 112, 50, 115, 34,
58, 34, 50, 87, 67, 84, 99, 74, 90, 49, 82, 118, 100, 95, 67, 74,
117, 74, 114, 105, 112, 81, 49, 119, 34, 44, 34, 112, 50, 99, 34, 58,
52, 48, 57, 54, 44, 34, 101, 110, 99, 34, 58, 34, 65, 49, 50, 56, 67,
66, 67, 45, 72, 83, 50, 53, 54, 34, 44, 34, 99, 116, 121, 34, 58, 34,
106, 119, 107, 43, 106, 115, 111, 110, 34, 125]

C.8. Content Encryption

Perform authenticated encryption on the Plaintext with the

AES_128 CBC_HMAC_SHA_256 algorithm using the CEK as the encryption
key, the JWE Initialization Vector, and the Additional Authenticated

Data value above. The resulting Ciphertext is:

[3, 8, 65, 242, 92, 107, 148, 168, 197, 159, 77, 139, 25, 97, 42,

131, 110, 199, 225, 56, 61, 127, 38, 64, 108, 91, 247, 167, 150, 98,
112, 122, 99, 235, 132, 50, 28, 46, 56, 170, 169, 89, 220, 145, 38,
157, 148, 224, 66, 140, 8, 169, 146, 117, 222, 54, 242, 28, 31, 11
129, 227, 226, 169, 66, 117, 133, 254, 140, 216, 115, 203, 131, 60,
60, 47, 233, 132, 121, 13, 35, 188, 53, 19, 172, 77, 59, 54, 211

158, 172, 25, 60, 111, 0, 80, 201, 158, 160, 210, 68, 55, 12, 67

136, 130, 87, 216, 197, 95, 62, 20, 155, 205, 5, 140, 27, 168, 221
65, 114, 78, 157, 254, 46, 206, 182, 52, 135, 87, 239, 3, 34, 186,
126, 220, 151, 17, 33, 237, 57, 96, 172, 183, 58, 45, 248, 103, 241,
142, 136, 7, 53, 16, 173, 181, 7, 93, 92, 252, 1, 53, 212, 242, 8,
255, 11, 239, 181, 24, 148, 136, 111, 24, 161, 244, 23, 106, 69, 157,
215, 243, 189, 240, 166, 169, 249, 72, 38, 201, 99, 223, 173, 229, 9,
222, 82,79, 157, 176, 248, 85, 239, 121, 163, 1, 31, 48, 98, 206,
61, 249, 104, 216, 201, 227, 105, 48, 194, 193, 10, 36, 160, 159,
241, 166, 84, 54, 188, 211, 243, 242, 40, 46, 45, 193, 193, 160, 169,
101, 201, 1, 73, 47, 105, 142, 88, 28, 42, 132, 26, 61, 58, 63, 142,
243,77, 26, 179, 153, 166, 46, 203, 208, 49, 55, 229, 34, 178, 4,
109, 180, 204, 204, 115, 1, 103, 193, 5, 91, 215, 214, 195, 1, 110,
208, 53, 144, 36, 105, 12, 54, 25, 129, 101, 15, 183, 150, 250, 147,
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115, 227, 58, 250, 5, 128, 232, 63, 15, 14, 19, 141, 124, 253, 142,
137, 189, 135, 26, 44, 240, 27, 88, 132, 105, 127, 6, 71, 37, 41,
124, 187, 165, 140, 34, 200, 123, 80, 228, 24, 231, 176, 132, 171
138, 145, 152, 116, 224, 50, 141, 51, 147, 91, 186, 7, 246, 106, 217,
148, 244, 227, 244, 45, 220, 121, 165, 224, 148, 181, 17, 181, 128,
197, 101, 237, 11, 169, 229, 149, 199, 78, 56, 15, 14, 190, 91, 216,
222, 247, 213, 74, 40, 8, 96, 20, 168, 119, 96, 26, 24, 52, 37, 82,
127,57, 176, 147, 118, 59, 7, 224, 33, 117, 72, 155, 29, 82, 26

215, 189, 140, 119, 28, 152, 118, 93, 222, 194, 192, 148, 115, 83,
253, 216, 212, 108, 88, 83, 175, 172, 220, 97, 79, 110, 42, 223, 170,
161, 34, 164, 144, 193, 76, 122, 92, 160, 41, 178, 175, 6, 35, 96,
113, 96, 158, 90, 129, 101, 26, 45, 70, 180, 189, 230, 15, 5, 247,
150, 209, 94, 171, 26, 13, 142, 212, 129, 1, 176, 5, 0, 112, 203,
174,185, 119, 76, 233, 189, 54, 172, 189, 245, 223, 253, 205, 12,
88, 9, 126, 157, 225, 90, 40, 229, 191, 63, 30, 160, 224, 69, 3, 140,
109, 70, 89, 37, 213, 245, 194, 210, 180, 188, 63, 210, 139, 221, 2,
144, 200, 20, 177, 216, 29, 227, 242, 106, 12, 135, 142, 139, 144,
82, 225,162, 171, 176, 108, 99, 6, 43, 193, 161, 116, 234, 216, 1
242, 21, 124, 162, 98, 205, 124, 193, 38, 12, 242, 90, 101, 76, 204,
184, 124, 58, 180, 16, 240, 26, 76, 195, 250, 212, 191, 185, 191, 97,
198, 186, 73, 225, 75, 14, 90, 123, 121, 172, 101, 50, 160, 221, 141,
253, 205, 126, 77, 9, 87, 198, 110, 104, 182, 141, 120, 51, 25, 232,
3, 32, 80, 6, 156, 8, 18, 4, 135, 221, 142, 25, 135, 2, 129, 132,

115, 227, 74, 141, 28, 119, 11, 141, 117, 134, 198, 62, 150, 254, 97,
75,197, 251, 99, 89, 204, 224, 226, 67, 83, 175, 89, 0, 81, 29, 38,
207, 89, 140, 255, 197, 177, 164, 128, 62, 116, 224, 180, 109, 169,
28, 2,59, 176, 130, 252, 44, 178, 81, 24, 181, 176, 75, 44, 61, 91,
12, 37, 21, 255, 83, 130, 197, 16, 231, 60, 217, 56, 131, 118, 168,
202, 58, 52, 84, 124, 162, 185, 174, 162, 226, 242, 112, 68, 246,
202, 16, 208, 52, 154, 58, 129, 80, 102, 33, 171, 6, 186, 177, 14,
195, 88, 136, 6, 0, 155, 28, 100, 162, 207, 162, 222, 117, 248, 170,
208, 114, 87, 31, 57, 176, 33, 57, 83, 253, 12, 168, 110, 194, 59,
22,86, 48, 227, 196, 22, 176, 218, 122, 149, 21, 249, 195, 178, 174,
250, 20, 34, 120, 60, 139, 201, 99, 40, 18, 177, 17, 54, 54, 6, 3,
222,128, 160, 88, 11, 27, 0, 81, 192, 36, 41, 169, 146, 8, 47, 64,
136, 28, 64, 209, 67, 135, 202, 20, 234, 182, 91, 204, 146, 195, 187,
0,72,77,11, 111, 152, 204, 252, 177, 212, 89, 33, 50, 132, 184,
44,183, 186, 19, 250, 69, 176, 201, 102, 140, 14, 143, 212, 212,
160, 123, 208, 185, 27, 155, 68, 77, 133, 198, 2, 126, 155, 215, 22,
91, 30, 217, 176, 172, 244, 156, 174, 143, 75, 90, 21, 102, 1, 160,
59, 253, 188, 88, 57, 185, 197, 83, 24, 22, 180, 174, 47, 207, 52, 1
141, 146, 119, 233, 68, 228, 224, 228, 193, 248, 155, 202, 90, 7,
213, 88, 33, 108, 107, 14, 86, 8, 120, 250, 58, 142, 35, 164, 238,
221, 219, 35, 123, 88, 199, 192, 143, 104, 83, 17, 166, 243, 247, 11
166, 67, 68, 204, 132, 23, 110, 103, 228, 14, 55, 122, 88, 57, 180,
178, 237, 52, 130, 214, 245, 102, 123, 67, 73, 175, 1, 127, 112, 148,
94, 132, 164, 197, 153, 217, 87, 25, 89, 93, 63, 22, 66, 166, 90,
251,101, 10, 145, 66, 17, 124, 36, 255, 165, 226, 97, 16, 86, 112,
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154, 88, 105, 253, 56, 209, 229, 122, 103, 51, 24, 228, 190, 3, 236,
48, 182, 121, 176, 140, 128, 117, 87, 251, 224, 37, 23, 248, 21, 218,
85, 251, 136, 84, 147, 143, 144, 46, 155, 183, 251, 89, 86, 23, 26,
237, 100, 167, 32, 130, 173, 237, 89, 55, 110, 70, 142, 127, 65, 230,
208, 109, 69, 19, 253, 84, 130, 130, 193, 92, 58, 108, 150, 42, 136,
249, 234, 86, 241, 182, 19, 117, 246, 26, 181, 92, 101, 155, 44, 103,
235, 173, 30, 140, 90, 29, 183, 190, 77, 53, 206, 127, 5, 87, 8, 187,
184, 92, 4, 157, 22, 18, 105, 251, 39, 88, 182, 181, 103, 148, 233,
6, 63, 70, 188, 7, 101, 216, 127, 77, 31, 12, 233, 7, 147, 106, 30,
150, 77, 145, 13, 205, 48, 56, 245, 220, 89, 252, 127, 51, 180, 36,
31, 55, 18, 214, 230, 254, 217, 197, 65, 247, 27, 215, 117, 247, 108,
157, 121, 11, 63, 150, 195, 83, 6, 134, 242, 41, 24, 105, 204, 5, 63,
192, 14, 159, 113, 72, 140, 128, 51, 215, 80, 215, 39, 149, 94, 79,
128, 34, 5, 129, 82, 83, 121, 187, 37, 146, 27, 32, 177, 167, 71, 9,
195, 30, 199, 196, 205, 252, 207, 69, 8, 120, 27, 190, 51, 43, 75,
249, 234, 167, 116, 206, 203, 199, 43, 108, 87, 48, 155, 140, 228,
210, 85, 25, 161, 96, 67, 8, 205, 64, 39, 75, 88, 44, 238, 227, 16,

0, 100, 93, 129, 18, 4, 149, 50, 68, 72, 99, 35, 111, 254, 27, 102,
175, 108, 233, 87, 181, 44, 169, 18, 139, 79, 208, 14, 202, 192, 5,
162, 222, 231, 149, 24, 211, 49, 120, 101, 39, 206, 87, 147, 204,
200, 251, 104, 115, 5, 127, 117, 195, 79, 151, 18, 224, 52, 0, 245,
4, 85, 255, 103, 217, 0, 116, 198, 80, 91, 167, 192, 154, 199, 197,
149, 237, 51, 2, 131, 30, 226, 95, 105, 48, 68, 135, 208, 144, 120,
176, 145, 157, 8, 171, 80, 94, 61, 92, 92, 220, 157, 13, 138, 51, 23,
185, 124, 31, 77, 1, 87, 241, 43, 239, 55, 122, 86, 210, 48, 208,
204, 112, 144, 80, 147, 106, 219, 47, 253, 31, 134, 176, 16, 135,
219, 95, 17, 129, 83, 236, 125, 136, 112, 86, 228, 252, 71, 129, 218,
174, 156, 236, 12, 27, 159, 11, 138, 252, 253, 207, 31, 115, 214,
118, 239, 203, 16, 211, 205, 99, 22, 51, 163, 107, 162, 246, 199, 67,
127, 34,108, 197, 53, 117, 58, 199, 3, 190, 74, 70, 190, 65, 235,
175, 97, 157, 215, 252, 189, 245, 100, 229, 248, 46, 90, 126, 237, 4,
159, 128, 58, 7, 156, 236, 69, 191, 85, 240, 179, 224, 249, 152, 49,
195, 223, 60, 78, 186, 157, 155, 217, 58, 105, 116, 164, 217, 111
215, 150, 218, 252, 84, 86, 248, 140, 240, 226, 61, 106, 208, 95, 60,
163, 6, 0, 235, 253, 162, 96, 62, 234, 251, 249, 35, 21, 7, 211, 233,
86, 50, 33, 203, 67, 248, 60, 190, 123, 48, 167, 226, 90, 191, 71

56, 183, 165, 17, 85, 76, 238, 140, 211, 168, 53, 223, 194, 4, 97,
149, 156, 120, 137, 76, 33, 229, 243, 194, 208, 198, 202, 139, 28,
114, 46, 224, 92, 254, 83, 100, 134, 158, 92, 70, 78, 61, 62, 138,
24,173, 216, 66, 198, 70, 254, 47, 59, 193, 53, 6, 139, 19, 153,
253, 28, 199, 122, 160, 27, 67, 234, 209, 227, 139, 4, 50, 7, 178,
183, 89, 252, 32, 128, 137, 55, 52, 29, 89, 12, 111, 42, 181, 51

170, 132, 132, 207, 170, 228, 254, 178, 213, 0, 136, 175, 8]

The resulting Authentication Tag value is:

[208, 113, 102, 132, 236, 236, 67, 223, 39, 53, 98, 99, 32, 121, 17,
236]
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Encoding this JWE Ciphertext as BASE64URL(JWE Ciphertext) gives this
value (with line breaks for display purposes only):

AwhB8IxrIKjFn02LGWEqg27H4Tg9fyZAbFv3p5ZicHpj64QyHC44qqlZ3JEmnZTgQo
wlgZJ13jbyHB8LgePiquUJ1hf6M2HPLgzw8L-mEeQOjvDUTrEQ7NtOerBk8bwBQyZ6g
0kQ3DEOIgIfYxV8-FIVNBYwbgN1Bck6d_i7OtjSHV-8DIrp-3JcRIe05YKy30i34Z_
GOiAc1lEK21B11c_AE11PIl_wwvtRiUiG8YofQXakWd1l_098Kap-UgmyWPfreUJ3IIP
nbD4Ve950wEfMGLOPflo2MnjaTDCwQokoJ_xplQ2vNPz8iguLcHBoKIlyQFJIL2mOWB
wghB090j-0800as5mmLsvQMTflIrIEbb TMzHMBZ8EFWOfWwwFUuODWQJIGKMNhmBZQ-3
IvgqTc-M6-gWABD8PDhONfP20ib2HGizwG1iEaX8GRyUpfLuljCLIe1DKGOewhKuKkZ
h04DKNM5Nbugf2atmU90OPOLdx5pe CUtRG1gMVI7Qup5ZXHTjgPDr5b2N731U00CGAU
gHdgGhg0JVJ_ObCTdjsH4CF1SJsdUhrXvYx3HJh2Xd7CwJRzU_3Y1GxYU6-s3GFPbi
rfqqEipJDBTHpcoCmyrwYjYHFgnIgBZRotRrS95g8F95bRXgsaDY7UgQGwBQBwy665
dOzpvTasviXf_cOMWAI-neFaKOW_Px6g4EUDjG1GWSXV9cLStLw_0OovdApDIFLHYHe
PyagyHjouQUuGiq7BsYwYrwaF06tgB8hV8omLNfMEmMDPJaZUzMuHw6tBDwWGkzD-tS
ub9hxrpJ4UsOWnt5rGUyoN2N_c1-TQIXxm50t014MxnoAyBQBpwIEgSH3Y4ZhwKBhH
PjSo0cdwuNdYbGPpb-YUVF-2NZzODiQ1OVWQBRHSbPWYz_xbGkgD504LRtgRwCO7CC
_CyyURIilsEssPVsMJRX U4LFEOc82TiDdqjKOjRUfKK5rgLi8nBE9s0Q0ODSaOo0oFQZi
GrBrgxDsNYiAYAmxxkos-i3nX4qtByVx85sCE5U_0MgG7COxZWMOPEFrDaepUV-cOy
rvoUlng8i8IjKBKXETY2BgPegKBY CxsAUcAkKamSCC9AIBXAOUOHyhTqtlvMksO7AE
hNC2-YzPyx1FkhMoS4LLe6E_pFsMImjA6P1NSge9C5G5tETYXGANGb1xZbHtmwrPSc
ro9LWhVmAaA7_bxYObnFUxgWtK4vzzQBjZJ36UTk4OTB-JvKWgfVWCFsaw5WCHj600
4jpO7d2yN7WMfAj2hTEabzO9wumQOTMhBduZ-QON3pYObSy7TSC1vVmeONJrwF_cJRe
hKTFmdIXGVIdPxZCplr7ZQgRQhF8JP-I4mEQVNCaWGN9ONHIemczGOS-A-wwtnmwijl|
B1V_vgJRf4FdpV-4hUk4-QLpu3-1IWFxrtZKcggq3tWTduRo5_QebQbUUT_VSCgsFc
OmyWKoj56IbxthN19hq1XGWbLGfrrR6MWh23vk01zn8FVwi7uFWENRY SafsnWLalZ5
TpBj9GVAdI2HINHwWzpB5NgHpZNkQ3NMDj13Fn8fzO0JB83Etbm_tnFQfch13X3bJ15
Cz-Ww1MGhvlipGGnMBT_ADp9xSIlyAM9dQ1lyeVXk-AlgWBUIN5uyWSGyCxpOcJwx7HxM
38z0UleBu-MytL-eqndM7LxytsVzCbjOTSVRmMhYEMIzZUANS1gs7uMQAGRAgRIEITIE
SGMjb_4bzZq9s6VellLKkSi0O_QDsrABalLe55UY0zF4ZSfOV5PMyPtocwV_dcNPIXLgNA
D1BFX_Z9kAdMZQW6fAmsfFle0zAoMe4I9pMESH0JB4sJGACKtQXj1cXNydDYozF7I8
HOOBV_Er7zd6VtlwOMxwkFCTatsv_R-GsBCH218RgVPsfYhwVuT8R4HarpzsDBufC4
r8_c8fc92278sQ081jFjOjabL2x0ON_ImzFNXU6xwO-Ska-QeuvYZ3X_L31ZOX4Llp-
7QSfgDoHNOXxFv1Xws-D5mDHD3zx0up2b2TppdKTZb9eW2vxUVVviM80I19atBfPKMGAO
vOomA-6vv5IXUHO-IWMIHLQ _g8vnswp-JavOc4t6URVUzujNOoNd CBGGVnHIJTCHI
88LQxsgLHHIu4Fz-U2SGnIxGTj0-ihit2ELGRv4vVO8E1BosTmf0cx3qgGOPq0eOLBD
IHsrdZ_CCAIiTcOHVkMbyq1M6gEhM-q5P6y1QCIrwg

Encoding this JWE Authentication Tag as BASE64URL(JWE Authentication
Tag) gives this value:

OHFMhOzsQ98nNNWJjIHKR7A
C.9. Complete Representation
Assemble the final representation: The JWE Compact Serialization of

this result, as defined in Section 7.1 of [JWE], is the string
BASE64URL(UTF8(JWE Protected Header)) || .’ || BASE64URL(JWE
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Encrypted Key) || ." || BASE64URL(JWE Initialization Vector) || .’
|| BASE64URL(JWE Ciphertext) || °." || BASE64URL(JWE Authentication
Tag).

The final result in this example (with line breaks for display
purposes only) is:

eyJhbGciOiJQQkVTMIillUzIINitBMTI4S1ciLCIwMnMiOilyVONUYO0paMVJ2ZF9DSn
VKemlwUTF3liwicDJjljoOMDK2LCJIbmMiOiJBMTI4Q0JDLUNhTMjUZ2liwiY3R5Ijoi
andrK2pzb24ifQ.

TrgXOwuNUfDVOVPTNbyGVvEJ9IMjefAVN-TR1UIXR9p6hsRQhOTK7BA.
Ye9j1qs22DmRSAddIh-VnA.
AwhB8IxrIKjFn02LGWEqg27H4Tg9fyZAbFv3p5ZicHpj64QyHC44qqlZ3JEmnZTgQo
wlgzJ13jbyHB8LgePiquUJ1hf6M2HPLgzw8L-mEeQOjvDUTrEQ7NtOerBk8bwBQyZ6g
0kQ3DEOIgIfYxV8-FIVNBYwbgN1Bck6d_i70tjSHV-8DIrp-3JcRle05YKy30i34Z_
GOIAC1EK21B11c_AE11PII_wwvtRiUIiG8YofQXakWd1l_098Kap-UgmyWPfreUJ3IIP
nbD4Ve950wEfMGLOPflo2MnjaTDCwQokoJ xplQ2vNPz8iguLcHBoKIlyQFJL2mOWB
wghB090j-0800as5mmLsvQMTflIrIEbbTMzHMBZ8EFW9fWwwFUODWQJIGKMNhmBZQ-3
IvgTc-M6-gWAG6D8PDhONfP20ib2HGizwG1liEaX8GRyUpfLuljCLIe1DkGOewhKuKkZ
hO4DKNM5Nbugf2atmU90POLdx5pe CUtRG1gMVI7Qup5ZXHTjgPDr5b2N731Uo00CGAU
gHdgGhg0JVJ_ObCTdjsH4CF1SJsdUhrXvYx3HJh2Xd7CwJRzU_3Y1GxYU6-s3GFPbi
rfqqEipJDBTHpcoCmyrwYjYHFgnlgBZRotRrS95g8F95bRXgsaDY7UgQGwBQBwy665
d0zpvTasviXf_cOMWAI-neFaKOW_Px6g4EUDjG1GWSXV9cLStLw_OovdApDIFLHYHe
PyagyHjouQUuGIiq7BsYwYrwaF06tgB8hV8omLNfMEmMDPJaZUzMuHw6tBDWGKzD-tS
ub9hxrpJ4UsOWnt5rGUYoN2N_c1-TQIXxm50t014MxnoAyBQBpwIEgSH3Y4ZhwKBhH
PjSo0cdwuNdYbGPpb-YUvVF-2NZzODIiQ1OVWQBRHSbPWYz_xbGkgD504LRtgRwCO7CC
_CyyURilsEssPVsMJIRX_U4LFEOc82TiDdgjKOjRUfKK5rgLi8nBE9soQODSaOoFQZi
GrBrgxDsNYiIAYAmxxkos-i3nX4qtByVx85sCE5U _0MgG7COxZWMOPEFrDaepUV-cOy
rvoUIng8i8IjKBKXETY2BgPegKBY CxsAUcAkKamSCC9AIBXAOUOHyhTqtlvMksO7AE
hNC2-YzPyx1FkhMoS4LLe6E_pFsMImjA6P1NSge9C5G5tETYXGANGbIXxZbHtmwrPSc
ro9LWhVmAaA7_bxYObnFUxgWtK4vzzQBjzJ36UTk4OTB-JvKWgfVWCFsaw5WCHj600
4jpO7d2yN7WMfFAj2hTEabz9wumQOTMhBduZ-QON3pYObSy7TSC1vVmeONJrwF_cJRe
hKTFmdIXGVIdPxZCplr7ZQqRQhF8JIP-I4mEQVNCaWGn90ONHIemczGOS-A-wwtnmwijl
B1V_vgJRf4FdpV-4hUk4-QLpu3-1IWFxrtZKcggq3tWTduRo5_QebQbUUT_VSCgsFc
OmyWKoj56IbxthN19hq1XGWbLGfrrR6MWh23vk01zn8FVwi7uFWENRY SafsnWLalZz5
TpBj9GVAdI2HINHwWzpB5NgHpZNkQ3NMDj13Fn8fzO0JB83Etbm_tnFQfcb13X3bJ15
Cz-Ww1MGhvipGGnMBT_ADp9xSIlyAM9dQ1lyeVXk-AlgWBUIN5uyWSGyCxpOcIwx7HxM
38z0UleBu-MytL-eqndM7LxytsVzCbjOTSVRmMhYEMIzZUANnS1gs7uMQAGRAgRIEITIE
SGMjb_4bZq9s6VellLKkSi0O_QDsrABalLe55UY0zF4ZSfOV5PMyPtocwV_dcNPIXLgNA
D1BFX_Z9kAdMZQW6fAmsfFle0zAoMe4|9pMESH0JB4sJGACKtQXj1cXNydDYozF7I18
HOOBV_Er7zd6VtiwOMxwkFCTatsv_R-GsBCH218RgVPsfYhwVuT8R4HarpzsDBufC4

r8 ¢8fc92278sQ081jFjOjabL2x0N_ImzFNXU6xwO-Ska-QeuvYZ3X_ L31ZOX4LIp-
7QSfgDoHNOXxFv1Xws-D5mDHD3zxOup2b2TppdKTZb9eW2vxUVVviM80I9atBfPKMGAO
vOOmA-6vv5IXUHO-IWMIHLQ _g8vnswp-JavOc4t6URVUzujNOoNd_CBGGVnHIJTCHI
88LQxsgLHHIu4Fz-U2SGnIxGTj0-ihit2ZELGRv4vO8E1BosTmf0cx3qgGOPq0eOLBD
IHsrdZ_CCAiTcOHVkMbyg1M6gEhM-q5P6y1QCIrwg.

OHFmMhOzsQ98nNNWJjIHKR7A
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Appendix E. Document History

[[ to be removed by the RFC Editor before publication as an RFC ]]

-41

0 Added Security Considerations text about binding attributes to
keys.

o Incorporated additional terms defined in the JWE spec by
reference.

-40
o Clarified the definitions of UTF8(STRING) and ASCII(STRING).

0 Stated that line breaks are for display purposes only in places
where this disclaimer was needed and missing.

o Updated the WebCrypto reference to refer to the W3C Candidate
Recommendation.
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-39

o No changes were made, other than to the version number and date.

-38

0 Replaced uses of the phrase "JWK object" with "JWK".

-37

0 Updated the TLS requirements language to only require
implementations to support TLS when they support features using
TLS.

0 Restricted algorithm names to using only ASCII characters.

o Updated the example IANA registration request subject line.

-36

o Stated that if both "use" and "key_ops" are used, the information
they convey MUST be consistent.

o Clarified where white space and line breaks may occur in JSON
objects by referencing Section 2 of RFC 7159.

0 Specified that registration reviews occur on the
jose-reg-review@ietf.org mailing list.

-35
0 Used real values for examples in the IANA Registration Templates.
-34

0 Addressed IESG review comments by Pete Resnick, Stephen Farrell,
and Richard Barnes.

0 Referenced RFC 4945 for PEM certificate delimiter syntax.
-33

0 Addressed secdir review comments by Stephen Kent for which
resolutions had mistakenly been omitted in the previous draft.

0 Acknowledged additional contributors.

-32
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0 Addressed Gen-ART review comments by Russ Housley.

0 Addressed secdir review comments by Stephen Kent.

-31

o No changes were made, other than to the version number and date.
-30

0 Added references and cleaned up the reference syntax in a few
places.

o Applied minor wording changes to the Security Considerations
section.

-29

0 Replaced the terms JWS Header, JWE Header, and JWT Header with a
single JOSE Header term defined in the JWS specification. This
also enabled a single Header Parameter definition to be used and
reduced other areas of duplication between specifications.

-28

0 Revised the introduction to the Security Considerations section.

o0 Refined the text about when applications using encrypted JWKs and
JWK Sets would not need to use the "cty" header parameter.

-27
0 Added an example JWK early in the draft.
o Described additional security considerations.

0 Added the "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) JWK
member.

o Addressed a few editorial issues.
-26

o Referenced Section 6 of RFC 6125 for TLS server certificate
identity validation.

o Deleted misleading non-normative phrase from the "use"
description.
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o Noted that octet sequences are depicted using JSON array notation.
o Updated references, including to W3C specifications.

-25

o Updated WebCrypto reference to refer to W3C Last Call draft.

-24

o Corrected the authentication tag value in the encrypted key
example.

0 Updated the JSON reference to RFC 7159.

-23

o No changes were made, other than to the version number and date.

-22

0 Corrected RFC 2119 terminology usage.

0 Replaced references to draft-ietf-json-rfc4627bis with RFC 7158.

-21

0 Replaced the "key_ops" values "wrap" and "unwrap" with "wrapKey"
and "unwrapKey" to match the "KeyUsage" values defined in the
current Web Cryptography API editor’s draft.

o0 Compute the PBES?2 salt parameter as (UTF8(AIlg) || 0x00 || Salt
Input), where the "p2s" Header Parameter encodes the Salt Input

value and Alg is the "alg" Header Parameter value.

0 Changed some references from being normative to informative,
addressing issue #90.

-20

0 Renamed "use_details" to "key_ops" (key operations).

o Clarified that "use" is meant for public key use cases, "key_ops"
is meant for use cases in which public, private, or symmetric keys

may be present, and that "use" and "key_ops" should not be used
together.
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0 Replaced references to RFC 4627 with draft-ietf-json-rfc4627bis,
addressing issue #90.
-19
0 Added optional "use_details" (key use details) JIWK member.
0 Reordered the key selection parameters.
-18

0 Changes to address editorial and minor issues #68, #69, #73, #74,
#76, #77, #78, #79, #82, #85, #89, and #135.

0 Added and used Description registry fields.

-17

o Refined the "typ" and "cty" definitions to always be MIME Media
Types, with the omission of "application/" prefixes recommended
for brevity, addressing issue #50.

0 Added an example encrypting an RSA private key with
"PBES2-HS256+A128KW" and "A128CBC-HS256". Thanks to Matt Miller
for producing this!

0 Processing rules occurring in both JWS and JWK are now referenced
in JWS by JWK, rather than duplicated, addressing issue #57.

0 Terms used in multiple documents are now defined in one place and
incorporated by reference. Some lightly used or obvious terms
were also removed. This addresses issue #58.

-16

0 Changes to address editorial and minor issues #41, #42, #43, #47,
#51, #67, #71, #76, #80, #83, #84, #85, #86, #87, and #88.

-15
0 Changes to address editorial issues #48, #64, #65, #66, and #91.
-14

0 Relaxed language introducing key parameters since some parameters
are applicable to multiple, but not all, key types.

-13

Jones Expires July 20, 2015 [Page 43]



Internet-Draft JSON Web Key (JWK) January 2015

o Applied spelling and grammar corrections.

-12

0 Stated that recipients MUST either reject JWKs and JWK Sets with
duplicate member names or use a JSON parser that returns only the
lexically last duplicate member name.

-11

o Stated that when "kid" values are used within a JWK Set, different
keys within the JWK Set SHOULD use distinct "kid" values.

0 Added optional "x5u" (X.509 URL), "x5t" (X.509 Certificate
Thumbprint), and "x5c¢" (X.509 Certificate Chain) JWK parameters.

0 Added section on Encrypted JWK and Encrypted JWK Set Formats.

0 Added a Parameter Information Class value to the JSON Web Key
Parameters registry, which registers whether the parameter conveys
public or private information.

0 Registered "application/jwk+json" and "application/jwk-set+json"
MIME types and "JWK" and "JWK-SET" typ header parameter values,
addressing issue #21.

-10

o No changes were made, other than to the version number and date.

-09

o Expanded the scope of the JWK specification to include private and
symmetric key representations, as specified by
draft-jones-jose-json-private-and-symmetric-key-00.

o Defined that members that are not understood must be ignored.

-08

0 Changed the name of the JWK key type parameter from "alg" to "kty"
to enable use of "alg" to indicate the particular algorithm that

the key is intended to be used with.

o Clarified statements of the form "This member is OPTIONAL" to "Use
of this member is OPTIONAL".
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o Referenced String Comparison Rules in JWS.

0 Added seriesInfo information to Internet Draft references.

-07

0 Changed the name of the JWK RSA modulus parameter from "mod" to
"n" and the name of the JWK RSA exponent parameter from "xpo" to
"e", so that the identifiers are the same as those used in RFC
3447.

-06

0 Changed the name of the JWK RSA exponent parameter from "exp" to
"Xpo" so as to allow the potential use of the name "exp" for a
future extension that might define an expiration parameter for
keys. (The "exp" name is already used for this purpose in the JWT
specification.)

o Clarify that the "alg" (algorithm family) member is REQUIRED.

o Correct an instance of "JWK" that should have been "JWK Set".

o Applied changes made by the RFC Editor to RFC 6749's registry
language to this specification.

-05

o Indented artwork elements to better distinguish them from the body
text.

-04

o Refer to the registries as the primary sources of defined values
and then secondarily reference the sections defining the initial
contents of the registries.

o Normatively reference XML DSIG 2.0 for its security
considerations.

0 Added this language to Registration Templates: "This name is case
sensitive. Names that match other registered names in a case
insensitive manner SHOULD NOT be accepted."

o Described additional open issues.

o Applied editorial suggestions.
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-03

o Clarified that "kid" values need not be unique within a JWK Set.

0 Moved JSON Web Key Parameters registry to the JWK specification.
o0 Added "Collision Resistant Namespace" to the terminology section.

o Changed registration requirements from RFC Required to
Specification Required with Expert Review.

0 Added Registration Template sections for defined registries.

0 Added Registry Contents sections to populate registry values.

o Numerous editorial improvements.

-02

o Simplified JWK terminology to get replace the "JWK Key Object" and
"JWK Container Object" terms with simply "JSON Web Key (JWK)" and
"JSON Web Key Set (JWK Set)" and to eliminate potential confusion
between single keys and sets of keys. As part of this change, the
top-level member name for a set of keys was changed from "jwk" to
Ilkeysll.

o Clarified that values with duplicate member names MUST be
rejected.

o Established JSON Web Key Set Parameters registry.
o Explicitly listed non-goals in the introduction.
0 Moved algorithm-specific definitions from JWK to JWA.

o Reformatted to give each member definition its own section
heading.

-01
o Corrected the Magic Signatures reference.
-00

0 Created the initial IETF draft based upon
draft-jones-json-web-key-03 with no normative changes.
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1. Introduction

JSON Web Signature (JWS) represents content secured with digital
signatures or Message Authentication Codes (MACSs) using JavaScript
Object Notation (JSON) [RFC7159] based data structures. The JWS
cryptographic mechanisms provide integrity protection for an

arbitrary sequence of octets. See Section 10.5 for a discussion on

the differences between Digital Signatures and MACs.

Two closely related serializations for JWSs are defined. The JWS
Compact Serialization is a compact, URL-safe representation intended

for space constrained environments such as HTTP Authorization headers
and URI query parameters. The JWS JSON Serialization represents JWSs
as JSON objects and enables multiple signatures and/or MACs to be
applied to the same content. Both share the same cryptographic
underpinnings.

Cryptographic algorithms and identifiers for use with this

specification are described in the separate JSON Web Algorithms (JWA)
[JWA] specification and an IANA registry defined by that

specification. Related encryption capabilities are described in the
separate JSON Web Encryption (JWE) [JWE] specification.

Names defined by this specification are short because a core goal is
for the resulting representations to be compact.

1.1. Notational Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in Key

words for use in RFCs to Indicate Requirement Levels [RFC2119]. If

these words are used without being spelled in uppercase then they are

to be interpreted with their normal natural language meanings.

BASE64URL(OCTETS) denotes the base64url encoding of OCTETS, per
Section 2.

UTF8(STRING) denotes the octets of the UTF-8 [RFC3629] representation
of STRING, where STRING is a sequence of zero or more Unicode
[UNICODE] characters.

ASCII(STRING) denotes the octets of the ASCII [RFC20] representation

of STRING, where STRING is a sequence of zero or more ASCII
characters.

The concatenation of two values A and B is denoted as A || B.
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2. Terminology
These terms are defined by this specification:

JSON Web Signature (JWS)
A data structure representing a digitally signed or MACed message.

JOSE Header
JSON object containing the parameters describing the cryptographic
operations and parameters employed. The JOSE Header is comprised
of a set of Header Parameters.

JWS Payload
The sequence of octets to be secured -- a.k.a., the message. The
payload can contain an arbitrary sequence of octets.

JWS Signature
Digital signature or MAC over the JWS Protected Header and the JWS
Payload.

Header Parameter
A name/value pair that is member of the JOSE Header.

JWS Protected Header
JSON object that contains the Header Parameters that are integrity
protected by the JWS Signature digital signature or MAC operation.
For the JWS Compact Serialization, this comprises the entire JOSE
Header. For the JWS JSON Serialization, this is one component of
the JOSE Header.

JWS Unprotected Header
JSON object that contains the Header Parameters that are not
integrity protected. This can only be present when using the JWS
JSON Serialization.

Base64url Encoding
Base64 encoding using the URL- and filename-safe character set
defined in Section 5 of RFC 4648 [RFC4648], with all trailing '=’
characters omitted (as permitted by Section 3.2) and without the
inclusion of any line breaks, white space, or other additional
characters. Note that the base64url encoding of the empty octet
sequence is the empty string. (See Appendix C for notes on
implementing base64url encoding without padding.)

JWS Signing Input
The input to the digital signature or MAC computation. Its value
is ASCII(BASE64URL(UTF8(JWS Protected Header)) || *." ||
BASE64URL(JWS Payload)).
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JWS Compact Serialization
A representation of the JWS as a compact, URL-safe string.

JWS JSON Serialization
A representation of the JWS as a JSON object. Unlike the JWS
Compact Serialization, the JWS JSON Serialization enables multiple
digital signatures and/or MACs to be applied to the same content.
This representation is neither optimized for compactness nor URL-
safe.

Unsecured JWS
A JWS that provides no integrity protection. Unsecured JWSs use
the "alg" value "none".

Collision-Resistant Name
A name in a namespace that enables names to be allocated in a
manner such that they are highly unlikely to collide with other
names. Examples of collision-resistant namespaces include: Domain
Names, Object Identifiers (OIDs) as defined in the ITU-T X.660 and
X.670 Recommendation series, and Universally Unique IDentifiers
(UUIDs) [RFC4122]. When using an administratively delegated
namespace, the definer of a name needs to take reasonable
precautions to ensure they are in control of the portion of the
namespace they use to define the name.

StringOrURI
A JSON string value, with the additional requirement that while
arbitrary string values MAY be used, any value containing a ":"
character MUST be a URI [RFC3986]. StringOrURI values are
compared as case-sensitive strings with no transformations or
canonicalizations applied.

These terms defined by the JSON Web Encryption (JWE) [JWE]
specification are incorporated into this specification: "JSON Web
Encryption (JWE)", "JWE Compact Serialization", and "JWE JSON
Serialization".

These terms defined by the Internet Security Glossary, Version 2
[RFC4949] are incorporated into this specification: "Digital
Signature" and "Message Authentication Code (MAC)".

3. JSON Web Signature (JWS) Overview

JWS represents digitally signed or MACed content using JSON data
structures and base64url encoding. These JSON data structures MAY
contain white space and/or line breaks before or after any JSON
values or structural characters, in accordance with Section 2 of RFC
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7159 [RFC7159]. A JWS represents these logical values (each of which
is defined in Section 2):

0 JOSE Header
o JWS Payload
o JWS Signature

For a JWS, the JOSE Header members are the union of the members of
these values (each of which is defined in Section 2):

o JWS Protected Header
o JWS Unprotected Header

This document defines two serializations for JWSs: a compact, URL-
safe serialization called the JWS Compact Serialization and a JSON
serialization called the JWS JSON Serialization. In both
serializations, the JWS Protected Header, JWS Payload, and JWS
Signature are base64url encoded, since JSON lacks a way to directly
represent arbitrary octet sequences.

3.1. JWS Compact Serialization Overview

In the JWS Compact Serialization, no JWS Unprotected Header is used.
In this case, the JOSE Header and the JWS Protected Header are the
same.

In the JWS Compact Serialization, a JWS is represented as the
concatenation:

BASE64URL(UTF8(JWS Protected Header)) || "." ||
BASE64URL(JWS Payload) || *." ||
BASEG64URL(JWS Signature)

See Section 7.1 for more information about the JWS Compact
Serialization.

3.2. JWS JSON Serialization Overview

In the JWS JSON Serialization, one or both of the JWS Protected

Header and JWS Unprotected Header MUST be present. In this case, the
members of the JOSE Header are the union of the members of the JWS
Protected Header and the JWS Unprotected Header values that are
present.

In the JWS JSON Serialization, a JWS is represented as a JSON object
containing some or all of these four members:
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"protected", with the value BASE64URL(UTF8(JWS Protected Header))
"header", with the value JWS Unprotected Header

"payload", with the value BASE64URL(JWS Payload)

"signature”, with the value BASE64URL(JWS Signature)

The three base64url encoded result strings and the JWS Unprotected
Header value are represented as members within a JSON object. The
inclusion of some of these values is OPTIONAL. The JWS JSON
Serialization can also represent multiple signature and/or MAC

values, rather than just one. See Section 7.2 for more information
about the JWS JSON Serialization.

3.3. Example JWS

This section provides an example of a JWS. Its computation is
described in more detail in Appendix A.1, including specifying the
exact octet sequences representing the JSON values used and the key
value used.

The following example JWS Protected Header declares that the encoded
object is a JSON Web Token (JWT) [JWT] and the JWS Protected Header
and the JWS Payload are secured using the HMAC SHA-256 [RFC2104, SHS]
algorithm:

{Iltypll:ll‘JWTll7
"alg":"HS256"}

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJ0eXAiOiJKV1QILAOKICJIhbGciOiJIUzI1NiJ9
The UTF-8 representation of following JSON object is used as the JWS
Payload. (Note that the payload can be any content, and need not be
a representation of a JSON object.)

{llissll:lljoell,

"exp":1300819380,

"http://example.com/is_root":true}

Encoding this JWS Payload as BASE64URL(JWS Payload) gives this value
(with line breaks for display purposes only):

eyJpc3MiOiJgb2UILAOKICJIIeHAIOjEzMDA4MTkzODAsDQogImhOdHAGLY9leGFt
cGxILmNvbS9pc19yb290I1jpOcnVIfQ

Computing the HMAC of the JWS Signing Input ASCII(BASE64URL(UTF8(JWS
Protected Header)) || '’ || BASE64URL(JWS Payload)) with the HMAC
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SHA-256 algorithm using the key specified in Appendix A.1 and
base64url encoding the result yields this BASE64URL(JWS Signature)
value:

dBjftJeZ4CVP-mB92K27uhbUJU1plr wW1gFWFOEjXk

Concatenating these values in the order Header.Payload.Signature with
period ('.") characters between the parts yields this complete JWS
representation using the JWS Compact Serialization (with line breaks
for display purposes only):

eyJ0eXAiOiIJKV1QIiLAOKICIhbGciOiJIUzI1NiJ9

éyJpc3MiOqub2UiLAOKICJIeHAinEzM DA4AMTkzODAsDQogImhOdHAG6Ly9leGFt
cGxILmNvbS9pc19yb290IjpOcnVIfQ

dBjftJeZ4CVP-mB92K27uhbUJU1plr wW1gFWFOEjXK

See Appendix A for additional examples, including examples using the
JWS JSON Serialization in Sections A.6 and A.7.

4. JOSE Header

For a JWS, the members of the JSON object(s) representing the JOSE
Header describe the digital signature or MAC applied to the JWS
Protected Header and the JWS Payload and optionally additional
properties of the JWS. The Header Parameter names within the JOSE
Header MUST be unique; JWS parsers MUST either reject JWSs with
duplicate Header Parameter names or use a JSON parser that returns
only the lexically last duplicate member name, as specified in

Section 15.12 (The JSON Object) of ECMAScript 5.1 [ECMAScript].

Implementations are required to understand the specific Header
Parameters defined by this specification that are designated as "MUST
be understood" and process them in the manner defined in this
specification. All other Header Parameters defined by this
specification that are not so designated MUST be ignored when not
understood. Unless listed as a critical Header Parameter, per

Section 4.1.11, all Header Parameters not defined by this

specification MUST be ignored when not understood.

There are three classes of Header Parameter names: Registered Header

Parameter names, Public Header Parameter names, and Private Header
Parameter names.
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4.1. Registered Header Parameter Names

The following Header Parameter names for use in JWSs are registered
in the IANA JSON Web Signature and Encryption Header Parameters
registry defined in Section 9.1, with meanings as defined below.

As indicated by the common registry, JWSs and JWEs share a common
Header Parameter space; when a parameter is used by both
specifications, its usage must be compatible between the

specifications.

4.1.1. "alg" (Algorithm) Header Parameter

The "alg" (algorithm) Header Parameter identifies the cryptographic
algorithm used to secure the JWS. The JWS Signature value is not
valid if the "alg" value does not represent a supported algorithm, or

if there is not a key for use with that algorithm associated with the

party that digitally signed or MACed the content. "alg" values should
either be registered in the IANA JSON Web Signature and Encryption
Algorithms registry defined in [JWA] or be a value that contains a
Collision-Resistant Name. The "alg" value is a case-sensitive ASCII
string containing a StringOrURI value. This Header Parameter MUST be
present and MUST be understood and processed by implementations.

A list of defined "alg" values for this use can be found in the IANA
JSON Web Signature and Encryption Algorithms registry defined in
[JWA]; the initial contents of this registry are the values defined

in Section 3.1 of the JSON Web Algorithms (JWA) [JWA] specification.

4.1.2. "jku" (JWK Set URL) Header Parameter

The "jku" (JWK Set URL) Header Parameter is a URI [RFC3986] that
refers to a resource for a set of JSON-encoded public keys, one of

which corresponds to the key used to digitally sign the JWS. The

keys MUST be encoded as a JSON Web Key Set (JWK Set) [JWK]. The
protocol used to acquire the resource MUST provide integrity

protection; an HTTP GET request to retrieve the JWK Set MUST use TLS
[RFC2818, RFC5246]; the identity of the server MUST be validated, as
per Section 6 of RFC 6125 [RFC6125]. Also, see Section 8 on TLS
requirements. Use of this Header Parameter is OPTIONAL.

4.1.3. "jwk" (JSON Web Key) Header Parameter
The "jwk" (JSON Web Key) Header Parameter is the public key that
corresponds to the key used to digitally sign the JWS. This key is

represented as a JSON Web Key [JWK]. Use of this Header Parameter is
OPTIONAL.
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4.1.4. "kid" (Key ID) Header Parameter

The "kid" (key ID) Header Parameter is a hint indicating which key
was used to secure the JWS. This parameter allows originators to
explicitly signal a change of key to recipients. The structure of

the "kid" value is unspecified. Its value MUST be a case-sensitive
string. Use of this Header Parameter is OPTIONAL.

When used with a JWK, the "kid" value is used to match a JWK "kid"
parameter value.

4.1.5. "x5u" (X.509 URL) Header Parameter

The "x5u" (X.509 URL) Header Parameter is a URI [RFC3986] that refers
to a resource for the X.509 public key certificate or certificate

chain [RFC5280] corresponding to the key used to digitally sign the
JWS. The identified resource MUST provide a representation of the
certificate or certificate chain that conforms to RFC 5280 [RFC5280]

in PEM encoded form, with each certificate delimited as specified in
Section 6.1 of RFC 4945 [RFC4945]. The certificate containing the
public key corresponding to the key used to digitally sign the JWS
MUST be the first certificate. This MAY be followed by additional
certificates, with each subsequent certificate being the one used to
certify the previous one. The protocol used to acquire the resource
MUST provide integrity protection; an HTTP GET request to retrieve
the certificate MUST use TLS [RFC2818, RFC5246]; the identity of the
server MUST be validated, as per Section 6 of RFC 6125 [RFC6125].
Also, see Section 8 on TLS requirements. Use of this Header
Parameter is OPTIONAL.

4.1.6. "x5c" (X.509 Certificate Chain) Header Parameter

The "x5c¢" (X.509 Certificate Chain) Header Parameter contains the
X.509 public key certificate or certificate chain [RFC5280]
corresponding to the key used to digitally sign the JWS. The
certificate or certificate chain is represented as a JSON array of
certificate value strings. Each string in the array is a base64
encoded ([RFC4648] Section 4 -- not base64url encoded) DER
[ITU.X690.1994] PKIX certificate value. The certificate containing
the public key corresponding to the key used to digitally sign the
JWS MUST be the first certificate. This MAY be followed by
additional certificates, with each subsequent certificate being the
one used to certify the previous one. The recipient MUST validate
the certificate chain according to RFC 5280 [RFC5280] and consider
the certificate or certificate chain to be invalid if any validation
failure occurs. Use of this Header Parameter is OPTIONAL.

See Appendix B for an example "x5c¢" value.
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4.1.7. "x5t" (X.509 Certificate SHA-1 Thumbprint) Header Parameter

The "x5t" (X.509 Certificate SHA-1 Thumbprint) Header Parameter is a
base64url encoded SHA-1 thumbprint (a.k.a. digest) of the DER
encoding of the X.509 certificate [RFC5280] corresponding to the key
used to digitally sign the JWS. Note that certificate thumbprints

are also sometimes known as certificate fingerprints. Use of this
Header Parameter is OPTIONAL.

4.1.8. "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) Header
Parameter

The "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) Header
Parameter is a base64url encoded SHA-256 thumbprint (a.k.a. digest)
of the DER encoding of the X.509 certificate [RFC5280] corresponding
to the key used to digitally sign the JWS. Note that certificate
thumbprints are also sometimes known as certificate fingerprints.

Use of this Header Parameter is OPTIONAL.

4.1.9. "typ" (Type) Header Parameter

The "typ" (type) Header Parameter is used by JWS applications to
declare the MIME Media Type [IANA.MediaTypes] of this complete JWS.
This is intended for use by the application when more than one kind

of object could be present in an application data structure that can
contain a JWS; the application can use this value to disambiguate
among the different kinds of objects that might be present. It will
typically not be used by applications when the kind of object is

already known. This parameter is ignored by JWS implementations; any
processing of this parameter is performed by the JWS application.

Use of this Header Parameter is OPTIONAL.

Per RFC 2045 [RFC2045], all media type values, subtype values, and
parameter names are case-insensitive. However, parameter values are
case-sensitive unless otherwise specified for the specific parameter.

To keep messages compact in common situations, it is RECOMMENDED that
producers omit an "application/" prefix of a media type value in a

"typ" Header Parameter when no other '/’ appears in the media type

value. A recipient using the media type value MUST treat it as if
"application/" were prepended to any "typ" value not containing a

'I'. For instance, a "typ" value of "example” SHOULD be used to

represent the "application/example" media type; whereas, the media

type "application/example;part="1/2"" cannot be shortened to
"example;part="1/2"".

The "typ" value "JOSE" can be used by applications to indicate that
this object is a JWS or JWE using the JWS Compact Serialization or
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the JWE Compact Serialization. The "typ" value "JOSE+JSON" can be
used by applications to indicate that this object is a JWS or JWE

using the JWS JSON Serialization or the JWE JSON Serialization.
Other type values can also be used by applications.

4.1.10. "cty" (Content Type) Header Parameter

The "cty" (content type) Header Parameter is used by JWS applications
to declare the MIME Media Type [IANA.MediaTypes] of the secured
content (the payload). This is intended for use by the application

when more than one kind of object could be present in the JWS
payload; the application can use this value to disambiguate among the
different kinds of objects that might be present. It will typically

not be used by applications when the kind of object is already known.
This parameter is ignored by JWS implementations; any processing of
this parameter is performed by the JWS application. Use of this
Header Parameter is OPTIONAL.

Per RFC 2045 [RFC2045], all media type values, subtype values, and
parameter names are case-insensitive. However, parameter values are
case-sensitive unless otherwise specified for the specific parameter.

To keep messages compact in common situations, it is RECOMMENDED that
producers omit an "application/" prefix of a media type value in a

"cty" Header Parameter when no other '/’ appears in the media type

value. A recipient using the media type value MUST treat it as if

"application/" were prepended to any "cty" value not containing a

'I'. For instance, a "cty" value of "example" SHOULD be used to

represent the "application/example" media type; whereas, the media

type "application/example;part="1/2"" cannot be shortened to
"example;part="1/2"".

4.1.11. “crit"* (Critical) Header Parameter

The "crit" (critical) Header Parameter indicates that extensions to

the initial RFC versions of [[ this specification ]] and [JWA] are

being used that MUST be understood and processed. Its value is an
array listing the Header Parameter names present in the JOSE Header
that use those extensions. If any of the listed extension Header
Parameters are not understood and supported by the recipient, then
the JWS is invalid. Producers MUST NOT include Header Parameter
names defined by the initial RFC versions of [[ this specification ]]

or [JWA] for use with JWS, duplicate names, or names that do not
occur as Header Parameter names within the JOSE Header in the "“crit"
list. Producers MUST NOT use the empty list "[]" as the “crit"

value. Recipients MAY consider the JWS to be invalid if the critical

list contains any Header Parameter names defined by the initial RFC
versions of [[ this specification ]] or [JWA] for use with JWS, or
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any other constraints on its use are violated. When used, this

Header Parameter MUST be integrity protected; therefore, it MUST

occur only within the JWS Protected Header. Use of this Header

Parameter is OPTIONAL. This Header Parameter MUST be understood and
processed by implementations.

An example use, along with a hypothetical "exp" (expiration-time)
field is:

{"alg":"ES256",
“crit":["exp"],
"exp":1363284000

}

4.2. Public Header Parameter Names

Additional Header Parameter names can be defined by those using JWSs.
However, in order to prevent collisions, any new Header Parameter

name should either be registered in the IANA JSON Web Signature and
Encryption Header Parameters registry defined in Section 9.1 or be a
Public Name: a value that contains a Collision-Resistant Name. In

each case, the definer of the name or value needs to take reasonable
precautions to make sure they are in control of the part of the

namespace they use to define the Header Parameter name.

New Header Parameters should be introduced sparingly, as they can
result in non-interoperable JWSs.

4.3. Private Header Parameter Names
A producer and consumer of a JWS may agree to use Header Parameter
names that are Private Names: names that are not Registered Header
Parameter names Section 4.1 or Public Header Parameter names
Section 4.2. Unlike Public Header Parameter names, Private Header
Parameter names are subject to collision and should be used with
caution.

5. Producing and Consuming JWSs

5.1. Message Signature or MAC Computation
To create a JWS, the following steps are performed. The order of the
steps is not significant in cases where there are no dependencies

between the inputs and outputs of the steps.

1. Create the content to be used as the JWS Payload.
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2. Compute the encoded payload value BASE64URL(JWS Payload).

3. Create the JSON object(s) containing the desired set of Header
Parameters, which together comprise the JOSE Header: the JWS
Protected Header and/or the JWS Unprotected Header.

4. Compute the encoded header value BASE64URL(UTF8(JWS Protected
Header)). If the JWS Protected Header is not present (which can
only happen when using the JWS JSON Serialization and no
"protected" member is present), let this value be the empty
string.

5. Compute the JWS Signature in the manner defined for the
particular algorithm being used over the JWS Signing Input
ASCII(BASE64URL(UTF8(JWS Protected Header)) || . ||
BASE64URL(JWS Payload)). The "alg" (algorithm) Header Parameter
MUST be present in the JOSE Header, with the algorithm value
accurately representing the algorithm used to construct the JWS
Signature.

6. Compute the encoded signature value BASE64URL(JWS Signature).

7. If the JWS JSON Serialization is being used, repeat this process
(steps 3-6) for each digital signature or MAC operation being
performed.

8. Create the desired serialized output. The JWS Compact
Serialization of this result is BASE64URL(UTF8(JWS Protected
Header)) || . || BASE64URL(JWS Payload) || '’ || BASE64URL(IWS
Signature). The JWS JSON Serialization is described in
Section 7.2.

5.2. Message Signature or MAC Validation

When validating a JWS, the following steps are performed. The order
of the steps is not significant in cases where there are no
dependencies between the inputs and outputs of the steps. If any of
the listed steps fails, then the signature or MAC cannot be

validated.

When there are multiple JWS Signature values, it is an application
decision which of the JWS Signature values must successfully validate
for the JWS to be accepted. In some cases, all must successfully
validate or the JWS will be considered invalid. In other cases, only

a specific JWS Signature value needs to be successfully validated.
However, in all cases, at least one JWS Signature value MUST
successfully validate or the JWS MUST be considered invalid.
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1. Parse the JWS representation to extract the serialized values
for the components of the JWS. When using the JWS Compact
Serialization, these components are the base64url encoded
representations of the JWS Protected Header, the JWS Payload,
and the JWS Signature, and when using the JWS JSON
Serialization, these components also include the unencoded JWS
Unprotected Header value. When using the JWS Compact
Serialization, the JWS Protected Header, the JWS Payload, and
the JWS Signature are represented as base64url encoded values in
that order, with each value being separated from the next by a
single period ('.") character, resulting in exactly two
delimiting period characters being used. The JWS JSON
Serialization is described in Section 7.2.

2. Base64url decode the encoded representation of the JWS Protected
Header, following the restriction that no line breaks, white
space, or other additional characters have been used.

3. Verify that the resulting octet sequence is a UTF-8 encoded
representation of a completely valid JSON object conforming to
RFC 7159 [RFC7159]; let the JWS Protected Header be this JSON
object.

4. If using the JWS Compact Serialization, let the JOSE Header be
the JWS Protected Header. Otherwise, when using the JWS JSON
Serialization, let the JOSE Header be the union of the members
of the corresponding JWS Protected Header and JWS Unprotected
Header, all of which must be completely valid JSON objects.
During this step, verify that the resulting JOSE Header does not
contain duplicate Header Parameter names. When using the JWS
JSON Serialization, this restriction includes that the same
Header Parameter name also MUST NOT occur in distinct JSON
object values that together comprise the JOSE Header.

5. Verify that the implementation understands and can process all
fields that it is required to support, whether required by this
specification, by the algorithm being used, or by the “crit"

Header Parameter value, and that the values of those parameters
are also understood and supported.

6. Base64url decode the encoded representation of the JWS Payload,
following the restriction that no line breaks, white space, or
other additional characters have been used.

7. Base64url decode the encoded representation of the JWS

Signature, following the restriction that no line breaks, white
space, or other additional characters have been used.
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8. Validate the JWS Signature against the JWS Signing Input
ASCII(BASE64URL(UTF8(JWS Protected Header)) || . ||
BASEG64URL(JWS Payload)) in the manner defined for the algorithm
being used, which MUST be accurately represented by the value of
the "alg" (algorithm) Header Parameter, which MUST be present.
See Section 10.6 for security considerations on algorithm
validation. Record whether the validation succeeded or not.

9. Ifthe JWS JSON Serialization is being used, repeat this process
(steps 4-8) for each digital signature or MAC value contained in
the representation.

10. If none of the validations in step 9 succeeded, then the JWS
MUST be considered invalid. Otherwise, in the JWS JSON
Serialization case, return a result to the application
indicating which of the validations succeeded and failed. In
the JWS Compact Serialization case, the result can simply
indicate whether or not the JWS was successfully validated.

Finally, note that it is an application decision which algorithms may
be used in a given context. Even if a JWS can be successfully
validated, unless the algorithm(s) used in the JWS are acceptable to
the application, it SHOULD consider the JWS to be invalid.

5.3. String Comparison Rules

Processing a JWS inevitably requires comparing known strings to
members and values in JSON objects. For example, in checking what
the algorithm is, the Unicode string "alg" will be checked against

the member names in the JOSE Header to see if there is a matching
Header Parameter name. The same process is then used to determine if
the value of the "alg" Header Parameter represents a supported
algorithm.

The JSON rules for doing member name comparison are described in
Section 8.3 of RFC 7159 [RFC7159]. Since the only string comparison
operations that are performed are equality and inequality, the same

rules can be used for comparing both member names and member values
against known strings.

These comparison rules MUST be used for all JSON string comparisons
except in cases where the definition of the member explicitly calls

out that a different comparison rule is to be used for that member

value. Only the "typ" and "cty" member values defined in this
specification do not use these comparison rules.

Some applications may include case-insensitive information in a case-
sensitive value, such as including a DNS name as part of a "kid" (key
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ID) value. In those cases, the application may need to define a
convention for the canonical case to use for representing the case-
insensitive portions, such as lowercasing them, if more than one

party might need to produce the same value so that they can be
compared. (However if all other parties consume whatever value the
producing party emitted verbatim without attempting to compare it to
an independently produced value, then the case used by the producer
will not matter.)

Also, see the JSON security considerations in Section 10.12 and the
Unicode security considerations in Section 10.13.

6. Key ldentification

It is necessary for the recipient of a JWS to be able to determine

the key that was employed for the digital signature or MAC operation.
The key employed can be identified using the Header Parameter methods
described in Section 4.1 or can be identified using methods that are
outside the scope of this specification. Specifically, the Header
Parameters "jku", "jwk", "kid", "x5u", "x5¢", "x5t", and "x5t#S256"

can be used to identify the key used. These Header Parameters MUST
be integrity protected if the information that they convey is to be

utilized in a trust decision; however, if the only information used

in the trust decision is a key, these parameters need not be

integrity protected, since changing them in a way that causes a
different key to be used will cause the validation to fail.

The producer SHOULD include sufficient information in the Header
Parameters to identify the key used, unless the application uses
another means or convention to determine the key used. Validation of
the signature or MAC fails when the algorithm used requires a key
(which is true of all algorithms except for "none") and the key used
cannot be determined.

The means of exchanging any shared symmetric keys used is outside the
scope of this specification.

Also, see Appendix D for notes on possible key selection algorithms.

7. Serializations

JWSs use one of two serializations: the JWS Compact Serialization or
the JWS JSON Serialization. Applications using this specification
need to specify what serialization and serialization features are

used for that application. For instance, applications might specify
that only the JWS JSON Serialization is used, that only JWS JSON
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Serialization support for a single signature or MAC value is used, or
that support for multiple signatures and/or MAC values is used. JWS
implementations only need to implement the features needed for the
applications they are designed to support.

7.1. JWS Compact Serialization

The JWS Compact Serialization represents digitally signed or MACed
content as a compact, URL-safe string. This string is:

BASE64URL(UTF8(JWS Protected Header)) || " ||
BASE64URL(JWS Payload) || '’ ||
BASEG64URL(JWS Signature)

Only one signature/MAC is supported by the JWS Compact Serialization
and it provides no syntax to represent a JWS Unprotected Header
value.

7.2. JWS JSON Serialization

The JWS JSON Serialization represents digitally signed or MACed
content as a JSON object. This representation is neither optimized
for compactness nor URL-safe.

Two closely related syntaxes are defined for the JWS JSON
Serialization: a fully general syntax, with which content can be
secured with more than one digital signature and/or MAC operation,
and a flattened syntax, which is optimized for the single digital
signature or MAC case.

7.2.1. General JWS JSON Serialization Syntax

The following members are defined for use in top-level JSON objects
used for the fully general JWS JSON Serialization syntax:

payload
The "payload" member MUST be present and contain the value
BASE64URL(JWS Payload).

signatures
The "signatures" member value MUST be an array of JSON objects.
Each object represents a signature or MAC over the JWS Payload and
the JWS Protected Header.

The following members are defined for use in the JSON objects that
are elements of the "signatures" array:
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protected
The "protected” member MUST be present and contain the value
BASEG64URL(UTF8(JWS Protected Header)) when the JWS Protected
Header value is non-empty; otherwise, it MUST be absent. These
Header Parameter values are integrity protected.

header
The "header" member MUST be present and contain the value JWS
Unprotected Header when the JWS Unprotected Header value is non-
empty; otherwise, it MUST be absent. This value is represented as
an unencoded JSON object, rather than as a string. These Header
Parameter values are not integrity protected.

signature
The "signature” member MUST be present and contain the value
BASE64URL(JWS Signature).

At least one of the "protected" and "header" members MUST be present
for each signature/MAC computation so that an "alg" Header Parameter
value is conveyed.

Additional members can be present in both the JSON objects defined
above; if not understood by implementations encountering them, they
MUST be ignored.

The Header Parameter values used when creating or validating

individual signature or MAC values are the union of the two sets of

Header Parameter values that may be present: (1) the JWS Protected
Header represented in the "protected" member of the signature/MAC's

array element, and (2) the JWS Unprotected Header in the "header"
member of the signature/MAC'’s array element. The union of these sets

of Header Parameters comprises the JOSE Header. The Header Parameter
names in the two locations MUST be disjoint.

Each JWS Signature value is computed using the parameters of the
corresponding JOSE Header value in the same manner as for the JWS
Compact Serialization. This has the desirable property that each JWS
Signature value represented in the "signatures" array is identical to

the value that would have been computed for the same parameter in the
JWS Compact Serialization, provided that the JWS Protected Header
value for that signature/MAC computation (which represents the
integrity protected Header Parameter values) matches that used in the
JWS Compact Serialization.

Jones, et al. Expires July 20, 2015 [Page 21]



Internet-Draft JSON Web Signature (JWS) January 2015

In summary, the syntax of a JWS using the general JWS JSON
Serialization is as follows:

"payload":"<payload contents>",

"signatures™:[

{"protected":"<integrity-protected header 1 contents>",
"header":<non-integrity-protected header 1 contents>,
"signature":"<signature 1 contents>"},

{"protected":"<integrity-protected header N contents>",
"header":<non-integrity-protected header N contents>,
"signature":"<signature N contents>"}]

}

See Appendix A.6 for an example JWS using the general JWS JSON
Serialization syntax.

7.2.2. Flattened JWS JSON Serialization Syntax

The flattened JWS JSON Serialization syntax is based upon the general
syntax, but flattens it, optimizing it for the single digital

signature/MAC case. It flattens it by removing the "signatures"

member and instead placing those members defined for use in the
"signatures" array (the "protected”, "header", and "signature"

members) in the top-level JSON object (at the same level as the
"payload" member).

The "signatures" member MUST NOT be present when using this syntax.
Other than this syntax difference, JWS JSON Serialization objects

using the flattened syntax are processed identically to those using

the general syntax.

In summary, the syntax of a JWS using the flattened JWS JSON
Serialization is as follows:

{

"payload":"<payload contents>",
"protected":"<integrity-protected header contents>",
"header":<non-integrity-protected header contents>,
"signature":"<signature contents>"

}

See Appendix A.7 for an example JWS using the flattened JWS JSON
Serialization syntax.
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8. TLS Requirements

Implementations supporting the "jku" and/or "x5u" Header Parameters
MUST support TLS. Which TLS version(s) ought to be implemented will
vary over time, and depend on the widespread deployment and known
security vulnerabilities at the time of implementation. At the time

of this writing, TLS version 1.2 [RFC5246] is the most recent

version.

To protect against information disclosure and tampering,

confidentiality protection MUST be applied using TLS with a

ciphersuite that provides confidentiality and integrity protection.

See current publications by the IETF TLS working group, including RFC
6176 [RFC6176], for guidance on the ciphersuites currently considered
to be appropriate for use. Also, see Recommendations for Secure Use
of TLS and DTLS [I-D.ietf-uta-tls-bcp] for recommendations on
improving the security of software and services using TLS.

Whenever TLS is used, the identity of the service provider encoded in
the TLS server certificate MUST be verified using the procedures
described in Section 6 of RFC 6125 [RFC6125].

9. IANA Considerations

The following registration procedure is used for all the registries
established by this specification.

Values are registered on a Specification Required [RFC5226] basis
after a three-week review period on the jose-reg-review@ietf.org
mailing list, on the advice of one or more Designated Experts.
However, to allow for the allocation of values prior to publication,
the Designated Expert(s) may approve registration once they are
satisfied that such a specification will be published.

Registration requests must be sent to the jose-reg-review@ietf.org
mailing list for review and comment, with an appropriate subject
(e.g., "Request to register header parameter: example").

Within the review period, the Designated Expert(s) will either

approve or deny the registration request, communicating this decision
to the review list and IANA. Denials should include an explanation
and, if applicable, suggestions as to how to make the request
successful. Registration requests that are undetermined for a period
longer than 21 days can be brought to the IESG’s attention (using the
iesg@ietf.org mailing list) for resolution.

Criteria that should be applied by the Designated Expert(s) includes
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determining whether the proposed registration duplicates existing
functionality, determining whether it is likely to be of general
applicability or whether it is useful only for a single application,
and whether the registration description is clear.

IANA must only accept registry updates from the Designated Expert(s)
and should direct all requests for registration to the review mailing
list.

It is suggested that multiple Designated Experts be appointed who are
able to represent the perspectives of different applications using

this specification, in order to enable broadly-informed review of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular

Expert, that Expert should defer to the judgment of the other
Expert(s).

[[ Note to the RFC Editor and IANA: Pearl Liang of ICANN had
requested that the draft supply the following proposed registry
description information. It is to be used for all registries
established by this specification.

o Protocol Category: JSON Object Signing and Encryption (JOSE)
0 Registry Location: http://www.iana.org/assignments/jose
0 Webpage Title: (same as the protocol category)

0 Registry Name: (same as the section title, but excluding the word
"Registry", for example "JSON Web Signature and Encryption Header
Parameters")

1l

9.1. JSON Web Signature and Encryption Header Parameters Registry

This specification establishes the IANA JSON Web Signature and
Encryption Header Parameters registry for Header Parameter names.
The registry records the Header Parameter name and a reference to the
specification that defines it. The same Header Parameter name can be
registered multiple times, provided that the parameter usage is
compatible between the specifications. Different registrations of

the same Header Parameter name will typically use different Header
Parameter Usage Location(s) values.

Jones, et al. Expires July 20, 2015 [Page 24]



Internet-Draft JSON Web Signature (JWS) January 2015

9.1.1. Registration Template

Header Parameter Name:
The name requested (e.g., "kid"). Because a core goal of this
specification is for the resulting representations to be compact,
it is RECOMMENDED that the name be short -- not to exceed 8
characters without a compelling reason to do so. This name is
case-sensitive. Names may not match other registered names in a
case-insensitive manner unless the Designated Expert(s) state that
there is a compelling reason to allow an exception in this
particular case.

Header Parameter Description:
Brief description of the Header Parameter (e.g., "Key ID").

Header Parameter Usage Location(s):
The Header Parameter usage locations, which should be one or more
of the values "JWS" or "JWE".

Change Controller:
For Standards Track RFCs, state "IESG". For others, give the name
of the responsible party. Other details (e.g., postal address,
email address, home page URI) may also be included.

Specification Document(s):
Reference to the document(s) that specify the parameter,
preferably including URI(s) that can be used to retrieve copies of
the document(s). An indication of the relevant sections may also
be included but is not required.

9.1.2. Initial Registry Contents

This specification registers the Header Parameter names defined in
Section 4.1 in this registry.

Header Parameter Name: "alg"

Header Parameter Description: Algorithm

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.1 of [[ this document ]]

OO0OO0OO0Oo

Header Parameter Name: "jku"

Header Parameter Description: JWK Set URL

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.2 of [[ this document ]]

OO0OO0OO0Oo
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Header Parameter Name: "jwk"

Header Parameter Description: JSON Web Key

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification document(s): Section 4.1.3 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "kid"

Header Parameter Description: Key ID

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.4 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "x5u"

Header Parameter Description: X.509 URL

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.5 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "x5c"

Header Parameter Description: X.509 Certificate Chain
Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.6 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "x5t"

Header Parameter Description: X.509 Certificate SHA-1 Thumbprint
Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.7 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "x5t#S256"

Header Parameter Description: X.509 Certificate SHA-256 Thumbprint
Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.8 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "typ"

Header Parameter Description: Type

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.9 of [[ this document ]]

Oo0Oo0oo0oo

Header Parameter Name: "cty"

Header Parameter Description: Content Type
Header Parameter Usage Location(s): JWS
Change Controller: IESG

O O0OO0Oo
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o

Specification Document(s): Section 4.1.10 of [[ this document ]]

Header Parameter Name: "crit"

Header Parameter Description: Critical

Header Parameter Usage Location(s): JWS

Change Controller: IESG

Specification Document(s): Section 4.1.11 of [[ this document ]]

[e}NelNeolNeolNe]

9.2. Media Type Registration
9.2.1. Registry Contents

This specification registers the "application/jose" Media Type

[RFC2046] in the MIME Media Types registry [IANA.MediaTypes] in the
manner described in RFC 6838 [RFC6838], which can be used to indicate
that the content is a JWS or JWE using the JWS Compact Serialization

or the JWE Compact Serialization and the "application/jose+json"

Media Type in the MIME Media Types registry, which can be used to
indicate that the content is a JWS or JWE using the JWS JSON
Serialization or the JWE JSON Serialization.

Type name: application

Subtype name: jose

Required parameters: n/a

Optional parameters: n/a

Encoding considerations: 8bit; application/jose values are encoded

as a series of base64url encoded values (some of which may be the

empty string) each separated from the next by a single period

(.)) character.

0 Security considerations: See the Security Considerations section
of [[ this document ]]

o Interoperability considerations: n/a

o Published specification: [[ this document ]]

o0 Applications that use this media type: OpenID Connect, Mozilla
Persona, Salesforce, Google, Android, Windows Azure, Xbox One,
Amazon Web Services, and numerous others that use JIWTs

o Fragment identifier considerations: n/a

0 Additional information: Magic number(s): n/a, File extension(s):
n/a, Macintosh file type code(s): n/a

o0 Person & email address to contact for further information: Michael
B. Jones, mbj@microsoft.com

o Intended usage: COMMON

0 Restrictions on usage: none

o Author: Michael B. Jones, mbj@microsoft.com

o]

o}

Oo0Oo0o0oo

Change Controller: IESG
Provisional registration? No

Jones, et al. Expires July 20, 2015 [Page 27]



Internet-Draft JSON Web Signature (JWS) January 2015

Type name: application
Subtype name: jose+json
Required parameters: n/a
Optional parameters: n/a
Encoding considerations: 8bit; application/jose+json values are
represented as a JSON Object; UTF-8 encoding SHOULD be employed
for the JSON object.
0 Security considerations: See the Security Considerations section

of [[ this document ]]
o Interoperability considerations: n/a
o Published specification: [[ this document ]]
0 Applications that use this media type: TBD
o]
o}

Oo0Oo0oo0oo

Fragment identifier considerations: n/a
Additional information: Magic number(s): n/a, File extension(s):
n/a, Macintosh file type code(s): n/a

o0 Person & email address to contact for further information: Michael
B. Jones, mbj@microsoft.com

o Intended usage: COMMON

0 Restrictions on usage: none

o Author: Michael B. Jones, mbj@microsoft.com

0 Change Controller: IESG

o Provisional registration? No

10. Security Considerations

All of the security issues that are pertinent to any cryptographic
application must be addressed by JWS/JWE/JWK agents. Among these
issues are protecting the user’'s asymmetric private and symmetric
secret keys and employing countermeasures to various attacks.

All the security considerations in XML DSIG 2.0
[W3C.NOTE-xmldsig-core2-20130411], also apply to this specification,
other than those that are XML specific. Likewise, many of the best
practices documented in XML Signature Best Practices
[W3C.NOTE-xmldsig-bestpractices-20130411] also apply to this
specification, other than those that are XML specific.

10.1. Key Entropy and Random Values

Keys are only as strong as the amount of entropy used to generate
them. A minimum of 128 bits of entropy should be used for all keys,
and depending upon the application context, more may be required.

Implementations must randomly generate public/private key pairs,
message authentication (MAC) keys, and padding values. The use of
inadequate pseudo-random number generators (PRNGS) to generate
cryptographic keys can result in little or no security. An attacker
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may find it much easier to reproduce the PRNG environment that
produced the keys, searching the resulting small set of
possibilities, rather than brute force searching the whole key space.
The generation of quality random numbers is difficult. RFC 4086
[RFC4086] offers important guidance in this area.

10.2. Key Protection

Implementations must protect the signer’s private key. Compromise of
the signer’s private key permits an attacker to masquerade as the
signer.

Implementations must protect the message authentication (MAC) key.
Compromise of the MAC key may result in undetectable modification of
the authenticated content.

10.3. Key Origin Authentication

The key management technique employed to obtain public keys must
authenticate the origin of the key; otherwise, it is unknown what
party signed the message.

Likewise, the key management technique employed to distribute MAC
keys must provide data origin authentication; otherwise, the contents
are delivered with integrity from an unknown source.

10.4. Cryptographic Agility

See Section 8.1 of [JWA] for security considerations on cryptographic
agility.

10.5. Differences between Digital Signatures and MACs

While MACs and digital signatures can both be used for integrity
checking, there are some significant differences between the security
properties that each of them provides. These need to be taken into
consideration when designing protocols and selecting the algorithms
to be used in protocols.

Both signatures and MACs provide for integrity checking -- verifying
that the message has not been modified since the integrity value was
computed. However, MACs provide for origination identification only
under specific circumstances. It can normally be assumed that a
private key used for a signature is only in the hands of a single

entity (although perhaps a distributed entity, in the case of

replicated servers); however, a MAC key needs to be in the hands of
all the entities that use it for integrity computation and checking.
Validation of a MAC only provides corroboration that the message was
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generated by one of the parties that knows the symmetric MAC key.
This means that origination can only be determined if a MAC key is
known only to two entities and the recipient knows that it did not
create the message. MAC validation cannot be used to prove
origination to a third party.

10.6. Algorithm Validation

The digital signature representations for some algorithms include
information about the algorithm used inside the signature value. For
instance, signatures produced with RSASSA-PKCS-vl 5 [RFC3447] encode
the hash function used and many libraries actually use the hash
algorithm specified inside the signature when validating the

signature. When using such libraries, as part of the algorithm
validation performed, implementations MUST ensure that the algorithm
information encoded in the signature corresponds to that specified
with the "alg" Header Parameter. If this is not done, an attacker

could claim to have used a strong hash algorithm while actually using
a weak one represented in the signature value.

10.7. Algorithm Protection

In some usages of JWS, there is a risk of algorithm substitution
attacks, in which an attacker can use an existing digital signature
value with a different signature algorithm to make it appear that a
signer has signed something that it has not. These attacks have been
discussed in detail in the context of CMS [RFC6211]. This risk

arises when all of the following are true:

o Verifiers of a signature support multiple algorithms.

o Given an existing signature, an attacker can find another payload
that produces the same signature value with a different algorithm.

0 The payload crafted by the attacker is valid in the application
context.

There are several ways for an application to mitigate algorithm
substitution attacks:

o Use only digital signature algorithms that are not vulnerable to
substitution attacks. Substitution attacks are only feasible if
an attacker can compute pre-images for a hash function accepted by
the recipient. All IWA-defined signature algorithms use SHA-2
hashes, for which there are no known pre-image attacks, as of the
time of this writing.
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0 Require that the "alg" Header Parameter be carried in the
protected header. (This is always the case when using the JWS
Compact Serialization and is the approach taken by CMS [RFC6211].)

o Include a field containing the algorithm in the application
payload, and require that it be matched with the "alg" Header
Parameter during verification. (This is the approach taken by
PKIX [RFC5280].)

10.8. Chosen Plaintext Attacks

Creators of JWSs should not allow third parties to insert arbitrary
content into the message without adding entropy not controlled by the
third party.

10.9. Timing Attacks

When cryptographic algorithms are implemented in such a way that
successful operations take a different amount of time than
unsuccessful operations, attackers may be able to use the time
difference to obtain information about the keys employed. Therefore,
such timing differences must be avoided.

10.10. Replay Protection

While not directly in scope for this specification, note that
applications using JWS (or JWE) objects can thwart replay attacks by
including a uniqgue message identifier as integrity protected content

in the JWS (or JWE) message and having the recipient verify that the
message has not been previously received or acted upon.

10.11. SHA-1 Certificate Thumbprints

A SHA-1 hash is used when computing "x5t" (X.509 Certificate SHA-1
Thumbprint) values, for compatibility reasons. Should an effective
means of producing SHA-1 hash collisions be developed, and should an
attacker wish to interfere with the use of a known certificate on a

given system, this could be accomplished by creating another
certificate whose SHA-1 hash value is the same and adding it to the
certificate store used by the intended victim. A prerequisite to

this attack succeeding is the attacker having write access to the
intended victim's certificate store.

Alternatively, the "x5t#S256" (X.509 Certificate SHA-256 Thumbprint)
Header Parameter could be used instead of "x5t". However, at the
time of this writing, no development platform is known to support
SHA-256 certificate thumbprints.
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10.12. JSON Security Considerations

Strict JSON [RFC7159] validation is a security requirement. If
malformed JSON is received, then the intent of the producer is
impossible to reliably discern. Ambiguous and potentially

exploitable situations could arise if the JSON parser used does not
reject malformed JSON syntax. In particular, any JSON inputs not
conforming to the JSON-text syntax defined in RFC 7159 input MUST be
rejected in their entirety by JSON parsers.

Section 4 of the JSON Data Interchange Format specification [RFC7159]
states "The names within an object SHOULD be unique", whereas this
specification states that "Header Parameter names within this object
MUST be unique; JWS parsers MUST either reject JWSs with duplicate
Header Parameter names or use a JSON parser that returns only the
lexically last duplicate member name, as specified in Section 15.12

(The JSON Object) of ECMAScript 5.1 [ECMAScript]". Thus, this
specification requires that the Section 4 "SHOULD" be treated as a
"MUST" by producers and that it be either treated as a "MUST" or in

the manner specified in ECMAScript 5.1 by consumers. Ambiguous and
potentially exploitable situations could arise if the JSON parser

used does not enforce the unigueness of member names or returns an
unpredictable value for duplicate member names.

Some JSON parsers might not reject input that contains extra
significant characters after a valid input. For instance, the input
"{"tag":"value"}JABCD" contains a valid JSON-text object followed by
the extra characters "ABCD". Implementations MUST consider JWSs
containing such input to be invalid.

10.13. Unicode Comparison Security Considerations

Header Parameter names and algorithm names are Unicode strings. For
security reasons, the representations of these names must be compared
verbatim after performing any escape processing (as per Section 8.3

of RFC 7159 [RFC7159]). This means, for instance, that these JSON
strings must compare as being equal ("sig", "\u0073ig"), whereas

these must all compare as being not equal to the first set or to each
other ("SIG", "Sig", "si\u0047").

JSON strings can contain characters outside the Unicode Basic
Multilingual Plane. For instance, the G clef character (U+1D11E) may
be represented in a JSON string as "\uD834\uDD1E". Ideally, JWS
implementations SHOULD ensure that characters outside the Basic
Multilingual Plane are preserved and compared correctly;
alternatively, if this is not possible due to these characters

exercising limitations present in the underlying JSON implementation,
then input containing them MUST be rejected.
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Appendix A. JWS Examples

This section provides several examples of JWSs. While the first
three examples all represent JSON Web Tokens (JWTs) [JWT], the
payload can be any octet sequence, as shown in Appendix A.4.

A.l. Example JWS using HMAC SHA-256
A.1.1. Encoding

The following example JWS Protected Header declares that the data
structure is a JISON Web Token (JWT) [JWT] and the JWS Signing Input
is secured using the HMAC SHA-256 algorithm.

{"typ":"IWT",
"alg":"HS256"}

To remove potential ambiguities in the representation of the JSON
object above, the actual octet sequence representing UTF8(JWS
Protected Header) used in this example is also included below. (Note
that ambiguities can arise due to differing platform representations

of line breaks (CRLF versus LF), differing spacing at the beginning
and ends of lines, whether the last line has a terminating line break

or not, and other causes. In the representation used in this

example, the first line has no leading or trailing spaces, a CRLF

line break (13, 10) occurs between the first and second lines, the
second line has one leading space (32) and no trailing spaces, and
the last line does not have a terminating line break.) The octets
representing UTF8(JWS Protected Header) in this example (using JISON
array notation) are:

[123, 34, 116, 121, 112, 34, 58, 34, 74, 87, 84, 34, 44, 13, 10, 32,
34,97, 108, 103, 34, 58, 34, 72, 83, 50, 53, 54, 34, 125]

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJ0eXAiOiIJKV1QILAOKICIhbGciOiJIUzI1NiJ9

The JWS Payload used in this example is the octets of the UTF-8
representation of the JSON object below. (Note that the payload can
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be any base64url encoded octet sequence, and need not be a base64url
encoded JSON object.)

{"iss":"joe",
"exp™:1300819380,
"http://lexample.com/is_root":true}

The following octet sequence, which is the UTF-8 representation used
in this example for the JSON object above, is the JWS Payload:

[123, 34, 105, 115, 115, 34, 58, 34, 106, 111, 101, 34, 44, 13, 10,
32, 34, 101, 120, 112, 34, 58, 49, 51, 48, 48, 56, 49, 57, 51, 56,
48, 44, 13, 10, 32, 34, 104, 116, 116, 112, 58, 47, 47, 101, 120, 97,
109, 112, 108, 101, 46, 99, 111, 109, 47, 105, 115, 95, 114, 111,
111, 116, 34, 58, 116, 114, 117, 101, 125]

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value (with line breaks for display purposes

only):

eyJpc3MiOiJgb2UiLAOKICJIeHAIOjJEzZMDA4MTkzODAsDQoglmhOdHA6LY9le GFt
cGXILmNvbS9pc19yb290Ijp0cnVIfQ

Combining these as BASE64URL(UTF8(JWS Protected Header)) || " ||
BASE64URL(JWS Payload) gives this string (with line breaks for
display purposes only):

eyJ0eXAiOiIJKV1QILAOKICIhbGciOiJIUzI1NiJ9

éyJpcSMiOqub2UiLAOKICJIeHAinEzM DA4MTkzODAsDQogImhOdHAGLY9leGFt
cGxILMNvbS9pc19yb290IjpOcnVIfQ

The resulting JWS Signing Input value, which is the ASCII
representation of above string, is the following octet sequence
(using JSON array notation):

[101, 121, 74, 48, 101, 88, 65, 105, 79, 105, 74, 75, 86, 49, 81,
105, 76, 65, 48, 75, 73, 67, 74, 104, 98, 71, 99, 105, 79, 105, 74,
73, 85,122, 73, 49, 78, 105, 74, 57, 46, 101, 121, 74, 112, 99, 51
77,105, 79, 105, 74, 113, 98, 50, 85, 105, 76, 65, 48, 75, 73, 67,
74,108, 101, 72, 65, 105, 79, 106, 69, 122, 77, 68, 65, 52, 77, 84,
107, 122, 79, 68, 65, 115, 68, 81, 111, 103, 73, 109, 104, 48, 100,
72, 65, 54, 76, 121, 57, 108, 101, 71, 70, 116, 99, 71, 120, 108, 76,
109, 78, 118, 98, 83, 57, 112, 99, 49, 57, 121, 98, 50, 57, 48, 73,
106, 112, 48, 99, 110, 86, 108, 102, 81]

HMACSs are generated using keys. This example uses the symmetric key
represented in JSON Web Key [JWK] format below (with line breaks
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within values for display purposes only):

{"kty":"oct",

"k":"AyM1SysPpbyDfgZld3umjlqgzKObwVMkoqQ-EstJQLr_T-1qS0gZH75
aKtMN3YjoiPS4hcgUuTwjAzZr1Z9CAow"

}

Running the HMAC SHA-256 algorithm on the JWS Signing Input with this
key yields this JWS Signature octet sequence:

[116, 24, 223, 180, 151, 153, 224, 37, 79, 250, 96, 125, 216, 173,
187, 186, 22, 212, 37, 77, 105, 214, 191, 240, 91, 88, 5, 88, 83,
132, 141, 121]

Encoding this JWS Signature as BASE64URL(JWS Signature) gives this
value:

dBjftJeZ4CVP-mB92K27uhbUJU1plr wW1gFWFOEjXk

Concatenating these values in the order Header.Payload.Signature with
period (’.’) characters between the parts yields this complete JWS
representation using the JWS Compact Serialization (with line breaks
for display purposes only):

eyJ0eXAiOiJKV1QIiLAOKICIhbGciOiJIUzI1NiJ9

éyJpc3MiOqub2UiLAOKICJIeHAinEzM DA4MTkzODAsDQogImhOdHAGLY9leGFt
cGXILmNvbS9pc19yb290Ijp0cnVIfQ

dijtJeZ4CVP-mB92K27uthJU1p1r_wW1gFWFOEij
A.1.2. Validating

Since the "alg" Header Parameter is "HS256", we validate the HMAC
SHA-256 value contained in the JWS Signature.

To validate the HMAC value, we repeat the previous process of using
the correct key and the JWS Signing Input (which is the initial

substring of the JWS Compact Serialization representation up until

but not including the second period character) as input to the HMAC
SHA-256 function and then taking the output and determining if it
matches the JWS Signature (which is base64url decoded from the value
encoded in the JWS representation). If it matches exactly, the HMAC
has been validated.
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A.2. Example JWS using RSASSA-PKCS-v1_5 SHA-256
A.2.1. Encoding

The JWS Protected Header in this example is different from the
previous example in two ways: First, because a different algorithm is
being used, the "alg" value is different. Second, for illustration
purposes only, the optional "typ" parameter is not used. (This
difference is not related to the algorithm employed.) The JWS
Protected Header used is:

{"alg":"RS256"}

The octets representing UTF8(JWS Protected Header) in this example
(using JSON array notation) are:

[123, 34, 97, 108, 103, 34, 58, 34, 82, 83, 50, 53, 54, 34, 125]

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJhbGciOiJSUzI1NiJ9

The JWS Payload used in this example, which follows, is the same as
in the previous example. Since the BASE64URL(JWS Payload) value will
therefore be the same, its computation is not repeated here.

{"iss":"joe",
"exp™:1300819380,
"http://lexample.com/is_root":true}

Combining these as BASE64URL(UTF8(JWS Protected Header)) || *." ||
BASEG64URL(JWS Payload) gives this string (with line breaks for
display purposes only):

eyJhbGciOiJSUzI1NiJ9

éyJpc3MiOqub2UiLAOKICJIeHAinEzM DA4AMTkzODAsDQogImhOdHAG6Ly9leGFt
cGxILmNvbS9pc19yb290I1jpOcnVIfQ

The resulting JWS Signing Input value, which is the ASCII
representation of above string, is the following octet sequence:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 83, 85, 122, 73,
49, 78, 105, 74, 57, 46, 101, 121, 74, 112, 99, 51, 77, 105, 79, 105,
74, 113, 98, 50, 85, 105, 76, 65, 48, 75, 73, 67, 74, 108, 101, 72,
65, 105, 79, 106, 69, 122, 77, 68, 65, 52, 77, 84, 107, 122, 79, 68,
65, 115, 68, 81, 111, 103, 73, 109, 104, 48, 100, 72, 65, 54, 76,
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121, 57, 108, 101, 71, 70, 116, 99, 71, 120, 108, 76, 109, 78, 118,
98, 83, 57, 112, 99, 49, 57, 121, 98, 50, 57, 48, 73, 106, 112, 48,
99, 110, 86, 108, 102, 81]

This example uses the RSA key represented in JSON Web Key [JWK]
format below (with line breaks within values for display purposes

only):

{"kty":"RSA",
"n":"ofgWCuLjybRIzo0tZWJjNiuSfb4p4fAkd_wWJIcyQoThjiok0I8W26mPddx
HmfHQp-Vaw-4qPCJrcS2mJIPMEzP1Pt0Bm4d4QIL-yRT-SFd2IZS-pCgNMs
D1W_YpRPEWOWvVG6b32690r2jZ47soMZo9wGzjb 70OMgOLOL-bSf63kpaSH
SXndS5z5rexMdbBYUsLA9e-KXBdQOS-UTo7WTBEMa2R2CapHg665xsmtdV
MTBQY4uDZIxvb3qCo5ZwKh9kGA4LT6_I5IhlJH7aGhyxXFvUK-DWNmoudF8
NAco9_h9iaGN;j8q2ethFkMLs91kzk2PAcDTW9gh54h4FRWyuXpoQ",
"e""AQAB",
"d":"Eq5xpGNNCivDflIsRQBXHx1hdR1k6Ulwe2JZD50LpXyWPEAeP88vLNO97I
JIA7_GQ5SLKMgvITeXZX9SE-7YwWV0I2NXO0AJe46sui395I1W_GO-pWJ100
BKTGoVEN2bKVRUCQgu-GjBVaYLUG6f3I9kJfFNS3EO0QbVdxzubSu3Mkqgzjkn
439X0M_V51gfpRLI9JYanrC4D4gAdGeopV_0ZHHzQIBjudU2QvXt4ehNYT
CBr6XCLQUShb1juU0O1ZdiYoFaFQT5Tw8bGUI_x_jTj3ccPDVZFD9pluhLh
BOneufuBiB4cS98I2SR_RQyGWSeWjnczTOQU91p1DhOVRuOopznQ",
"p":"4BzEEOtIpmVdVEZNCqS7baC4crdOpgnRH_5IB3jw3bcxGn6QLvnEtfdUdi
YrgBdss1158BQ3KhooKeQTa9ABOHwW Py5PJATINPY8cQn7ouZ2KKDecmnPG
BY5t7yLc1QIQ5xHdwW1VhvKn-nXghJTBgIPgtldC-KDV5z-y2XDwGUc",
"q":"uQPEfgmVtjLOUyyx88GZFF1fOunH3-7cepKmtH4pxhtCoHgpWmT8YAmZxa
ewHgHAjLYspl1ZSe7zFYHj7C6ul7TjeLQeZD_YwD66t62wDmpe_HIB-TnBA
-njbglfIsRLIXINDzQkv5dTItRI11BKBBypeeF6689rjcJIDEZORWdC",
"dp":"BWKfV3Akq5 MFZDFZCnW-wzl-CC083WozZvnLQwCTeDv8uzluRSnm7113Q
CLdhrge2e9YkxvuxdBfpT_PI7Yz-FOKnulR6HsJeDCjn12Sk3vmAktV2zb
34MCdy7cpdTh_YVr7tss2uévne TwrA86rZtusMbr1C1XsmvkxHQAdYo0",
"dg":"h_96-mK1R_7glhsum81dZxjTnYynPbZpHziZjeeHcXYsXaaMwkOIODsWa
719xXDoRwbKgB719rrml120Kr6N3Do9U0ajaHF-NKJInwgjMd2w9cjz3_-ky
NIXAr2v4IKhGNpmM5ilgOS1VZn0OZ68m6_pbLBSp3nssTdigvdOtliTHU",
"gi":"I'Yd7DHOhrWvxkwPQsRM2tOgrjbcrfvtQJipd-DlexyVuuM9sQLdgjVk2o
y26FOEmpScGLg2MowX7fhd_QJQ3ydy5cY7YIBi87w93IKLEdfnbJtoOPLU
WOITrJReOgolcq9SbsxYawBgfp_gh6A5603k2-ZQwWVKOJKSHULFkuQ3U"

}

The RSA private key is then passed to the RSA signing function, which
also takes the hash type, SHA-256, and the JWS Signing Input as
inputs. The result of the digital signature is an octet sequence,

which represents a big endian integer. In this example, it is:

[112, 46, 33, 137, 67, 232, 143, 209, 30, 181, 216, 45, 191, 120, 69,
243, 65, 6, 174, 27, 129, 255, 247, 115, 17, 22, 173, 209, 113, 125,

131, 101, 109, 66, 10, 253, 60, 150, 238, 221, 115, 162, 102, 62, 81,
102, 104, 123, 0, 11, 135, 34, 110, 1, 135, 237, 16, 115, 249, 69,
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229, 130, 173, 252, 239, 22, 216, 90, 121, 142, 232, 198, 109, 219,
61, 184, 151, 91, 23, 208, 148, 2, 190, 237, 213, 217, 217, 112, 7,
16, 141, 178, 129, 96, 213, 248, 4, 12, 167, 68, 87, 98, 184, 31,
190, 127, 249, 217, 46, 10, 231, 111, 36, 242, 91, 51, 187, 230, 244,
74, 230, 30, 177, 4, 10, 203, 32, 4, 77, 62, 249, 18, 142, 212, 1,
48,121, 91, 212, 189, 59, 65, 238, 202, 208, 102, 171, 101, 25, 129,
253, 228, 141, 247, 127, 55, 45, 195, 139, 159, 175, 221, 59, 239,
177, 139, 93, 163, 204, 60, 46, 176, 47, 158, 58, 65, 214, 18, 202,
173, 21, 145, 18, 115, 160, 95, 35, 185, 232, 56, 250, 175, 132, 157,
105, 132, 41, 239, 90, 30, 136, 121, 130, 54, 195, 212, 14, 96, 69,
34, 165, 68, 200, 242, 122, 122, 45, 184, 6, 99, 209, 108, 247, 202,
234, 86, 222, 64, 92, 178, 33, 90, 69, 178, 194, 85, 102, 181, 90,
193, 167, 72, 160, 112, 223, 200, 163, 42, 70, 149, 67, 208, 25, 238,
251, 71]

Encoding the signature as BASE64URL(JWS Signature) produces this
value (with line breaks for display purposes only):

cC4hiUPoj9Eetdgtv3hF80EGrhuB__ dzERatOXF9g2VvtQgroPJbu3X0iZj5RZmh7
AAUHIM4Bh-0Qc_IF5YKt_O8W2Fp5jujGbds9uJdbFOCUAr7tldnZcAcQjbKBYNX4
BAynRFdiuB--f_nZLgrnbyTyWzO75vRK5h6xBArLIARNPVKSjtQBMHIb1L07Qe7K
0GarZRmB_eSN9383LcOLn6_dO--xi12jzDwusC-eOkHWEsqtFZESc6Bfl7TnoOPqv
hJ1phCnvWh6leYI2w9QOYEUipUTI8np6LbgGY9Fs98rqVI5AXLINWKWywIVmtVrB
pOigcN_loypGIUPQGe77Rw

Concatenating these values in the order Header.Payload.Signature with
period (.’) characters between the parts yields this complete JWS
representation using the JWS Compact Serialization (with line breaks
for display purposes only):

eyJhbGciOiJSUzI1NiJ9

éyJpc3MiOqub2UiLAOKICJIeHAinEzM DA4MTkzODAsDQogImhOdHAGLY9leGFt
cGXxILmNvbS9pc19yb290IjpOcnVIfQ

cC4hiUPoj9Eetdgtv3hFSOEGrhuB__ dzERatOXF9g2VtQgroPJbu3XQiZj5RZmh7
AAUHIM4Bh-0Qc_IF5YKt_O8W2Fp5jujGbds9uJdbFOCUAr7tldnZcAcQjbKBYNX4
BAynRFdiuB--f_nZLgrnbyTyWzO75vRK5h6xBArLIARNPVKSjtQBMHIb1L07Qe7K
0GarZRmB_eSN9383LcOLn6_dO--xi12jzDwusC-eOkHWEsqtFZESc6Bfl7noOPqv
hJ1phCnvWh6leYI12w9QOYEUipUTI8np6LbgGY9Fs98rgVISAXLINWKWywIVmMtVrB
pOigcN_loypGIUPQGe77Rw

A.2.2. Validating

Since the "alg" Header Parameter is "RS256", we validate the RSASSA-
PKCS-vl 5 SHA-256 digital signature contained in the JWS Signature.

Validating the JWS Signature is a bit different from the previous
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example. We pass the public key (n, e), the JWS Signature (which is
base64url decoded from the value encoded in the JWS representation),
and the JWS Signing Input (which is the initial substring of the JWS
Compact Serialization representation up until but not including the
second period character) to an RSASSA-PKCS-v1_5 signature verifier
that has been configured to use the SHA-256 hash function.

A.3. Example JWS using ECDSA P-256 SHA-256
A.3.1. Encoding

The JWS Protected Header for this example differs from the previous
example because a different algorithm is being used. The JWS
Protected Header used is:

{"alg":"ES256"}

The octets representing UTF8(JWS Protected Header) in this example
(using JSON array notation) are:

[123, 34, 97, 108, 103, 34, 58, 34, 69, 83, 50, 53, 54, 34, 125]

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJhbGciOiJFUzI1NiJ9

The JWS Payload used in this example, which follows, is the same as
in the previous examples. Since the BASE64URL(JWS Payload) value
will therefore be the same, its computation is not repeated here.

"iss":"joe",

"exp":1300819380,

"http://example.com/is_root":true}
Combining these as BASE64URL(UTF8(JWS Protected Header)) || " ||
BASE64URL(JWS Payload) gives this string (with line breaks for
display purposes only):

eyJhbGciOiJFUzI1NIJ9

éyJpcSMiOqub2UiLAOKICJIeHAinEzM DA4MTkzODAsDQogImhOdHAGLY9leGFt
cGxILMNvbS9pc19yb290IjpOcnVIfQ

The resulting JWS Signing Input value, which is the ASCII
representation of above string, is the following octet sequence:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 70, 85, 122, 73,
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49, 78, 105, 74, 57, 46, 101, 121, 74, 112, 99, 51, 77, 105, 79, 105,
74, 113, 98, 50, 85, 105, 76, 65, 48, 75, 73, 67, 74, 108, 101, 72,
65, 105, 79, 106, 69, 122, 77, 68, 65, 52, 77, 84, 107, 122, 79, 68,
65, 115, 68, 81, 111, 103, 73, 109, 104, 48, 100, 72, 65, 54, 76
121, 57, 108, 101, 71, 70, 116, 99, 71, 120, 108, 76, 109, 78, 118,
98, 83, 57, 112, 99, 49, 57, 121, 98, 50, 57, 48, 73, 106, 112, 48,
99, 110, 86, 108, 102, 81]

This example uses the elliptic curve key represented in JSON Web Key
[JWK] format below:

{"kty":"EC",

"crv":"P-256",
"x":"f830J3D2xF1Bg8vub9tLe1gHMzV76e8TusQuPHVRVEU",
"y":"x_FEZRU9M36HLN_tue659LNpXW6pCyStikYjKIWI5a0",
"d":"jpsQnNnGQmML-YBIffH1136cspYG6-0iY 7X1fCE9-EOLI"

The ECDSA private part d is then passed to an ECDSA signing function,
which also takes the curve type, P-256, the hash type, SHA-256, and
the JWS Signing Input as inputs. The result of the digital signature

is the EC point (R, S), where R and S are unsigned integers. In this
example, the R and S values, given as octet sequences representing
big endian integers are:

| Result | Value

| Name | |

+ + +

|R  |[14, 209, 33, 83, 121, 99, 108, 72, 60, 47, 127, 21, 88,

| | 7,212, 2, 163, 178, 40, 3, 58, 249, 124, 126, 23, 129, |

| | 154, 195, 22, 158, 166, 101] |

|S |[197, 10, 7, 211, 140, 60, 112, 229, 216, 241, 45, 175, |
| | 8, 74, 84, 128, 166, 101, 144, 197, 242, 147, 80, 154, |
| | 143, 63, 127, 138, 131, 163, 84, 213] |

+ + +

The JWS Signature is the value R || S. Encoding the signature as
BASEG64URL(JWS Signature) produces this value (with line breaks for
display purposes only):

DtEhU3IjbEg8L38VWAFUAqOYKAMG-Xx-FAGawxaepmXFCgfTjDxw5djxLa8ISISA
pMWQXfKTUJgPP3-Kg6NU1Q

Concatenating these values in the order Header.Payload.Signature with
period ('.") characters between the parts yields this complete JWS
representation using the JWS Compact Serialization (with line breaks
for display purposes only):
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eyJhbGciOiJFUzI1NiJ9

éyJpc3MiOqub2UiLAOKICJIeHAinEzM DA4MTkzODAsDQogImhOdHAGLY9leGFt
cGXILmNvbS9pc19yb290IjpOcnVIfQ

i:)tEhU3IjbEgSL38VWAfUAquKAM 6-Xx-FA4GawxaepmXFCgfTjDxw5djxLa8ISISA
pMWQXfKTUJgPP3-Kg6NU1Q

A.3.2. Validating

Since the "alg" Header Parameter is "ES256", we validate the ECDSA
P-256 SHA-256 digital signature contained in the JWS Signature.

Validating the JWS Signature is a bit different from the previous
examples. We need to split the 64 member octet sequence of the JWS
Signature (which is base64url decoded from the value encoded in the
JWS representation) into two 32 octet sequences, the first
representing R and the second S. We then pass the public key (x, y),
the signature (R, S), and the JWS Signing Input (which is the initial
substring of the JWS Compact Serialization representation up until

but not including the second period character) to an ECDSA signature
verifier that has been configured to use the P-256 curve with the
SHA-256 hash function.

A.4. Example JWS using ECDSA P-521 SHA-512
A.4.1. Encoding
The JWS Protected Header for this example differs from the previous
example because different ECDSA curves and hash functions are used.
The JWS Protected Header used is:
{"alg":"ES512"}

The octets representing UTF8(JWS Protected Header) in this example
(using JSON array notation) are:

[123, 34, 97, 108, 103, 34, 58, 34, 69, 83, 53, 49, 50, 34, 125]

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJhbGciOiJFUzUxMiJ9

The JWS Payload used in this example, is the ASCII string "Payload".
The representation of this string is the octet sequence:

[80, 97, 121, 108, 111, 97, 100]
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Encoding this JWS Payload as BASE64URL(JWS Payload) gives this value:
UGF5bG9hZA

Combining these as BASE64URL(UTF8(JWS Protected Header)) || *." ||
BASE64URL(JWS Payload) gives this string:

eyJhbGciOiJFUzUxMiJ9.UGF5bG9hZA

The resulting JWS Signing Input value, which is the ASCII
representation of above string, is the following octet sequence:

[101, 121, 74, 104, 98, 71, 99, 105, 79, 105, 74, 70, 85, 122, 85,
120, 77, 105, 74, 57, 46, 85, 71, 70, 53, 98, 71, 57, 104, 90, 65]

This example uses the elliptic curve key represented in JSON Web Key
[JWK] format below (with line breaks within values for display
purposes only):

{"kty":"EC",
"crv:"P-521",
"x":"AekpBQ8ST8a8VcfVOTNI353vSrDCLLIXmPKO6WTjxrrjcBpXp5SEONYG_
NjFZ60VLFV1jSfS9tsz4qUxcWceceqwQGK",
"y":"ADSMRA43Z1DSNx_RvcLI87cdL0716jQyyBXMoxVg_I2Th-x3S1WDhjDI
y79ajL4KkdOAZMazmh9ubmf63e3kyMj2",
"d":"AY5pb7A0UFIB3RELSD64fTLOSV_jazdF7fLYyuTw8IOfRhWg6Y6rUrPA
xerEzgdRhajnuOferBOd53vM9mE15j2C"
}

The ECDSA private part d is then passed to an ECDSA signing function,
which also takes the curve type, P-521, the hash type, SHA-512, and
the JWS Signing Input as inputs. The result of the digital signature

is the EC point (R, S), where R and S are unsigned integers. In this
example, the R and S values, given as octet sequences representing
big endian integers are:

+ +
Result | Value |
Name | |

R |[1, 220, 12,129, 231, 171, 194, 209, 232, 135, 233, |
| 117, 247, 105, 122, 210, 26, 125, 192, 1, 217, 21, 82, |
| 91, 45, 240, 255, 83, 19, 34, 239, 71, 48, 157, 147, |
| 152, 105, 18, 53, 108, 163, 214, 68, 231, 62, 153, 150, |
| 106, 194, 164, 246, 72, 143, 138, 24, 50, 129, 223, 133, |

+

|

|

+ + +

|

|

|

|

| | 206, 209, 172, 63, 237, 119, 109] |
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IS ][0, 111, 6, 105, 44, 5, 41, 208, 128, 61, 152, 40, 92,

| |61,152, 4, 150, 66, 60, 69, 247, 196, 170, 81, 193,

| |199, 78, 59, 194, 169, 16, 124, 9, 143, 42, 142, 131, |
| | 48,206, 238, 34, 175, 83, 203, 220, 159, 3, 107, 155, |
| |22,27,73, 111, 68, 68, 21, 238, 144, 229, 232, 148, |
| | 188, 222,59, 242, 103] |
+ + +

The JWS Signature is the value R || S. Encoding the signature as
BASE64URL(JWS Signature) produces this value (with line breaks for
display purposes only):

AdwMgeerwtHoh-1192160hp9wAHZFVJIbLfD_UxMi70cwnZOYaRI1bKPWROc-mZZqg
wqT2SI-KGDKB34X00aw_7XdtAG8GaSwFKACAPZgoXD2YBJZCPEX3xKpRwcdOO8Kp
EHwJjyqOgzDO7iKvU8venwNrmxYbSWOERBXukOXolLzeO_Jn

Concatenating these values in the order Header.Payload.Signature with
period (.") characters between the parts yields this complete JWS
representation using the JWS Compact Serialization (with line breaks
for display purposes only):

eyJhbGciOiJFUzUxMiJ9
UGF5bG9hZA
AdegeerWtHoh-I192I60hp9WAHZFVJbLfD_UxMi?chnZOYaRI1bKPWROC-mZZq
wqT2SI-KGDKB34X00aw_7XdtAG8GaSwFKACAPZgoXD2YBJZCPEX3xKpRwcdOO8Kp
EHwJjyqOgzDO7iKvU8venwNrmxYbSWIERBXukOXolLzeO_Jn

A.4.2. Validating

Since the "alg" Header Parameter is "ES512", we validate the ECDSA
P-521 SHA-512 digital signature contained in the JWS Signature.

Validating this JWS Signature is very similar to the previous

example. We need to split the 132 member octet sequence of the JWS
Signature into two 66 octet sequences, the first representing R and

the second S. We then pass the public key (x, y), the signature (R,

S), and the JWS Signing Input to an ECDSA signature verifier that has
been configured to use the P-521 curve with the SHA-512 hash
function.

A.5. Example Unsecured JWS

The following example JWS Protected Header declares that the encoded
object is an Unsecured JWS:

{"alg":"none"}
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Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJhbGciOiJub25IIn0

The JWS Payload used in this example, which follows, is the same as
in the previous examples. Since the BASE64URL(JWS Payload) value
will therefore be the same, its computation is not repeated here.

{"iss":"joe",
"exp™:1300819380,
"http://lexample.com/is_root":true}

The JWS Signature is the empty octet string and BASE64URL(JWS
Signature) is the empty string.

Concatenating these values in the order Header.Payload.Signature with
period (.") characters between the parts yields this complete JWS
representation using the JWS Compact Serialization (with line breaks
for display purposes only):

eyJhbGciOiJub25IIn0

éyJpcSMiOqub2UiLAOKICJIeHAinEzM DA4MTkzODAsDQogImhOdHAGLY9leGFt
cGxILMNvbS9pc19yb290IjpOcnVIfQ

A.6. Example JWS using General JWS JSON Serialization

This section contains an example using the general JWS JSON
Serialization syntax. This example demonstrates the capability for
conveying multiple digital signatures and/or MACs for the same
payload.

The JWS Payload used in this example is the same as that used in the
examples in Appendix A.2 and Appendix A.3 (with line breaks for
display purposes only):

eyJpc3MiOiJgb2UiLAOKICJIeHAIOjJEzZMDA4MTkzODAsDQogImhOdHAG6LY9le GFt
cGXxILmNvbS9pc19yb290IjpOcnVIfQ

Two digital signatures are used in this example: the first using
RSASSA-PKCS-v1_5 SHA-256 and the second using ECDSA P-256 SHA-256.
For the first, the JWS Protected Header and key are the same as in

Appendix A.2, resulting in the same JWS Signature value; therefore,

its computation is not repeated here. For the second, the JWS

Protected Header and key are the same as in Appendix A.3, resulting

in the same JWS Signature value; therefore, its computation is not
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repeated here.
A.6.1. JWS Per-Signature Protected Headers
The JWS Protected Header value used for the first signature is:
{"alg":"RS256"}

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJhbGciOiJSUzI1NiJ9
The JWS Protected Header value used for the second signature is:
{"alg":"ES256"}

Encoding this JWS Protected Header as BASE64URL(UTF8(JWS Protected
Header)) gives this value:

eyJhbGciOiJFUzI1NiJ9
A.6.2. JWS Per-Signature Unprotected Headers

Key ID values are supplied for both keys using per-signature Header
Parameters. The two values used to represent these Key IDs are:

{"kid":"2010-12-29"}
and
{"kid":"e9bc097a-ce51-4036-9562-d2ade882db0d"}
A.6.3. Complete JOSE Header Values
Combining the protected and unprotected header values supplied, the
JOSE Header values used for the first and second signatures

respectively are:

{"alg":"RS256",
"kid":"2010-12-29"}

and

{"alg":"ES256",
"kid":"e9bc097a-ce51-4036-9562-d2ade882db0d"}
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A.6.4. Complete JWS JSON Serialization Representation

The complete JWS JSON Serialization for these values is as follows
(with line breaks within values for display purposes only):

{

"payload":
"eyJpc3MiOiJqb2UILAOKICJIeHAIOjJEzZMDA4MTkzODAsDQogImhOdHAGLY9IeGF
tcGXILmNvbS9pc19yb290ljpOcnVIfQ",

"signatures":[
{"protected":"eyJhbGciOiJSUzI1NiJ9",

"header":

{"kid":"2010-12-29"},

"signature™:

"cC4hiUPoj9Eetdgtv3hF80EGrhuB__ dzERatOXF9g2VtQgroPJbu3XOizZj5RZ
mh7AAUHIM4Bh-0Qc_IF5YKt_O8W2Fp5jujGbds9uJdbFICUAr7t1dnZcAcQjb
KBYNX4BAynRFdiuB--f_nZLgrnbyTyWzO75vRK5h6XBArLIARNPVKSjtQBMHI
b1L07Qe7K0GarZRmB_eSN9383LcOLn6_dO--xil2jzDwusC-eOKHWESQtFZES
c6BflI7TnoOPgvhJ1phCnvWh6leYI12w9QOYEUipUTI8np6LbgGYIFs98rqVI5AX
LIhWKkWywIVmtVrBpOigcN_loypGIUPQGe77Rw"},

{"protected":"eyJhbGciOiJFUzI1NiJ9",
"header":

{"kid":"e9bc097a-ce51-4036-9562-d2ade882db0d"},

"signature":

"DtEhU3IjbEg8L38VWAIUAqOYKAMGE-Xx-F4AGawxaepmXFCgfTjDxw5djxLa8IS
ISApMWQOXFKTUJqPP3-Kg6NU1Q"}]

}
A.7. Example JWS using Flattened JWS JSON Serialization

This section contains an example using the flattened JWS JSON
Serialization syntax. This example demonstrates the capability for
conveying a single digital signature or MAC in a flattened JSON
structure.

The values in this example are the same as those in the second
signature of the previous example in Appendix A.6.

The complete JWS JSON Serialization for these values is as follows
(with line breaks within values for display purposes only):
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{

"payload":
"eyJpc3MiOiJqb2UILAOKICJIIeHAIOjJEzZMDA4MTkzODAsDQogImhOdHAGLY9IeGF
tcGXILmNvbS9pc19yb290IjpOcnVIfQ",

"protected":"eyJhbGciOiJFUzI1NiJ9",

"header":
{"kid":"e9bc097a-ce51-4036-9562-d2ade882db0d"},

"signature":
"DtEhU3IjbEg8L38VWAfUAqOYKAMGE-Xx-FAGawxaepmXFCgfTjDxw5djxLa8IS
ISApMWQXfKTUJqPP3-Kg6NU1Q"

Appendix B. "x5c" (X.509 Certificate Chain) Example

The JSON array below is an example of a certificate chain that could
be used as the value of an "x5c¢" (X.509 Certificate Chain) Header
Parameter, per Section 4.1.6 (with line breaks within values for
display purposes only):

["MIIE3jCCA8agAwWIBAgICAWEWDQYJKoZIhveNAQEFBQAWYzELMAKkGALUEBhMCVVM
XITAfBgNVBAOTGFR0ZSBHbyBEYWRkeSBHcm91cCwgSWS5jLJEXMC8GALUECXMOR2
8gRGFkZHkgQ2xhc3MgMiBDZXJ0aWZpY2F0aW9ulEF1dGhvemlOe TAeFWOWNJEXM
TYWMTUOMzdaFwOyN;EXMTYWMTUOMzdaMIHKMQswCQYDVQQGEwWJVUzZEQMA4GA1UE
CBMHQXJpem9uYTETMBEGALUEBXxMKU2NvdHRzZGFsZTEaMBgGA1UEChMRR29EYWR
keS5jb20sIEluYy4xMzAxBgNVBASTKmMhOdHAGLY9]ZXJ0aWZpY2F0ZXMuZ29kYW
RkeS5jb20vemVwb3NpdG9ye TEWMC4GALUEAXMNR28gRGFkZHkgU2VjdXJIIENIc|BggrBgEFBQcwAYY XaHROcDovL29jc3AuZ29kYWR
keS5jb20wRgYDVROfBD8WPTA70DmgN4Y1aHROcDovL2NIchRpZmljY XRlcy5nb2
RhZGR5LmMNvbS9yZXBvc2l0b3J5L2dkcm9vdC5jcmwwSwYDVROgBEQwWQ]BABgRVH
SAAMDgwNgYIKwYBBQUHAgGEWKMhOdHAGLY9jZXJ0aWZpY2F0ZXMuZ29kYWRkeS5j
b20vemVwh3NpdG9ye TAOBgNVHQ8BAfSBEBAMCAQYwWDQYJKoZIhveNAQEFBQADggE
BANKGwWOyY9+aG2Z+5mC6IGOgRQjhVyrEpOIVPLNStESe8HkGsz2ZbwlIFalEzAFPI
UyIXvIxwqoJKSQ3kbTISMUA2fCENZvD117esyfxVggwcSelaha86ykRvOe5GPLL
5CkKSkB2XIsKd83ASe8T+500yGPwLPkIQNtOhCqU7S+8MxZC9OY7lhyVJIEnfzuz9
pOIRFEUOOjZv2kWzRaJBydTXRE4+uXR21alTVSzGh601mawGhld/dQb8vxRMDsx
uxN89txJx90jxUUAIKENngHUUHgDTMBQgLdEIrRhjZkAzVvb3du6/KFUJheqwNTrZ
EjYx8WnM25sgVjOuHOaBsXBTWVU+4=",

"MIIE+zCCBGSgAWIBAgICAQOWDQYJKoZIhveNAQEFBQAwWghsxJDAIBgNVBACTG1Z
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 C5jcdnplDQ1tgM
QLARzLrUc+cb53S8wGd9D0VmsfSxOaFIglI6hR8INMgzW/Rn453HWkrugp++85j
09VZw==",
"MIIC5zCCAIACAQEWDQYJKoZIhveNAQEFBQAwWghsxJDAIBgNVBACTG1ZhbGIDZXJ
OIFZhbGIKYXRpb24gTmV0d29yazEXMBUGALUEChMOVmFsaUNIcnQsIEIUYy4xNT
AzBgNVBASTLFZhbGIDZXJOIENSYXNzIDIgUG9saWN5IFZhbGIkY XRpb24gQXV0a]jIbVUjPOUNV+mWwD5MIM/Mtsq2azSiGM5bUMM
j4QssxsodyamEwCW/POuZzZ6lcg5Ktz885hZo+L 7tdEy8W9IViIHOPd"]
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Appendix C. Notes on implementing base64url encoding without padding

This appendix describes how to implement base64url encoding and
decoding functions without padding based upon standard base64
encoding and decoding functions that do use padding.

To be concrete, example C# code implementing these functions is shown
below. Similar code could be used in other languages.

static string base64urlencode(byte [] arg)
{
string s = Convert.ToBase64String(arg); // Regular base64 encoder
s = s.Split('=")[0]; // Remove any trailing '='s
s = s.Replace(’+', '-); // 62nd char of encoding
s = s.Replace(’/’, "_’); I/ 63rd char of encoding
return s;

}

static byte [] base64urldecode(string arg)
{

string s = arg;
s = s.Replace(’-, '+'); // 62nd char of encoding

s = s.Replace(’_’, ''); I/ 63rd char of encoding

switch (s.Length % 4) // Pad with trailing '='s

case 0: break; // No pad chars in this case

case 2: s +="=="; break; // Two pad chars

case 3: s +="="; break; // One pad char

default: throw new System.Exception(
"lllegal base64url string!");

return Convert.FromBase64String(s); // Standard base64 decoder

}

As per the example code above, the number of '=" padding characters
that needs to be added to the end of a base64url encoded string
without padding to turn it into one with padding is a deterministic
function of the length of the encoded string. Specifically, if the

length mod 4 is 0, no padding is added; if the length mod 4 is 2, two
'=" padding characters are added; if the length mod 4 is 3, one '=’
padding character is added; if the length mod 4 is 1, the input is
malformed.

An example correspondence between unencoded and encoded values
follows. The octet sequence below encodes into the string below,
which when decoded, reproduces the octet sequence.

3236 255 224 193

A-z_AME
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Appendix D. Notes on Key Selection

This appendix describes a set of possible algorithms for selecting
the key to be used to validate the digital signature or MAC of a JWS
or for selecting the key to be used to decrypt a JWE. This guidance
describes a family of possible algorithms, rather than a single
algorithm, because in different contexts, not all the sources of keys
will be used, they can be tried in different orders, and sometimes
not all the collected keys will be tried; hence, different algorithms
will be used in different application contexts.

The steps below are described for illustration purposes only;

specific applications can and are likely to use different algorithms

or perform some of the steps in different orders. Specific

applications will frequently have a much simpler method of
determining the keys to use, as there may be one or two key selection
methods that are profiled for the application’s use. This appendix
supplements the normative information on key location in Section 6.

These algorithms include the following steps. Note that the steps
can be performed in any order and do not need to be treated as
distinct. For example, keys can be tried as soon as they are found,
rather than collecting all the keys before trying any.

1. Collect the set of potentially applicable keys. Sources of keys
may include:

* Keys supplied by the application protocol being used.

* Keys referenced by the "jku" (JWK Set URL) Header Parameter.

* The key provided by the "jwk" (JSON Web Key) Header Parameter.
* The key referenced by the "x5u" (X.509 URL) Header Parameter.

* The key provided by the "x5c" (X.509 Certificate Chain) Header
Parameter.

* Other applicable keys available to the application.

The order for collecting and trying keys from different key
sources is typically application dependent. For example,
frequently all keys from a one set of locations, such as local
caches, will be tried before collecting and trying keys from
other locations.

2. Filter the set of collected keys. For instance, some
applications will use only keys referenced by "kid" (key ID) or
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"x5t" (X.509 certificate SHA-1 thumbprint) parameters. If the
application uses the "alg" (algorithm), "use" (public key use),
or "key_ops" (key operations) parameters, keys with keys with
inappropriate values of those parameters would be excluded.
Additionally, keys might be filtered to include or exclude keys
with certain other member values in an application specific
manner. For some applications, no filtering will be applied.

3. Order the set of collected keys. For instance, keys referenced
by "kid" (Key ID) or "x5t" (X.509 Certificate SHA-1 Thumbprint)
parameters might be tried before keys with neither of these
values. Likewise, keys with certain member values might be
ordered before keys with other member values. For some
applications, no ordering will be applied.

4. Make trust decisions about the keys. Signatures made with keys
not meeting the application’s trust criteria would not be
accepted. Such criteria might include, but is not limited to the
source of the key, whether the TLS certificate validates for keys
retrieved from URLSs, whether a key in an X.509 certificate is
backed by a valid certificate chain, and other information known
by the application.

5. Attempt signature or MAC validation for a JWS or decryption of a
JWE with some or all of the collected and possibly filtered
and/or ordered keys. A limit on the number of keys to be tried
might be applied. This process will normally terminate following
a successful validation or decryption.

Note that it is reasonable for some applications to perform signature
or MAC validation prior to making a trust decision about a key, since
keys for which the validation fails need no trust decision.

Appendix E. Negative Test Case for "crit" Header Parameter

Conforming implementations must reject input containing critical
extensions that are not understood or cannot be processed. The
following JWS must be rejected by all implementations, because it

uses an extension Header Parameter name
"http://example.invalid/UNDEFINED" that they do not understand. Any
other similar input, in which the use of the value
"http://fexample.invalid/UNDEFINED" is substituted for any other

Header Parameter name not understood by the implementation, must also
be rejected.
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The JWS Protected Header value for this JWS is:

{"alg":"none",
“crit":["http://example.invalid/UNDEFINED"],
"http://example.invalid/UNDEFINED":true

}

The complete JWS that must be rejected is as follows (with line
breaks for display purposes only):

eyJhbGciOiJub25IliwNCiAIY3JpdCl6WyJodHRwOI8vZXhhbXBsZS5jb20vVUSERU
ZJTKVEIOsDQogImhOdHABLY9IeGFtcGXILMNVbSOVTKRFRKIORUQIONRYdWUNCNO.
RKFJTA.

Appendix F. Detached Content

In some contexts, it is useful integrity protect content that is not

itself contained in a JWS. One way to do this is create a JWS in the
normal fashion using a representation of the content as the payload,
but then delete the payload representation from the JWS, and send
this modified object to the recipient, rather than the JWS. When

using the JWS Compact Serialization, the deletion is accomplished by
replacing the second field (which contains BASE64URL(JWS Payload))
value with the empty string; when using the JWS JSON Serialization,
the deletion is accomplished by deleting the "payload" member. This
method assumes that the recipient can reconstruct the exact payload
used in the JWS. To use the modified object, the recipient
reconstructs the JWS by re-inserting the payload representation into
the modified object, and uses the resulting JWS in the usual manner.
Note that this method needs no support from JWS libraries, as
applications can use this method by modifying the inputs and outputs
of standard JWS libraries.
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Appendix H. Document History
[ to be removed by the RFC Editor before publication as an RFC ]]
-41
0 Changed more instances of "reject" to "consider to be invalid".

o Simplified the wording of a Message Signature or MAC Computation
step.

-40
o Clarified the definitions of UTF8(STRING) and ASCII(STRING).

0 Stated that line breaks are for display purposes only in places
where this disclaimer was needed and missing.

-39
o Updated the reference to draft-ietf-uta-tls-bcp.
-38

0 Replaced uses of the phrases "JWS object" and "JWE object" with
"JWS" and "JWE".

o Added member names to the JWS JSON Serialization Overview.
o Applied other minor editorial improvements.
-37

0 Updated the TLS requirements language to only require
implementations to support TLS when they support features using
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TLS.

o Updated the language about integrity protecting Header Parameters
when used in a trust decision.

0 Restricted algorithm names to using only ASCII characters.

0 When describing actions taken as a result of validation failures,
changed statements about rejecting the JWS to statements about
considering the JWS to be invalid.

0 Added the CRT parameter values to example RSA private key
representations.

o Updated the example IANA registration request subject line.
-36

o Defined a flattened JWS JSON Serialization syntax, which is
optimized for the single digital signature or MAC case.

o Clarified where white space and line breaks may occur in JSON
objects by referencing Section 2 of RFC 7159.

0 Specified that registration reviews occur on the
jose-reg-review@ietf.org mailing list.

-35

0 Addressed AppsDir reviews by Ray Polk.

0 Used real values for examples in the IANA Registration Template.
-34

0 Addressed IESG review comments by Alissa Cooper, Pete Resnick,
Richard Barnes, Ted Lemon, and Stephen Farrell.

0 Addressed Gen-ART review comments by Russ Housley.
0 Referenced RFC 4945 for PEM certificate delimiter syntax.
-33

o Noted that certificate thumbprints are also sometimes known as
certificate fingerprints.
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0 Added an informative reference to draft-ietf-uta-tls-bcp for
recommendations on improving the security of software and services
using TLS.

0 Changed the registration review period to three weeks.

o Acknowledged additional contributors.

-32

0 Addressed Gen-ART review comments by Russ Housley.

0 Addressed secdir review comments by Tero Kivinen, Stephen Kent,
and Scott Kelly.

0 Replaced the term Plaintext JWS with Unsecured JWS.

-31

0 Reworded the language about JWS implementations ignoring the "typ"
and “"cty" parameters, explicitly saying that their processing is
performed by JWS applications.

0 Added additional guidance on ciphersuites currently considered to
be appropriate for use, including a reference to a recent update
by the TLS working group.

-30

0 Added subsection headings within the Overview section for the two
serializations.

0 Added references and cleaned up the reference syntax in a few
places.

o Applied minor wording changes to the Security Considerations
section and made other local editorial improvements.

-29

0 Replaced the terms JWS Header, JWE Header, and JWT Header with a
single JOSE Header term defined in the JWS specification. This
also enabled a single Header Parameter definition to be used and
reduced other areas of duplication between specifications.

-28
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0 Revised the introduction to the Security Considerations section.
Also introduced additional subsection headings for security
considerations items and also moved a security consideration item
here from the JWA draft.

0 Added text about when applications typically would and would not
use "typ" and "cty" header parameters.

-27

0 Added the "x5t#S256" (X.509 Certificate SHA-256 Thumbprint) header
parameter.

0 Stated that any JSON inputs not conforming to the JSON-text syntax
defined in RFC 7159 input MUST be rejected in their entirety.

o Simplified the TLS requirements.
-26

o0 Referenced Section 6 of RFC 6125 for TLS server certificate
identity validation.

o Described potential sources of ambiguity in representing the JSON
objects used in the examples. The octets of the actual UTF-8
representations of the JSON objects used in the examples are
included to remove these ambiguities.

0 Added a small amount of additional explanatory text to the
signature validation examples to aid implementers.

o Noted that octet sequences are depicted using JSON array notation.
o Updated references, including to W3C specifications.

-25

o No changes were made, other than to the version number and date.
-24

0 Updated the JSON reference to RFC 7159.

-23

o Clarified that the base64url encoding includes no line breaks,
white space, or other additional characters.
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-22

0 Corrected RFC 2119 terminology usage.

0 Replaced references to draft-ietf-json-rfc4627bis with RFC 7158.
-21

0 Applied review comments to the appendix "Notes on Key Selection”,
addressing issue #93.

0 Changed some references from being normative to informative,
addressing issue #90.

o Applied review comments to the JSON Serialization section,
addressing issue #121.

-20

0 Made terminology definitions more consistent, addressing issue
#165.

0 Restructured the JSON Serialization section to call out the
parameters used in hanging lists, addressing issue #121.

o Described key filtering and refined other aspects of the text in
the appendix "Notes on Key Selection”, addressing issue #93.

0 Replaced references to RFC 4627 with draft-ietf-json-rfc4627bis,
addressing issue #90.

-19

0 Added the appendix "Notes on Validation Key Selection”, addressing
issue #93.

0 Reordered the key selection parameters.

-18

o Updated the mandatory-to-implement (MTI) language to say that
applications using this specification need to specify what
serialization and serialization features are used for that

application, addressing issue #119.

0 Changes to address editorial and minor issues #25, #89, #97, #110,
#114, #115, #116, #117, #120, and #184.
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0 Added and used Header Parameter Description registry field.
-17

o Refined the "typ" and "cty" definitions to always be MIME Media
Types, with the omission of "application/" prefixes recommended
for brevity, addressing issue #50.

o Updated the mandatory-to-implement (MTI) language to say that
general-purpose implementations must implement the single
signature/MAC value case for both serializations whereas special-
purpose implementations can implement just one serialization if
that meets the needs of the use cases the implementation is
designed for, addressing issue #119.

o Explicitly named all the logical components of a JWS and defined
the processing rules and serializations in terms of those
components, addressing issues #60, #61, and #62.

0 Replaced verbose repetitive phases such as "base64url encode the
octets of the UTF-8 representation of X" with mathematical
notation such as "BASE64URL(UTF8(X))".

0 Terms used in multiple documents are now defined in one place and
incorporated by reference. Some lightly used or obvious terms
were also removed. This addresses issue #58.

-16

0 Changes to address editorial and minor issues #50, #98, #99, #102,
#104, #106, #107, #111, and #112.

-15

o Clarified that it is an application decision which signatures,
MACSs, or plaintext values must successfully validate for the JWS
to be accepted, addressing issue #35.

o Corrected editorial error in "ES512" example.

0 Changes to address editorial and minor issues #34, #96, #100,
#101, #104, #105, and #106.

-14
0 Stated that the "signature" parameter is to be omitted in the JWS

JSON Serialization when its value would be empty (which is only
the case for a Plaintext JWS).
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-13

o Made all header parameter values be per-signature/MAC, addressing
issue #24.

-12

o Clarified that the "typ" and "cty" header parameters are used in
an application-specific manner and have no effect upon the JWS
processing.

0 Replaced the MIME types "application/jws+json" and
"application/jws" with "application/jose+json" and
"application/jose".

0 Stated that recipients MUST either reject JWSs with duplicate
Header Parameter Names or use a JSON parser that returns only the
lexically last duplicate member name.

0 Added a Serializations section with parallel treatment of the JWS
Compact Serialization and the JWS JSON Serialization and also
moved the former Implementation Considerations content there.

-11
0 Added Key Identification section.

o For the JWS JSON Serialization, enable header parameter values to
be specified in any of three parameters: the "protected" member
that is integrity protected and shared among all recipients, the
"unprotected" member that is not integrity protected and shared
among all recipients, and the "header" member that is not
integrity protected and specific to a particular recipient. (This
does not affect the JWS Compact Serialization, in which all header
parameter values are in a single integrity protected JWE Header
value.)

0 Removed suggested compact serialization for multiple digital
signatures and/or MACs.

0 Changed the MIME type name "application/jws-js" to
"application/jws+json", addressing issue #22.

o Tightened the description of the "crit" (critical) header
parameter.

0 Added a negative test case for the "crit" header parameter
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-10

0 Added an appendix suggesting a possible compact serialization for
JWSs with multiple digital signatures and/or MACs.

-09

0 Added JWS JSON Serialization, as specified by
draft-jones-jose-jws-json-serialization-04.

0 Registered "application/jws-js" MIME type and "JWS-JS" typ header
parameter value.

o Defined that the default action for header parameters that are not
understood is to ignore them unless specifically designated as
"MUST be understood" or included in the new "crit" (critical)
header parameter list. This addressed issue #6.

o Changed term "JWS Secured Input" to "JWS Signing Input".

o Changed from using the term "byte" to "octet" when referring to 8
bit values.

0 Changed member name from "recipients" to "signatures" in the JWS
JSON Serialization.

0 Added complete values using the JWS Compact Serialization for all
examples.

-08

o Applied editorial improvements suggested by Jeff Hodges and Hannes
Tschofenig. Many of these simplified the terminology used.

o Clarified statements of the form "This header parameter is
OPTIONAL" to "Use of this header parameter is OPTIONAL".

0 Added a Header Parameter Usage Location(s) field to the IANA JSON
Web Signature and Encryption Header Parameters registry.

o Added seriesInfo information to Internet Draft references.
-07
o Updated references.

-06
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0 Changed "x5c¢" (X.509 Certificate Chain) representation from being
a single string to being an array of strings, each containing a
single base64 encoded DER certificate value, representing elements
of the certificate chain.

o Applied changes made by the RFC Editor to RFC 6749's registry
language to this specification.

-05
0 Added statement that "StringOrURI values are compared as case-
sensitive strings with no transformations or canonicalizations

applied".

o Indented artwork elements to better distinguish them from the body
text.

-04

0 Completed JSON Security Considerations section, including
considerations about rejecting input with duplicate member names.

o Completed security considerations on the use of a SHA-1 hash when
computing "x5t" (x.509 certificate thumbprint) values.

o0 Refer to the registries as the primary sources of defined values
and then secondarily reference the sections defining the initial
contents of the registries.

o Normatively reference XML DSIG 2.0 for its security
considerations.

0 Added this language to Registration Templates: "This name is case
sensitive. Names that match other registered names in a case
insensitive manner SHOULD NOT be accepted.”

o Reference draft-jones-jose-jws-json-serialization instead of
draft-jones-json-web-signature-json-serialization.

o Described additional open issues.

o Applied editorial suggestions.

-03

0 Added the "cty" (content type) header parameter for declaring type

information about the secured content, as opposed to the "typ"
(type) header parameter, which declares type information about
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this object.

0 Added "Collision Resistant Namespace" to the terminology section.

0 Reference ITU.X690.1994 for DER encoding.

0 Added an example JWS using ECDSA P-521 SHA-512. This has
particular illustrative value because of the use of the 521 bit
integers in the key and signature values. This is also an example
in which the payload is not a base64url encoded JSON object.

0 Added an example "x5c" value.

o No longer say "the UTF-8 representation of the JWS Secured Input
(which is the same as the ASCII representation)”. Just call it
"the ASCII representation of the JWS Secured Input".

0 Added Registration Template sections for defined registries.

0 Added Registry Contents sections to populate registry values.

o Changed name of the JISON Web Signature and Encryption "typ" Values
registry to be the JISON Web Signature and Encryption Type Values
registry, since it is used for more than just values of the "typ"
parameter.

0 Moved registries JISON Web Signature and Encryption Header
Parameters and JSON Web Signature and Encryption Type Values to
the JWS specification.

o Numerous editorial improvements.

-02

o Clarified that it is an error when a "kid" value is included and
no matching key is found.

0 Removed assumption that "kid" (key ID) can only refer to an
asymmetric key.

o Clarified that JWSs with duplicate Header Parameter Names MUST be
rejected.

o Clarified the relationship between "typ" header parameter values
and MIME types.

0 Registered application/jws MIME type and "JWS" typ header
parameter value.
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o Simplified JWK terminology to get replace the "JWK Key Object" and
"JWK Container Object" terms with simply "JSON Web Key (JWK)" and
"JSON Web Key Set (JWK Set)" and to eliminate potential confusion
between single keys and sets of keys. As part of this change, the
Header Parameter Name for a public key value was changed from
"ipk" (JSON Public Key) to "jwk" (JSON Web Key).

0 Added suggestion on defining additional header parameters such as
"x5t#S256" in the future for certificate thumbprints using hash
algorithms other than SHA-1.

o0 Specify RFC 2818 server identity validation, rather than RFC 6125
(paralleling the same decision in the OAuth specs).

0 Generalized language to refer to Message Authentication Codes
(MACSs) rather than Hash-based Message Authentication Codes (HMACS)
unless in a context specific to HMAC algorithms.

o Reformatted to give each header parameter its own section heading.

-01

0 Moved definition of Plaintext JWSs (using "alg":"none") here from
the JWT specification since this functionality is likely to be

useful in more contexts that just for JWTs.

0 Added "jpk" and "x5c" header parameters for including JWK public
keys and X.509 certificate chains directly in the header.

o Clarified that this specification is defining the JWS Compact
Serialization. Referenced the new JWS-JS spec, which defines the
JWS JSON Serialization.

0 Added text "New header parameters should be introduced sparingly
since an implementation that does not understand a parameter MUST
reject the JWS".

o Clarified that the order of the creation and validation steps is
not significant in cases where there are no dependencies between
the inputs and outputs of the steps.

0 Changed "no canonicalization is performed" to "no canonicalization
need be performed".

o Corrected the Magic Signatures reference.

o Made other editorial improvements suggested by JOSE working group
participants.
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-00

0 Created the initial IETF draft based upon
draft-jones-json-web-signature-04 with no normative changes.

o Changed terminology to no longer call both digital signatures and
HMACSs "signhatures".
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