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1. Introduction

QOperations, Adm nistration, and Miintenance (OAM are inportant

net wor ki ng functions that allow operators to:

1. DMonitor networks connections (Connectivity Verification,

Continuity Check).
2. Troubl eshoot failures (Fault verification and | ocali zation).
3. Monitor Performance
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An overview of CQAMtools is presented at [RFC7276].

Ping and Traceroute [RFC792], [RFC4443] are well-known fault
verification and isolation tools, respectively, for |P networks.
Over the years, different technol ogi es have devel oped sinilar tools
for simlar purposes.

[ EEEB02. 1@ Connectivity Fault Managenent is a well-established OAM
standard that is widely adopted for Ethernet networks. I1TUT
[Y.1731][Y.1731], MEF Service OCAM MPLS-TP [RFC6371], TRILL

[ RFC7455] [ RFC7455] al |l define OAM net hods based on manageability
frame work of [|EEE802.1Q [I|EEE802.1Q CFM

G ven the wi de adoption of the underlying OAM concepts defined in

[ EEEB02. 1 [ | EEE802.1Q CFM it is a reasonable choice to devel op
the unified managenent framework based on those concepts. 1In this
docunent, we take the [| EEE802.1Q [| EEE802. 1) CFM nodel and extend
it to a technol ogy i ndependent framework and build the corresponding
YANG nodel accordingly. The YANG nodel presented in this docunent is
the base nodel and supports generic continuity check, connectivity
verification and path discovery. The generic YANG nodel for OAMis
designed such that it can be extended to cover various technol ogi es.
Technol ogy dependent nodes and RPC (renpte process call) commands are
defined in technol ogy specific YANG nodels, which use and extend the
base nodel defined here. As an exanple, VXLAN uses source UDP port
nunber for flow entropy, while MPLS [ RFC4379] uses | P addresses or
the | abel stack for flow entropy in the hashing for nultipath

sel ection. To capture this variation, correspondi ng YANG nodel s
woul d define the applicable structures as augnentation to the generic
base nodel presented here. This acconplishes three purposes: first
it keeps each YANG nodel smaller and nmanageable. Second, it allows

i ndependent devel oprment of correspondi ng YANG nodels. Third,

i npl ementations can limt support to only the applicable set of YANG
nodel s. (e.g. TRILL RBridge may only need to inplenent Generic nodel
and the TRILL YANG nodel).

Al'l inplenentations that follow the YANG franework presented in this
docunent MUST i npl enment the generic YANG nodel presented here

The YANG data nodel presented in this docunent is generated at the
managenent |ayer. Encapsul ations and state nmachines may differ
according to each OAM protocol. A user who w shes to issues a Ping
conmand or a Traceroute or initiate a performance nonitoring session
can do so in the sane nmanner regardl ess of the underlying protocol or
technol ogy or specific vendor inplenmentation

As an exanpl e, consider a scenario where an |P ping fromdevice Ato
Device B failed. Between device A and B there are | EEE 802.1 bridges
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a,b and c. Let’'s assune a,b and c¢c are using [IEEE802.1QF CFM A
user upon detecting the IP layer ping failures may decide to dril
down to the Ethernet |ayer and issue the corresponding fault
verification (LBM and fault isolation (LTM tools, using the sanme
APl . This ability to go down to the sane portion of path atl ower

| ayer for Fault localization and troubl eshooting is referred to as
"nested OAM workflow' and is a useful concept that leads to efficient
net wor k troubl eshooti ng and nai nt enance. The QAM YANG node
presented in this docunent facilitates that w thout needi ng changes
to the underlying protocols.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The following notations are used within the data tree and carry the
meani ng as bel ow.

Each node is printed as:
<status> <fl ags> <nane> <opts> <type>
<status> is one of:
+ for current
x for deprecated
o for obsolete
<flags> i s one of:
rw for configuration data
ro for non-configuration data
-x for rpcs
-n for notifications

<nane> i s the name of the node

If the node is augnented into the tree from another nodule, its nanme
is printed as <prefix>: <nane>.
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<opts> is one of:

? for an optional |eaf or choice
I for a presence container

* for aleaf-list or list

[ <keys>] for a list’'s keys

<type> is the name of the type for leafs and leaf-lists

August 2015

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be

interpreted as carrying RFC 2119 significance.
2.1. Term nol ogy
CCM - Continuity Check Message [| EEE802. 1Q .

ECMP - Equal Cost Milti path.

LBM - Loopback Message [| EEE802. 1Q .

MP - Mai ntenance Point [|EEE802.1Q.

MEP - Maintenance End Point [RFC7174] [|EEE802.1Q [RFC6371].

MP - Mintenance Internediate Point [ RFC7174] [|EEE802.1Q
[ RFC6371] .

VA - Mai ntenance Association [| EEE802. 1Q [RFC7174].

VD - Mintenance Domai n [| EEES802. 1Q

MIV - Milti-destination Tree Verification Message.

OAM - Qperations, Adm nistration, and Mi ntenance [ RFC6291].

TRILL - Transparent |nterconnection of Lots of Links [RFC6325].

CFM - Connectivity Fault Managenent [RFC7174] [|EEE802.1(Q .

RPC - Renpote Process Call.

cC - Continuity Check [RFC7276]. Continuity Checks are used to
verify that a destination is reachable and therefore al so
referred to as reachability verification.

cv - Connectivity Verification [RFC7276]. Connectivity

Verifications are also referred to as path verification and

Senevirathne, et al. Expi res February 5, 2016

[ Page 5]



Internet-Draft Generi ¢ YANG Model for OAM August 2015

3.

used to verify not only that the two MPs are connected, but
al so that they are connected through the expected path,
al l owi ng detection of unexpected topol ogy changes.

Architecture of Generic YANG Model for OAM

In this document we define a generic YANG nodel for OAM The YANG
nmodel defined here is generic such that other technol ogi es can extend
it for technol ogy specific needs. The Generic YANG nodel acts as the
root for other OAM YANG nodels. This allows users to traverse

bet ween OAM of different technol ogi es at ease through a uniform API
set. This is also provides a nested OAM workflow. Figure 1 depicts
the relationship of different OAM YANG nodel s to the Generic YANG
Model for OAM  Sone technol ogi es nay have different sub-

technol ogies. As an exanple, consider Network Virtualization
Overlays. These could enploy either VXLAN or NVGRE as encapsul ati on.
The Generic YANG nodel for OAM provides a franmework where technol ogy-
specific YANG nodels can inherit constructs fromthe base YANG nodel s
wi t hout needing to redefine themwi thin the sub-technol ogy.

Figure 1 depicts relationship of different YANG nodul es.

S

| gen I
| OAM YANG |
+- - - - -+
I
o]
I
e TR +
I I I I
+- - - - -+ +- - - - -+ B R i s G 2T I I TR S +- - - - -+
| TRILL [ | NvVG3 [ | MPLS | | IP | . . .| foo [
| OAM YANG | | OAM YANG | | OAM YANG | | OAM YANG | | OAM YANG |
e s T i e e e e e s e R
I I I I I
| ot oo+ e+ | e s
[ | NvVG3 [ | MPLS [ [ . . .| foo [
| | sub tech | | sub tech | | | sub tech |
[ +- - - - -+ +- - - - -+ [ +- - - - -+
I I I I I
I I I I I
D e +
| Uni f or m API |
o +

Rel ati onshi p of OAM YANG nodel to generic (base) YANG nodel
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4.

Overvi ew of the OAM Model

In this docunent we adopt the concepts of the [|I EEE802. 1(J CFM nodel
and structure it such that it can be adapted to different
t echnol ogi es.

At the top of the Mddel is the Mi ntenance Donain. Each M ntenance
Domain is associated with a Mai ntenance Name and a Domai n Level.

Under each Mai ntenance Domain there is one or nore M ntenance
Association (MA). In IP, the MA can be per IP Subnet, in NVO3 this
can be per VNI and for TRILL this can be per Fine-Gained Label or
for VPLS this can be per VPLS instance.

Under each MA, there can be two or nore MEPs (Mai ntenance Associ ation
End Points). MEPs are addressed by their respective technol ogy
specific address identifiers. The YANG nodel presented here provides
flexibility to accommpdate different addressing schenes.

In the vertical direction orthogonal to the Mintenance Donmain,
presented are the commands. Those, in YANGterns, are the rpc
commands. These rpc conmmands provide uniformAPIs for continuity
check, connectivity verification, path discovery and their equival ents
as well as other QOAM conmands.

The generic YANG nodel defined here does not require explicit
configuration of OAMentities prior to using any of the OAM tool s. The
OAM tool s used here are limted to OAM tool set specified in section
5.1 of [RFC7276]. Users of Ping and Traceroute tools within IP
devices are expecting ability to use OAMtools with no explicit
configuration. |In order to facilitate zero- touch experience, this
docunent defines a default node of OAM The default node of OAMis
referred to as the Base Mdde and specifies default values for each of
nodel paraneters, such as Miintenance Dormai n Level, Nane of the

Mai nt enance Associ ation and Addresses of MEP and so on. The default
val ues of these depend on the technol ogy. Base Mdde for TRILL is
defined in [ RFC7455]. Base node for other technol ogi es such as NVGB,
MPLS and future extensions will be defined in their corresponding
docunents.

It is inportant to note that, no specific enhancenents are needed in
the YANG nodel to support Base Mdde. |Inplenentations that conply
with this docunent, by default inplenment the data nodes of the

appl i cabl e technol ogy. Data nodes of the Base Mdde are read-only
nodes.

Senevirathne, et al. Expi res February 5, 2016 [ Page 7]



Internet-Draft Generi ¢ YANG Model for OAM August 2015

4.1. Maintenance Dormain (MD) configuration

The contai ner "domains" is the top | evel container within the gen-oam
nmodule. Wthin the container "domai ns", separate list is naintained
per MD. The MD list uses the key MD-name-string for indexing. M
nane-string is a |leaf and derived fromtype string. Additional nane
formats as defined in [|I EEE802.1Q or other standards can be incl uded
by association of the MD>-name-fornmat with an identity-ref. MDD name-
format indicates the format of the augmented MD-nanes. NMD-nane is
presented as choice/case construct. Thus, it is easily augnentable
by derivative work.

nodul e: ietf-gen-oam
+--rw domai ns
+--rw domai n* [technol ogy MD- name-string]

+--rw t echnol ogy i dentityref
+--rw MD-nane-string MD- nane- string
+--rw MD nane-f or mat ? i dentityref

+--rw (MD- nane) ?

| +--:(NMD-nane-null)

| +--rw MD-nanme-nul | ? enpty
+--rw nd- | evel MD- | evel

Sni ppet of data hierarchy related to OAM domai ns
4.2. Maintenance Association (MA) configuration

Wthin a given Miintenance Domain there can be one or nore

Mai nt enance Associations (MA). MAs are represented as a |list and

i ndexed by the MA-nane-string. Similar to MDnane defined
previously, additional name formats can be added by augnenting the
nane-format identity-ref and addi ng applicable case statenents to MA-
nane.

nmodul e: ietf-gen-oam

+--rw domai ns
+--rw domai n* [technol ogy MD nane-string]

+--rw MAs

+--rw MA* [ MA- name- string]
+--rw MA-name-string MA- name- string
+--rw MA- namre- f or mat ? i dentityref

+--rw ( MA- nane) ?
|  +--:(MA-nane-null)
[ +--rw MA-nanme-nul | ? enpty

Sni ppet of data hierarchy related to Mai ntenance Associ ations (M)
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4.3. Maintenance Endpoint (MEP) configuration

Wthin a given M ntenance Association (MM, there can be one or nore
Mai nt enance End Points (MEP). MEPs are represented as a list within
the data hierarchy and i ndexed by the key MEP-nane.

nodul e: ietf-gen-oam
+--rw domai ns
+--rw domai n* [technol ogy MD- name-string]

+--rw t echnol ogy i dentityref
.+--rw MAs
+--rw MA* [ MA- name- string]
+--rw MA-nane-string MA- nane-string

+--rw MEP* [ nep-nane]

+--rw nmep- nane MEP- name
+--rw (MEP-1D)?

| +--:(MEP-1D-int)

+--rw MEP-1D-int? int32
+--: (MEP-ID-tlv)

+--rw MEP-1D-type? intl6

+--rw MEP-1D-1en? intl6

+--rw MEP-1D-val ue? bi nary

I

I

I

|

+--rw MEP-1D-format? i dentityref
+--rw (np-address)?

| +--:(nac-address)

| | +--rw nac-address? yang: mac- addr ess
| +--:(ipv4-address)

| | +--rwipvd-address? inet:ipv4-address
| +--:(ipv6-address)

[ +--rw i pv6-address? inet:ipv6-address

I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
Sni ppet of data hierarchy related to Mintenance Endpoi nt (MVEP)

4.4, rpc definitions
The rpc nodel facilitates issuing commands to a NETCONF server (in
this case to the device that need to execute the OAM command) and

obtain a response. rpc nodel defined here abstracts OAM specific
commands in a technol ogy independent manner.
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There are several rpc comuands defined for the purpose of OAM In
this section we present a snippet of the continuity check command for
illustration purposes. Please refer to Section 4 for the conplete
data hierarchy and Section 5 for the YANG nodel .
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nodul e: ietf-gen-oam
+--rw domai ns

for OAM

August 2015

+--rw domai n* [technol ogy MD- name-string]

+--rw t echnol ogy i dentityref
rpcs:
+---Xx continuity-check
| +--ro input
| | +--ro technol ogy i dentityref
| | +--ro MDnane-string MD- nane- string
| | +--ro MA-nane-string? MA- nane- string
| | +--ro (flowentropy)?
| | | +--:(flowentropy-null)
I +--ro flow entropy-null? enpty
| | +--ro priority? uint8
| | +--ro ttl? uint8
| | +--ro session-type enurer ation
| | +--ro ecnp-choice? ecnp- choi ces
| | +--ro sub-type? i dentityref
| | +--ro outgoing-interfaces* [interface]
| | | +--ro interface if:interface-ref
| | +--ro source-nep? VEP- name
| | +--ro destination-np
| | | +--ro (np-address)?
| | | | +--:(mac-address)
| | | | | +--ro mac-address? yang: mac- addr ess
| | | | +--:(ipv4-address)
| | | | | +--ro ipv4-address? i net:ipv4-address
| | | | +--:(ipv6-address)
I O +--ro ipv6-address? i net:ipv6-address
| | | +--ro (MEP-ID)?
| | | | +-:(MEP-1D-int)
| I . +--ro MEP-ID-int? i nt32
| | | +--ro MEP-ID-format? i dentityref
| | +--ro count? ui nt 32
| | +--rointerval? Interva
| | +--ro packet-size? ui nt 32
| +--ro output
[ +--ro tx-packt-count? oam count er 32
| +--ro rx-packet-count? oam count er 32
| +--ro mn-del ay? oam count er 32
| +--ro average-del ay? oam count er 32
| +--ro max-del ay? oam count er 32

Sni ppet of data hierarchy related to rpc cal

Senevirathne, et al. Expi res February 5,
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4.5. OAM data hierarchy

The conplete data hierarchy related to the OAM YANG nodel is
presented bel ow.

nodul e: ietf-gen-oam
+--rw domai ns
+--rw domai n* [technol ogy MD- name-string]

+--rw technol ogy i dentityref
+--rw MD-nane-string MD- nane-string
+--rw MD nare-f or mat ? i dentityref

+--rw (MD- nane) ?
| +--:(MD>name-null)

| +--rw MD-name-nul | ? enpty
+--rw nd- | evel ? MD- | evel
+--rw MAs
+-rw MA* [ MA- nane-string]
+--rw MA-name-string MA- name- string
+--rw MA- name- f or mat ? i dentityref

+--rw ( MA- nane) ?

|  +--:(MA-nane-null)

[ +--rw MA-nanme-nul | ? enpty
+--rw (connectivity-context)?

| +--:(context-null)

| +--rw context-null? enpty
+--rw nep-direction MVEP- di recti on
+--rw interval ? I nt erval
+--rw | oss-t hreshol d? ui nt 32
+--rwttl? ui nt8

+--rw (fl ow entropy)?
| +--:(flowentropy-null)
| +--rw fl owentropy-nul | ? enpty

+--rwopriority? uint8
+--rw MEP* [ nep-nane]
| +--rw nmep-nane VEP- name

+-rw (MEP-1D)?
| +--:(NMEP-IDint)

| +--rw MEP-ID-int? i nt 32
| +--:(NMEP-ID-tlv)
[ +--rw MEP-1D-type? intl1l6
| +--rw MEP-1D-1en? intl1l6
| +--rw MEP-1D-val ue? bi nary
+--rw MEP-1D-format? i dentityref

+--rw (np-address)?
| +--:(nmac-address)

| | +--rw nac-address? yang: mac- addr ess
| +--:(ipv4-address)
| | +--rwipv4-address? i net:ipv4-address
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| +--:(ipv6-address)

| +--rw i pv6- addr ess?
+--rw (connectivity-context)?
| +--:(context-null)

| +--rw context-null?
+--rw Interface?

+--rw (topol ogy) ?

| +--:(topo-null)

i net:ipv6-address

enmpty
if:interface-ref

| +--rw topo-nul | ? enpty
+--ro admi n-status? | eaf r ef
+--ro oper-status? | eaf r ef
+-rw (fl owentropy)?
| +--:(flowentropy-null)
| +--rw fl owentropy-nul | ? enpty
+--rwopriority? uint8
+--rw sessi on* [session-cooki €]
+--rw sessi on-cooki e ui nt 32
+--rwttl? uint8
+--rwinterval ? I nterval
+--rw enabl e? bool ean
+--rw ecnp- choi ce? ecnp- choi ces
+--rw source-nmep? MEP- name
+--rw destination-nep
| +--rw (MEP-1D)?
| +--:(NMEP-IDint)
| | +--rw MEP-1D-int? i nt 32
| +--:(NMEP-ID-tlv)
[ +--rw MEP-1D-type? intl1l6
| +--rw MEP-1D-1en? intl1l6
| +--rw MEP-1D-val ue? bi nary
+--rw MEP-1D-format? i dentityref

I

I

|

I

I

I

I

+--rw desti nati on- mep- addr ess
| +--rw (np-address)?

[ +--: (nmac- addr ess)

| | +--rw nac-address?

| +--: (i pv4- address)

| | +--rwipv4-address?

| +--: (i pv6-address)

| +--rw i pv6- addr ess?
+--rw (connectivity-context)?
| +--:(context-null)

I

yang: mac- addr ess
i net:ipv4-address

i net:ipv6-address

+--rw context-null? enpty
+-rw (fl owentropy)?
| +--:(flowentropy-null)
| +--rw fl owentropy-nul | ? enpty

+--rwopriority? uint8
+--rw outgoing-interface* [interface]
+-rwinterface | eaf r ef

Expi res February 5, 2016 [ Page 13]
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rpcs:

+--rw MP* [interface]

| +--rwinterface

Ceneri c YANG Model

for OAM

if:interface-ref

+--rw rel at ed-oam | ayer* [of fset]

+--rw of f set
+--rw t echnol ogy

+--rw MD- name-string
+--rw MA-nanme-string?

+---Xx continuity-check

Senevi r at hne,

+- -

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+- -

ro i nput

+--ro technol ogy

+--ro MD-nane-string
+--ro MA-nanme-string?
+--ro (flow entropy)?

| +--:(flowentropy-null)

[ +--ro fl ow entropy-nul

+--ro priority?

+--ro ttl?

+--ro0 session-type-enunf
+--ro ecnp-choice?

+--ro0 sub-type?

+--ro outgoing-interfaces* [i

| +--ro interface
+--ro0 source-nmep?
+--ro destination-np
+--ro (np-address)?
| +--:(nmac-address)

+--: (i pv4-address)

+--: (i pv6-address)

I

I

I

|

+--ro (MEP-1D)?
| +--:(MEP-1D-int)

| | +--ro MEP-I1D-int?
| +--:(VMEP-ID-tlvV)

I

I

I
|
I
I
I
I
I
|
I
I
I
I
| +--ro MEP-1D-1en?
|

| +--ro MEP-ID-format?
+--ro count?

+--ro interval ?

+--ro packet-size?

ro out put

+--ro tx-packt-count?
+--ro rx-packet-count?
+--ro mn-del ay?

+--ro average-del ay?

et al.

| +--ro mac-address?
| +--ro ipv4-address?

+--ro ipv6-address?

+--ro MEP-1D-type?

| +--ro MEP-1D-val ue?

Expi res February 5, 2016

int32

i dentityref
MD- name- string
MA- name- string

i dentityref
MD- name- string
MA- name- string

? enpty

ui nt8

ui nt8
enuner ati on
ecnp- choi ces

i dentityref

nt erface]
if:interface-ref
MEP- nane

yang: mac- addr ess
i net:ipv4-address

i net:ipv6-address

int32

intl6
intl6
bi nary
i dentityref
ui nt 32
| nt er val
ui nt 32

oant count er 32
oant count er 32
oam count er 32
oam count er 32
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+---X
+- -

+-

+---X

+- -

Senevi r at hne,

Ceneri c YANG Mode

+--ro max-del ay?
continuity-verification
ro i nput
+--ro technol ogy
+--ro MD-nane-string
+--ro MA-nane-string?
+--ro (flowentropy)?
| +--:(flowentropy-null)
| +--ro fl ow entropy-nul
+--ro priority?
+--ro ttl?
+--ro session-type-enunf
+--ro ecnp-choice?
+--ro sub-type?
+--ro outgoing-interfaces* [
| +--ro interface
+--ro0 source-nmep?
+--ro destination-np
+--ro (np-address)?
| +--:(nmac-address)
| +--ro nmac-address?
+--: (i pv4- address)
| +--ro ipv4d-address?
+--: (i pv6-address)
+--ro ipv6-address?
-ro (MEP-1D)?
+--:(MEP-1D-int)
| +--ro MEP-ID-int?
+--: (MEP-ID-tlv)
+--ro MEP-1D-type?
+--ro MEP-1D-1en?
| +--ro MEP-1D-val ue?
+--ro MEP-1D-format?
+--ro count?
+--ro interval ?

I
I
||
||
||
||
||
|+
||
||
||
||
||

I

|

+--ro packet-size?

ro out put

+--ro tx-packt-count?
+--ro rx-packet-count?
+--ro mn-del ay?

+--ro average-del ay?
+--ro max-del ay?

pat h- di scovery

ro i nput

+--ro technol ogy
+--ro MD-nane-string
+--ro MA-name-string?
+-ro (flowentropy)?

et al. Expi res February

| for OAM

oam count er 32

{connectivity-verification}?

i dentityref
MD- nane- string
MA- nane- string

| ?

ui nt 8
ui nt8
enuner ati on
ecnp- choi ces

i dentityref
i nterface]
if:interface-ref
MEP- nane

enpty

yang: mac- addr ess
i net:ipv4-address

i net:ipv6-address

int32

intl6
intl6
bi nary
i dentityref
ui nt 32
I nt erval
ui nt 32

oant count er 32
oant count er 32
oant count er 32
oam count er 32
oam count er 32

i dentityref
MD- nane-string
MA- nane- string

5, 2016
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| +--:(flowentropy-null)

| +--ro flow entropy-null? enpty
+--ro priority? uint8

+--ro ttl? uint8

+--ro0 session-type-enunf? enurer ation
+--ro comuand- sub-type? i dentityref
+--ro ecnp-choice? ecnp- choi ces
+--ro outgoing-interfaces* [interface]

| +--ro interface if:interface-ref
+--ro0 source-nep? MEP- name

+--ro destination-np
+--ro (np-address)?
| +--:(nmac-address)

| +--ro nmac-address? yang: mac- addr ess
+--: (i pv4-address)
| +--ro ipv4-address? i net:i pv4-address
+--: (i pv6-address)

+--ro0 ipv6-address? i net:ipv6-address

I

|

I

I

+--ro (MEP-1D)?
| +--:(NMEP-IDint)
|

I

I

I

| +--ro MEP-ID-int? i nt 32
+--: (MEP-I1D-tlv)
+--ro MEP-1D-type? intl1l6
+--ro MEP-1D-1en? intl1l6
| +--ro MEP-1D-val ue? bi nary
| +--ro MEP-ID-format? i dentityref
+--ro count? ui nt 32
+--ro interval ? Interva

+--ro out put
+--ro0 response* [response-index]
+--ro0 response-index uint8
+--ro ttl? uint8
+--ro destination-np
| +--ro (np-address)?
| +--:(nac-address)

| +--ro nac-address? yang: mac- addr ess
+--: (i pv4-address)
| +--ro ipv4-address? i net:ipv4-address
+--: (i pv6-address)

+--ro0 ipv6-address? i net:ipv6-address

I

|

|

|

||

||

| +--ro (MEP-1D)?

| | +--:(VMEP-IDint)

| | | +--ro MEP-ID-int? int32
| | +-:(MEP-ID-tlv)

| | +--ro MEP-1D-type? intl6
| +--ro MEP-1D-| en? int16
| +--ro MEP-1D-val ue? bi nary
| +--ro MEP-ID-format? i dentityref
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+--ro tx-packt-count? oam count er 32
+--ro rx-packet-count? oam count er 32
+--ro mn-del ay? oam count er 32
+--ro average-del ay? oam count er 32
+--ro nmax-del ay? oam count er 32

notifications:
+---n defect-condition-notification

+--ro technol ogy i dentityref
+--ro MD-nane-string MD- nane-stri ng
+--ro MA-nane-string? MA- nanme-string
+--ro nep-nane? VEP- nane

+--ro defect-type? i dentityref

+--ro0 generating-nepid
| +--ro (MEP-1D)?
| +--:(MEP-1D-int)

|

| | | +--ro MEP-ID-int? i nt32

| | +-:(MEP-ID-tlvV)

| ] +--ro MEP-1D-type? intl6

| ] +--ro MEP-ID-1en? intl6

| +--ro MEP-1D-val ue? bi nary

| +--ro MEP-ID-format? i dentityref

+--ro (error)?
+--:(error-null)

| +--ro error-null? enpty
+--:(error-code)
+--ro0 error-code? int3
+--ro0 error-code? int32

data hierarchy of OAM
5.  OAM YANG Mbodul e
<CODE BEG NS> file "ietf-gen-oam yang"
nmodul e i etf-gen-oam {
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-gen-oant;

prefix goam

inmport ietf-interfaces {
prefix if;
}

import ietf-yang-types {
prefix yang;

inmport ietf-inet-types {
prefix inet;
}
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organi zation "I ETF LI ME Worki ng G oup”;
cont act
"Ti ssa Senevirathne tsenevir@i sco. cont;
description
"Thi s YANG nodul e defines the generic configuration
statistics and rpc for OAMto be used within IETF in
a protocol indpendent nanner. Functional |evel
abstraction is indendent with YANG nodeling. It is
assuned that each protocol maps correspondi ng
abstracts to its native format.
Each protocol may extend the YANG nodel defined
here to include protocol specific extensions"

revi sion 2015-04-09 {
description
"Initial revision. - 04 version";
reference "draft-tissa-Iline-oant;

}

/* features */
feature connectivity-verification {
description
"This feature indicates that the server supports
executing connectivity verification OAM conmand and
returning a response. Servers that do not advertise
this feature will not support executing
connectivity verification command or rpc nodel for
connectivity verification command.";

}
/* ldentities */

identity technol ogy-types {
description
"this is the base identy of technol ogy types which are
vpls, nvo3, TRILL, ipv4, ipve, npls, etc";
}

identity ipvéd {
base technol ogy-types;
description
"technol ogy of ipv4";

identity ipv6 {
base technol ogy-types;
description
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"technol ogy of ipv6";
}

i dentity command-sub-type {
description
"defines different rpc comuand subtypes, e.g rfc792 IP
ping, rfc4379 LSP ping, rfc6905 trill OAM this is
optional for nost cases";

}

identity icnp-rfc792 {
base conmand- sub-type
description
"Defines the command subtypes for | CMP ping"
reference "RFC 792";

}

identity nane-format {
description
"This defines the name format, | EEE 8021Q CFM defi nes varyi ng
styles of nanmes. It is expected nane format as an identity ref
to be extended with new types.";

}

identity nane-format-null {
base nane-for mat;
description
"defines nane format as nul | "
}

identity identifier-format {
description
"identifier-format identity can be augnented to define other
format identifiers used in MEPD-ID etc";

}

identity identifier-format-integer {
base identifier-format;
description
"defines identifier-format to be integer"”;
}

identity defect-types {
description
"defines different defect types, e.g. renote rdi
m s-connection defect, loss of continuity";

identity renote-rdi {
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base defect-types
description

I ndi cates the aggregate health of the remote MEPs. ";

}

identity renote-nmep-error{
base defect-types
description
" Indicates that one or nore of the renote MEPS is

reporting a failure

identity inval ue-oamerror{
base defect-types
description
"Indicates that one or nore invalid OAM nessages has been
received and that 3.5 tines that OAM nessage transmni ssion
i nterval has not yet expired.

}

identity cross-connect-error{
base defect-types
description
I ndi cates that one or nore cross-connect oam nessages has been
received and that 3.5 tinmes that OAM nessage transmni ssion
i nterval has not yet expired.

}

/* typedefs */
typedef MEP-direction {
type enuneration {
enum " Up" {
val ue O;
description
"I ndi cates when OAM franes are transmtted towards and
received fromthe bridging/routing function."
}
enum " Down" {
val ue 1;
description
"I ndi cates when OAM franes are transmtted towards and
received fromthe wire.";

}
}

description
"MEP direction.";
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typedef MEP-name {
type string;
description
"CGeneric administrative nane for a MEP";
}

typedef Interval {
type uint32;
units "mlliseconds”
default "1000";
description

"Interval between packets in mlliseconds.

0 means no packets are sent.";

}

typedef ecnp-choices {
type enuneration {
enum "ecnp- use-pl at f orm hash" {
val ue 0;
description
"Use Pl atform hashing.";
}
enum "ecnp-use-round-robin" {
val ue 1;
description
"Use round robin hashing.";
}
}
description
"Equal cost nulti Path Choices"
}

typedef MD-nane-string {
type string;
default "";
description

"CGeneric adnministrative nane for an M
}

typedef MA-nane-string {
type string;
default "";
description

"CGeneric admnistrative nane for an MA";
}

typedef oam counter32 {
type yang: zer o- based- count er 32;
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description
"defines 32 bit counter for OAM';
}

typedef MD-Ievel {
type uint32 {
range "0..255";
}

description
"Mai nt enance Donmain level. The level nay be restricted in
certain protocols (eg to 0-7)";

}
[ * groupings */

groupi ng topol ogy {
choi ce topol ogy {
case topo-null {
description
"this is a placehol der when no topol ogy i s needed"
| eaf topo-null {
type enpty;
description
"there is no topology define, it will be defined
in technol ogy specific nodel."

}
}

description
"Topol ogy choi ces"
}
description
"Topol ogy";
}

groupi ng error-nessage {
choice error {
case error-null {
description
"this is a placehol der when no error status is needed”
| eaf error-null {
type enpty;
description
"there is no error define, it will be defined in
technol ogy specific nodel.";

}
}

case error-code {
description
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"this is a placeholder to display error code.";
| eaf error-code {
type int32;
description
"error code is integer value specific to technol ogy."
}
}
description
"Error Message choices. "
}

description
"Error Message.";
}

groupi ng np-address {
choi ce np-address {
case nmc-address {
| eaf mac-address {
type yang: mac- addr ess;
description
"MAC Address”;
}
description
"MAC Address based MP Addressing."
}
case ipv4-address {
| eaf ipv4-address {
type inet:ipv4-address;
description
"I pv4 Address"”;

description
"I p Address based MP Addressing.”
}
case ipv6-address {
| eaf ipv6-address {
type inet:ipv6-address;
description
"I pv6 Address";
}
description
"i pv6 Address based MP Addressing."
}
description
"MP Addressing."
}

description
"MP Address";
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}

groupi ng mai nt enance-domai n-i d {
description
"Grouping containing |leaves sufficient to identify an MD';
| eaf technol ogy {
type identityref {
base technol ogy-types;

mandat ory true;

description
"Defines the technol ogy";

| eaf MD-name-string {
type MD nane-string;
mandat ory true;
description
"Defines the generic administrative maintenance domai n nane";

}
}

groupi ng MD- nane {
| eaf MD-name-format {
type identityref {
base nane-fornat;
}
description
"Name format.";
}
choi ce MDD nanme {
case MD-name-null {
| eaf NMD-nane-null {
when "../../../MD-nane-format = nane-format-null" {
description
"MD nane format is equal to null format.";

}
type enpty;
description
“MD nane Nul | .";

}
}

description
"MD nane.";

}

description
"MD nane";
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grouping ma-identifier {
description
"G ouping containing |leaves sufficient to identify an MA";
| eaf MA-nanme-string {
type MA-nane-string;
description
"MA nane string.";

}
}

groupi ng MA-nane {
description
"MA nane";
| eaf MA-name-format {
type identityref {
base nane-fornmat;
}
description
“"Ma nane format";

choi ce MA-name {
case MA-nane-null {
| eaf MA-nane-null {
when "../../../MA-name-format = nanme-format-null" {
description
VA
}
type enpty;
description
‘enpty”;
}
}

description
"MA nane";
}
}

groupi ng MEP-1D {
choi ce MEP-1D {
default "MEP-1D-int";
case MEP-ID-int {
| eaf MEP-ID-int {
type int32;
description
"MEP IDin integer format";
}

}
case MEP-ID-tlv {

Senevirathne, et al. Expi res February 5, 2016 [ Page 25]



Internet-Draft Generi ¢ YANG Model for OAM August 2015

| eaf MEP-1D-type {
type int16;
description
"Type of MEP-ID";

| eaf MEP-1D-1en {
type int16;
description
"Length of MEP-1D val ue”

}
| eaf MEP-1 D val ue {
type binary {
I ength "12..255";
}

description
"Val ue pl ease refer RFC6428."

}

description
"MEP-1D';

}
| eaf MEP-ID-format {
type identityref {
base identifier-fornat;
}
description
"MEP ID format."
}
description
"MEP-1D';
}

groupi ng MEP {
description
"Defines elements within the MEP";
| eaf mep-nane {
type MEP-nane;
mandat ory true;
description
"Ceneric admnistrative nane of the MEP';

}
uses MEP-1 D

uses np-address;
uses connecti vity-context;
| eaf Interface {
type if:interface-ref;
description
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"Interface name as defined by ietf-interfaces”

uses topol ogy;

}

groupi ng session-type {
description
"This object indicates the current session
definition.";
| eaf session-type-enum {
type enuneration {
enum proactive {
description
"The current session is proactive"
}

enum on-denmand {
description
"The current session is on-denmand.";
}
}

description
"session type enunt;
}

}

grouping nonitor-stats {
| eaf tx-packt-count ({
type oam counter 32
description
"Transmi tted Packet count";
}

| eaf rx-packet-count {
type oam counter 32
description
"Recei ved packet count";

| eaf mn-delay {
type oam counter 32
units mlliseconds;
description
"Delay is specified in mlliseconds"
}

| eaf average-del ay {
type oam counter 32
units mllisecond;
description
"average delay in mlliseconds"
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| eaf max-delay {
type oam counter 32;
units mllisecond;
description
"Maxi mum delay in mlliseconds";
}

description
"Mboni tor Statistics”;

}

grouping MP {
description
"defines MP";
| eaf interface {
type if:interface-ref;
description
"Interface";
}

}

groupi ng rel at ed- oam | ayer {
| eaf offset {
type int32 {
range "-255..255";
}
description
"defines offset (in MDlevels) to a related OAM | ayer
+1 is the layer inmedi ately above
-1 is the layer inmediately bel ow';
}
uses mai nt enance-donai n-i d;
uses ma-identifier;
description
"related OAM | ayer";

}

grouping interface-status {
description
"collection of interface related status";
| eaf adm n-status {
type leafref {
path "/if:interfaces-state/if:interface/if:adni n-status";

config fal se;
description
"oper status fromietf-interface nodul e";

}

| eaf oper-status {
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type leafref {
path "/if:interfaces-state/if:interface/if:oper-status"”;

config fal se
description
"oper status fromietf-interface nodul e";
}

}

groupi ng connectivity-context {
description
"Grouping defining the connectivity context for an MA; for
exanple, a VRF for IP, or an LSP for MPLS. This will be
augrment ed by each protocol who use this conponent”
choi ce connectivity-context ({
default "context-null"
case context-null {
description
"this is a place hol der when no context is needed"
| eaf context-null ({
type enpty;
description
"there is no context define";
}
}

description
"connectivity context";
}

}

grouping priority {

description
"Priority used in transmtted packets; for exanple, in the
TOS/DSCP field in IP or the Traffic Cass field in MPLS'

| eaf priority {
type uint8;
description

"priority";
}

}

groupi ng flowentropy {
description
"defines the grouping statenent for flow entropy"”;
choi ce flow entropy {
default "fl ow entropy-null"
case flowentropy-null {
description
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"this is a place hol der when no flow entropy is needed"
| eaf flow entropy-null {
type enpty;
description
"there is no flow entropy defined";
}

}

description
"Fl ow entropy";
}
}

groupi ng neasurenent-tim ng-group {
description
"This grouping includes objects used for
proactive and on-denand
schedul i ng of PM neasurenent sessions."

contai ner start-time {
description
"This container defines the session start time.";
choice start-tinme {
description
"Measurenent sessions tart tinme can be i mediate, relative, or
absol ute.";
cont ai ner i mMmedi ate {
presence "Start the neasurenent session inmediately.”
description
"Start Tine of probe inmmediately.";
}
| eaf absolute {
type yang: dat e-and-ti ne;
description
"This objects specifies the scheduled start tine
to performthe on-denmand nonitoring operations.";

}
}

contai ner stop-tine {
description
"This container defines the session stop tine.";
choi ce stop-tine {
description
"Measurenent session stop time can be none, or absolute.”
cont ai ner none {
presence "Never end the neasurenent session.";
description
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"Stop tinme is never to end.";

}

| eaf absolute {
type yang: date-and-ti ne;
description
"This objects specifies the scheduled stop tinme
to performthe on-demand nonitoring operations."”;

}

cont ai ner domai ns {
description
"Contains configuration related data. Wthin the container
is list of fault dormains. Whin each dom an has List of MA";
list domain {
key "technol ogy MD name-string";
ordered-by system
description
"Define the list of Domains within the | ETF- CAM';
uses nmi nt enance- donmi n-i d;
uses MD- nane;
| eaf md-1evel {
type MD-| evel;
description
"Defines the MD Level";
}
cont ai ner MAs {
description
"This container defines MA, within that have multiple MA
and within MA have MEP, M P";
list MA {
key "MA-nane-string";
ordered-by system
uses nma-identifier;
uses MA- nane,
uses connectivity-context;
| eaf mep-direction {
type MEP-direction;
mandat ory true;
description
"Direction for MEPs in this MA";

| eaf interval {
type Interval;
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default "0";

description
"Defines default Keepalive/CC Interval. May be
overridden for specific sessions if supported by the
protocol .";

| eaf | oss-threshold {
type uint32;
default "3";
description
"nunmber of consecutive Keepalive/ CC nessages m ssed
before declaring loss of continuity fault. This is
moni t ored per each renote MEP session";

}
leaf ttl {
type uint8;
defaul t "255";
description
"Time to Live";

uses flow entropy {
description
"Default flow entropy in this MA, which may be
overridden for particular MEPs, sessions or
operations";
}
uses priority {
description
"Default priority for this MA, which may be overridden
for particular MEPs, sessions or operations.”

}
list MEP {
key "mep-nane";
ordered-by system
description
"contain list of MEPS";
uses MEP;
uses interface-status {
description
"status of associated interface";
}
uses fl ow entropy;
uses priority;
list session {
key "session-cookie";
order ed- by user;
description
"Monitoring session to/froma particular renote MEP
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Dependi ng on the protocol, this could represent CC
messages received froma single remote MEP (if the
protocol uses nulticast CCs) or a target to which
uni cast echo request CCs are sent and from which
responses are received (if the protocol uses a
uni cast request/response nechanism.";
| eaf session-cookie {
type uint32;
description
"Cookie to identify different sessions, when there
are nultiple renote MEPs or nultiple sessions to
the same renote MEP.";

}
leaf ttl {
type uint8;
defaul t "255";
description
"Tinme to Live.";
}
| eaf interval {
type Interval
description
"Transm ssion interval for CC packets for this
session.";

| eaf enable {
type bool ean;
default "fal se";
description
"enabl e or disable a nonitor session"
}

| eaf ecnp-choice {
type ecnp-choi ces
description
"0 nmeans use the specified interface
1 neans use round robin";
}
| eaf source-nep {
type MEP-nane,
description
"Source MEP for this session, if applicable";
}

cont ai ner destination-nep {
uses MEP-1D
description
"Destinati on MEP'

}

cont ai ner destinati on-nep-address {
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uses np-address;
description

"Destinati on MEP Address”
}
uses connectivity-context;
uses fl ow entropy;
uses priority;
list outgoing-interface {
key "interface"
| eaf interface {
type if:interface-ref;
description
"Qutgoing Interface"

description
"outgoing interfaces”;
}
}
}
list MP {
key "interface"
uses M P;
description
"Mai nt enance I nternedi ate Point";

list rel ated-oam| ayer {
key "offset";
description

"List of OAM | ayers above and below that are related to
current MA. This allow users to easily navigate up and
down to efficiently troubl eshoot a connectivity
i ssue";

uses rel at ed-oam | ayer
}

description

"Mai nt enance Association list";

}
}
}

}

notification defect-condition-notification {
description

"When defect condition is nmet this notificiation is sent”;
uses mai nt enance-domain-id {
description
"defines the MD (Mai ntenance Donmin) identifier, which is the
Generic MD-name-string and the technol ogy.";
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}

uses nma-identifier;
| eaf mep-nane {
type MEP- nane;
description
"Indicate which MEP is seeing the error";

}
| eaf defect-type {
type identityref {
base defect-types
}
description
"The currently active defects on the specific MEP.";
}

cont ai ner generating-nmepid {
uses MEP-I D;
description
"Who is generating the error (if known) if
unknown nmake it 0.";
}
uses error-nessage {
description
"Error nmessage to indicate nore details.";
}
}

rpc continuity-check {
description
"Generates continuity-check as per RFC7276 Table 4."
i nput {
uses nai ntenance-domain-id {
description
"defines the MD (Mai ntenance Domain) identifier, which is
the generic
MD- nane-string and the technol ogy.";
}
uses ma-identifier {
description
"identfies the Mintenance association";

uses fl ow entropy;
uses priority;
leaf ttl {
type uint8;
default "255";
description
"Time to Live";
}

uses session-type;
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| eaf ecnp-choice {
type ecnp-choi ces;
description
"0 nmeans use the specified interface
1 nmeans use round robin";

}
| eaf sub-type {
type identityref {
base conmand- sub-type
}
description
"defines different comand types";
}
list outgoing-interfaces {
key "interface"
| eaf interface {
type if:interface-ref;
description
"outgoing interface";
}
description
"outgoing Interfaces”;
}
| eaf source-nep {
type MEP-nane;
description
"Source MEP';
}
cont ai ner destination-np {
uses np-address;
uses MEP-1D {
description "Only applicable if the destination is a MEP";
}

description
"Destination MEP"

| eaf count {
type uint32;
default "3";
description

"Nurmber of ping echo request nmessage to send"

}

| eaf interval {
type Interval
description
"Interval between echo requests”;
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}

| eaf packet-size {
type uint32 {
range "64..10000";
}

default "64";
description
"Size of ping echo request packets, in octets”
}

out put {
uses nonitor-stats {
description
"Stats of continuity check.";
}

}
}

rpc continuity-verification {
if-feature connectivity-verification
description
"Generates continuity-verification as per RFC7276 Table 4."
i nput {
uses nai ntenance-domain-id {
description
"defines the MD (Mai ntenance Domain) identifier, which is
the generic
MD- nane-string and the technol ogy.";
}
uses ma-identifier {
description
"identfies the Mintenance association";

uses fl ow entropy;

uses priority;

leaf ttl {
type uint8;
default "255";

description
"Time to Live";

}

uses session-type;

| eaf ecnp-choice {
type ecnp-choi ces;
description

"0 nmeans use the specified interface
1 nmeans use round robin";
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| eaf sub-type {
type identityref {
base conmand-sub-type
}
description
"defines different comand types";
}

list outgoing-interfaces {
key "interface"
| eaf interface {
type if:interface-ref;
description
"outgoing interface";
}
description
"outgoing Interfaces";
}
| eaf source-nep {
type MEP-nane;
description
"Source MEP';
}
cont ai ner destination-np {
uses np-address;
uses MEP-1D {
description "Only applicable if the destination is a MEP";

description
"Destinati on MEP'
}
| eaf count {
type uint32;
default "3";
description
"Nurmber of ping echo request nessage to send"

| eaf interval {
type Interval
description
"Interval between echo requests”;
}

| eaf packet-size {
type uint32 {
range "64..10000";

}
default "64";

description
"Size of ping echo request packets, in octets";
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}

out put {
uses nonitor-stats {
description
"Stats of continuity check.";

}
}

rpc path-discovery {
description
"Cenerates Trace-route or Path Trace and return response.
Ref erenci ng RFC7276 for common Tool set nanme, for IPit’s
Traceroute, for MPLS QAMit’'s Traceroute node, for
MPLS-TP OAM it’s Route Tracing, for Pseudowire QAMit’s
LSP Ping, and for TRILL OAMIt's Path Traci ng tool
Starts with TTL

of one and increnment by one at each hop. Untill destination
reached or TTL reach max val une"
i nput {

uses mai nt enance-domain-id {
description
"defines the MD (Mai ntenance Donmin) identifier, which is
the generic MD-nane-string and the technol ogy."
}
uses ma-identifier {
description
"identfies the Miintenance association";

uses fl ow entropy;

uses priority;

leaf ttl {
type uint8;
defaul t "255";

description
"Tinme to Live";

}

uses sessi on-type;

| eaf conmmand- sub-type {
type identityref {

base conmand-sub-type

}

description
"defines different comand types";

}

| eaf ecnp-choice {
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type ecnp-choi ces
description

"0 means use the specified interface
1 nmeans use round robin";
}

list outgoing-interfaces {
key "interface";

| eaf interface {

type if:interface-ref;
description

"Interface.";

}

description
"Qutgoing interface list.";

}
| eaf source-nep {

type MEP- nane;
description

" Source MEP";
}
cont ai ner destination-np {

uses np-address;
uses MEP-1D {

description
"Destinati on MEP"

| eaf count {
type uint32;
default "1";
description

"Number of traceroute probes to send.

August 2015

description "Only applicable if the destination is a MEP";

In protocols where a
separate nessage is sent at each TTL, this is the nunber
of packets to send at each TTL.";

| eaf interval {
type Interval
description

"Interval between echo requests”;
}

out put {
list response {
key "response-index";

| eaf response-index {
type uint8;

description

Expi res February 5, 2016
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"Arbitrary index for the response. |In protocols that
guarantee there is only a single response at each TTL
(eg IP Traceroute), the TTL can be used as the response
i ndex.";
}
leaf ttl {
type uint8;
description
"Time to Live"

description
"Time to Live";
cont ai ner destination-np {
description "MP from which the response has been received";
uses np-address;
uses MEP-1D {
description
"Only applicable if the destination is a MEP";
}
}

uses nonitor-stats {
description
"If count is 1, there is a single delay value reported.”
}
}

description
"Li st of response.”;

YANG nodul e of QAM
<CODE ENDS>
6. Base Mode
The Base Mode defines default configuration that MJST be present in
the devices that conply with this docunment. Base Mdde all ows users
to have "zero-touch" experience. Several paraneters require
technol ogy specific definition

6.1. MEP Address

In the Base Mbde of operation, the MEP Address is by default the IP
address of the interface on which the MEP is | ocated.
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6.2. MEP I D for Base Mbdde

In the Base Mbde of operation, each device creates a single UP MEP
associated with a virtual OAM port with no physical |ayer (NULL PHY).
The MEPI D associated with this MEP is zero (0). The choice of MEP-1D
zero i s explai ned bel ow.

MEPID is 2 octet field by default. It is never used on the wire
except when using CCM Ping, traceroute and session nonitoring does
not use the MEPID on its nessage header. It is inportant to have
net hod that can derive MEP I D of base node in an automatic manner
with no user intervention. |P address cannot be directly used for
this purpose as the MEP ID is nmuch smaller field. For Base Mde of
operation we propose to use MEP ID zero (0) as the default MEP-I1D.

CCM packet use MEP-1D on the payload. CCM MJUST NOT be used in the
Base Mbde. Hence CCM MUST be di sabl ed on the Mi ntenance Associ ation
of the Base Mbde.

If CCMis required, users MJST configure a separate Mi ntenance
associ ation and assi gn unique value for the correspondi ng MEP | Ds.

[ EEEB02. 1@ CFM defines MEP I D as an unsigned integer in the range 1
to 8191. |In this docunment we propose to extend the range to 0 to
65535. Value 0 is reserved for MEP | D of Base Mbde operation and
MUST NOT be used for other purposes.

6.3. Mintenance Domain
Default MD-LEVEL is set to 3.

6. 4. Mai nt enance Associ ati on

MAI D [ I EEE802. 1Q has a flexible format and includes two parts:

Mai nt enance Domai n Nanme and Short MA name. |In the Based Mode of
operation, the value of the Miintenance Domai n Nanme nust be the
character string "GenericBaseMbde" (excluding the quotes "). |n Base

Mode operation Short MA Nane format is set to 2-octet integer format
(value 3 in Short MA Format field [I EEEBO02.1Q ) and Short MA name set
to 65532 (OxFFFC).

7. Not e

This section will be renoved or subject to change in the future if
any agreenent is reached. As per investigation of RFC7276 for
performance Mnitoring for Loss and Del ay are defined for MPLS
OAM RFC6374[ RFC6374] ), OMNMP ( RFC4656[ RFC4656]) and TWAMP

( RFC5357[ RFC5357]) and TRILL OAM ( RFC7456[ RFC7456]). In case of
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Performance Monitoring Statistics are common between these
technol ogi es thus generic Yang nodel for Performance will be worked
out through separate draft w th Augnentation of Generic LI ME nodel
In case of O her Function, it’'s technol ogy specific and thus should
be dealt in technology specific Yang nodel instead of Generic Mdel.

8. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241] [RFC6241]. The |owest NETCONF | ayer
is the secure transport |layer and the nandatory-to-inplenent secure
transport is SSH [ RFC6242] [ RFC6242]. The NETCONF access contro
nmodel [ RFC6536] [RFC6536] provides the neans to restrict access for
particul ar NETCONF users to a pre-configured subset of all available
NETCONF pr ot ocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

The vul nerable "config true" subtrees and data nodes are the
fol | owi ng:

/ goam domai ns/ goam domai n/
/ goam donai ns/ goam donmai n/ goam MAs/ goam M4/
/ goam donmai ns/ goam domai n/ goam MAs/ goam MY goam MEP
/ goam domai ns/ goam domai n/ goam MAs/ goam MY goam MEP/ goam sessi on/
Unaut hori zed access to any of these lists can adversely affect OAM
managenent system handling of end-to-end OAM and coordi nati on of OAM
within underlying network layers This may | ead to inconsistent
configuration, reporting, and presentation for the OAM nmechani snms
used to manage the networKk.

9. | ANA Consi derati ons
This docunment registers a URI in the | ETF XM registry [ RFC3688]

[ RFC3688]. Following the format in RFC 3688, the follow ng
registration is requested to be nade:
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10.

11.

11.

URI: urn:ietf:parans: xm :ns:yang:ietf-gen-oam
Regi strant Contact: The |ESG
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-gen-oam nanmespace: urn:ietf:paranms: xn :ns:yang:ietf-gen-oam

prefix: goamreference: RFC XXXX
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