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Abstract

As operators deploy and operate nulti-layer networks and diverse
transport technol ogi es, |ayer independent Operations, M ntenance &
Admi ni strati on Managenent (OAM woul d be beneficial for nonitoring
and troubl eshooting operations of network and service infrastructure.

This docunment identifies and di scusses the key use-cases and hi gh-

| evel requirenments for |ayer independent Operations, Admnistration,
and Mai ntenance managenent to facilitate operations and nai ntenance
in multi-layer and rmulti-domain networks utilizing a wide variety of
het er ogeneous networ ki ng technol ogi es.
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

Thi s docunment di scusses use-cases for |ayer independent OAM
managenent that would interface to nmulti-layer or multi-domain
networks to cover various heterogeneous networking technol ogi es.

As operators and providers (e.g., network operators, data center
operators, service providers, etc.) continue to deploy and operate
mul ti-layer networks using a wide range of transport technol ogies,

| ayer independent OAM Managenent for stitching different |ayer QAMs
is desirable to minimse operational conplexity and sinplifying O&M
(OAM and O&M are used as specified in [ RFC6291]).

Thi s docunment di scusses Layer |ndependent QAMin Milti-Layer
Envi ronment (LIME), and is intended to:

0 outline use cases for layer independent OAM nanagenent
and highlight the issues encountered with existing OAM
pr ot ocol s;
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(0]

Ki ng,

di scuss OQAM requirenents for when desi gning and depl oyi ng new
t echnol ogi es;

outline eixsting technologies to facilitate |ayer independent OAM
managenent, including MEF work, I TU- T work, |IETF rel ated work;

di scuss how OAM mi ght be configured via a unified managenent
i nterface:

* Establishment of OAM Entities(e.g., MEG Mg MP, MEP) and
Functions(e. g., CC, CV)

*  Adj ust ment of OAM Paraneters
* Deleting OAM Entities

hi ghli ght a generic OAM Managenent nodel that nay be applied to
various QAM t echnol ogi es:

* Defining common objects and rel ationshi ps nodel for various
t echnol ogi es

* Defining a common set of nmethods/calls to use for the various
functions

* Defining a conmmpn set of attributes per object
* Defining a common set of alarns and notifications

Speci fic OAM t echnol ogy nodels wi |l augment the basic OAM
managenent nodel defined by the LI ME G oup.

detail OAM fault nanagenent(e.g., fault |ocation, path
di scovery) data nodel using |ayer independent OAM Managenent:

* Propose neans to help during service diagnosis; these nmeans nmay
rely on filtering information so that tine recovery can be
optinmized. A typical exanple would be efficient root cause
analysis that is fed with input fromvarious |ayers.

* Propose neans that would help to optinmize a network as a whol e
i nstead of the nonolithic approach that is specific to a given
| ayer. For exanple, investigate neans that would help in
conmputing diverse and conpletely disjoint paths, not only at
the overlay but also at the underl ay.

di scuss the security nodel for |ayer independent OAM managenent:

*  Propose neans to avoid | eaking OAM i nformati on to no authorized
entities, and to avoid altering OAM i nformati on exposed by each
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*  Propose neans to ensure reliability of OQAMinformati on exposed

by each | ayer.

further discussion is required to

target key issues and scope the work to be conducted within | ETF
accordi ngly.

The probl em statenent and architecture is discussed in [LIME-PS].

2. Term nol ogy

2. 1.

The key words "MJST", "MJIST NOT", "REQU RED',
"SHOULD', "SHOULD NOT", "RECOMVENDED', " NAY",

Conventions used in this docunent

"SHALL", "SHALL NOT",
and "OPTIONAL" in this

docunent are to be interpreted as described in RFC2119 [ RFC2119].

2. 2.

Ki ng,

Acronyns and Abbrevi ations

LI ME - Layer Independent OAMin Milti-Layer

Envi r onnent

OAM - (Operations, Adm nistration, and Mii ntenance

&M - OAM and Managenent

ABNO - Application Based Network Operation

MEG - Mai ntenance Entity G oup [ RFC6371]

MEP - Mai ntenance Entity Group End Point [ RFC6371]

M P - Mintenance Entity Goup Internediate Point [RFC6371]

CC -Continuity Check [RFC7276]

CV - Connectivity Verification [ RFC7276]
CFM - Connectivity Fault Managenent

EFM - Ethernet In the First Mle

BFD - Bi di rectional Forwarding Detect
LBM - Loopback Message

LBR - Loopback Reply

LTM - Li nktrace Message
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LTR -Li nktrace Reply

0SS - Qperation Support System

NMS - Net wor k Management System

SFC -Service Function Chain [I-D.ietf-sfc-problemstatenent]
SF - Service Function [I-D.ietf-sfc-problemstatenment]

TES -Tenant End System [I-D.ietf-nvo3-framework ]

NVO3 -Network Virtualization Overlay [I-D.ietf-nvo3-overlay-
probl em st at enent |

WAN - W de Area Network
VXLAN -Virtual eXtensible Local Area Network [ RFC7348]

NVGRE - Network Virtualization using Generic Routing Encapsul ation
[I-D. sridharan-virtualization-nvgre]

PW - Pseudowi r e
LSP -Label Switching Path

MPLS -Mul ti-Protocol Label Switching

3. Layer I ndependent OAM Managenent Use Cases
3.1. Milti-layer nmulti-region OAM Consolidation in the Managenent Pl ane

A multi-layer nmulti-region network will often require data traffic
bet ween two custoner edges to be transported across two regions, as

illustrated in figure 2. In this scenario the sane donmain and
multiple layer OAMs(i.e.,PWOAM end to end LSP OAM segnent LSP OAM
are used.

For PWOAM is used at the custoner level for nmonitoring the end-to
-end connection between the two Provider edges(PEs), while end to end
LSP OAM and segnent LSP OAMis used at the provider |evel for

nmoni toring the segnent LSP and end to end LSP respectively. A
segnent is between MEPs and The OAM in each segnent is independent of
any ot her segnent.
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Figure 1: Multi-Region Milti-Layer QAM

Wth single CSS/NMS i n the nanagenent plane, custom zed service
di agnose can be provided, e.gqg.

0 initiating tests on any layer in the nmulti-layer network
0O initiating test on any segnent of the end to end path
0O initiate test on end to end path

o check end-to-end connectivity test results across a multi-I|ayer
networ k even when each layer runs a different technol ogy.

Multiple layer OAMs stitching in different part of the network

Figure 2 illustrates a multi-layer network in which data traffic

bet ween two access nodes is transported through access section

bet ween access node(AN) and aggregati on node( AGG Node) and
aggregation section between aggregati on node and edge node and even
core section fromedge node to Internet or WANN. EFM OAM i s used at
the access section for nonitoring the access connection between the
access node and aggregation node, CFM OAM and IP OAMis used at the
aggregation section for nmonitoring end to end connecti on between
aggregation node and edge node. BFD is used at the core section for
nmonitoring end to end connection fromedge node to Internet or WAN.
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Figure 2
Wth single CSS/NMS in the nanagenent plane, different |ayer OAM at

the different part of the network can be stitching together to
provide unified view for network probl emreporting by consunming all
status reports fromthe network, aggregating them correlating them

In addition, a user who wishes to
connectivity verification conmand
the sane manner regardl ess of the
technol ogy. This can be achieved
connectivity verification conmand
managenent pl ane and data pl ane.

ping to Edge node B from Aggregati on node A fail ed.

i ssue a | P Ping Conmand or use

in the Ethernet layer can do so in
under | ying protocol or transport
by invoking I P Ping Command or
through uni forminterface between
Consi der a scenario where an IP
Bet ween AGG node

A and Edge Node B there are | EEE 802.1 [| EEE-802.1Q bridges a,b and

c. Let’'s assune a,b and c are using [|EEE-802.1ag] CFM

| P | ayer

Ping can be invoked using uniforminterface between single OSS/ NVS

and AGG node A.
wi sh to "go down" to the Ethernet

fault verification (LBMLBR) and fault
usi ng the sane uniforminterface used by |IP Layer

Ki ng, et al

Upon detecting I P |ayer ping failure,

Expi res March, 2015

the user may
| ayer and issue the correspondi ng
isolation (LTMLTR) tools,

Pi ng.
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3.3. Stitching OAM at | ayer requiring L4 to L7 service

In Service Function Chain ([I-D.ietf-sfc-problemstatenent]), the
service packets are steered through a set of Service Function
distributed in the network. Overlay technol ogi es and ot her tunneling
techni ques can be used to stitch these Service Function Nodes in
order to formend to end path (see Figure 3).

[ +
| Single |
[-----mmm e - | OSS/INMB ---------mmmmmmm oo -
I Hommmoooe- + I
I I
| e |
| [1rr-- ==V |
| 1111 IR RN |
| /771 |->SF1 SF2-+ SF3----+ +->Proxy- SF4 IRRR
|/ I [~ n || \
I Vo I I ||
Hommma- + | +o-- -+ oo+ | e + e +
| SFC | [ --1 +<+ I |<- [->] I I I
| I ngress|------ NE-a ------- +NE-b +------- NE-¢ -------- +NE-d
| Node | I I I I I I I I
E SR + +----- + +----- + +----- + +----- +
IR 111
[RRRA 11111
VAV - - -1
SF OAM
0 0 0 0 D
SFC OAM
O-----==-=-=----- D--D---------- D------------ D
NVG3 CAM
O-------mmmm - - O-------mmmmmm - D--------- D--------- - 0
Li nk OAM
0--0---0--0- 0---0 0--0--0--0

o Mai ntenance Endpoi nt ( MEP)
D Maintenance Internediary point (MP)

Figure 3: Stitching OAM at layer requiring L4 to L7 service
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In figure 3, Link OAMis used between any two adjacent SFs hosted in
the sane service node in the SFC | ayer or between a SF and the
service node hosting that SF. NVO3 OAMis used between SFC ingress
node and NVQO3-enabl ed Network el enent or any two NVO3- enabl ed network
elenment in the SFC domain. SFC OAMis used between a set of Service
Functions belong to the sane service function chain in the SFC
domain. SF OAMis used between SF and SF Controller

When the service packet enters into the network, QAM i nfornation
needs to be inposed by ingress node of the network into the QAM
packet (e.g., packet header extension or TLV extension in the overlay
header) and pass through the network in the sane path as the service
traffic and processed by a set of Service Functions that are hosted
in Service Nodes and | ocated in different |layers requiring L4-L7
servi ce.

When any Service Nodes or any service segment between two Service
Nodes fails to deliver user traffic, there is a need to provide a
tool that would enable users to detect such failures (e.g., fault
element in the path), and a mechanismto isolate faults.

In case of several SFs co-located in the same Service Node, the
packet is processed by all SFs in the Service Node, Once the packet
i s successfully handl ed by one SF, the packet is forwarded to the
next SF that is in the same Service Node.

When the packet |eaves the network, the CAMinformati on needs to be
stripped out fromthe packet.

To provide unified view of OAMinformation fromdifferent |ayers and
di fferent segnent of the Service Function Path, these OAM i nformation
needs to gathered from various | ayer using different encapsul ation
and tunneling techni ques and abstracted and provided to the
managenent application via the uniform managenent interface.

As indicated in [I-D. boucadair-sfc-requirenents], the follow ng OQAM
functions are to be supported:

0 Support neans to verify the conpletion of the forwarding actions
until the SFC Border Node is reached (see Section 3.4.1 of
[ RFC5706]) .

0 Support neans to ensure coherent classification rules are
installed in and enforced by all the Odassifiers of the SFC
enabl ed donmi n.

0 Support neans to correlate classification policies with observed
forwardi ng acti ons.
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3. 4.

0 Support in-band liveliness and functionality checking nechani sns
for the instantiated Service Function Chains and the Service
Functions that belong to these chai ns.

O her service diagnosis and troubl eshooting requirenents are
di scussed in [I-D. boucadair-sfc-requiremnments].

Mul ti-Qperator OAM Stitching

Mul ti-operator networks can be abstracted, virtualized and shared by
several tenants. A tenant has an end-to-end view of its virtual
network. Figure 5 illustrates an exanple of nulti-Iayer

mul ti-operator network in which data traffic between two tenant
systens is transported across three operators.

=+

| Abstraction |

| Layer (opt.)| - - - - - - - -
+ - - - - - -+

S NIy + S NIy + S NIy + |
+ Single + + Single + + Single + [
| OSS/ NVS | | OSS/ NVS | | OSS/ NVS | [
[ S, + [ S, + [ S, + |
___________________________ |
111 W\ 111 W\ 111 W\ [
/ \ / \ / \
I I I I ||
-t +----- + +----- + R s I S + +----- +
Al | | A2 | | Bl | | B2 | | C | | C2 |
-t +--- - + 4o + B T S + +--- - +
I I I I I I
\ / \ / \ /
W\ 111 W\ 111 W\ 111
Oper A Oper B Oper C
O------=---=---- D--------- D------- - D---D---------------- o]

Figure 4: Milti-Operator OAM Stitching

Each operator is using a different managenent system and is handling
only a segnent of the whole end-to-end service. Each operator can
al so use a different technology to transport the clients over its
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segnment. Wthin one operator region, nulti-layers acn be used, e.g.
I P over WDM to transport L3VPN servi ce.

The tenants has to view an end-to-end OAM nodel via abstraction of
each region and/or using abstraction |ayer between tenants and the
OSS/ NVBs.

Requi renent s

This section identifies high-level requirenents to fulfill Iayer
i ndependent OAM managerent in Milti-layer Environnent to support
various use cases discussed in the previous sections.

(0]

Ki ng,

The interfaces between the nanagenent entity and each Managed
device in one admnistrative domai n SHOULD support standards-
based abstraction with a comon information/data nodel.

The managenent entity should be able to create a single unified
view of OAMinformation that is comobn to various |ayers, various
segnent of the sane donain.

The managenent entity shoul d provide an unified managenent
interface for multiple OAMtechnol ogies that will expose a comon
set of managenent interface capabilities for different OAM
technologies (e.g. Continuity Check(CC), Connectivity
Verification(CV)). The nanagenent interface inplenentation will
convert the defined combn nanagenent capabilities to the OAM
technol ogy specific operations.

The managenent entity should Mbdel QOAM operations nanagenent and
represent OAM infornation and nechanisns in the sane way using
YANG at the nanagenent plane to provide consistent configuration,
reporting, and presentation for the OAM mechani sms. Specific OAM
technol ogy nodels will augnent the basi c OAM nanagenent nodel
defined by the LI ME G oup.

The followi ng capability for |ayer independent OAM nmanagenent
entity should be support ed:

* Support custom zed service diagnostic.
* Support diagnose the availability of a end-to-end path.

* Support diagnose the availability of a segnent Path that is
sub-path of end to end path.

* Support verification on the correct value of Path |ID between
any two pair of overlay nodes or any two pair of service nodes.
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*  Support out-band liveliness and functionality checking
mechani sns for the overlay node or service node.

5. | ANA Consi derati ons
This meno includes no request to | ANA
6. Security Considerations
TBD.
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