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Abst r act

This note specifies using packets’ source addresses in route | ookups
as additional qualifier to be used in route | ookup. This applies to
| Pv6 [ RFC2460] in general with specific considerations for routing
protocol left for separate docunents.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on December 29, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

Since connectivity providers generally secure their ingress along the
lines of BCP 38 [RFC2827], small nultihomed networks have a need to
ensure their traffic |leaves their network with a correct conbination
of source address and exit taken. This applies to networks of a
particul ar pattern where the provider’'s default (dynami c) address
provi sioning nmethods are used and no fixed | P space is allocated,

e.g. home networks, snall business users and nobile ad-hoc setups.

Wil e 1 Pv4 networks woul d conventionally use NAT or policy routing to
produce correct behaviour, this not desirable to carry over to | Pv6.

I nst ead, assigning addresses fromnultiple prefixes in parallel
shifts the choice of uplink to the host. However, now for finding
the proper exit the source address of packets nust be taken into
account .

For a general introduction and aspects of interfacing routers to
hosts, refer to [I-D. sari kaya-6nan-sadr-overvi ew.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Principle of operation

The mechanismin this docunment is such that a source prefix is added
to all route entries. This docunent assunes all entries have a
source prefix, with ::/0 as default value for entries installed

wi thout a specified source prefix. This need not be inplenented in
this particular way, however the system MJUST behave exactly as if it
were. |In particular, a difference in behaviour between routes with a
source prefix of ::/0 and routes w thout source prefix MIJST NOT be

vi si bl e.

For uni queness consi derations, the source prefix factors MJST be
taken into account for conparisons. Two routes with identica

i nformati on except the source prefix MAY exi st and MJST be installed
and mat ched.

1. Lookup ordering and di sanbi guation

Adding further criteria to be | ooked up when forwardi ng packets on a
hop- by-hop basis has the very fundanmental requirenent that all
routers behave the same way in choosing the nobst specific route when
there are multiple eligible routes.

For | ongest-nmatch | ookups, the source prefix is matched after the
destination prefix. This is to say, first the | ongest matching
destination prefix is found, then the table is searched for the route
with the | ongest source prefix match, while only considering routes
with exactly the destination prefix previously found. If and only if
no such route exists (because none of the source prefixes match), the
| ookup noves to the next |ess specific destination prefix.

A router MJST continue to a |less specific destination prefix if no
route matches on the source prefix. It MJST NOT term nate | ookup on
such an event.

Using A< Bto mean "Ais nore specific than B", this is represented
as:

A<B:= Adst < Bdst
|| (Adst == Bdst && Asrc < Bsrc)
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2.2. Odering Rationale

The ordering described by this docunent (destination before source)
could as well be reversed, which would lead to semantically different
behavi or.

Choosing destination to be evaluated first caters to the assunption
that |ocal networks should have full, contiguous connectivity to each
other. This inplies that those specific local routes always match
first based on destination, and use a zero ("all sources") source
prefix.

If the source prefix were to be matched first, this would result in a
| ess specific (e.g. default) route with a source prefix to match
before those local routes. 1In other ternms, this would essentially
di vide local connectivity into zones based on source prefix, which is
not the intention of this docunent.
Hence, this docunent describes destination-first |ookup

3. Applicability To Specific Situations

3.1. Recursive Route Lookups
TBD, nultiple possible approaches:

variant 1: ignore dst-src routes, only use routes with src ::/0

variant 2: exact-match src prefixes fromresolvee to resol vent
(will not work for a lot of cases)

variant 3: longer-match src prefixes fromresolvee to resol vent
(nexthop src may be superset of | ooked-up route)

variant 4. create multiple instances of the route whose nexthop is
resolved, with different source prefixes

(Variant 4:)

When doi ng recursive nexthop resolution, the route that is being
resolved is installed in potentially nultiple copies, inheriting al
possi bl e nore-specific routes that match the nexthop as destination
The algorithmto do this is:

1. formthe set of attributes for |ookup by using the (unresol ved,

recursive) nexthop as destination (with full host prefix |ength,
i.e. [/128), copy all other attributes fromthe original route
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2. find all routes that overlap with this set of attributes
(including both nore-specific and | ess-specific routes)

3. order the result fromnost to | ess specific

4, for each route, install a route using the original route’s
destination and the "l ogical and" overlap of each extra match
attribute with sane attribute fromthe set. Copy nexthop data
fromthe route under iteration. Then, reduce the set of extra
attributes by what was covered by the route just installed
("l ogi cal AND NOT").

Exanpl e recursive route resolution
route to be resol ved:
2001: db8: 1234::/48, source 2001: db8: 3456::/ 48,
recursive nexthop via 2001: db8: abcd: : 1

routes considered for recursive nexthop

1110, via fe80::1
2001: db8: abcd: : / 48, via fe80::2
2001: db8: abcd: : / 48, source 2001: db8:3456:3::/64, via fe80::3
2001: db8: abcd: : 1/ 128, source 2001: db8: 3456:4::/64, via fe80::4
recursive resolution result:

2001: db8: 1234: :/ 48, source 2001: db8: 3456: :/ 48, via fe80::2
2001: db8: 1234: :/ 48, source 2001: db8: 3456:3::/64, via fe80::3
2001: db8: 1234: :/ 48, source 2001: db8:3456:4::/64, via fe80::4

3.2. Unicast Reverse Path Filtering

Uni cast reverse path filtering MJST use dst-src routes analog to its
usage of destination-only routes. However, the system MAY match
either only incom ng source agai nst routes’ destinations, or it MAY
mat ch source and destination against routes’ destination and source.
It MJUST NOT ignore dst-src routes on uRPF checks.

3.3. Milticast Reverse Path Forwarding
Mul ticast Reverse Path Lookups are used to find paths towards the
(known) sender of multicast packets. Since the destination of these
packets is the nulticast group, it cannot be matched agai nst the
source part of a dst-src route. Therefore, dst-src routes MJIST be
i gnored for Miulticast RPF | ookups.

4. Interoperability
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Since a router inplenenting source/destination routing can have
additional, nore specific routes than one that doesn't inplenent
source/ destination routing, persistent |oops can form between these
systens. To prevent this from happening, a sinple rule nust be
fol | owed:

The set of qualifiers used to route a particul ar packet MJST be a
subset of the qualifiers supported by the next hop

This means in particular that a router using the source address as
extra qualifier MJUST NOT route packets based on a source/destination
route to a systemthat doesn’t support source/destination routes (and
hence doesn’t understand the route).

There are 3 possible approaches to avoid such a condition
1. discard the packet (treat as destination unreachabl e)

2. calculate an alternate topology including only routers that
support qualifier A

3. if the lookup returns the sane nexthop without using qualifier A
use that result (i.e., the nexthop is known to correctly route
t he packet)

Above considerations require under all circunstances a know edge of
the next router’s capabilities. For routing protocols based on hop-
by-hop fl ooding (R P [ RFC2080], BGP [ RFC4271]), knowi ng the peer’'s
capabilities - or sinply relying on systens to only flood what they
understand - is sufficient. Protocols building a link-state database
(OSPF [ RFC5340], IS-1S [RFC5308]) have the additional opportunity to
calcul ate alternate paths based on knowl edge of the entire domain,

but cannot rely on routers flooding only link state they support

t hensel ves

5. | ANA Consi derati ons
Thi s docunent nakes no requests to | ANA

6. Security Considerations
Systens operating under the principles of this docunent can have
routes that are nore specific than the previously nost specific, i.e.
host routes. This can be a security concern if an operator was

relying on the inmpossibility of hijacking such a route.

Whi | e source/ destination routing could be used as part of a security
solution, it is not really intended for the purpose. The approach
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10.

10.

10.

limts routing, in the sense that it routes traffic to an appropriate
egress, or gives a way to prevent comunicati on between systens not
included in a source/destination route, and in that sense could be
considered simlar to an access list that is managed by and scal es
with routing.

Privacy Considerations

If a host’s addresses are known, injecting a dst-src route all ows
isolation of traffic fromthat host, which may conprom se privacy.
However, this requires access to the routing system As with simlar
problens with the destination only, defending against it is left to
general nechani sns protecting the routing infrastructure.
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