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Abst ract

Thi s docunment defines a Key-Derivation Authentication Schene, based
on the PBKDF2 Key Derivation Function (KDF), that could be used with
t he chal | enge-response authentication framework used by SIP to

aut henticate the user.

The schene allows two parties to establish a nutually authenticated
communi cati on channel based on a shared password, w thout ever
sendi ng the password on the wre.

Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm
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1

I nt roducti on

SI P [ RFC3261] uses the Digest Authentication schenes with the genera
framework for access control and authentication, which is used by a
server to challenge a client request and by a client to provide

aut henti cation i nformation.

The chal | enge-response franmework relies on passwords chosen by users
whi ch usual ly have | ow entropy and weak randommess, and as a result
cannot be used as cryptographi c keys.

Whi | e cannot be used directly as cryptographic keys, the passwords
can still be used to derive cryptographic keys, by using Key
Derivation Function (KDF).

Thi s docunment defines a new schene, Key-Derivation Authentication
Schene, to replace the Digest schenme, that could be used with the
chal | enge-response authentication framework used by SIP to

aut henticate the user.

The Key-Derivation schenme ensures that the password is never sent on
the wire, and allows for a better secure storage of passwords, as it
significantly increases the anmount of conputation needed to derive a
key froma password in a dictionary attack

The Key-Derivation schenme creates a nmaster-key, that is derived from
the password, which has a nmuch better entropy than the password, to
cal cul ate a proof-of-possession for the shared password.

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Operati ons Overvi ew

When an account is created, the server uses a KDF, a salt, a key

Il ength, and an iteration count to create a master-key based on the
user’s password, as defined in [N ST-KD]. The server then stores the
followi ng information in the database:

user name
iteration count
sal t

mast er - key

O oO0Oo0oOo
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The following flow describes at a high-level the flow of nessages
based on the chal |l enge-response framework:

dient Server

| |
| I'nitial-Request |
| user nane@lomai n. com |
I
I

0 pop = HMAC- SHA256( mast er - key, digest-string + nonce)
I

I
I
I
I
| Chal | enge |
[ kdf, salt, key-size, iteration-count, nonce, pop
I
I

o master-key = kdf (password, salt, iteration-count, key-size)
o Cient verifies the pop sent by the server
0 pop = HVAC- SHA256( nmast er - key, digest-string + nonce)

I

| Response

| user namre@lomnei n. com nonce, pop

o Server verifies the pop sent by the client

I

I

I

I I
| Confirmati on |
| [token, expires,...] |
[ Smmmmmmmm e I
I
I
I

Wth the chall enge-response framework the initial request fromthe
client is sent wthout providing any credentials.

When the server receives the initial request fromthe client, the
server fetches the nmaster-key associated with the usernane provided
in the request. The server then uses the naster-key to create a

pr oof - of - possessi on (pop) using an HVAC- Hash function with the

di gest-string and nonce fromthe chall enge.
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The digest-string, as defined in Section 9 of [RFC4474], is a list of
SI P headers that nust be hashed to create the proof-of-possession
defined in this docunent.

The server then chall enges the request and includes the Key-
Derivation schenme with a kdf, a salt, a key-size, an iteration-count,
a nonce, and pop.

To be able to provide credentials to the server the client nust
create the nmaster-key as was done by the server when the account was
initially created as descri bed above using the paraneters provided by
the server in the challenge. The client will then verify the pop sent
by the server using its master-key, the digest-string of the inconing
request, and the nonce provided in the chall enge.

The client then creates a proof-of-possession (pop) using an HVAC
Hash function and the nmaster-key using the digest-string fromthe
response concatenated with the nonce to be sent to the server. A
valid response fromthe client will contain the Key-Derivation
schene, a nonce, and the pop paraneter.

When the server receives the response, it verifies the pop, and if
that is valid, it sends a confirmation.

At the end of the above process, the client and the server would have
est abli shed a comuni cati on channel after conpleting a mutua
aut henti cation using the sane naster-key on both sides.
Subsequent requests will be able to use the nmaster-key to create pop
to prove possession of the credentials.
3 The Chal |l enge
When a server receives a request froma client, and an acceptabl e
aut hori zation is not sent, the server challenges the originator to
provide credentials by rejecting the request and include the Key-
Derivati on schene.
The chal | enge should include the follow ng paraneters
KDF ( REQUI RED)
A deterministic algorithmused to derive cryptographic keys froma

shared secret |ike a password. A good exanple of such a function
i s HVAC SHA2- 256.

Shekh- Yusef, et. al. Expires April 13, 2015 [ Page 5]



Internet-Draft Key-Derivation Auth Schemne Cct ober 10, 2014

Iterations (OPTI ONAL)
The nunber of iterations that the KDF will be applied on the salt
and password. The default value for this paranmeter is 1000.

Salt (REQUI RED)
A random val ue that is used to make sure that the sane password

will always be hashed differently. The salt MJST be generated
usi ng an approved Random Nunber Generator.

Key- Si ze ( REQUI RED)
The size of the derived key in bits.

nonce ( REQUI RED)
A server-specified value that should be uniquely generated each
time a challenge is nmade.

pop ( REQUI RED)

The pop is derived from applying the HVAC- SHA256 on di gest-string
and a nonce using the naster-key, as follows:

pop = HMAC- SHA256( nmast er - key, digest-string + nonce)

4 The Response

The client first creates the naster-key based on the paraneters
provi ded by the server in the chall enge.

The client then uses the master-key to verify the pop sent by the
server; if that is successful, the client then uses the master-key to
create a pop for the response to be sent to the server.

The client is expected to retry the request, passing the nonce and
pop with the Key-Derivation schene.

nonce ( REQUI RED)
A client-specified value that should be uniquely generated each
tinme a response i s nade.
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pop ( REQUI RED)

The pop is derived from applying the HVAC- SHA256 on digest-string
and a nonce using the naster-key, as follows:

pop = HMAC- SHA256( nmast er - key, digest-string + nonce)

5 The Confirmation
The server verifies the proof-of-possession sent by the client. If

the verification is successful, the server sends a confirmation to
the client; otherw se, the server declines the request.

6 Security Considerations

<Security considerations text>

7 | ANA Consi derations

<| ANA consi derations text>

8. Acknow edgnents

<Acknow edgnents text>
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